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ୈ 1ষ

͡Ίʹ

҉߸ٕज़ΠϯλʔωοτΛ͡Ί, ,൫ٕज़Ͱ͋ΓجΔ͑ࢧͷใ௨৴γεςϜͷηΩϡϦςΟΛݱ ωοτγϣο

ϐϯάΠϯλʔωοτόϯΩϯά, ަ௨ܥ IC Χʔυ, ແઢ LAN ͳͲͰৗతʹར༻͞Ε͍ͯΔ. Ε͞༺͘ࡏݱ

͍ͯΔެ։҉ݤ߸ํࣜͱͯ͠ RSA ҉߸ͱପԁۂઢ҉߸͕͛ڍΒΕΔ. RSA ҉߸ͷ҆શੑΛૉҼղ͢Δܭ

,ͱ͓ͯ͠ΓڌੑΛࠜࠔͷࢉ ପԁۂઢ҉߸ʹ͍ͭͯࢄରΛղ͘ࢉܭͷࠔੑ͕ར༻͞Ε͍ͯΔ. ࢉܭࢠྔ

ͷ։ൃ͕ेʹਐΉͱػ Shor ͷΞϧΰϦζϜ [14, 15] ʹΑΓͷૉҼղࢄରΛߴʹࢉܭͰ͖ΔͨΊ,

ͦΕΒͷ҉߸ํࣜͷ҆શੑ͕େ͖͘Լ͢Δ. ͦͷͨΊ, ,ରͯ͠ʹػࢉܭࢠྔ ରʹػࢉܭΕ͍ͯΔ͞༺ࡏݱͨ·

ͯ͠, ҆શੑΛ֬อͰ͖Δ҉߸ํ͕ࣜඞཁͱ͞Ε͓ͯΓ, ͦͷΑ͏ͳ҉߸ํࣜྔ҉ػࢉܭࢠ߸ (Post-Quantum

Cryptography: PQC) ͱΑΕ͍ͯΔ.

ۙ, .ͷ։ൃ͕ੈքతʹਐΊΒΕ͍ͯΔػࢉܭࢠྔ ͦΕʹͱͳͬͯ, PQC ʹؔ͢Δٴڀݚͼͦͷඪ४Խʹ͚ͨ

,Ε͓ͯΓ͞ࢪͷ৫Ͱ࣮ࠃಈੈք֤׆ Ͱࠃ PQC ͷڀݚಈΛѲ͢Δඞཁੑ͕ߴ·͍ͬͯΔ. 2017 ͷ҉

߸ٕज़ݕ౼ձʹ͓͍ͯ, ҉߸ٕज़ධՁҕһձͷ׆ಈܭըͱͯ͠ 2 Λ͔͚ͯ PQC ͷڀݚಈΛௐࠪ͢Δ͜ͱ͕ܾఆ͞

Εͨ. ҉߸ٕज़ධՁҕһձ҉߸ٕज़ௐࠪϫʔΩϯάάϧʔϓ (҉߸ղੳධՁ) Λઃஔ͠, 2017 ٴͼ 2018ʹ

͓͍ͯຊௐࠪΛ࣮ͨ͠ࢪ (ਤ 1.1).

ਤ 1.1 CRYPTREC ͷମ੍ਤ (https://www.cryptrec.go.jp/system.html)

1

https://www.cryptrec.go.jp/system.html


ຊௐࠪͰ PQC ͷදతͳީิͰ͋Δ࢛ͭͷྨ ,ज़ٕ߸҉ͮ͘جʹࢠ֨) ,ज़ٕ߸҉ͮ͘جʹ߸ූ ଟมଟ߲ࣜʹ

,ज़ٕ߸҉ͮ͘ج ಉछࣸ૾ʹ҉ͮ͘ج߸ٕज़) ʹ͍ͭͯௐࠪ͠, ओʹ 2018  10 ݄ 12 ·Ͱͷௐࠪ݁ՌΛຊใࠂॻʹ

·ͱΊͨ. ·ͨ, ຊใࠂॻͷ 1 ষҰൠతͳಡऀʹΉ͚ͨ༰ͱͯ͠·ͱΊ, ͦΕҎ֎ͷষʹ͍ͭͯ҉߸ٕज़ʹܞΘ

Δٴऀڀݚͼٕज़ऀΛಡऀͱͯ͠ఆͨ͠༰ͱͨ͠. ϋογϡؔʹͮ͘جॺ໊ٕज़ PQC ͷओཁͳީิͷҰͭͰ

͋Γ, ͦΕʹ͍ͭͯ [1, 9] Λࢀর͞Ε͍ͨ.

1.1 ྔ҉ػࢉܭࢠ߸ (PQC) ͷඞཁੑʹ͍ͭͯ

,ʹػࢉܭࢠྔ ,ઐ༻ͷͷ͕͋ΓࢉܭΞχʔϦϯάࢠͱྔػࢉܭࢠͷྔܕήʔτࢠྔ Shor ͷΞϧΰϦζϜ͕

ద༻Ͱ͖ΔͷྔࢠήʔτܕͷྔػࢉܭࢠͰ͋Δ. ,ͷ߹ͷϓϩηοαʹؔ͢Δۙͷ։ൃʹ͍ͭͯܕήʔτࢠྔ

2017  11 ݄ʹ IBM ͕ 50 ϏοτͷϓϩηοαΛࢠྔ [17], 2018  5 ݄ʹ Google ͕ 72 Ϗοτͷϓϩηοαࢠྔ

Λ։ൃͨ͠ͱൃද͓ͯ͠Γ [11], .Δ͔͍͕͋ͭ͘ࠂͷ։ൃ͕ਐΜͰ͍Δ͜ͱΛࣔ͢ใػࢉܭࢠͷྔܕήʔτࢠྔ ·ͨ,

NIST ͷ Interim Report 8105 ʹ͓͍ͯ, 2000 bit ͷ߹Λར༻͢Δ RSA ҉߸ΛղಡՄͳྔ͕ػࢉܭࢠ 2030 

·Ͱʹ࣮͞ݱΕΔՄੑ͕͋Δͱ, ड़͕͋Δه͍ͬͯΔͱͷੵݟΒ͕ऀڀݚͷػࢉܭࢠྔ [3].

͔͠͠, จݙ [10, 12, 16] Ͱड़ΒΕ͍ͯΔΑ͏ʹ, ͱػࢉܭࢠྔ Shor ͷΞϧΰϦζϜΛར༻࣮ͨ͠ݧʹ͓͍

ͯ, େ͖ͳͷૉҼղ·ͩޭ͍ͯ͠ͳ͍ (ද 1.1). ྫ͑, ͱػࢉܭࢠྔ Shor ͷΞϧΰϦζϜΛ༻ͯ͠

ૉҼղͰ͖ͨ࣌ݱͰͷ࠷େͷ߹ 21 ͱ͞Ε͓ͯΓ, 2012 ͷ Mart́ın-López ΒʹΑΔՌ͕͛ڍΒΕΔ

[13]. ͞Βʹ, Լهͷཧ༝ʹΑΓ, ͜ͷ࣮ݧʹ͓͚Δ࣮ Shor ͷΞϧΰϦζϜͷ࣮ͱͯ͠ෆదͰ͋Δ. Shor

ͷΞϧΰϦζϜͷಛ༨ྨͷݩͷ๏ҐΛޮΑ͘ࢉܭͰ͖Δ͜ͱͰ͋Γ, ͜ͷੑ࣭͕ͷૉҼղ

.ར༻͞ΕΔʹࢉܭରΛղ͘ࢄ ͔͠͠, ͜ͷ࣮ݧͰ͜ͷҐͷࢉܭΛߦΘͣ, ճ࿏ઃܭͷஈ֊Ͱ 21 Λ๏ͱ

ͨ͠ͱ͖ͷ 4 ͷ๏Ґ͕ 3 Ͱ͋Δ͜ͱ͕ར༻͞Ε͍ͯΔ. Ґ͕ະͷ߹ͷՌͱͯ͠, 2001 ʹ Vandersypen

ΒʹΑΔ 15 ͷૉҼղͷՌ [18] ,ΒΕΔ͕͛ڍ͕ ͜ͷ࣮ݧͰ, λʔήοτͱͳΔ߹ͷಛΛճ࿏ઃܭͷஈ

֊ͰաʹΈࠐ·Ε͓ͯΓ, ൚༻తͳճ࿏ߏͱͳ͍ͬͯͳ͍. ैͬͯ, Ͱ࣌ݱ Shor ͷΞϧΰϦζϜΛ൚༻తͳ

ճ࿏ߏʹΑΓྔ্ػࢉܭࢠͰ࣮ͯ͠, ૉҼղʹޭͨ͠ՌΒΕ͍ͯͳ͍.

ղ๏ खஈࢉܭ ߹ Ϗοτ ൃද δϟʔφϧ໊ උߟ

Shor

NMR 15 4 2001  Nature # QB=7

ࢠޫ 21 5 2012  Nature Photonics # QB=1+log 3

ޫूੵճ࿏ 15 4 2009  Science # QB=5

δϣηϑιϯૉࢠ 15 4 2012  Nature Physics # QB=3

ΠΦϯτϥοϓ 15 4 2016  Science # QB=5

ɾຊղ๏ղରͷૉҼղͷ݁ՌΛ༻͍ɼShorͷΞϧΰϦζϜͷԋࢉͷҰ෦Λলུ͍ͯ͠Δɽ
ɾ# QB ࢠྔͨ͠༺Ϗοτ.

ɾ2 ͷߦ # QB ͷ 2 ਐදݱͱ 3 ਐද͔ݱΒࢉग़͞Ε͍ͯΔɽ

ද 1.1 هΑΔૉҼղͷʹػࢉܭܕήʔτࢠྔ ([10] ͷද 1 ΛҰ෦վม )

ҰํͰ, ,͍ͯͭʹػࢉܭࢠઐ༻ͷྔࢉܭΞχʔϦϯάࢠྔ 2017  1 ݄ʹΧφμͷ D-Wave ͔ࣾΒ 2048 Ϗοࢠྔ

τͷϓϩηοαΛ։ൃͨ͠ͱͷൃද͕͋Γ, ൃച͞Εͨ [5, 6]. ͍͓ͯʹػࢉܭࢠઐ༻ͷྔࢉܭΞχʔϦϯάࢠྔ Shor

ΞϧΰϦζϜΛޮΑ͘ద༻͢Δํ๏ൃ͞ݟΕ͓ͯΒͣ, ೋ࣍ଟมଟ߲ࣜΛར༻ͨ͠ΞϧΰϦζϜ͕༻͞Ε͍ͯ
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Δ. ,Ͱ࣌ݱ ͜ͷࢉܭख๏ʹΑͬͯૉҼղ͞Εͨ࠷େͷ߹ 200099 Ͱ͋Γ, 2016 ͷ Dridi ͱ Alghassi

ͷ࣮ݧʹΑΔͷͰ͋Δ [7] (ද 1.2).

ղ๏ खஈࢉܭ ߹ Ϗοτ ൃද δϟʔφϧ໊ උߟ

ૉ๏ NMR 21 5 2008  Psysical Review Letters # QB=3

චࢉ๏
NMR 143 8 2012  Psysical Review Letters # QB=4

D-Wave 200099 18 2016  Scientific Reports # QB=897

ɾ# QB ࢠྔͨ͠༺Ϗοτ.

ද 1.2 هΑΔૉҼղͷʹػࢉܭࢠઐ༻ͷྔࢉܭΞχʔϦϯάࢠྔ ([10] ͷද 1 ΛҰ෦վม )

Ҏ্ͷ͜ͱ͔Β, RSA ҉߸ʹର͢ΔྔػࢉܭࢠΛ༻ͨ͠߹ͷ࣮ࡍతͳڴҖ͕ࠩ͠ഭ͍ͬͯΔͱ࣌ݱͰஅ

.Ͱ͖ͳ͍ݴ ͔͠͠, ,ͷ҆શੑ߸҉ݤΕ͍ͯΔެ։͞༺͘ࡏݱ ͷૉҼղࢄରͷࠔࢉܭੑʹͮج

͍͍ͯΔͨΊ, ेͳੑΛػࢉܭࢠྔͭ࣋ͷ։ൃ͕ਐΜͩ߹ͷϦεΫۃΊͯେ͖͍. ·ͨ, ΘΕ͍ͯΔ҉߸γε

ςϜΛߋ৽͢ΔͨΊʹ, ͦͷ४උͱ͍݄͕ͯ͠ඞཁͰ͋Δ. ैͬͯ, RSA ҉߸ପԁۂઢ҉߸͔Β PQC ͷҠ

,ʹ߹ඞཁͱͳ͕ͬͨߦ ͙͢ʹ PQC Λ༻Ͱ͖ΔΑ͏ʹेͳؒ࣌Λ͔͚ͯલͬͯ४උΛ͓ͯ͘͜͠ͱ͕·͠

͍. Ҏ্ͷཧ༝͔Β, ,ࡏݱ ੈք֤ࠃʹ͓͍ͯ PQC ʹؔ͢Δڀݚ։ൃඪ४Խ͕ਐΊΒΕ͍ͯΔ.

1.2 PQC ͷٴڀݚͼඪ४Խʹؔ͢Δಈ

PQC ʹؔ͢ΔڀݚՌ Crypto, Eurocrypt, Asiacrypt , ҉߸ͷࡍࠃձٞͰٞ͞Ε͍ͯΔ. ͞Βʹ

PQC Λઐʹѻ͏ࡍࠃձٞͱͯ͠ PQCrypto ,ΒΕ͛ڍ͕ ͦͷୈ 1 ճձٞ 2006 ʹ։͞࠵Ε, 2018 ·Ͱʹܭ 9

ճ։͞࠵Ε͍ͯΔ.

PQC ͷඪ४Խʹؔ͢Δۙͷಈʹ͍ͭͯ, ·ͣ 2015  8 ݄, ΞϝϦΧࠃՈ҆શอোہ (NSA) ͕ PQC ͷক

དྷతͳҠܭߦըΛൃද͍ͯ͠Δ. ·ͨ, ΞϝϦΧཱࠃඪ४ٕज़ڀݚॴ (NIST)  2016 ͔Β PQC ͷެืΛ։࢝͠, ͦ

ͷకͰ͋Δ 2017  11 ݄ 30 ·Ͱʹ 82 ݅ͷ҉߸ํ͕ࣜఏҊ͞Ε, ఏग़ॻྨ͕උͰ͋Δ͜ͱ͕֬ೝ͞Εͨ 69 ݅

͕ Round 1 ͷධՁରͱͳͬͨ. ·ͨ, 2019  1 ݄ 30 ʹ, NIST ͔Β Round 2 ਐΉํࣜͱͯ͠ 26 ͕݅ൃද

͞Εͨ. ,ࡏݱ ఏҊ͞ΕͨͦΕΒͷ҉߸ํࣜͷ҆શੑΛධՁ͢Δஈ֊ʹ͋Γ, 2023 લޙ·Ͱʹඪ४ԽΛਐΊΔܭը

Λཱ͍ͯͯΔ [4] (ਤ 1.2). ԤभͰ EU H2020 ʹ͓͍ͯ SAFECrypto *1  PQCRYPTO *2 ͳͲͷڀݚϓϩδΣ

Ϋτ͕࣮͞ࢪΕͨ΄͔, ETSI ͔Β Quantum-safe Cryptographyʹؔ͢ΔΨΠυϥΠϯ͕ग़൛͞Ε͍ͯΔ [8]. ·ͨ,

ISO/IEC JTC 1/SC 27 WG2 ʹ͓͍ͯ PQC ʹؔ͢Δ Standing Document ͷ࡞͕࢝·ΔͳͲ, ඪ४Խʹ͚ͨ

͕ٞ࢝·͍ͬͯΔ.

҉߸ٕज़ௐࠪϫʔΩϯάάϧʔϓʹ͓͍ͯ 2014 ʹ PQC ͷදతͳީิͰ͋Δ֨҉ͮ͘جʹࢠ߸ٕज़ʹ͍ͭ

ͯௐࠪΛ͍ߦ, ใࠂॻʮ֨ࢠͷࠔੑʹؔ͢ΔௐࠪʯΛެ։͍ͯ͠Δ [2]. ͞Βʹ 2017 ͔Β 2018 ʹ͔

͚ͯ, PQC ͷදతͳީิͰ͋Δલड़ͷ࢛ͭͷྨʹ͍ͭͯௐࠪ͠, ຊใࠂॻʹ·ͱΊͨ.

*1 https://www.safecrypto.eu/
*2 https://pqcrypto.eu.org/
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ਤ 1.2 NIST PQC ඪ४Խεέδϡʔϧ (https://csrc.nist.gov/projects/post-quantum-cryptography/

workshops-and-timeline)

1.3 ຊใࠂॻͰѻ͏࢛ͭͷ PQC

ຊઅͰຊௐࠪͷରͱͯ֨͠҉ͮ͘جʹࢠ߸ٕज़, ,ज़ٕ߸҉ͮ͘جʹ߸ූ ଟมଟ߲ࣜʹ҉ͮ͘ج߸, ಉछࣸ૾ʹ

.ड़Δ͍ͯͭʹ߲ࣄͼͦͷઆ໌ʹඞཁͳٴज़Λબͨ͠ཧ༝ٕ߸҉ͮ͘ج

දతͳެ։҉ݤ߸, ֶతͳࢉܭͷࠔੑΛͦͷ҆શੑͷࠜڌͱͯ͠ར༻͍ͯ͠Δ. ྫ͑ RSA ҉߸Ͱ,

ೋͭͷಉఔͷେ͖͞Ͱ͔ͭ૬ҟͳΔૉ p, q ͕ൿີݤ, ͦΕΒͷੵ N = pq ͕ެ։ݤͱͯ͠༻͞Ε, N ͕ૉҼ

ղ͞ΕΔͱൿີݤ p, q ,͍·Εͯ͠͞ࢉܭ͕ RSA ҉߸ղಡ͞Εͯ͠·͏. ପԁۂઢ҉߸ͷ߹ପԁۂઢ҉߸ͷެ

։͔ݤΒପԁۂઢ্ͷࢄର͕ఆٛ͞Ε, ͦΕΛղ͘͜ͱͰͦͷൿີࢉܭ͕ݤͰ͖ͯ͠·͏. ຊใࠂॻͰѻ͏

දతͳ࢛ͭͷ PQC ,ज़ٕ߸҉ͮ͘جʹࢠ֨) ,ज़ٕ߸҉ͮ͘جʹ߸ූ ଟมଟ߲ࣜʹ҉ͮ͘ج߸, ಉछࣸ૾ʹ҉ͮ͘ج

߸ٕज़)  RSA ҉߸ͱಉ༷ʹ, ͦΕΒͷ҆શੑͦΕͧΕͰར༻͞ΕΔֶతͳࢉܭͷࠔੑΛࠜڌͱ͍ͯ͠Δ.

ͦͯ͠, ͜ΕΒͷΛྔػࢉܭࢠΛར༻ͯ͠ޮΑ͘ղ͘ΞϧΰϦζϜ·ͩൃ͞ݟΕ͍ͯͳ͍͜ͱ͕, ͦΕΒ࢛ͭ

ͷ҉߸ํ͕ࣜ PQC ͱ͞Ε͍ͯΔཧ༝Ͱ͋Δ. ຊௐࠪͷରͰ͋Δ҉߸ํࣜͱֶతͳࢉܭͷ֤ؔষͷ 1 અͰ

આ໌͢Δ.

ຊใࠂॻͷௐࠪରͰ͋Δ࢛ͭͷ҉߸ٕज़ͷڀݚͷྺ࢙͘, ٕ߸҉ͮ͘جʹͼಉछࣸ૾ٴज़ٕ߸҉ͮ͘جʹࢠ֨

ज़ 20 Ҏ্, ଟมଟ߲ࣜʹ҉ͮ͘ج߸ٕज़ 30 Ҏ্, ज़ٕ߸҉ͮ͘جʹ߸ූ 40 Ҏ্ߦ͕ڀݚΘΕ͍ͯΔ.

ैͬͯ, ຊௐࠪͰ͜ΕΒͷ҉߸ٕज़Λ༗ྗͳ PQC ͱͯ͠ௐࠪͨ͠. ্ड़ͷ֤҉߸ํࣜͷྺ࢙తͳ࣮ࣄʹ͍֤ͭͯ

ষͷ 4 અʹͨ͠ࡌه.
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1.4 2017 ʙ 2018  ҉߸ٕज़ௐࠪ WG (҉߸ղੳධՁ)ͷҕһߏ

ओࠪ ߴ ߶ ౦ژେֶେֶӃ ใཧڀݚܥֶՊ तڭ

ҕһ ੨ ຑ࿊ ຊి৴ిࣜגձࣾ NTTηΩϡΞϓϥοτϑΥʔϜڀݚॴ άϧʔϓϦʔμ

ҕһ  ଠܙ ຊి৴ిࣜגձࣾ NTTηΩϡΞϓϥοτϑΥʔϜڀݚॴ ओڀݚ

ҕһ ᅳኍ ঢ ౦ژେֶେֶӃ ৽ྖҬՊֶڀݚՊ ।ڭत

ҕһ Լࢁ ࢘
ॴڀݚ௨࢜ձࣾࣜג ηΩϡϦςΟڀݚॴ σʔλˍ IoTηΩϡϦςΟϓϩδΣΫτ

ओڀݚһ

ҕһ ౡߴ ࠀ ձࣾࣜגػඛిࡾ ใٕज़૯߹ڀݚॴ ओࢣٕ

ҕһ ҆ా ಙو ԬࢁཧՊେֶ ෦ֶ ।ڭत

ҕһ ҆ా խ࠸ भେֶɹϚεɾϑΥΞɾΠϯμετϦڀݚॴ ।ڭत

1.5 ֤ষͷࣥචऀͱ༰

֤ষͷࣥච୲ऀٴͼௐࠪ༰Լදͷ௨ΓͰ͋Δ.

ষ ࣥචऀ໊ ༰

ୈ 1ষ
ߴ ߶ ओࠪ, ࠇ ࢘و ,(ہࣄ)

ݪࣰ ߦ ,(ہࣄ) ߹ ൕࢤ (ہࣄ)
ௐࠪͷత, ֓ཁͳͲ

ୈ 2ষ Լࢁ ࢘ ҕһ, ҆ా խ࠸ ҕһ, ੨ ྑൣ (ہࣄ) ज़ٕ߸҉ͮ͘جʹࢠ֨

ୈ 3ষ  ଠܙ ҕһ ज़ٕ߸҉ͮ͘جʹ߸ූ

ୈ 4ষ ҆ా ಙو ҕһ ଟมଟ߲ࣜʹ҉ͮ͘ج߸ٕज़

ୈ 5ষ ౡߴ ࠀ ҕһ ಉछࣸ૾ʹ҉ͮ͘ج߸ٕज़
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ୈ 2ষ

ज़ٕ߸҉ͮ͘جʹࢠ֨

ຊষͰ֨҉ͮ͘جʹࢠ߸ٕज़ʹ͍ͭͯ·ͱΊΔ. ,ज़ͷ҆શੑٕ߸҉ͮ͘جʹࢠ֨ LWE (Learning With Errors)

, NTRU , ͓ΑͼͦΕΒͷมछΛؚΉ, .ੑʹґଘ͍ͯ͠ΔࠔͷࢉܭΔΛղؔ͘͢ʹཧࢠ֨

2.1 ͱͳΔڌज़ͷ҆શੑͷٕࠜ߸҉ͮ͘جʹࢠ֨

2.1.1 LWEͱදతͳٻղ๏

ຊઅͰ, 2005 Regev͕ఏҊͨ͠ LWE  [40]Λհ͢Δͱڞʹ, ͨ͠༺Λརࢠ֨ LWE ʹର͢Δٻղ๏

Λհ͢Δ. ·ͨ, LWE ͷ͍͔ͭ͘ͷมछʹ͍ͭͯ͢ٴݴΔ.

2.1.1.1 LWEͷհ

LWE ػցֶशཧ͔Βੜͨ͠ٻղࠔͳͰ, ༨ྨ Zq ্ͷൿີϕΫτϧ s ∈ Zn
q ʹؔ͢

ΔϥϯμϜͳ࿈ཱઢܗʮۙࣅʯํఔ͕ࣜ༩͑ΒΕͨͱ͖, ͦͷൿີϕΫτϧΛ෮͢ݩΔͰ͋Δ. ྫͱͯ͠

n = 4, q = 17ͱ͠, ൿີϕΫτϧ s = (s1, s2, s3, s4) ∈ Z4
17 ʹؔ͢Δ࿈ཱઢํࣅۙܗఔࣜ

⎧
⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎩

14s1 + 15s2 + 5s3 + 2s4 ≈ 8 (mod 17)

13s1 + 14s2 + 14s3 + 6s4 ≈ 16 (mod 17)

6s1 + 10s2 + 13s3 + s4 ≈ 12 (mod 17)

...

6s1 + 7s2 + 16s3 + 2s4 ≈ 3 (mod 17)

͕༩͑ΒΕͨͱ͢Δ. (͜ͷྫ [43]͔ΒҾ༻ͨ͠.) ͨͩ͠, ֤ઢํܗఔࣜͷۙࣅͰ͋Γ, ͦͷࠩޡ͜ͷྫ

Ͱ ±1ҎͱԾఆ͢Δ. ͜ͷͱ͖, ͜ͷ࿈ཱઢํࣅۙܗఔࣜͷղ sΛٻΊΔͷ͕ LWE Ͱ͋Δ. (͜ͷྫͰ

s = (0, 13, 9, 11) ∈ Z4
17 ͕ղͱͳΔ.) LWE Ͱҙ͖͢͜ͱ, ࿈ཱઢํࣅۙܗఔࣜʹ͕ࠩޡͳ͍߹, Gauss

ͷফڈ๏ʹΑΓޮతʹղΛٻΊΔ͜ͱ͕Ͱ͖ΔͰ͋Δ. ,ͱ͏ݴʹٯ ࿈ཱઢํࣅۙܗఔࣜͰ༩͑ΒΕΔࠩޡͷେ͖

͕͞ LWE ͷٻղΛࠔʹ͢Δ. ,ࡍ࣮) େ͖͘ͳΔ΄Ͳ͕ࠩޡ LWE ͷٻղΑΓࠔʹͳΔ.)

˙ࢄ Gauss  Ұൠʹ, LWE ʹ͓͚Δ࿈ཱઢํࣅۙܗఔࣜͷࠩޡ, ฏۉ 0, ύϥϝʔλ σ > 0ͷ Z্ͷ
ࢄ Gauss  χ = DZ,σ ͔Βੜ͞ΕΔ*1. ΑΓਖ਼֬ʹ, χ֤ x͕αϯϓϧ͞ΕΔ͕֬ exp

(
−πx2

σ2

)
ʹൺྫ

*1 ຊষͰه߸ σ ΛΨεͷύϥϝʔλ (ඪ४ภࠩͱҟͳΔ) ͷҙຯͰ͍, ॺ໊Λද͢ͱ͖ʹ sig Λ༻͍Δ.
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͢Δ Z্ͷ֬ࢄͰ͋Δ. ͜ͷ, ֶతͳਖ਼ن*2 ͱҟͳΔ͕, ઈରͷେ͖ͳ͕ੜ͞ΕΔ֬

͕ඇৗʹখ͍͞ͱ͍͏ੑ࣭ڞ௨͍ͯ͠Δ. ྫ͑, ઈର͕ 3σ ΑΓେ͖ͳ͕αϯϓϧ͞ΕΔ֬ඇৗʹখ͞

͍. ࢄ Gauss ͷৄࡉʹ͍ͭͯ [33]ͳͲΛࢀর.

ࢄ Gauss Λਖ਼֬ʹੜ͢ΔΞϧΰϦζϜ࣮͕༰қͰͳ͘, timing attackͳͲͷ੬ऑੑ [11]͕ੜ·Εͯ

͠·͏ͨΊ, ͷํ࣮ࣜݱ (2.3 અࢀর) ʹ͓͍ͯ, ࠩޡ (ϊΠζ) ͱͯ͠ࢄ Gauss ͱͷ౷ڑܭ͕খ͍͞Λ

༻͍͍ͯΔ. ͦΕΒΛ۠ผ͢ΔͨΊ, ํࣜ SchemeͰ༻͍ΒΕΔϊΠζͷΛ DScheme
Z,s ͱද͢ݱΔ. ͜͜Ͱ, sύ

ϥϝʔλͰ͋Δ, ·ͨ, ߸ه DScheme
Zn,s , DScheme

Zn×m,s ʹΑͬͯͦΕͧΕ, Λ DScheme
Z,s ͔Βಠཱʹੜͨ͠ n ϕΫτݩ࣍

ϧ, n×mྻߦͱ͢Δ.

˙LWE ͷఆࣜԽ

ఆٛ 2.1 (LWE  [40]) n Λਖ਼ͷͱ͠, q Λحૉͱ͢Δ. ฏۉ 0, ඪ४ภࠩ σ ͷ Z ্ͷࢄ Gauss Λ

χ = DZ,σ ͱ͢Δ. ൿີϕΫτϧ s ∈ Zn
q Λݻఆ͢Δ. Ұ༷ϥϯμϜʹબΕͨ a ∈ Zn

q ͱࢄ Gauss  χ͔Βαϯ

ϓϧ͞Εͨ e ∈ Zʹରͯ͠, (a, b) ∈ Zn
q × Zq ͷΛग़ྗ͢Δ֬Λ Ls,χ ͱ͢Δ. ͨͩ͠, b ≡ ⟨a, s⟩+ e (mod q)

ͱ͢Δ. (2ͭͷϕΫτϧ vͱ wͷੵΛ ⟨v,w⟩Ͱද͢.) ͜ͷͱ͖, ͷ࣍ 2ͭͷΛ͑ߟΔɿ

1. ఆ LWE (Decision-LWE) ༩͑ΒΕͨ (a, b) ∈ Zn
q × Zq ͕, ֬ Ls,χ ͔Βαϯϓϧ͞Ε͔ͨݩ, Zn

q × Zq

্Ұ༷ϥϯμϜʹੜ͞Ε͔ͨݩΛܾఆ͢Δ.

2. ୳ࡧ LWE (Search-LWE) ֬ Ls,χ ͔Βαϯϓϧ͞Εͨ (a, b)͔ΒൿີϕΫτϧ sΛ෮͢ݩΔ.

Ұൠʹ, ͷه্ LWE ʹ͓͍ͯ֬ Ls,χ ҙݸͷ (a, b)Λαϯϓϧ͢ΔΦϥΫϧͱͯ͠Έͳ͢. ۩ମత

ʹ, ͋Δݻఆͨ͠αϯϓϧm > 0ʹରͯ͠, ֬ Ls,χ ͔Βαϯϓϧ͞ΕͨҟͳΔmݸͷ

⎧
⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎩

(a1, b1), b1 ≡ ⟨a1, s⟩+ e1 (mod q)

(a2, b2), b2 ≡ ⟨a2, s⟩+ e2 (mod q)

...

(am, bm), bm ≡ ⟨am, s⟩+ em (mod q)

͔Β LWE Λղ͘͜ͱΛ͑ߟΔ. (ղಡʹཁ͢Δ࠷͕ؒ࣌ࢉܭ͘ͳΔΑ͏ͳ m Λ͕ऀܸ߈બΔ͜ͱΛ

ఆ͢Δ.) ୈ i ϕΫτϧΛߦ ai ͱ͢Δ m × n Λྻߦ A ͱ͠, b = (b1, b2, . . . , bm) ͱ͓͘. ͜ͷͱ͖, ͷه্ m ݸ

ͷ LWE αϯϓϧͷ (A,b) ∈ Zm×n
q × Zn

q ͱ؆ܿʹදͤͯ, ࣜؔ b ≡ sA⊤ + e (mod q) Λຬͨ͢. ͨͩ͠,

e = (e1, e2, . . . , em) ∈ Zm ΛϊΠζϕΫτϧͱ͢Δ. (֤ ei  χ͔Βαϯϓϧ͞ΕͨݩͰ͋Δ͜ͱʹҙ͢Δ.)

˙LWE ͷมछ LWE ͷมछͱͯ͠ଟ߲ࣜ Rq = Zq[x]/(φ) ্ͷ LWE Ͱ͋Δ Ring-LWE [48, 34] *3

 Module-LWE [36] ͕͋Δ. Ring-LWE Ͱ, 3 ͭͷଟ߲ࣜ s, ai, ei ∈ Rq ʹର͢Δ Ring-LWE αϯϓϧͱͯ͠

{(ai, ai · s+ ei)}mi=1 Λ͑ߟΔ. (ಛʹ, ௨ৗͷ LWE ͱಉ͡Α͏ʹ, ϥϯμϜͳ s ͱ, ͔߹͕খ͍͞ଟ߲ࣜͷू

ΒαϯϓϦϯά͞Εͨ ei ͕༻͍ΒΕΔ.) Ring-LWEͷૅج Rq ΛఆΊΔଟ߲ࣜͱͯ͠ φ = xn + 1͕Α͘༻͍ΒΕ

Δ. ·ͨ, Module-LWE Ͱ, ଟ߲ࣜϕΫτϧ s,ai ∈ Rk
q ͱଟ߲ࣜ ei ∈ Rq ʹର͢Δ Module-LWE αϯϓϧͱͯ͠

{(ai, ⟨ai, s⟩ + ei)}mi=1 Λ͑ߟΔ. Module-LWE ͷૅج Rq ΛఆΊΔଟ߲ࣜͱͯ͠ φ = xn/k + 1 ͕Α͘༻͍ΒΕ

*2 ࢄ t2 ʹରֶͯ͠తͳਖ਼ن N(0, t2) , ֬ີ͕ؔ 1√
2πt

e−z2/(2t2) ʹΑΓఆٛ͞ΕΔͨΊ,
√
2π ഒͷͣΕ͕͋Δ. ߸҉ࢠ֨

ͷ҆શੑΛٞ͢Δ্ࢠ֨ʹࡍͷ Fourierม͕༻͍ΒΕΔ͜ͱ͕ଟ͘ [40], ຊจதͷఆٛΛ༻͍Δ͜ͱͰ, ࣜͷද͕ݱ؆ܿͱͳΔ.
*3 จݙ [34]ͰΑΓҰൠతʹͱΠσΞϧΛ༻͍ͯఆٛ͞Ε͍ͯΔ͕, ݙͷจޙ [15] ͰͦΕͷ؆ུԽͱͯ͠, ଟ߲ࣜ Rq Λ༻͍ͨදݱ
Ͱ͋Δ “polynomial-LWE assumption”͕ఏҊ͞Εͨ. 2019ࡏݱͰऀޙͷදݱͷํ͕ Ring-LWEͱݺΕ͍ͯΔ.
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Δ. ͞Βʹ, ্ͷ LWEҎ֎ͷ LWE ͷมछͱͯ͠, ؙΊࠐΈࣸ૾ͰϊΠζϕΫτϧΛੜ͢Δ LWR (Learning

with Rounding) [14]middle-productͱݺΕΔଟ߲ࣜԋࢉΛ༻͍ΔMiddle-product LWE [44]ͳͲଟ͘ఏҊ͞

Ε͍ͯΔ.

2.1.1.2 ͱ߲ࣄຊجͷࢠ֨ q-ary֨ࢠͷհ

߲ࣄຊجͷࢠ֨˙ m ϕΫτϧۭ࣮ؒݩ࣍ Rm ͷҰ࣍ಠཱͳ m ͷϕΫτϧݸ b1,b2, . . . ,bm ͷͷઢ݁ܗ߹

શମ L = {
∑m

i=1 xibi : xi ∈ Z, 1 ≤ i ≤ m} Λ (શ֊ͷ) m .Ϳݺͱࢠ֨ݩ࣍ ಛʹ, ࢠ֨ L ϕΫτϧۭؒ Rm

ͷ (ࢄ) Ճ๏෦܈Ͱ͋Δ. ·ͨ, ࢠ֨ LΛੜ͢ΔҰ࣍ಠཱͳ mݸͷϕΫτϧͷ {b1,b2, . . . ,bm}Λجఈͱݺ
ͼ, ֤ bi ΛجఈϕΫτϧͱݺͿ. ͞Βʹ, ఈϕΫτϧجϕΫτϧͰදͨ͠ߦ bi ∈ Rm Λߦͱͯͭ࣋͠ m ×m ྻߦ

B = (bi)mi=1 Λ֨ࢠ LͷجఈྻߦͱݺͿ. ,͠ࡏଘʹݶఈແجΛੜ͢ΔҟͳΔࢠҎ্ͷ֨ݩ࣍2 ಉ֨͡ࢠΛੜ͢

Δ 2 ͭͷجఈྻߦ B1 ͱ B2 ʹର͠ B2 = VB1 Λຬͨ͢ m ×m ͷϢχϞδϡϥྻߦ V ͕ଘ͢ࡏΔ. ·ͨ, ߦఈج

ྻ BΛ༻͍ͯ, ࢠ֨ LͷମੵΛ vol(L) = | det(B)|ͱఆΊΔ. (ମੵجఈͷऔΓํʹґଘ͠ͳ͍.) ࢠ֨ Lͷୈ 1ஞ

খ࠷࣍ L্ͷ࠷ͳඇྵϕΫτϧͷ EuclidϊϧϜΛ͠ࢦ, λ1(L)ͱද͢. ϕΫτϧۭؒ Rm ͷશ֊ͷ֨ࢠ Lʹ

ର͠, ू߹ L̂ = {x ∈ Rm : ⟨x,y⟩ ∈ Z (∀y ∈ L)} Λ֨ࢠ Lͷର֨ࢠͱݺͿ. ·ͨ, ࢠ֨ Lͷجఈྻߦ Bʹରͯ͠,

B̂ =
(
B−1

)⊤
ର֨ࢠ L̂ͷجఈྻߦͱͳΓ, ͜ͷ B̂ΛରجఈྻߦͱݺͿ. ୯Ґྻߦ Im ʹର͠BB̂⊤ = Im Λຬͨ

͢ͷͰ, vol(L)× vol(L̂) = 1͕Γཱͭ.

˙q-ary֨ࢠ LWE ͷٻղͰར༻͢Δಛघͳ֨ࢠΛհ͢Δ. ਖ਼ͷ q ʹରͯ͠, qZm ⊆ L ⊆ Zm Λຬͨ͢

શ֊ͷmࢠ֨ݩ࣍ LΛ q-ary֨ࢠͱݺͿ. 2ͭͷࣗવm > nʹର͠, ҙͷਖ਼ͷ q ͱ n×mྻߦXʹ

ର͢Δ 2ͭͷmݩ࣍ q-ary֨ࢠΛ

Λq(X) = {y ∈ Zm : ∃s ∈ Zn s.t. y ≡ sX (mod q)} , Λ⊥q (X) =
{
y ∈ Zm : yX⊤ ≡ 0 (mod q)

}

ͱఆٛ͢Δ. (͜ΕΒ 2 ͭͷू߹ Rm ͷࢄՃ๏෦܈ͳͷͰ֨ࢠͰ͋Δ.) ਖ਼نԽͷࠩΛআ͖, ͜ΕΒ 2 ͭͷ

q-ary .Δ͋ʹରͷؔʹ͍ޓࢠ֨ ਖ਼֬ʹ Λ⊥q (X) = qΛ̂q(X) ͱ Λq(X) = qΛ̂⊥q (X) ͕Γཱͭ. ·ͨ, ܈

४ಉ૾ࣸܕ f : Zm −→ (Z/qZ)n, y -−→ yX⊤ (mod q) ͷ֩ q-ary ࢠ֨ Λ⊥q (X) ͳͷͰ, ఆཧ͔Βܕͷ४ಉ܈

vol(Λ⊥q (X)) = [Zm : Λ⊥q (X)] = #Im(f)͕Γཱͭ. ࢦͷ܈) [Zm : Λ⊥q (X)]֨ࢠͷମੵͷൺ
vol(Λ⊥

q (X))

vol(Zm) ʹҰக͢

Δ͜ͱʹҙ͢Δ.) ͜ΕΑΓ,ମੵ vol
(
Λ⊥q (X)

)
 qnΛׂΔ. ͞Βʹ,ݩͷ֨ࢠͱର֨ࢠͷମੵͷ͔ؔΒ, qm−n

ମੵ vol (Λq(X))ΛׂΔ͜ͱ͕͔Δ. (ͨͩ͠,΄ͱΜͲͷྻߦXʹରͯࣸ͠૾ f શࣹͰ,ͦͷ࣌ vol
(
Λ⊥q (X)

)
= qn

ͱ vol (Λq(X)) = qm−n ͕Γཱͭ.) q-ary֨ࢠ Λq(X)্ͷϕΫτϧ y = sX + qz (s ∈ Zn, z ∈ Zm)ͱ͔͚Δͷ

Ͱ, ͦͷ֨ࢠ (n +m) ×mྻߦ

(
X

qIm

)
ͷҰै࣍ଐͳ (n +m)ݸͷߦϕΫτϧͰੜ͞ΕΔ. ͜ͷੜྻߦͷ

Hermite Normal FormΛ͢ࢉܭΔ͜ͱͰ, mݩ࣍ q-ary֨ࢠ Λq(X)ͷجఈྻߦ B ∈ Zm×m ͕ಘΒΕΔ. ·ͨ, ର

,ఈͷੑ࣭͔Βج ͏ยํͷ q-ary֨ࢠ Λ⊥q (X)ͷجఈྻߦ (qB−1)⊤ ∈ Zm×m ͰಘΒΕΔ.

2.1.1.3 LWE ͷදతͳٻղ๏

˙ఆ LWE ʹର͢Δٻղ ఆ LWE Λ SIS (Short Integer Solution) ʹؼணͯ͠ղ͘ํ๏Λհ͢

Δɿਖ਼ͷ q ͱ, 0 < β < q Λຬ࣮ͨ͢ β Λݻఆ͢Δ. ֤͕༨ Z/qZ্Ұ༷ϥϯμϜʹબΕͨ n×m

ྻߦXʹରͯ͠, ∥v∥ ≤ β ͔ͭ vX⊤ ≡ 0 (mod q) Λຬͨ͢ඇྵϕΫτϧ v ∈ Zm Λ͚ͭݟΔΛ SIS ͱݺ

Ϳ. ͭ·Γ, ͜Ε q-ary֨ࢠ Λ⊥q (X)্ͷ͍ඇྵϕΫτϧΛ͚ͭݟΔͰ͋Δ. ༨ύϥϝʔλ q ʹ͓͚Δ LWE

ͷαϯϓϧΛ mͱ͠, mݸͷ LWE αϯϓϧͷΛ (A,b) ∈ Zm×n
q × Zm

q ͱ͢Δ. ͜͜Ͱ, n×mͷసஔྻߦ

A⊤ ʹର͢Δ SIS ͷ͍ղϕΫτϧ v ∈ Λ⊥q (A
⊤)͕ಘΒΕͨͱ͢Δ (0 < ∥v∥ ≤ β ͱԾఆ). ͜ͷͱ͖, LWE α
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ϯϓϧͷ (A,b)ؔࣜ b ≡ sA⊤ + e (mod q)Λຬͨ͢ͷͰ, ⟨v,b⟩ ≡ ⟨v, sA⊤ + e⟩ ≡ ⟨vA, s⟩+ ⟨v, e⟩ ≡ ⟨v, e⟩
(mod q) ͕Γཱͭ. (vA ≡ 0 (mod q)ʹҙ͢Δ.) ͞Βʹ, ϊΠζϕΫτϧ eͷͯ͢ͷ ei ࢄ Gauss 

 χ͔Βαϯϓϧ͞ΕͨݩͳͷͰ, |⟨v, e⟩| ≈ σ∥v∥ ≤ σβ .Ͱ͖Δظ͕ (ࢄ Gauss  χ = DZ,σ ͷαϯϓϧݩ ei

ͷઈର͓͓Αͦ σ ະຬͰ, ଟΊʹੵݟͬͯ ∥e∥ = σ ͱͨ͠.) Ώ͑ʹ, σβ ≪ q ͳΒ, |⟨v,b⟩| (mod q)ͷͷ

େ͖͔͞Β LWE αϯϓϧͷ (A,b)֬ Ls,χ ͔Βαϯϓϧ͞Εͨͷ͔ఆͰ͖Δ.

˙୳ࡧ LWE ʹର͢Δٻղ๏ ୳ࡧ LWE Λ BDD (Bounded Distance Decoding) ʹؼணͯ͠ղ͘ํ๏

Λհ͢Δɿ֨ࢠ LͱඪϕΫτϧ wͱͷڑʹؔͯ͠, ͋Δ 0 < µ ≤ 1
2 ͕ଘ͠ࡏ dist(w, L) = minv∈L ∥w − v∥ <

µλ1(L) Λຬͨ͢ͱԾఆ͢Δ. ࢠ֨ Lͷجఈ͕༩͑ΒΕͨͱ͖, ඪϕΫτϧwʹ࠷͍ۙ֨ࢠϕΫτϧ v ∈ LΛͭݟ

͚ΔΛ BDD ͱݺͿ. mݸͷ LWE αϯϓϧͷ (A,b) ∈ Zm×n
q × Zm

q ؔࣜ b ≡ sA⊤ + e (mod q)Λ

ຬͨ͢ͷͰ, ୳ࡧ LWE  bΛඪϕΫτϧͱ͢Δ q-ary֨ࢠ Λq(A⊤)্ͷ BDD ͱΈͳͤΔ. ,ࡍ࣮ ඪϕ

Ϋτϧ b = sA⊤ + e+ qz (∃z ∈ Zm) ʹରͯ͠, ϕΫτϧΛࢠ֨ v = sA⊤ + qz ∈ Λq(A⊤)ͱ͓͘ͱ, b− v = e͕

Γཱͭ. ϊΠζϕΫτϧ eͷͯ͢ͷ ei ࢄ Gauss  χ͔Βαϯϓϧ͞ΕͨݩͰ͋ΔͨΊ, ࢄͱ͕ݩ࣍େ

͖͍߹ʹ͓͓ΑͦεέʔϦϯά͞ΕͨΧΠೋʹै͍, Ͱ͍֬ߴ ∥e∥ ≈ σ√
2π

·
√
mͱͳΔ. Ώ͑ʹ, ඪϕ

Ϋτϧ bͱͷڑ͕ σ
√
mҎԼͱͳΔ q-ary֨ࢠ Λq(A⊤)্ͷ֨ࢠϕΫτϧ v Λ͚ͭݟΔ͜ͱͰ, ϊΠζϕΫτϧ e

Λ෮͢ݩΔ͜ͱ͕Ͱ͖Δ.

2.1.2 NTRUͱදతͳٻղ๏

͜͜Ͱ NTRU ͱͦͷදతͳٻղ๏Λհ͢Δ. ·ͣҎԼͰ, NTRU ʹ͍ͭͯड़Δɿ

ఆٛ 2.2 (NTRU  [28]) 2ͭͷਖ਼ͷ nͱ q ʹର͠, φ ∈ Z[x]Λ࣍ nͷଟ߲ࣜͱ͠, Rq = Zq[x]/(φ)ͱ͢

Δ. ͕খ͍͞ 2ͭͷଟ߲ࣜ f ∈ R×q , g ∈ Rq ʹରͯ͠, h = g · f−1 ∈ Rq ͱ͢Δ. (ಛʹ f  Rq ͷՄݩٯ.) ͜ͷ

ͱ͖, ༩͑ΒΕͨଟ߲ࣜ h͔Β, f ·ͨ g ͷଟ߲ࣜΛ෮͢ݩΔΛ (୳ࡧ) NTRU ͱ͍͏.

NTRU ʹ͓͚Δଟ߲ࣜ φ ͷબͼํͱͯ͠, φ = xn ± 1, xn − x − 1, xn − xn/2 + 1,
∑n−1

i=0 xi ͳͲ͕͋Δ [6,

Table 1]. ͷޙ࠷) φͷ࣍ n− 1Ͱ͋Δ.) ·ͨ, ଟ߲ࣜ f (·ͨ g) ͷબͼํͱͯ͠, {−1, 0, 1}ͳͲͷখ͍͞
Λͭ࣋ଟ߲ࣜ, খ͍͞ૉ pͱ͕খ͍͞ଟ߲ࣜ F ʹର͠ f = pF ·ͨ f = pF + 1ͱબͿ͜ͱ͕ଟ͍.

,ʹ࣍ NTRU ͷදతͳٻղ๏Λհ͢Δ. ·ͣ, ༩͑ΒΕͨଟ߲ࣜ h ∈ Rq ʹରͯ͠, h ͷ”rotation”ྻߦΛ

H ∈ Zn×n ͱ͢Δ. (n× nྻߦHͷ iߦϕΫτϧΛଟ߲ࣜ xi−1h ∈ Rq ͷϕΫτϧͱ͢Δ.) ͭ·Γ

H

⎛

⎜⎜⎜⎝

1
x
...

xn−1

⎞

⎟⎟⎟⎠
=

⎛

⎜⎜⎜⎝

h
xh
...

xn−1h

⎞

⎟⎟⎟⎠
∈ Rn

q

Λຬͨ͢. ͜͜Ͱ, 2n× 2nྻߦ B =

(
In H

0 qIn

)
ͷߦϕΫτϧͰੜ͞ΕΔNTRU֨ࢠΛ Lͱ͢Δ. ͜ͷͱ͖, 2n

ͷݩ࣍ NTRU֨ࢠ L͍ϕΫτϧ (f | g) ∈ Z2n ΛؚΉ. (ͨͩ͠, f ,g ∈ Zn Λଟ߲ࣜ f, g ∈ Rq ͷϕΫτϧͱ

͢Δ.) ,ࡍ࣮ hf = g (mod q)ΑΓ, g = hf + qr Λຬͨ͢ଟ߲ࣜ r ∈ Rq ͕ଘ͢ࡏΔ. ·ͨ, ଟ߲ࣜ r ͷϕΫτϧ
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Λ r ∈ Zn ͱ͢Δͱ,

g

⎛

⎜⎜⎜⎝

1
x
...

xn−1

⎞

⎟⎟⎟⎠
= g = hf + qr = f

⎛

⎜⎜⎜⎝

h
xh
...

xn−1h

⎞

⎟⎟⎟⎠
+ qr

⎛

⎜⎜⎜⎝

1
x
...

xn−1

⎞

⎟⎟⎟⎠
= (fH+ qr)

⎛

⎜⎜⎜⎝

1
x
...

xn−1

⎞

⎟⎟⎟⎠
∈ Rq

ͱͳΔͷͰ, g = fH+ qr͕Γཱͭ. ͜ΕΑΓ, (f | g) = (f | fH+ qr) = (f | r)B ∈ L͕Γཱͭ. (ͭ·Γ, ϕΫτ

ϧ (f | g)͕ NTRU֨ࢠ Lʹؚ·ΕΔ.) ϕΫτϧ (f | g) ∈ Z2n ͕ेখ͘͞ NTRU֨ࢠ L্ͷ།Ұͷ࠷ϕΫτϧ

ͱԾఆ͢Δͱ, ͜Ε NTRU Λ, unique-SVPʹؼணͰ͖Δ͜ͱΛ͍ࣔͯ͠Δ.

2.1.3 ͍ͯͭʹྔࢉܭΛղ͘ΞϧΰϦζϜͱͦͷࢠ֨

ϕΫτϧ࠷ (Shortest Vector Problem, SVP) ্هͰհͨ͠ LWE ɾNTRU ͳͲͷ֨ࢠΛ

ղ͘ͷʹ༗༻ͳٕज़ͱͯ֨͠جࢠఈ؆͕͋Δ. ,ఈ؆جࢠ֨ ༩͑ΒΕͨ֨ࢠ L ͷجఈ͔Β, ֤ϕΫτϧ bi ͕

͘ɾ͍ޓͷϕΫτϧ͕ަʹ͍ۙ֨ࢠ Lͷ৽͍͠جఈ {b1,b2, . . . ,bm}Λ͚ͭݟΔૢ࡞Ͱ͋Δ. (໌֬ͳఆٛͳ͍͕,

͜ͷΑ͏ͳجఈΛ؆جఈ·ͨྑ͍جఈͱݺͿ.)

2.1.3.1 දతͳ֨جࢠఈ؆ΞϧΰϦζϜͷհ

,ʹఈ؆ΞϧΰϦζϜΛհ͢ΔͨΊج Gram-Schmidt ͷަԽ (Gram-Schmidt orthogonalization, GSO)

Λઆ໌͢Δɿجఈ {b1,b2, . . . ,bm} ͷ GSO ϕΫτϧ b∗i ࣍ͷΑ͏ʹؼ࠶తʹఆ·Δɿb∗1 = b1, b∗i = bi −
∑i−1

j=1 µi,jb∗j , µi,j =
⟨bi,b

∗
j ⟩

∥b∗
j ∥2

. ·ͨ, ֤ 2 ≤ ℓ ≤ mʹର͠ Rm ͔Β R-ϕΫτϧۭؒ ⟨b1,b2, . . . ,bℓ−1⟩R ͷަิۭؒ
ͷަࣹӨΛ πℓ ͱ͔͘. (ศ্ٓ π1 Λ߃ࣸ૾ͱ͢Δ.) ҎԼͰ, දతͳ 2ͭͷ֨جࢠఈ؆ΞϧΰϦζϜΛհ

͢Δɿ

˙LLL [31] ؆ύϥϝʔλ 1
4 < δ < 1 ʹର͠, LLL ͷ࣍ఈ؆ج 2 ݅Λຬͨ͢جఈ {b1,b2, . . . ,bm} Λͭݟ

͚Δ ݩ࣍) m ʹؔ͢Δ) ଟ߲ࣜؒ࣌ΞϧΰϦζϜͰ͋Δɿ (i) ఈج {b1,b2, . . . ,bm} αΠζ؆͞Ε͍ͯΔ. ͭ

·Γ, GSO ͕ |µi,j | ≤ 1
2 (∀i > ∀j) Λຬͨ͢. (ii) ఈج {b1,b2, . . . ,bm}  Lovász ݅Λຬͨ͢. ͭ·Γ,

δ∥b∗k−1∥2 ≤ ∥πk−1(bk)∥2 (2 ≤ ∀k ≤ m)Λຬͨ͢. ೖྗجఈʹରͯ͠, Lovász͕݅Γཱͨͳ͍ͱ͖ LLLجఈ؆

ΞϧΰϦζϜͰྡΓ߹͏جఈϕΫτϧ bk−1 ͱ bk ͷަΛ͍ߦ, (i)ͱ (ii)ͷ 2݅Λຬͨ͢جఈΛ͚ͭݟΔ.

˙BKZ [45] BKZجఈ؆ΞϧΰϦζϜϒϩοΫαΠζ β ʹΑΔ LLLجఈ؆ΞϧΰϦζϜͷҰൠԽͰ͋Δ. LLL

ʹൺ, BKZجఈ؆ΞϧΰϦζϜͰΑΓྑ͍؆جఈΛ͚ͭݟΔ͜ͱ͕ՄͰ͋Δ͕, ͦͷྔࢉܭ β ࢦͯؔ͠ʹ

.Ͱ͋Δؒ࣌ ಛʹ, BKZجఈ؆ΞϧΰϦζϜʹೖྗ͢ΔϒϩοΫαΠζ β Λ૿͢͝ͱʹ, ඇৗʹ͘ͳ͕ؒ࣌ߦ࣮

Δ͕, ΑΓ͍جఈϕΫτϧΛग़ྗ͢Δ. ۩ମతʹ, ϒϩοΫαΠζ 2 ≤ β ≤ mʹରͯ͠, BKZجఈ؆ΞϧΰϦζ

Ϝ࣍ͷ 2ͭͷ݅Λຬͨ֨͢ࢠ Lͷجఈ {b1,b2, . . . ,bm}Λ͚ͭݟΔɿ (i) .ఈαΠζ؆͞Ε͍ͯΔج (ii) ͢

ͯͷ 1 ≤ j ≤ mʹର͠ ∥b∗j∥ = λ1(L[j,k])Λຬͨ͢. ͨͩ͠, k = min(j+β−1,m)ͱ͠, ϕΫτϧ πj(bj), . . . ,πj(bk)

Ͱੜ͞ΕΔϒϩοΫࣹӨ֨ࢠΛ L[j,k] ͱ͢Δ. ೖྗجఈʹରͯ͠, BKZجఈ؆ΞϧΰϦζϜͰϒϩοΫࣹӨ֨

ࢠ L[j,k] ্ͷ SVPΦϥΫϧΛ܁Γฦ͠ݺͼͩ͠, (i)ͱ (ii)ͷ 2݅Λຬͨ͢جఈΛ͚ͭݟΔ.

2.1.3.2 BKZجఈ؆ΞϧΰϦζϜͷग़ྗجఈͱྔࢉܭ

͜Ε·Ͱ BKZ2.0 [20]ͳͲͷޮతͳ BKZͷվྑΞϧΰϦζϜ͕ఏҊ͞Ε, ज़ͷ҆શੑධՁͰٕ߸҉ͮ͘جʹࢠ֨

Α͘ར༻͞Ε͍ͯΔ. ҎԼͰ BKZͷग़ྗجఈͱྔࢉܭධՁͷੵݟΓʹ͍ͭͯհ͢Δ ࡉৄ) [6]Λࢀর) ɿ
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˙BKZͷग़ྗجఈͷੵݟΓ ඪͱͯ͠ࢦఈͷʮྑ͞ʯΛଌΔجఈ؆ΞϧΰϦζϜ͕ग़ྗ͢Δ؆جࢠ֨ Hermite

Ҽ͕͋ࢠΔ. m ࢠ֨ݩ࣍ L ͷجఈ͕༩͑ΒΕͨͱ͖, ΞϧΰϦζϜ͕ग़ྗ͢Δ࠷ͳجఈϕΫτϧΛ b ∈ L ͱ͢Δ.

͜ͷͱ͖, ͦͷجఈ؆ΞϧΰϦζϜͷHermiteҼࢠ γ = ∥b∥
vol(L)1/m

Ͱఆٛ͞ΕΔ. (ͭ·Γ, HermiteҼ͕ࢠখ͞

͍΄Ͳ, ΑΓ͍جఈϕΫτϧͷग़ྗΛҙຯ͢Δ.) 100Ҏ্ͷݩ࣍ߴͷϥϯμϜ֨ࢠʹର͠, LLL BKZͳͲͷجఈ

؆ΞϧΰϦζϜͷ Hermite Ҽࢠͷ m ࠜ γ1/m ఆʹऩଋ͢Δ͜ͱ͕࣮ݧతʹΒΕ͍ͯΔ. ݩ͍࣍ߴ m ͷϥ

ϯμϜ֨ࢠʹ͓͍ͯ, ϒϩοΫαΠζ β ≥ 50 ʹର͢Δ BKZ ఈ؆ΞϧΰϦζϜͷج root Hermite Ҽࢠ͓͓Αͦ

γ
1
m ≈

(
ν
− 1

β

β

) 1
β−1

≈
(

β

2πe
(πβ)

1
β

) 1
2(β−1)

ʹै͏͜ͱ͕࣮ݧతʹΒΕ͍ͯΔ. ͨͩ͠, νβ  β-ݩ࣍ͷ୯Ґٿͷମ

ੵͱ͢Δ. (ྫ͑ β = 85Ͱ γ1/m ≈ 1.01ͱͳΔ.) ͜ͷ root HermiteҼࢠͷੵݟΓΛ༻͍ͯ, ٕ߸҉ͮ͘جʹࢠ֨

ज़ͷ҆શੑධՁରͷ֨ࢠͷٻղͰඞཁͱͳΔ BKZͷϒϩοΫαΠζ β ΛٻΊΔ͜ͱ͕Ͱ͖Δ.

˙BKZͷྔࢉܭͷੵݟΓ BKZجఈ؆ΞϧΰϦζϜͷྔࢉܭ, β ݺʯͱʮྔࢉܭͷʮSVPΦϥΫϧͷ্ࢠ֨ݩ࣍

ͼग़͠ճʯͷੵͰੵݟΔ͜ͱ͕Ͱ͖Δ. β ͷ্ࢠ֨ݩ࣍ SVPΦϥΫϧʹదͨ͠ΞϧΰϦζϜͱͯ͠ᝲ (sieving) ͱ

্͑͛ (enumeration) ͕͋Γ, ᝲͷํ͕͕ۙྔࢉܭখ͍͞. (ͨͩ͠, ᝲͷۭؒྔࢉܭ β ͷࢦؔͰ, ্͑͛

ʹൺͯඇৗʹେ͖͍.) β ྔࢉܭͷᝲͷ্ࢠ֨ݩ࣍ 2cβ+o(β) Ͱ, Ͱ্ػࢉܭయݹ c = 0.292Ͱ, GroverΞϧΰϦζ

ϜʹΑͬͯྔ্ػࢉܭࢠͰ c = 0.265ͱੵݟΒΕ͍ͯΔ. Ұํ, ্͑͛ͷྔࢉܭݹయ্ػࢉܭͰ 2c1βlogβ+c2β+c3

·ͨ 2c1β
2+c2β+c3 Ͱ, GroverΞϧΰϦζϜʹΑΓྔ্ػࢉܭࢠͰͦͷࢦ෦͕ʹͳΔͱੵݟΒΕ͍ͯΔ.

(ఆ c1, c2, c3 ʹ༷ؔͯ͠ʑͳධՁ͕͋Γ, ۩ମతͳʹ͍ͭͯ [6, Table 4]Λࢀর.) ·ͨ, BKZͷ SVPΦϥ

Ϋϧͷݺͼग़͠ճʹ͍ͭͯ, β ·ͨ 8mͱੵݟΔ͜ͱ͕ଟ͍. (β  BKZͷϒϩοΫαΠζͰ, m֨ࢠͷ࣍

(.ͱ͢Δݩ

2.2 දతͳ֨҉ͮ͘جʹࢠ߸ํࣜͷઆ໌

ຊઅͰ, ,දతͳ҉߸ํࣜͱͯͮ͘͠جʹࢠ֨ LWE ʹͮ͘ج Regev ʹΑΔ҉߸Խํࣜ [40], ͳΒͼʹ

Ring-LWE ʹͮ͘ج BrakerskiΒʹΑΔ҉߸Խํࣜ [15], ʹߋ NTRU ʹͮ͘ج HoffsteinΒʹΑΔ҉߸Խํ

ࣜ [28] ʹ͍ͭͯड़Δ.

2.2.1 LWE Խ߸҉ͮ͘جʹ

RegevʹΑΔ҉߸Խํࣜ [40]ͷߏʹ, ҎԼͷ 4ͭͷύϥϝʔλ͕ඞཁͰ͋Δ.

• n: ҆શੑύϥϝʔλ

• m: LWE αϯϓϧͷݸ (m ≥ 1.1 · nlogq ͱͳΔ࠷খͷΛબͿ)

• q: ༨ύϥϝʔλ (q ͱͯ͠ n2 ≤ q ≤ 2n2 Λຬͨ͢ૉΛબͿ)

• α > 0: ϊΠζύϥϝʔλ (α = 1/(
√
n · log2n)

ҎԼʹ۩ମతͳ҉߸ํࣜͷߏΛࣔ͢.

ൿີݤͷੜ Ұ༷ϥϯμϜʹ s← Zn
q ΛબͿ

ެ։ݤͷੜ ൿີݤ s, ༨ύϥϝʔλ q ϊΠζύϥϝʔλ α Λͭ࣋ LWE ͔Βੜͨ͠ m ͷαϯݸ

ϓϧ (ai, bi)mi=1 ← Am
s,χ Λެ։ݤͱ͢Δ. ֤ͨͩ͠ i ʹ͍ͭͯ, a ← Zn

q , ei ← χ = DZ,αq ͱͨ࣌͠,

bi = ⟨ai, s⟩+ ei ∈ Zq ͱ͢Δ.
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҉߸Խ ू߹ S Λ {1, 2, . . . ,m} ͷத͔ΒҰ༷ϥϯμϜʹબΜͩ෦ू߹ͱ͢Δ. ͜ͷͱ͖, ฏจϏοτ͕ 0 ͷ҉߸จ

Λ (
∑

i∈S ai,
∑

i∈S bi) ͱ͠, ฏจϏοτ͕ 1 ͷ҉߸จΛ (
∑

i∈S ai, ⌊ q2⌋+
∑

i∈S bi) ͱ͢Δ.

෮߸ ҉߸จ (a, b) ʹର͠, b− ⟨a, s⟩ ∈ Zq ͕ ⌊ q2⌋ ΑΓ 0 ʹ͍ۙ߹, ෮߸݁Ռͱͯ͠ 0 Λग़ྗ͠, ͦΕҎ֎ͷ߹

1Λग़ྗ͢Δ.

෮߸ͷਖ਼ੑʹ͍ͭͯ. ฏจͷ 0 ʹରԠ͢Δ҉߸จ (a, b) = (
∑

i∈S a,
∑

i∈S bi) ͷ߹, b − ⟨a, s⟩ ∈ Zq =
∑

i∈S(bi − ⟨ai, s⟩) =
∑

i∈S ei ͳͷͰ, − q
4 <

∑
i∈S ei <

q
4 Ͱ͋Ε෮߸ʹޭ͠, 0͕ग़ྗ͞ΕΔ.

֤ϊΠζ ei  Gauss  χ = DZ,αq ͔ΒબΕ͍ͯΔͷͰ,
∑

i∈S ei ͷඪ४ภࠩߴʑ
√
mαq ͱͳΔ.

͜͜Ͱ, ֤ύϥϝʔλͷબํ๏͔Β
√
mαq < q/logn Ͱ͋Γ, ඇৗʹ͍֬ߴͰ෮߸ʹޭ͢Δ͜ͱ͕͔Δ. ·

ͨฏจϏοτ͕ 1 ͷ҉߸จʹରͯ͠ಉ༷ͷ͕ٞΓཱͭ. ͜ͷ҉߸ํࣜͷ҆શੑʹ͍ͭͯ, LWE ԾఆͷԼͰ

CPA ҆શͰ͋Δ͜ͱ͕ূ໌͞Ε͍ͯΔ [46].

͜͜Ͱհͨ͠ [40] ʹΑΔ҉߸ํࣜ, ެ։ݤͷαΠζ͕ (mnlogq) = Õ(n2) Ͱ, ҉߸จαΠζฏจαΠζͷ

O(nlogq) = Õ(n) ഒʹ૿Ճ͢ΔͨΊ, ܾͯ͠ޮతͰͳ͍. ΑΓޮతͳํࣜͱͯ͠ [39]ͳͲΛࢀর.

2.2.2 Ring-LWE Խ߸҉ͮ͘جʹ

Brakerski ΒʹΑΔ Ring-LWE ʹͱͮ͘҉߸Խํࣜ, ҉߸Խͨ͠··ݶఆճͷՃࢉͱ͕ࢉՄͳ

somewhat ४ಉ҉ܕ߸ͱͯ͠ఏҊ͞Ε͍ͯΔͷͰ͋Δ. ͜ͷ҉߸ํࣜʹ, ҎԼͷ 4ͭͷύϥϝʔλ͕ඞཁͰ͋Δ.

• n: 2 ͖Ͱ, ҉߸ํࣜΛߏ͢Δૅجతͳ R = Z[x]/(xn + 1)Λఆٛ͢Δ (n ͕ 2 ͖ͷ߹ͷΈ,

ଟ߲ࣜ xn + 1  Z .(ͱͳΔ͜ͱʹҙط্

• q: q ≡ 1 (mod 2n) Λຬͨ͢ૉͰ, ҉߸จۭؒͷૅج Rq = Zq[x]/(xn + 1) Λఆٛ͢Δ.

• t: ݅ t < q Λຬͨ͢Ͱ, ҉߸ํࣜͷฏจۭؒ Rt = Zt[x]/(xn + 1) Λఆٛ͢Δ.

• σ > 0: ϊΠζΛ༩͑ΔͨΊͷࢄΨεͷύϥϝʔλ.

ҎԼʹ۩ମతͳ҉߸ํࣜͷߏΛࣔ͢. ͳ͓, a0 + a1x+ · · ·+ an−1xn−1 → (a0, a1, . . . , an−1) ʹΑͬͯ,  R Λ Zn

ͱಉҰ͢ࢹΔ. ·ͨಉ༷ʹ Rq ͱ Zn
q ΛಉҰ͢ࢹΔ.

ੜݤ s ∈ R← DZn,σ Λબͼ, Ұ༷ϥϯμϜʹ pi ∈ Rq ΛऔΓ, খ͞ͳΤϥʔ e← χ Λݻఆ͢Δ. ([15]Ͱ s← χ

ΛҰ༷ϥϯμϜʹબ͢Δͷʹର͠, [32]ͰҰ༷ϥϯμϜʹબ͠ͳ͍͚͕ͩҟͳΔ). ͦ͜Ͱ, ެ։ݤΛ

pk = (p0, p1)ͱ͠ (ͨͩ͠, p0 = −(p1s+ te)ͱ͢Δ), ൿີݤΛ sk = sͱ͢Δ.

҉߸Խ ฏจใm ∈ Rt ͱެ։ݤ pk = (p0, p1)ʹର͠, ·ͣ R ∋ u, f, g ← χΛબͼ, ҉߸จΛ

Enc(m, pk) = (c0, c1) = (p0u+ tg +m, p1u+ tf),

ͱఆٛ͢Δ. ͨͩ͠, ݅ t < q ΑΓ, mݩͷࣜͰه্ ∈ Rt Λ Rq ͷݩͱͯ͠ݟͳͯ͢͠ࢉܭΔ. ͭ·Γ,

ͷ҉߸จه্ (Rq)2 ͷݩͱͯ͠ද͞ݱΕΔ.

෮߸ ҙͷ͞ͷ҉߸จ ct = (c0, c1, . . . , cξ)ʹରͯ͠, ෮߸

Dec(ct, sk) = [m̃]q mod t ∈ Rt,

ͰࢉܭͰ͖Δ. ͨͩ͠, m̃ =
∑ξ

i=0 cis
i ∈ Rq Ͱ͋Γ, [m̃]q ݩ m̃ͷ֤ͷ [−q/2, q/2)ͷ༨ͱ͢Δ. ·

ͨ, s = (1, s, s2, . . . , sξ)ͱͨ͠ͱ͖, ͜ͷ෮߸ॲཧΛ Dec(ct, sk) = [⟨ct, s⟩]q mod t ͱॻ͖͢͜ͱͰ͖Δ.
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෮߸ͷਖ਼ੑʹ͍ͭͯ, ͷ҉߸ΞϧΰϦζϜͰಘΒΕΔ҉߸จه্ ct = (c0, c1) ʹର͠, ࣜؔ p0 + p1s = −te
͕Γཱͭ͜ͱ͔Β, ⟨ct, s⟩ = (p0u + tg + m) + s · (p1u + tf) = m + t · (g + sf − ue) ͕ Rq ্ͰΓཱͭ.

͜͜Ͱ, ݩ m + t · (g + sf − ue) Λ R ͷݩͱݟͳͨ͠ͱ͖, ͦͷ֤͕ [−q/2, q/2) ʹऩ·͍ͬͯΔݶΓ,

[⟨ct, s⟩]q = m+ t · (g + sf − ue)͕ R্Ͱཱ͢Δ ݩ) e, f, g, u← χ͕ेখ͞ͳϊΠζͱͯ͠બ͞Ε͍ͯΔ͜

ͱʹҙ). ͜ͷ߹, ༨ mod tͷૢ࡞Ͱਖ਼͍͠෮߸݁Ռm ∈ Rt ͕ಘΒΕΔ.

·ͨ, ͜ͷ҉߸ํࣜͷ҆શੑʹ͍ͭͯ, Ring-LWE ͷࠔྔࢉܭੑԾఆͷԼͰ KDM ҆શ (key dependent

message security)Ͱ͋Δ͜ͱ͕ূ໌͞Ε͍ͯΔ [15].

2.2.3 NTRU ʹ҉ͮ͘ج߸Խ

HoffsteinΒʹΑΔ NTRU ʹ҉ͮ͘ج߸Խํࣜ NTRUEncrypt [28]ͷߏʹ࣍ͷύϥϝʔλ͕ඞཁͰ͋Δ.

• n : ਖ਼ͷ (ηΩϡϦςΟύϥϝʔλ)

• q : ਖ਼ͷ (ૉͰ͋Δඞཁͳ͍)

• p : q ͱޓʹૉͰ p≪ q Ͱ͋Δਖ਼ͷ

• φ: ࣍ n ͷଟ߲ࣜͰ͋Γ Rp = Zp[x]/(φ), Rq = Zq[x]/(φ)Λఆٛ͢Δ (φ ͱͯ͠ྫ͑ xn±1, xn−x−1

)

ҎԼʹ۩ମతͳ҉߸ํࣜͷߏΛࣔ͢.

ੜݤ ͯ͢ͷͷઈର͕খ͍͞ೋͭͷଟ߲ࣜ f ∈ Rq, g ∈ Rq ΛબͿ. ͨͩ͠, f  Rp, Rq ͷ྆ํʹ͓͍ͯՄ

.ͳཁૉͱ͢Δٯ ͢ͳΘͪ, ͋Δ fp, fq ͕ଘ͠ࡏ, ҎԼΛຬͨ͢.

fp · f = 1 ∈ Rp, fq · f = 1 ∈ Rq

͜͜Ͱ f, fp Λൿີݤͱ͠, h = pfq · g ∈ Rq Λެ։ݤͱ͢Δ. ͳ͓ fp, fq ͳΒͼʹ g  f ͱ hΛ༻͍ͯ෮ݩՄ

Ͱ͋Δ͜ͱʹҙ͢Δ.

҉߸Խ ฏจใͱͯ͠, ͯ͢ͷͷઈର͕ p ΑΓখ͍͞ (ྫ͑ −1, 0, 1ͷ͍ͣΕ͔Ͱ͋Δ) ཁૉm ∈ Rq ͱ

͠, ެ։ݤ pk = h ʹର͠, r ∈ Rq Λ͕খ͍͞ଟ߲͔ࣜΒϥϯμϜʹબͼ, ҉߸จΛ

Enc(m, pk) = r · h+m ∈ Rq

ͱఆٛ͢Δ.

෮߸ ҉߸จ c ∈ Rq ʹର͠, ෮߸
Dnc(m, sk) = [fp · [f · c]q]p

ͰٻΊΒΕΔ. ͨͩ͠ [a]q, [a]p ݩ a ∈ Rq ͷ֤ΛͦΕͧΕ [−q/2, q/2), [−p/2, p/2)ʹऩΊͨͷͱ͢Δ.

෮߸ͷਖ਼ੑʹ͍ͭͯ,࣍ͷΑ͏ʹࣔ͞ΕΔ. [f ·c]q , f ·c = f ·(r ·h+m) = f(r ·pfq ·g+m) = pr ·g+f ·m ∈ Rq

ͱม͞ܗΕΔ͕, r, g, f,mڞʹ, ,͕খ͍͞ͷ͔Βநग़͓ͯ͠Γ ·ͨ p≪ q Ͱ͋Δ͜ͱ, ͕ʹߋ [−q/2, q/2)
ʹऩΊΒΕ͍ͯΔ͜ͱ͔ΒదͳύϥϝʔλબʹΑΓ, ࣜه্ q ʹΑΔ༨ΛΘͳ͍ࣜ, ͢ͳΘͪ f · c =

pr · g + f · m ∈ Z[x]/(φ) ͕ຬͨ͞ΕΔ. ·ͨӈลୈҰ߲ p ഒ߲Ͱ͋Δ͜ͱ͔Β, ଓ͘ p ʹΑΔ༨Ͱফ͞ڈΕ,

fp · (pr · g + f ·m) = fp · f ·m = m ∈ Rp ͱͳΓਖ਼͍͠෮߸݁Ռ m ͕ಘΒΕΔ.

͜ͷ NTRU Encrypt ҉߸ͷ҆શੑʹ͍ͭͯΞϧΰϦζϜఏҊॳ֨ࢠͷ҆શੑؼண͕͍͍ͭͯͳ͔͕ͬͨ,

StehléΒ [47] ʹΑΓ, standard modelͷ CPA Ծఆʹͮ͘جΠσΞϧ্֨ࢠͷ Ring-SIS (Small Integer Solution)

ɺͳΒͼʹ Ring-LWE ʹؼண͞ΕΔ͜ͱ͕ࣔ͞Ε͍ͯΔ.
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2.3 ۩ମతͳ҉߸ํࣜ

ຊઅͰ, ,ͱͨ͠҉߸ํࣜͷ͏ͪڌੑΛ҆શੑͷࠜࠔͷࢠ֨ ओཁͳͷΛհ͢Δ. ͱͳΔͷଟ༷ڌࠜ

ੑͱߏͷ୯७͞Λج४ͱͯ͠બͿ. औΓ্͛ͨํࣜશͯ, NIST͕ओ͢࠵Δྔ҉ػࢉܭࢠ߸બఆϓϩδΣΫτͷ

Round 1 ީิͰ͋ͬͨͷͰ, .ॻ͕ެ։͞Ε͍ͯΔͷͰ͋Δ༷ͳࡉৄ ·ͨ, ͍͔ͭ͘ޮతͳ࣮ͷͨΊͷิ

ॿαϒϧʔνϯΛ༻͍͍ͯΔ͕, ҉߸ํࣜͷݪཧʹϑΥʔΧε͢ΔͨΊʹྗۃল͍ͯ͋Δ. ྫ͑, NewHope [2]Ͱ

༻͍ΒΕ͍ͯΔཚΛೖྗͱͯ͠ެ։ݤ༻ͷଟ߲ࣜ aΛग़ྗ͢Δؔল͖, ʹ aΛ͢ܗͰͷදݱΛ͍ͯ͠Δ.

֤҉߸ํࣜͦͷߏʹԠ༷ͯ͡ʑͳϊΠζΛ༻͍͍ͯΔ

ද 2.1 ຊઅͰѻ͏ओཁͳ֨҉ͮ͘جʹࢠ߸ٕज़

จݙ ҉߸Խ ަݤ ॺ໊

LOTUS [38] ˓ ˓

NewHope [2, 3, 9, 10] ˓

Lizard [21, 18, 19] ˓ ˓

CRYSTALS-Dilithium [23, 22, 24] ˓

pqNTRUSign [17, 29, 30] ˓

2.3.1 LOTUS

LOTUS, PhongΒ [38]ʹΑΓ NISTʹఏҊ͢Δྔ҉ࢠ߸ͱͯ͠։ൃ͞Εͨ. LWE Λ҆શੑͷࠜڌͱஔ͍

ͨ҉߸Խํࣜ, Regev[46]ʹΑΔ 1Ϗοτͷ҉߸ԽΛ͏ߦͷ͕࠷ॳͰ͋Γ, ಉ༷ͷݪཧͰଟϏοτͷ҉߸ԽΛՄ

ͱͨ͠ Lindner-Peikertํࣜ [33]Λൃలͤͨ͞҉߸ํ͕ࣜଟ͘ఏҊ͞Ε͍ͯΔ. LOTUS *4 ͦͷΑ͏ͳ҉߸ํࣜͷ

தͰ࠷୯७ͱ͑ߟΒΕΔ. ํࣜͷߏ, Lindner-Peikertํࣜ (ද 2.2) ʹ౻࡚-Ԭຊม [26, 27]Λద༻͠, ඍम

ਖ਼ΛͨͬߦͷͰ, ݙ੨Βͷจܕݪ [5, Sect. .ΒΕΔݟʹ[4

ද 2.3ʹུ֓Λࣔ͢. LWEϊΠζDLOTUS
Z,σ , σ = 8.0ͷࢄΨεDZ,8.0Ͱ͋Δ. Knuth-YaoΞϧΰϦζϜΛ

༻͍ͯ, ཧతͳग़ྗͱͷ౷ڑܭ͕ 2−256 ҎԼͱͳΔ࣮Λ͍ͯͬߦΔ. ࣮࣌ͷڞ௨҉ݤ߸ AES-CTRͰ, ରԠ͢

ΔηΩϡϦςΟϨϕϧ͝ͱʹϒϩοΫΛఆΊ͍ͯΔ. ϋογϡؔ SHA-512Λ༻͍, G(x) = SHA-512(x||0x01),
H(x) = SHA-512(x||0x02) ͱ͍ͯ͠Δ. શͯͷԋࢉ Zq ্ͰߦΘΕ, ࣗಈతʹ۠ؒ (−q/2, q/2]ʹೖΔΑ͏ʹ͞ࢉܭ
ΕΔ.

*4 Learning with errOrs based encryption with chosen ciphertexT secUrity for poSt quantum eraͷུশ
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ද 2.2 Lindner-Peikert PKE

ύϥϝʔλ λ (ηΩϡϦςΟ), n, ℓ ,(ݩ࣍) q (๏), σ (ࢄΨεͷύϥϝʔλ)

ੜݤ KeyGen(1λ)→ (sk, pk) A
$←− Zn×n

q , R,S ← DLOTUS
Zn×ℓ,σ ɹ

sk = S, pk = (A,P = R−AS (mod q))

҉߸Խ Enc(pk,M ∈ {0, 1}1×ℓ)→ ct e1, e2 ← DLOTUS
Z1×n,σ, e3

$←− DLOTUS
Z1×ℓ,σ

c1 = e1A+ e2 (mod q), c2 = e1P + e3 +M · ⌊q/2⌋ (mod q)

ct = (c1, c2)

෮߸ Dec(sk, ct)→M ′ M = c1S + c2 (mod q) := (M1,M2, . . . ,Mℓ)

// mod q ͷ݁Ռ۠ؒ [−q/2, q/2]ʹೖΔΑ͏ʹ͞ࢉܭΕΔ

M ′
i := (෮ݩϝοηʔδM ′ ͷ iϏοτ) =

{
0 (if |Mi| < q/4)

1 (if otherwise)

ද 2.3 LOTUS-PKEͷུ֓ [38, Section 3.3]

ύϥϝʔλ n, ℓ ,(ݩ࣍) q (๏), σ = 8.0 (ࢄΨεͷύϥϝʔλ)

߸҉ݤ௨ڞ ҉߸Խ SEK(m), ෮߸ SDK(c)

ϋογϡؔ G,H

ੜݤ KeyGen(1λ)→ (sk, pk) 1: A
$←− Zn×n

q , R,S ← DLOTUS
Zn×ℓ,σ

2: sk = S, pk = (A,P = R−AS (mod q))

҉߸Խ Enc(pk,M ∈ {0, 1}1×ℓ)→ ct 1: str
$←− {0, 1}ℓ, csym = SEG(str)(M), h = H(str||csym)

2: e1, e2
$←− DLOTUS

Z1×n,σ, e3
$←− DLOTUS

Z1×ℓ,σ

// hΛγʔυͱͯ͠, ࢄΨεΛੜ

3: c1 = e1A+ e2 (mod q), c2 = e1P + e3 + str · ⌊q/2⌋ (mod q)

// ཚྻ strΛ҉߸Խ

4: ct = (c1, c2, csym)

෮߸ Dec(sk, ct)→M ′ 1: str = c1S + c2 (mod q) := (s1, s2, . . . , sℓ)

2: str′ = (s′1, s
′
2, . . . , s

′
ℓ) where s′i=

{
0 (if |si| < q/4)

1 (if otherwise)

3: h′ = H(str′||csym)

4: (߹ੑνΣοΫ) e′
1, e

′
2

$←− DLOTUS
Z1×n,σ, e

′
3

$←− DLOTUS
Z1×ℓ,σ

//h′ Λγʔυͱͯ͠, ࢄΨεΛੜ

5: c′1 = e1A+ e2 (mod q); c′2 = e1P + e3 + str′ · ⌊q/2⌋ (mod q)

6: (c′1, c
′
2) = (c1, c2)Ͱ͋Ε, ෮߸ޭͱͯ͠M ′ = SDG(σ′)(csym)Λग़ྗɹ

7: (c′1, c
′
2) ̸= (c1, c2)Ͱ͋Ε, ෮߸ࣦഊͱͯ͠ΤϥʔΛग़ྗɹ
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ද 2.4 LOTUS-KEMͷύϥϝʔλ [38, Table 2.5]

(n, q, s) ҆શੑϨϕϧ ެ։ݤαΠζ ൿີݤαΠζ ฏจαΠζ
҉߸จαΠζ

(ޙΧϓηϧԽݤ)

(576, 8192, 3.0) 128 bits 658.95KB 700.42KB 16B 1.144KB

(704, 8192, 3.0) 192 bits 1025.0KB 1101.0KB 24B 1.456KB

(832, 8192, 3.0) 256 bits 1471.0KB 1590.8KB 32B 1.768KB

҉߸จ͕ਖ਼͍͠߹, ෮߸ΞϧΰϦζϜͷεςοϓ 1Ͱ͞ࢉܭΕͨ str

str = e1R+ e2S + e3 + str · ⌊q/2⌋ (mod q)

Λຬͨ͢. ӈลͷ e1R + e2S + e3 ͷཁૉશͯ DLOTUS
Z,σ ͔Βੜ͞ΕͨͷੵɾͰ͋ΔͨΊ, q/2ͱൺͯখ͞

͘, εςοϓ 2ͷૢ࡞ʹΑΓݩͷཚྻ str .Ͱ͖Δ͜ͱ͕Θ͔ΔݩͰਖ਼͘͠෮֬ߴ͕ Αͬͯ, εςοϓ 3ͷ h′ ͕҉

߸Խ࣌ʹ༻͍ΒΕͨ hͱಉҰͷϏοτྻͱͳΔͨΊ, Ҏ߱ͷࢉܭ҉߸Խ࣌ͷͷͱ͘͠ͳΓ, ߹ੑͷνΣοΫ͕

ՄͱͳΔ.

LWE ͷࠔੑΛԾఆ͢Δͱ, LOTUS-PKE͕ IND-CCA2҆શͰ͋Δ͜ͱ͕ূ໌Ͱ͖Δ [38, Theorem 3].

2017 12݄ʹ LOTUS-KEMͷ࣮ʹରͯ͠, બ҉߸จ͕ܸ߈ՄͱͳΔͱͷࢦఠ͕͋ͬͨ. ཌ 1݄, ఠࢦ

෦ͷίʔυΛमਖ਼͢Δ͜ͱͰղܾ͍ͯ͠Δ.

2.3.2 NewHope

NewHope, AlkimΒ [10]ʹΑΓࡍࠃձٞ Usenix SecurityͰఏҊ͞Εͨ. ॳͷఏҊϓϩτίϧͰ࠷ Reconcili-

ation Λ͕͍ͨͯͬߦ, ఏҊ͞Εͨʹޙ NewHope-Simple [9] Ͱͦͷ෦͕ΒΕ, ΑΓ؆ૉͳϓϩτίϧͱͳͬͯ

͍Δ.

NISTͷެืʹ NewHope [2]͕, ͨ͠ࢪඍमਖ਼Λʹޙ NewHope v1.01 [3]͕ஶऀΒͷWebϖʔδͰެ։͞Ε͍ͯ

Δ. ද 2.5 ͱͳΔૅجʹ NewHope-CPA-PKE ͷ֓ཁΛड़Δ. ͷϓϩτίϧʹϏοτྻͷΤϯίʔυɾσࡍ࣮

ίʔυͷؚ͕ؔ·Ε͍ͯΔ͕, ͜͜Ͱলུͯ͋͠Δ. શͯͷԋࢉ Rq := Zq[x]/(xn + 1)্ͷଟ߲ࣜͷૢ࡞ͱ͠

ͯද͞ݱΕ, ؒ۠ʹࣗಈత [−q/2, q/2) ʹऩΊΒΕΔͷͱ͢Δ.

ํࣜͷಛͱͯ͠, ͰͷԋࢉΛߴԽ͢ΔͨΊ, ม (NTT, Number Theoretic Transform)[3, p. 7-8]

a =
n−1∑

i=0

aix
i ∈ Rq ⇔ NTT(a) :=

n−1∑

i=0

âxi, âi :=
n−1∑

j=0

γjajω
ij (mod q)

Λ͍ߦ, a, b ∈ Rq ͷੵ͕ a ∗ b = NTT−1(NTT(a) ◦ NTT(b))Λຬͨ͢͜ͱΛར༻͍ͯ͠Δ. ͜͜Ͱ, ω  1ͷ Zq Ͱͷ

nࠜ, γ :=
√
w (mod q)ͱ͠, ࣮࣌ʹ͋Β͔͡Ίఆͱͯ͠ΈࠐΜͰ͓͘ͷͱ͢Δ. ·ͨ, ߸ه ◦ଟ߲ࣜ

ͷಉ࢜ͷੵΛऔΔ͜ͱΛද͢. ࣮Ͱ্ͷఆٛࣜΛͦͷ··ͣͤࢉܭ, .Λ༻͍͍ͯΔมߴ

ੜͷεςοϓݤ 1 Ͱ, 32 όΠτ (=256 Ϗοτ) ͷཚΛ SHAKE-256 ϋογϡؔΛ༻͍ͯ 64 όΠτʹ৳

͠, ͦͷલΛެ։ݤ â ∈ Rq ͷੜʹ, ݤΛൿີޙ ŝ͓ΑͼϊΠζ êͷੜʹ͍ͯͬΔ. ͜ͷͱ͖, â, ŝ, ê

มޙͷࣜܗͰ֨ೲ͞ΕΔ. εςοϓ 2ͷ GenAؔ, ϋογϡؔͷग़ྗͷલ z[0 : 31]Λγʔυͱͯ͠ϥϯμϜ

ͳ Rq ͷݩΛੜ͢ΔͷͰ͋Δ. â͕ϥϯμϜͳଟ߲ࣜͷมͰ͋Δ͜ͱ, ϥϯμϜଟ߲ࣜͷม͕·ͨϥ

ϯμϜଟ߲ࣜͱͳΔ͜ͱ͔Βै͏.
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ද 2.5 NewHope-CPA-PKEͷ֓ཁ ([3, Algorithm 1-3]ΑΓҰ෦վม) ɹ

ύϥϝʔλ n ,(ݩ࣍) q (๏), k (ϊΠζΤϥʔ), γ ∈ Zq (NTT)

Rq := Zq[x]/(x
n + 1)

ੜݤ KeyGen(1λ)→ (sk, pk) 1: seed
$←− {0, 1, . . . , 255}32, z = SHAKE256(64, seed)

//32όΠτͷ seedΛ 64όΠτʹ৳

2: â = GenA(z[0 : 31]) ∈ Rq

3: s = PolyBitRev(Sample(z[32 : 63], 0)) ∈ Rd; ŝ = NTT(s)

4: e = PolyBitRev(Sample(z[32 : 63], 1)) ∈ Rd; ê = NTT(e)

5: b̂ = â ◦ ŝ+ ê

6: sk = ŝ, pk = (â, b̂)

҉߸Խ Enc(pk,M ∈ {0, 1, . . . , 255}32)→ ct 1: coin
$←− {0, 1, . . . , 255}32 // ϥϯμϜγʔυɹ

2: s′ = PolyBitRev(Sample(coin, 0)) ∈ Rd; t̂ = NTT(s′)

3: e′ = PolyBitRev(Sample(coin, 1)) ∈ Rd

4: e′′ ← Sample(coin, 2) ∈ Rd

5: û = â ◦ t̂+ NTT(e′)

6: v = NTT−1(b̂ ◦ t̂) + e′′ + Encode(M)

7: ct = (û, v)

෮߸ Dec(sk, c = (û, v)) 1: M ′ = Decode(v − NTT−1(û ◦ ŝ))

ද 2.6 NewHope CPA-KEM ͷύϥϝʔλ [2, Table 3].

(n, q, k, γ) ҆શੑϨϕϧ ެ։ݤαΠζ ൿີݤαΠζ ฏจαΠζ
҉߸จαΠζ

(ޙΧϓηϧԽݤ)

(512, 12289, 8, 10968) 128 bits 928B 869B 32B 1088B

(1024, 12289, 8, 7) 256 bits 1824B 1792B 32B 2176B

2൪ͷύϥϝʔλ Category 5ʹೖΔͱओு͞Ε͍ͯΔ͕ɺද [2, Table 3]Ͱ 233 bit-securityͱॻ͔Ε͍ͯΔ.

εςοϓ 3͓Αͼ 4ͷ, Sampleؔ Rq ͷ֤Λಠཱʹ ψ8 ͔ΒαϯϓϦϯάͨ͠ͷͰ͋Γ, ࣗવ k ʹର͠

ͯ, ψk ͷग़ྗ bi, b′i ∈ {0, 1}, i = 1, 2, . . . , k Λಠཱʹऔͬͨͱ͖ͷ
∑k

i=1(bi − b′i)ͱͯ͠ఆٛ͞ΕΔ. PolyBitRevؔ

ଟ߲ࣜ a =
∑n−1

i=0 aixi ʹରͯ͠, ෦ΛϏοτసͨ͠ଟ߲ࣜࢦ arev :=
∑n−1

i=0 aixBitRev(i) Λग़ྗ͢Δ. ΑΓ۩

ମతʹॻ͘ͱ, h = log2(n), i =
∑h−1

j=0 bj2j ͱ 2ਐల։ͨ͠ͱ͖ʹ, BitRev(i) :=
∑h−1

j=0 bj2h−j−1 Ͱ͋Δ. ࣮࣌ʹ

 BitRev Λ͋Β͔͡Ίͨ͠ࢉܭྻΛ༻ҙ͠, ଟ߲ࣜͷ͕֨ೲ͞Ε͍ͯΔྻͷཁૉͷೖΕସ͑Λ͜͏ߦͱͰߴ

ॲཧ͕ՄͰ͋Δ. ,ඞཁ͕͋Γ͏ߦ෦ͷϏοτసΛࢦͱ͖ͷ্࣮ͷཁ͔Β͋Β͔͡Ί͏ߦΛมߴ

ੜ͓Αͼ෮߸ΞϧΰϦζͰݤ NTTؔͷલʹ͜ΕΛ͍ͯͬߦΔ*5.

෮߸ΞϧΰϦζϜͷ DecodeؔͷதΛ͢ࢉܭΔͱ,

v − NTT−1(û ◦ ŝ) = te+ se′ + e′′ + Encode(M) ∈ Rq

ͱͳΓ, ӈล͕ Encode(M) + (ϊΠζ߲)ͱͳΔ͜ͱ͕Θ͔Δ. ϊΠζͷӨڹΛड͚ͣʹM Λਖ਼͘͠σίʔυՄͱ͢

ΔͨΊ, Encodeؔ 256ϏοτͷM ͷใΛ n = .Δ͍ͯͤ͞ࢄʹͷݸ1024 ۩ମతʹ, 1ͭͷϏοτͷ

*5 ैͬͯ, ྫ͑ݤੜΞϧΰϦζϜͷεςοϓ 3 s← Sample(z[32 : 63], 0) ∈ Rd; ŝ = NTT(PolyBitRev(s)) ͱॻ͍ͨํ͕ࣗવ͔͠
Εͳ͍͕, .ͨͬैʹݱஶͷදݪ
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ද 2.7 Lizard PKE [21, Section 3.2.1]

ύϥϝʔλ λ (ηΩϡϦςΟ), n,m, ℓ ,(ݩ࣍) p, q (๏), α, ρ, hr (ϊΠζ)

ੜݤ KeyGen(1λ)→ (sk, pk) 1: A
$←− Zm×n

q , s1, s2, . . . , sℓ ← ZOn(ρ), S = (s1||s2|| · · · ||sℓ) ∈ Zn×ℓ
q ,

E ← DLizard
Zm×ℓ,αqɹ

2: B = −AS + E (mod q)

3: sk = S, pk = (A||B)

҉߸Խ Enc(pk,M ∈ {0, 1}ℓ×1)→ ct 1: r← Bm,hr

2: a = ⌊(p/q) ·AT r⌉, b = ⌊(p/q) · ((q/2) ·m+BT r)⌉
// ϕΫτϧʹର͢Δ Rounding ⌊·⌉͝ͱʹ͏ߦɹ
3: ct = (a,b) ∈ Zn×1

p × Zℓ×1
p

෮߸ Dec(sk, ct)→M ′ 1: M ′ ←
⌊
2
p
(b+ STa)

⌉
(mod 2)

ใΛ ,ʹׂΓͯͯΤϯίʔυ͠ͷݸ4 DecodeؔͰ 4ͭͷͷΛऔΔ͜ͱͰΤϥʔΛଧͪফ͢͜ͱ

Ͱ, ෮߸ͷޭ֬ΛߴΊ͍ͯΔ.

2.3.3 Lizard

Cheon Β [18] ʹΑͬͯ 2016ʹఏҊ͞Εͨ Lizard LWE ͱ LWR ͷࠔੑΛಉ࣌ʹԾఆ͢Δ͜ͱͰ,

IND-CPA҆શͰ͋Δ͜ͱ͕ূ໌͞ΕΔެ։҉ݤ߸ํࣜͰ͋Δ. NISTʹఏҊ͞Εͨ ,ޙ[21] ձٞࡍࠃ SCN2018ʹ͓

͍ͯൃද͞Ε͍ͯΔ [19]. ͜͜Ͱ, ࣜํ߸҉ݤຊతͳެ։ج [21, Section 3.2.1]ͷ֓ཁΛհ͢Δ. ه্ 2ͭͷํࣜ

ͱ΄΅ಉ༷ʹ, ౻࡚-Ԭຊม [26, 27]Λ༻͍ͯ IND-CCA҆શͳํࣜͱ͢Δ͜ͱ͕Ͱ͖Δ.

ද 2.7ʹํࣜͷ֓ཁΛࣔ͢. ෦Ͱ༻͍ΒΕΔαϒϧʔνϯͱͯ͠, 3छྨͷཚੜϧʔνϯ͕༻͍ΒΕΔ. ੜݤ

ͷεςοϓ 1ʹ͓͚Δ ZOn(ρ), ֤Λ Pr[xi = 1] = Pr[xi = −1] = ρ/2, Pr[xi = 0] = 1− ρΛຬͨ֬͢ม
͔Βಠཱʹऔͬͨ nྻݩ࣍ϕΫτϧΛग़ྗ͢ΔؔͰ͋Δ. ྻߦ E Λੜ͢Δͱ͖ʹ༻͍ΔϊΠζ DLizard

Z,αq , ε

έʔϧ αq ͷࢄΨε DZ,αq ͱఆٛ͞Ε͍ͯΔ. ·ͨ, ҉߸Խͷεςοϓ 1Ͱ༻͍Δ Bm,hr , mݩ࣍ͷྻϕΫ

τϧͰ, ͷ͏ͪ hr ͕ݸ +1͘͠ −1, Γ͕ 0ͱͳΔͷΛҰ༷ϥϯμϜʹαϯϓϦϯάͨ͠ͷͱ͢Δ.

෮߸ΞϧΰϦζϜͷεςοϓ 1ʹ͓͍ͯ, q ≫ pͷ߹ʹ

b+ STa ≈ p

q

(
AT r+

q

2
·m+BT r

)
=

p

2
·m+

p

q
ET r (mod p)

͕ͳΓͨͪ, ET r͕খ͍ͨ͞Ίʹ෮߸͕֬ߴͰޭ͢Δ͜ͱ͕ײతʹΘ͔Δ.

҆શੑͷࠜڌͱͳΔ, sparse small secret LWE ͱݺΕΔ, LWE ͷൿີϕΫτϧΛҰ༷Ͱͳ͘

ZOn(ρ)͔ΒऔΔͷͰ͋Δ͕, ͜ͷͷࠔੑ͕ (దͳύϥϝʔλͷมʹΑΓ) ௨ৗͷ LWE ͱ͍͜͠

ͱ͕ূ໌͞Ε͍ͯΔ [16].

2.3.4 CRYSTALS-Dilithium

CRYSTALS-Dilithium, DucasΒʹΑΓఏҊ͞Εͨॺ໊ํࣜͰ, Module-LWE ͱModule-SIS ͷࠔੑ

Λ҆શੑͷࠜڌͱ͍ͯ͠Δ. ಉ࣌ʹఏҊ͞Εͨ KEMͱͯ͠, CRYSTALS-KYBER͕ଘ͢ࡏΔ. NISTͷఏग़ [23]

ͱલͯ͠ޙ, Cryptology ePrint Archive [22] ͓Αͼࡍࠃձٞ CHES 2018 ʹ͓͍ͯެ։͞Εͨ൛ [24] ͕ଘ͢ࡏΔ͕,

͜͜Ͱ NIST൛ͷུ֓Λհ͢Δ.

ද 2.9ʹུ֓Λࣔ͢. ԋࢉશͯ Rq := Zq[x]/(xn + 1)ͷ্ͰߦΘΕ, ʹࣗಈత (− q
2 ,

q
2 ]ͷൣғʹऩΊΒΕ
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ද 2.8 Lizard.CCA ͷύϥϝʔλ [21, p.22-24,31].

(n,m, ℓ, p, q, ρ) ҆શੑϨϕϧ ެ։ݤαΠζ ൿີݤαΠζ ฏจαΠζ ҉߸จαΠζ

[B] [B] [B] [B]

(536, 1024, 256, 512, 2048, 1/2) 128 bits 1130496B 8608B 32B 17696B

(663, 1024, 256, 256, 1024, 1/4) 128 bits 1390592B 10640B 32B 10896B

(816, 1024, 384, 512, 1024, 1/2) 192 bits 1720320B 19632B 48B 26928B

(952, 1024, 384, 512, 2048, 1/4) 192 bits 1998848B 22896B 48B 31280B

(1088, 2048, 512, 1024, 4096, 1/2) 256 bits 4584520B 34880B 64B 35904B

(1300, 2048, 512, 512, 2048, 1/4) 256 bits 2727936B 41664B 64B 42688B

ࢄ Gauss Λද͢ݱΔύϥϝʔλ αʹؔͯ͠, ࣮࣌ʹͦͷྦྷੵؔΛۙͨ͠ࣅදͱͯ͠༩͍͑ͯΔ.

Δͷͱ͢Δ. ϊΠζੜؔ DDilithium
Rq,η

, Rq ͷݩͷதͰͷઈର͕ η ҎԼͷͷΛҰ༷ϥϯμϜʹग़ྗ͢Δؔ

ͱͯ͠ఆٛ͞ΕΔ.  a ∈ Zq ͱ γ ʹରͯ͠, HighBits(a, γ), LowBits(a, γ)ؔͦΕͧΕ

a = HighBits(a, γ) · 2γ + LowBits(a, γ), ͨͩ͠ɹ− γ < LowBits(a, γ) ≤ γ

ΛΈͨ͢, ͭ·Γ aΛ্ҐϏοτͱԼҐϏοτʹΓ͚ΔؔͰ͋Δ*6.

ॺ໊ͷεςοϓ 4ʹ͓͍ͯެ։͔ݤΒղ͞Εͨ w1 ∈ Rk×1
q Λ, ͷεςοϓʹ͓͍ͯϋογϡؔ࣍ H Λ༻͍ͯผ

ͷଟ߲ࣜ c ∈ {
∑n−1

i=0 aixi}ʹࣸ͢. ͨͩ͠, cͷ ai  |ai| ≤ 1͔ͭ |ai| = 1ͱͳΔ i͕ ͔߹ͱͳΔͷͷूݸ60

ΒऔΒΕΔ.

ॺ໊͕ਖ਼͍͠߹, ΞϧΰϦζϜͷεςοϓূݕ 1ʹ͓͍ͯ, Az − ct = Ay − cs2 ͱͳΔ. cs2 ࡞Γํ͔Β͕

খ͍ͨ͞Ί, HighBits(Az − ct, 2γ2) = HighBits(Ay, 2γ2) ͭ·Γ w1 = w′1 ͕ͳΓͨͪॺ໊͕͞ূݕΕΔ.

҆શੑͷ͞ڧͱࠜڌͱͳΔͷରԠ͕͍͔ͭٞ͘͞Ε͍ͯΔ [24, Section 4]. ྫ͑, ͷ҆શੑͷΈΛٞ͢Δݤ

Module-LWEʹࡍ ͷࠔੑͷΈΛԾఆ͢Εྑ͍͜ͱ͕ࣔ͞Ε͍ͯΔ͕, ॺ໊ͷِʹؔͯ͠Module-SIS

͓ΑͼͦͷมछͰ͋Δ SelfTargetModule-SIS ͷࠔੑΛ༻͍Δ.

2.3.5 pqNTRUSign

pqNTRUSign, ChenΒʹΑΔ NISTͷఏҊ [17]Ͱ͋Γ, ઌ͢ߦΔ 2ͭͷจ [29, 30]Λϕʔεͱ͍ͯ͠Δ. ࠷

ॳʹఏҊ͞Εͨ 2014 ൛ [29] ʹ͓͍ͯ, ҆શੑূ໌͕໌͞هΕ͍ͯͳ͔͕ͬͨ, 2017 ൛ [30] Ͱ֨ࢠͷҰ

छͰ͋Δ LWT (Learning with Truncation) ͷٻղࠔੑΛॺ໊ͷِෆՄੑͷࠜڌͱ͓ͯ͠Γ, ͦͷ͕

LWR ΑΓ͍͜͠ͱ͕ࣔ͞Ε͍ͯΔ [30, Section 3.5]. ಉ༷ʹ, ൿີݤͷ෮ݩʹؔͯ͠ SIS ͷؐݩΛ

.Δ͍ͯͬߦ ,ͷύϥϝʔλઃఆࡍ࣮ Λ uSVP ͷΠϯελϯεʹมޙͨ͠ʹ BKZ 2.0 ʹΑΔධՁ [20, 2] Λ

.Δ͍ͯͬߦ

·ͨ, 2014൛ͱ 2017൛ͷେ͖ͳҧ͍ͱͯ͠, ॺ໊ੜ࣌ʹ༻͍ΔཚΛҰ༷͔ΒࢄΨεͱมߋ

͢Δ͜ͱͰॺ໊αΠζΛ͍ͯ͠ݮΔ͕͛ڍΒΕΔ.

ΞϧΰϦζϜͷ֓ཁΛද 2.11 ʹࣔ͢. ΑΓײతͳઆ໌ͱͯ͠, ެ։͔ݤΒ࡞ΒΕΔ֨ࢠ L Λ༻͍ͯ, ϝοηʔδ

µ ∈ Zn
p ʹର͢Δॺ໊ w , v ≡ µ (mod p) Λຬͨ֨͢ࢠϕΫτϧͱΈΔ͜ͱ͕Ͱ͖Δ. ͜ͷؔΛ NTRU ҉߸Λ

ϕʔεʹߏ͢ΔͨΊ, Λଟ߲ࣜRࢉܭ = Z[x]/(xn ± 1)ͷ7*ݩ ͱ͍ͯͯͬ͠ߦΔ.

*6 ,ʹࡍ࣮ ҆શੑͷͨΊʹڥքʹ͓͚Δڍಈ͕ௐ͞Ε͍ͯΔ [23, Figure 3]
*7 ޮతͳ࣮ͷͨΊ, ༨ଟ߲ࣜ xn + 1͘͠ xn − 1ͷͲͪΒ͔Ͱ͋Δͱ͍ͯ͠Δ͕, ΞϧΰϦζϜͷఆٛதͰ xn + 1͕༻͍ΒΕ
͍ͯΔ.
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ද 2.9 CRYSTALS-Dilithiumॺ໊ํࣜ [23, Figure 1]ΑΓվม

ύϥϝʔλ n, k, ℓ ,(ݩ࣍) q (๏), η (ϊΠζ)

Rq := Zq[x]/(x
n + 1)

ੜݤ KeyGen(1λ)→ (sk, pk) 1: s1 ← DDilithium
Rℓ×1

q ,η
, s2 ← DDilithium

Rk×1
q ,η

2: A
$←− Rk×ℓ

q

3: t = As1 + s2 ɹɹ

4: sk = (A, t, s1, s2), pk = (A, t)

ॺ໊ Sign(sk,M)→ sig 1: z ←⊥
2: while z =⊥ do

3: y ← DDilithium
Rℓ×1

q ,γ1−1
ɹ

4: w1 ← HighBits(Ay, 2γ2)

5: c = H(M ||w1); z ← y + cs1

6: if (∥z∥∞ ≥ γ1 − β) OR (∥LowBits(Ay − cs2, 2γ2)∥∞ ≥ γ2 − β) then: z =⊥
7: sig← (z, c)

ূݕ Verify(pk,M, sig) 1: w′
1 = HighBits(Az − ct, 2γ2)

2: if (∥z∥∞ < γ1 − β) AND (c = H(M ||w′
1)) then accept else reject

ද 2.10 CRYSTALS-Dilithiumॺ໊ํࣜͷύϥϝʔλ [23]

(n, k, ℓ, q, η) ҆શੑϨϕϧ ެ։ݤαΠζ ൿີݤαΠζ ॺ໊αΠζ

(256, 4, 3, 8380417, 6) 128 bits 1184B - 2044B

(256, 5, 4, 8380417, 5) 192 bits 1472B - 2701B

(256, 6, 5, 8380417, 3) 256 bits 1760B - 3366B

ੜΞϧΰϦζϜͷεςοϓݤ 1͓Αͼ 2Ͱ, ͍ͯ༺٫αϯϓϦϯάΛغ NORMF(·) ͷେ͖͘ͳ͍ଟ߲ࣜΛੜ
͢Δ. ͜͜Ͱ, ଟ߲ࣜ f(x) ∈ Rʹରͯ͠ NORMF(f)ଟ߲ࣜ t =

∑n−1
i=0 tixi :=

∑n−1
i=0 xif(x) (mod xn + 1) ʹର

͢Δ maxi |ti|ͱͯ͠ఆٛ͞ΕΔ.

ॺ໊ΞϧΰϦζϜʹ͓͍ͯ, ೖྗϝοηʔδM ͷ͓ࣜܗΑͼϋογϡؔಛʹࢦఆ͞Ε͓ͯΒͣ*8 , ͦͷग़ྗΛ

దʹ 2ͭͷଟ߲ࣜ up, vp ∈ Rq ʹຒΊࠐΉ͜ͱ͕Ͱ͖Εྑ͍ߏͱͳ͍ͬͯΔ.

εςοϓ 2ͷ DpqNTRUSign
Rq,σ

ؔ, ͕ࢄΛ֤ σ2 ͱͳΔࢄΨε͔Βಠཱʹऔͬͨଟ߲ࣜ r Λग़ྗ͢Δ.

εςοϓ 5, 7 ͓Αͼ 8 ʹ͓͍༷ͯʑͳܗͰεΫϦʔχϯά͞Εͨޙʹ, ॺ໊ sig͕ग़ྗ͞ΕΔ͕, ͜ΕΒͷ݅ূݕ

.ΘΕ͍ͯΔߦʹͷΤϥʔΛԼ͛ΔͨΊ࣌

2.4 ·ͱΊ

,ज़ٕ߸҉ͮ͘جʹࢠ֨ LWE , Ring-LWE , NTRU Λ҆શੑͷࠜڌͱ͢Δํ͕ࣜ͜Ε·Ͱଟ͘ఏ

Ҋ͞Ε, NIST PQC ϓϩδΣΫτͷީิ҉߸Ͱ࠷ଟ͘ͷ҉߸͕͜ͷΧςΰϦʔʹྨ͞Ε͍ͯΔ.

Ҏ֎ʹهͱͳΔͱͯ͠ɺ্ڌज़ͷ҆શੑͷٕࠜ߸҉ͮ͘جʹࢠ֨ Compact LWE , Module-LWE ,

LWR (Learning With Rounding) , BDD (Bounded Distance Decoding) , SIS (Small Integer Solution) 

ଞ, ଟ͘ͷόϦΤʔγϣϯ͕ଘ͍ͯ͠ࡏΔ. Ұൠతͳ֨ࢠΛղ͘ख๏ͱͯ͠, LLLΞϧΰϦζϜ, BKZΞϧΰ

*8 Reference ImplementationͰ, ηΩϡϦςΟϨϕϧʹԠͨ͡͞ͷ SHAΞϧΰϦζϜΛ༻͍͍ͯΔ.
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ද 2.11 pqNTRUSignॺ໊ํࣜ (ࢄ Gauss ΛϊΠζͱͯ͠༻͍ͨόʔδϣϯ) [17, Algorithm 1-3]

ύϥϝʔλ N (ݩ࣍) p, q (๏) d, s (ϊΠζ) Bk (ଟ߲ࣜͷϊϧϜͷ্քݤ)

T (d1, d2) =

⎧
⎪⎨

⎪⎩
∑N

i=0 aix
i :

ai ∈ {−1, 0, 1}
number of + 1 is d1

number of − 1 is d2

⎫
⎪⎬

⎪⎭

ੜݤ 1: mod q ͰՄ͔ͭٯ NORMF(f) < Bk ΛΈͨ͢ݩ f Λ T (d+ 1, d)͔ΒҰ༷ʹαϯϓϦϯά

KeyGen(1λ)→ (sk, pk) 2: mod q ͰՄ͔ͭٯ NORMF(g) < Bk ΛΈͨ͢ݩ f Λ T (d+ 1, d)͔ΒҰ༷ʹαϯϓϦϯά

h = h/(p · f) (mod q)

sk = (p · f, g), pk = h

ॺ໊ Sign(sk,M)→ sig 1: (up, vp) = H(M ||h)
2: r ← DpqNTRUSign

Rq ,σ
, b

$←− {0, 1}
3: u1 = p · r + up; v1 = u1h (mod q)

4: a← (vp − v1) · g−1 (mod p)

5: if (∥a · f∥2 > Bs) OR (∥a · g∥∞ > Bt) goto step 2

6: v ← v1 + (−1)bag
7: if (∥v∥∞ > q/2−Bt) goto step 2

8: return sig = r + (−1)ba · f with probability 1/(Ms exp(−∥a · f∥/2σ2) cosh(⟨b, a · f⟩/σ2)

9: goto step 2

ূݕ Verify(pk,M, sig) 1: (up, vp) = H(M ||h)
2: u = pB + up

3: if (∥u∥2 > p2s2N) then reject

4: v = uh (mod q)

5: if (v ̸≡ vp (mod p)) OR (∥v∥∞ > q/2−Bt) then reject

6: accept

ද 2.12 pqNTRUSignॺ໊ํࣜͷύϥϝʔλ [17].

(N, q, d,σ) ҆શੑϨϕϧ ެ։ݤαΠζ ൿີݤαΠζ ॺ໊αΠζ

(1024, 216 + 1, 205, 250) 256 bits 2048B - 1408B

จݙ [17]ʹ “For all 5 NIST’s required security levels, we suggest the use of Gaussian-1024 or Uniform-1024

parameter sets.” ͱ͋Γ, 1ͭͷύϥϝʔληοτͰશͯͷΧςΰϦΛؚΉܗͰ༩͑ΒΕ͍ͯΔ.

ϦζϜ͕Α͘ΒΕ͓ͯΓ, LWE ʹ͍ͭͯߋʹ SIS  BDD ʹؐ͢ݩΔղੳख๏͕ΒΕ͍ͯΔɻ

,ॳͷͷ࠷ੑΛϕʔεͱͨ͠҉߸ํࣜͰࠔͷࢠ֨ Ajtai[1] ʹΑΓ 1996 ʹߦΘΕͨ, SIS ͕֨ࢠ

ͷ࠷ѱ࣌ΑΓࠔͰ͋Δ͜ͱͷূ໌͓ΑͼͦΕΛ༻͍ͨ҉߸ֶతϋογϡؔͷߏͰ͋Δ. ·ͨ, 1997 ʹ

Ajtaiͱ Dwork[8]ʹΑΓ, unique SVPͷ࠷ѱࠔੑΛ҆શੑͷࠜڌͱͨ͠ެ։҉ݤ߸͕ఏҊ͞Ε͍ͯΔ. ͜ͷެ։ݤ

҉߸ํࣜཌ, NguyenΒʹΑΔղಡ࣮ݧ [37]ʹΑΓඞཁͳύϥϝʔλ͕େͱͳΓ࣮༻తͰͳ͍͜ͱ͕໌Β͔ʹ͞

Εͨͷͷ, ͦͷޙͷ֨҉ࢠ߸ͷߏͷૅجͱͳ͍ͬͯΔ.

1996ʹ HoffsteinΒʹΑͬͯఏҊ͞Εͨ NTRU҉߸ [28]*9 , ൃදॳ҆શੑূ໌͕͚ΒΕ͓ͯΒͣ, ͱܸ߈

मਖ਼͕܁Γฦ͞Ε͍͕ͯͨ, 2011 StehléΒ [46]ʹΑΓํࣜΛमਖ਼͢Δ͜ͱͰΠσΞϧ্֨ࢠͷͷࠔੑʹؐݩ

Մͳ͜ͱ͕ࣔ͞Ε͍ͯΔ. ҰํͰ, 2016ʹ subfield attack[4]ͷΑ͏ͳମͷߏΛࢠ֨ͯͬͷݩ࣍Λѹॖ͢Δ

*9 จ্ݙ 1998ͷࡍࠃձٞ ANTS͕ͩ, ॳग़ CRYPTO1996ͷ Rump SessionͰ͋Δ.
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,ఏҊ͞Ε͓ͯΓܸ߈ ҉߸ͷߏͷͨΊʹݩ࣍๏ͷେ͖͚ͩ͞Ͱͳ͘, ɾମͷߏʹҙΛ͏ඞཁ͕͋Δ.

2005ʹ Regev[40]ʹΑΓఏҊ͞Εͨ LWE , จൃදͱಉ࣌ʹͦΕΛ҉߸ͷ҆શੑࠜڌͱͯ͠อো͢Δॏ

ཁͳͭࡾͷੑ࣭͕ࣔ͞Εͨ. ͻͱͭͷ average-case to worst case reduction, ͭ·ΓύϥϝʔλΛݻఆͨ͠ࡍ,

ͷ (ൿີϕΫτϧ sʹؔ͢Δ)ฏۉతͳ͕ྔࢉܭ, ྔࢉܭѱ࠷ (͍͠ΠϯελϯεΛੜ͢ΔΑ͏ͳ sͷू߹ʹର

͢Δྔࢉܭ) ͱߴʑଟ߲ࣜഒͷҧ͍͔͠ແ͍͜ͱͰ͋Γ, Γͷೋͭఆ LWEͱ୳ࡧ LWEͷՁੑ, ͓ΑͼྔࢠΞ

ϧΰϦζϜʹΑΔࠔͳ֨ࢠͷؐݩͰ͋Δ. ͜ΕΒͷఆཧΛΈ߹ΘͤΔ͜ͱʹΑΓ, RegevࣗʹΑΓఏҊ͞

Εͨެ։҉ݤ߸Λղಡ͢Δ͜ͱ͕ฏۉతʹ͍͜͠ͱ͕ࣔ͞Ε, ͦͷޙͷ༷ʑͳ LWEϕʔε҉߸ͷߏͷૅجͳͬͨ.

LWE֨ࢠͷؐݩʹؔͯ͠, 2013ʹݹయػࢉܭʹΑΔؐݩࣔ͞Ε͍ͯΔ [13].

LWE ͷܽͰ͋ΔݤαΠζͷେ͖͞Λվળ͢ΔͨΊ, 2010ʹ LyubashevskyΒ [34, 35]ʹΑΓ Ring-LWE

͕, 2015ʹ LangloisΒ [36]ʹΑΓModule-LWE ͕҉߸Խํࣜͱಉ࣌ʹఏҊ͞Ε, LWE ʹ͓͚Δؔ

,ͷࣅͱྨ ղಡͷฏۉతͳࠔ͕͞ূ໌͞Ε͍ͯΔ. ҰํͰ, ͜ΕΒͷมछͱΦϦδφϧͷ LWE ͱͷؔੑ

ࣗ໌Ͱͳ͘, ಉఔͷ͠͞Λ͔ͭ࣋Ͳ͏͔ະղܾͰ͋Δ. Ұൠతʹ Ring(Module)-LWE ͷΠϯελϯ

ε LWE ͷΠϯελϯεͱͯ͠ॻ͖ͳ͓͢͜ͱ͕Ͱ͖ΔͨΊ, LWE  Ring(Module)-LWE ΑΓࠔ

Ͱ͋Δͱ͍͏ؔࣗ໌Ͱ͋Δ͕, .ΒΕ͍ͯͳ͍ͷؔٯ ๏ q ͕େ͖͍߹ʹ, Ring-LWEModule-LWE

ΑΓࠔͰ͋Δ͜ͱ͕ΒΕ͍ͯΔ [7].

࣮࣌ͷͱͯ͠, ࢄ Gauss Λਖ਼֬ʹੜ͢Δ͜ͱ͍͠. ϊΠζΛ͋Δ͔۠ؒΒҰ༷ͱͯ͠

औͬͨ߹Ͱ, ண͕ՄͰ͋Δ͜ͱ͕ؼࢠͱྔࢠ֨ 2013ʹ DöttlingΒ [25]ʹΑΓࣔ͞Εͨ. ͜ͷํੑͷ

,ͱͯ͠ڀݚ BaiΒ [12]ʹΑΓఏҊ͞Εͨ, RényiΤϯτϩϐʔΛ༻͍ͨ, ཧతͳ Gauss Λ༻͍ͨ҉߸ํࣜͱͦ

ΕΛۙࣅతͳʹஔ͖ࣜํͨ͑ͷؒͰͷ҆શੑͷԼΛٞ͢Δͷ͕͋Δ.

·ͨ, ύϥϝʔλઃఆख๏ʹؔͯ͠ 2016ΑΓ҉߸ղಡίϯςετ LWE Challenge[50] ͕։͞࠵Ε͍ͯΔ.

͜ΕΒͷ֨҉ͮ͘جʹࢠ߸ٕज़ͷ҆શੑͷࠜڌͱͳΔ, Ͱ࣌ݱͷ͍ͣΕʹ͓͍ͯػࢉܭࢠɾྔػࢉܭయݹ

ޮతͳղಡख๏͍͔ͯͬͭݟͳ͍.
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ୈ 3ষ

ज़ٕ߸҉ͮ͘جʹ߸ූ

ຊষͰූ߸ʹ҉ͮ͘ج߸ٕज़ʹ͍ͭͯ·ͱΊΔ. ܭज़ͷ҆શੑγϯυϩʔϜ෮߸Λղٕ͘߸҉ͮ͘جʹ߸ූ

.ੑʹґଘ͍ͯ͠Δࠔͷࢉ

˙४උ: ຊষͰ༻͢Δه߸ɾ༻ޠΛҎԼʹ·ͱΊΔ. ҎԼͰ, q Λૉ p ͷႈͱ͢Δ.

༗ݶମ: Fq ͰҐ͕ q ͷ༗ݶମΛද͢.

ϋϛϯάॏΈͱϋϛϯάڑ: Vn Λ༗ݶମ Fqm ্ͷ n .ϕΫτϧۭؒͱ͢Δݩ࣍

• ϕΫτϧ v = (v1, v2, . . . , vn) ∈ Vn ͷϋϛϯάॏΈͱ, ඇθϩͷͷͰ͋Δ. ͢ͳΘͪ, HW(v) =

#{vi | vi ̸= 0}.
• ϋϛϯάڑΛ dH(x, y) = HW(x− y) Ͱఆٛ͢Δ.

• SH(n, t) ͰϋϛϯάॏΈ͕ t ͷ n .ϕΫτϧશମͷू߹Λද͢ݩ࣍

ϥϯΫॏΈͱϥϯΫڑ: Vn Λ༗ݶମ Fqm ্ͷ n ,ϕΫτϧۭؒͱ͠ݩ࣍ β = (β1,β2, . . . ,βm) Λ Fqm ͷ Fq -

.ఈͱ͢Δج fi : Fqm → Fq Λ, x ∈ Fqm ʹରͯ͠, fi(x) Λجఈ β ͷԼͰͷ i ൪ͷͱ͢Δ. v =

(v1, v2, . . . , vn) ∈ Vn ʹରͯ͠, ྻߦ v̄ ∈Mm,n(Fq) Λ, v̄ij = fi(vj) Ͱఆٛ͢Δ.

• ϕΫτϧ v ͷϥϯΫॏΈͱ, ରԠ͢Δྻߦ v̄ ͷϥϯΫ rank(v̄) Ͱఆٛ͞ΕΔ.

• ϥϯΫڑΛ dR(x, y) = rank(x− y) Ͱఆٛ͢Δ.

• SR(n, t) ͰϥϯΫॏΈ͕ t ͷ n .ϕΫτϧશମͷू߹Λද͢ݩ࣍

3.1 ͱͳΔڌज़ͷ҆શੑͷٕࠜ߸҉ͮ͘جʹ߸ූ

ຊઅͰ Learning Parity with Noise ʢLPNʣ ූ߸ʹؔ࿈͢Δͷࠔੑʹ͍ͭͯௐࠪ݁ՌΛड़Δ.

3.1.1 LPNͱ

LPN ͱࠩޡ͖ͷઢํܗఔࣜΛղ͚Δ͔Ͳ͏͔ͱ͍͏Ͱ͋Δ. 1993 ʹ, Blum, Furst, Kearns,

Lipton ,͛ڍΘΕΔͱͯ͠ࢥͱࠔ͕[9] ఆࣜԽΛͨͬߦ. 2 ষʹ͓͍ͯ, ͜ͷΛҰൠԽͨ͠ LWE Λطʹ

ѻ͍ͬͯΔ.

Berτ Ͱύϥϝʔλ τ ͷϕϧψʔΠΛද͢͜ͱʹ͢Δ. (֬ τ Ͱ 1, ֬ 1 − τ Ͱ 0ͱͳΔ F2 ্ͷͰ͋

Δ.) ·ͨ, ࣗવ k ≥ 1 ʹ͍ͭͯ, Berkτ Ͱ, Berτ ͔Βಠཱʹ k αϯϓϧΛऔͬͨͱ͖ͷݸ Fk
2 ্ͷΛද͢.
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˙ LPN : F2 ্ͷ χ ͓Αͼ s ∈ Fk
2 ʹ͍ͭͯ, ΦϥΫϧ Os,χ ΛҎԼͰఆٛ͢Δ. (1) a Λ Fk

2 ͔ΒϥϯμϜ

ʹબͼ, (2) e Λ χ ʹै͍બͼ, (3) b = s · a⊤ + e ͱ͠ࢉܭ, (4) (a, b) Λग़ྗ͢Δ. ఆٛΑΓ, ·ͨ, ΦϥΫϧ U
Λ (a, b)← Fk+1

2 ͱϥϯμϜͳΛग़ྗ͢ΔΦϥΫϧͱͯ͠ఆٛ͢Δ.

ఆٛ 3.1 (୳ࡧ൛ LPN ) ୳ࡧ൛ LPN ͱ, ΦϥΫϧ Os,χ ͷΞΫηε͕Մͳͱ͖ʹ, s Λग़ྗ͢Δ

Ͱ͋Δ.

ಛʹ χ = Berτ ͷͱ͖, LPNk,τ ͱݺͿ. ·ͨ LPNk,τ ͰΦϥΫϧ͔Βͷαϯϓϧ͕ n = n(k) ͞ݶ੍ʹ

ΕΔͷΛ, LPNk,n,τ ͱݺͿ.

ఆٛ 3.2 (୳ࡧ൛ LPN Ծఆ) F2 ্ͷ֬ χ ʹ͍ͭͯ, ఢ A ͷ༏ҐੑΛ

AdvA(k) = Pr
s←Fk

2

[AOs,χ(1k) = s]

Ͱఆٛ͢Δ. ҙͷଟ߲ࣜؒ࣌ͷఢ A ʹ͍ͭͯ, ͦͷ༏Ґੑ͕ແࢹͰ͖Δͱ͖, ୳ࡧ൛ LPN Ծఆཱ͕͢Δͱ͍͏.

҉߸ϓϦϛςΟϒ҉߸ϓϩτίϧͷ҆શੑূ໌ͷͨΊʹ, ఆ൛ LPN ԾఆΛ༻͍Δ͜ͱଟ͍. ఆ൛ LPN 

ͱఆ൛ LPN ԾఆҎԼͰఆٛ͞ΕΔ.

ఆٛ 3.3 (ఆ൛ LPN ) ఆ൛ LPN ͱ, ΦϥΫϧ Os,χ ·ͨΦϥΫϧ U ͷΞΫηε͕༩͑ΒΕͨͱ
͖ʹ, ͲͪΒͷΦϥΫϧʹΞΫηε͍ͯ͠Δ͔Λఆ͢ΔͰ͋Δ.

ఆٛ 3.4 (ఆ൛ LPN Ծఆ) F2 ্ͷ֬ χ ʹ͍ͭͯ, ఢ A ͷ༏ҐੑΛ

AdvA(k) =
∣∣∣ Pr
s←Fk

2

[AOs,χ(1k) = 1]− Pr[AU (1k) = 1]
∣∣∣

Ͱఆٛ͢Δ. ҙͷଟ߲ࣜؒ࣌ͷఢ A ʹ͍ͭͯ, ͦͷ༏Ґੑ͕ແࢹͰ͖ΔؔͰ͋Δͱ͖, ఆ൛ LPN Ծఆཱ͕͢

Δͱ͍͏.

୳ࡧ൛ LPN ʹϥϯμϜࣗؼݾண͕ଘ͢ࡏΔ [9]. ͢ͳΘͪ, ϥϯμϜʹબΕͨ s ∈ Fk
2 ʹ͍ͭͯ୳ࡧ൛ LPN

Λղ͚ΔͳΒ, ҙͷ s ∈ Fk
2 ʹ͍ͭͯ୳ࡧ൛ LPN Λղ͘͜ͱ͕ग़དྷΔ.

Katz, Shin, Smith [32]ʹΑΕ, [9, 46]ͱಉ༷ʹఆ൛ LPN ԾఆΛ୳ࡧ൛ LPN Ծఆʹؼண͢Δ͜ͱ͕ग़དྷΔ.

ఆཧ 3.5 ([32]) ఆ൛ LPNk,τ ԾఆΛഁΔ t εςοϓ, m ճͷΫΤϦ, ༏Ґੑ δ ͷఢ͕ଘ͢ࡏΔͱԾఆ͢Δ. ͜ͷͱ

͖, ୳ࡧ൛ LPNn,τ ԾఆΛഁΔ t′ εςοϓ, m′ ճͷΫΤϦ, ༏Ґੑ δ′ ͷఢ͕ଘ͢ࡏΔ. ͜͜Ͱ,

t′ = O(δ−2tklogk), m′ = O(δ−2mlogk), δ′ ≥ δ/4.

˙มछ: Ҏ্ʹྻͨ͠ڍ LPN ɾԾఆͰ, ͱͳΔମͱͯ͠ૅج F2 Λ༻͍͍ͯͨ. ମΛ Fq ʹมͨ͠ߋ LPN 

ɾԾఆ͕༻͍ΒΕΔ͜ͱ͋Δ. ಛʹ q Λૉͱͨ͠߹ʹ LWE ͱඇৗʹΑͨ͘ࣅɾԾఆͱͳΔ͕, ޡ

ࠩ χ ͷఆ͕ٛҟͳΔ͜ͱ͕ଟ͍.

LWE Ͱ༨ Zq Λ༻͍͍ͯΔ. Ԡ༻ͷ؍͔Β, ࠩޡ χ ͔Βͷαϯϓϧ x ͷઈର͕͍֬ߴͰখ

͍͜͞ͱ͕ॏ͞ࢹΕΔ. Ұํ, LPN Ͱ༗ݶମ Fq Λ༻͍͍ͯΔ. ·ͨ, ූ߸͔Βͷཁٻͱͯ͠ϋϛϯάॏΈΛ͑ߟ

Δ͜ͱ͕ଟ͍ͨΊ, ࠩޡ χ  0 ΛऔΔ͕֬େ͖͍͜ͱ͕ٻΊΒΕΔ. ͨͱ͑, ϕϧψʔΠͷҰൠԽͱͯ͠,

֬ τ Ͱ 0 Λ֬ 1 − τ Ͱ Fq \ {0} ͷϥϯμϜͳΛऔΔ͕༻͍ΒΕΔ. ͜Ε֨ࢠͱූ߸ͷΞφϩ

δʔͱͯ͑͠ߟΔ͜ͱ͕Ͱ͖Δ.
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3.1.2 LPN ͷ֦ு

3.1.2.1 ෮߸

ΦϥΫϧ͔ΒͷαϯϓϧΛݻఆ͠ n = n(k) ͱ͢Δ. LPNk,n,τ Ͱͷ m ͷαϯϓϧݸ (a1, b1), (a2, b2), . . . ,

(an, bn) ΛྻߦɾϕΫτϧදࣔͯ͠,

A = [a⊤1 a
⊤
2 . . .a⊤n ] ∈ Fk×n

2 , b = s ·A+ e

ͱ͢Δ. ූ߸ཧͷ؍͔Β, ϥϯμϜྻߦ A ∈ Fk×n Λੜ1*ྻߦ ͱ͢Δ [n, k]q -ઢූܗ߸ͷड৴ޠ b ͔Βݩͷ

ϝοηʔδ s Λ෮͢ݩΔͱଊ͑Δ͜ͱ͕Ͱ͖Δ.

3.1.2.2 γϯυϩʔϜ෮߸

ઌ΄Ͳͨ͛ڍ෮߸ͷ “ର”ͱͯ͠, γϯυϩʔϜ෮߸͕͛ڍΒΕΔ. γϯυϩʔϜ෮߸ SDk,n,w ͱ,

H = [h⊤1 h
⊤
2 . . .h⊤n ] ∈ F(n−k)×n

2 ,u ∈ Fk
2

͓Αͼࣗવ w ͕༩͑ΒΕͨ࣌ʹ, e ·H⊤ = u ͔ͭϋϛϯάॏΈ͕ w ҎԼͱͳΔ e ∈ Fn
2 ΛٻΊΔͰ͋Δ.

A ∈ Fk×n Ͱੜ͞ΕΔූ߸ͷύϦςΟ2*ྻߦࠪݕ Λ H ∈ F(n−k)×n ͱ͠, b · H⊤(= e · H⊤) Λ u ͱ͢Ε,

LPNk,n,τ ෮߸ΛγϯυϩʔϜ෮߸ SDk,n,O(τn) ʹมՄͰ͋Δ.

3.1.2.3 Exact-LPN

,ͱͯࠩ͠ޡ e← Bernτ Ͱͳ͘, ϋϛϯάॏΈ͕ஸ w ͷͷ͚ͩΛ͑ߟΔ. (͢ͳΘͪ e← SH(n,w).) ͜ͷ

Α͏ʹࠩޡΛม͑ͨΛ Exact-LPN ͱݺͿ.

3.1.2.4 Sparse-LPN

Ұ෦ͷ҉߸ํࣜͰ, s ͷϋϛϯάॏΈ͕খ͍͞, ͢ͳΘͪ, ૄ (sparse) Ͱ͋Δ͜ͱΛཁ͢ٻΔ. ApplebaumΒ [3]

 s ΛࠩޡͰ͋Δ χk ͔ΒબΜͩ߹ͷ LPN ͱ s Λ Fk ͔ΒϥϯμϜʹબΜͩ߹ͷͱ͕ՁͰ͋Δ͜

ͱΛ͍ࣔͯ͠Δ.

3.1.2.5 Toeplitz-LPN

Gilbert, Robshaw, Seurin [26]͕ೝূϓϩτίϧͷޮԽͷͨΊʹಋೖͨ͠.

ྻߦ A = {ai,j} ∈ Fk×n
2 ͕ Toeplitz ,Ͱ͋Δͱྻߦ ҙͷ i, j ʹ͍ͭͯ ai−1,j−1 = ai,j ཱ͕͢Δ͜ͱͰ͋

Δ. Toeplitz .ϕΫτϧ͕͋Εྑ͍ߦ্ͷ࠷ͷྻϕΫτϧ͓ΑͼࠨΔʹ͢ݱΛදྻߦ ͦͷͨΊ A ͷදݱ

k + n− 1 ϏοτͰՄͰ͋Δ.

෮߸ͷઅͰ, ୳ࡧ൛ LPN Ͱͷαϯϓϧ (a1, b1), (a2, b2), . . . , (an, bn) ΛྻߦɾϕΫτϧදࣔͯ͠,

A = [a⊤1 a
⊤
2 . . .a⊤n ] ∈ Fk×n, b = s ·A+ e

Λͨ͑ߟ. ΦϥΫϧ O (͓Αͼ U ) Λม͠ߋ, A ͕ඞͣ Toeplitz ͳΔ߹ͷʹྻߦ LPN Λ͑ߟΔ. ͜ΕΛ

Toeplitz-LPN ͱݺͿ.

*1 [n, k]q -ઢූܗ߸ C ͷੜྻߦͱ, ූ߸ C ͷجఈϕΫτϧΛߦͱ͢Δྻߦ G ∈ Fk×n
q Ͱ͋Δ.

*2 [n, k]q -ઢූܗ߸ C ͷύϦςΟྻߦࠪݕͱ, ྻߦ H ∈ Fr×n
q Ͱ, c ∈ Fn

q ʹରͯ͠, c ∈ C ͳΒ͔ͭͦͷݶʹ࣌Γ c ·H⊤ = 0 ͱͳΔ
ͷͰ͋Δ. H ͷ͕ߦઢܗಠཱͰ͋Ε, r = n− k Ͱ͋Δ.

31



3.1.2.6 Ring-LPN

Heyse, Kiltz, Lyubashevsky, Paar, Pietrzak [28] , Ring-LPN Λఆٛͨ͠. ͜ͷ Ring-LWE 

(2.1.1.1 અ) ͱಉ༷ʹఆٛ͞ΕΔ.

ఆٛ 3.6 (୳ࡧ൛ Ring-LPN ) దͳ k ͷ࣍ Fq ଟ߲ࣜ f(x) Λ͑ߟ,  Rq = Fq[x]/(f(x)) Λݻఆ͢Δ. Rq

্ͷ֬ χ Λݻఆ͢Δ.

Rq ্ͷࠩޡ χ ͓Αͼ s ∈ Rq ʹ͍ͭͯ, ΦϥΫϧ Os,χ ΛҎԼͰఆٛ͢Δ. (1) a Λ Rq ͔ΒϥϯμϜʹબͼ,

(2) e Λ χ ʹै͍બͼ, (3) b = sa+ e ͱ͠ࢉܭ, (4) (a, b) ∈ R2
q Λग़ྗ͢Δ.

୳ࡧ൛ Ring-LPN ͱ, ΦϥΫϧ Os,χ ͷΞΫηε͕Մͳͱ͖ʹ, s ∈ Rq Λग़ྗ͢ΔͰ͋Δ.

3.1.3 LPN ʹର͢ΔධՁ

αϯϓϧΛݻఆͨ͠߹, A ͓Αͼ b ͷ࠷ѱ࣌Λ͑ߟΔͱ NP ʹͳΔ͜ͱ͕ࠔ Berlekamp, McEliece, van

Tilborg [16]ʹΑͬͯࣔ͞Ε͍ͯΔ. ·ͨ, H̊astad [27]ʹΑΓۙࣅ൛ LPN ͷ NPࠔੑࣔ͞Ε͍ͯΔ.

͔͠͠ฏ࣌ۉͷࠔੑʹ͍ͭͯΑ͔͍ͬͯ͘ͳ͍. ͦͷͨΊ LPN Λղͨ͘ΊͷఏҊ͞ΕͨΞϧΰϦζϜʹ

͍ͭͯௐࠪΛͨͬߦ.

LPNk,n,τ Λղͨ͘Ίͷૉͳํ๏ͱͯ͠, ؒ࣌ poly(n, k) · O(2n) Ͱಈ͢࡞Δ૯ͨΓ๏͕͋Δ. ᮢ

d ≥ 1 Λݻఆ͢Δ. s ∈ Fk
2 ͷީิ͝ͱʹ, e = b − sA Λ͠ࢉܭ, e ͷϋϛϯάॏΈ͕ (1 + 1/d)τn ҎԼͰ͋

Ε s Λղͱͯ͠ग़ྗ͢Δͱ͍͏ͷͰ͋Δ. Chernoff ͷิ*3͔Β e ← Bernτ ͱͨ͠ͱ͖, d ≥ 1 ʹ͍ͭͯ

Pr[HW(e) ≤ (1 + 1/d)τn] ≤ exp(−τn/3d2) Ͱ͋Δ. ɹ

Ҏ߱Ͱ, O(2n) ҎԼͷؒ࣌ͰղΛٻΊΔΞϧΰϦζϜʹ͍ͭͯ͢ߟΔ. ,ࡏݱ େผͯ͠ҎԼͷ 3ͭͷΞϧΰϦζ

Ϝ͕ΒΕ͍ͯΔ.

1. Blum, Kalai, Wasserman [11]ͷ BKWΞϧΰϦζϜ

2. Arora, Ge [4]ͷʮ࠶ઢܗԽʯΞϧΰϦζϜ

3. γϯυϩʔϜ෮߸ͱͯ͠ղ͘ΞϧΰϦζϜ

3.1.4 BKWΞϧΰϦζϜ͓Αͼͦͷվྑ

Blum, Kalai, Wasserman [11] BKWΞϧΰϦζϜͱݺΕΔΞϧΰϦζϜΛఏҊͨ͠.

.ຊΞΠσΞҎԼͰ͋Δج ΦϥΫϧ͔Βͷαϯϓϧ (a, b) ͕ৗʹ a = (1, 0, . . . , 0) ͱ͍͏ܗͰ͋Ε, b = s1 + e

ͱͳΔ. ͜ͷΑ͏ͳαϯϓϧΛେྔʹूΊΕ, s1 Λଟܾ๏ͰٻΊΔ͜ͱ͕ग़དྷΔ. Ұൠʹ uj Λ j ൪ͷ୯ҐϕΫ

τϧͱͯ͠, (uj , b) ͱ͍͏ܗͷαϯϓϧΛूΊΕ sj Λଟܾ๏ͰٻΊΒΕΔ. ͦ͜ͰΦϥΫϧ Os,τ ͔Βͷαϯϓ

ϧΛ༻͍ͯ, .͢ࢦͷΑ͏ͳαϯϓϧΛੜ͢Δ͜ͱΛه্

˙BKWΞϧΰϦζϜͷ֓ཁ: (t− 1)ℓ < k ≤ tℓ Λຬͨ͢దͳࣗવ t, ℓ Λݻఆ͢Δ. ҎԼͰ,

As,δ,i = {a← Fk−iℓ
2 × {0}iℓ, e← Ber(1+δ)/2 : (a, s · a⊤ + e)}

*3 X1, X2, . . . , Xn Λ૬ޓʹಠཱͳ {0, 1} ֬มͱ͠, X = X1 + X2 + · · · + Xn ͷظΛ µ ͱ͢Δͱ, Pr[X ≥ (1 + ϵ)µ] <(
exp(ϵ)/(1 + ϵ)(1+ϵ)

)µ
. ಛʹ, 0 < ϵ ≤ 1ͷ߹, Pr[X ≥ (1 + ϵ)µ] < exp(−ϵ2µ/3).
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ͱ͍͏ΦϥΫϧΛ͑ߟΔ. As,δ,i ͔Βಘͨαϯϓϧ (a, b)  a ͷඌ͔Β iℓ ͷཁૉ͕ඞͣݸ 0 Ͱ͋Δ. i = 0,

δ = 1− 2τ ͱ͢Ε, As,δ,i = Os,τ ͱͳΔ.

.ຊΞϧΰϦζϜҎԼͰ͋Δج

1. As,δ0,0 = Os,τ ͔ΒͷαϯϓϧΛ L0 .ҙ͢Δ༺ݸ

2. i = 0, 1, . . . , t−2 ʹ͍ͭͯ, αΠζ Li ͷ As,δi,i ͔ΒͷαϯϓϧΛ༻͍ͯ, O(Li) ͰαΠζؒ࣌ Li+1 = Li−2k

ͷ As,δ2i ,i+1 ͔ΒͷαϯϓϧΛߏ͢Δ.

• αϯϓϧ (a, b) ∈ Liʹ͍ͭͯ, a = (a1, a2, . . . , ak−iℓ, 0, . . . , 0) ∈ Fk
2 ͷ (ak−(i+1)ℓ+1, ak−(i+1)ℓ+2, , . . . , ak−iℓ) ∈

Fℓ
2 ʹैͬͯྨΛ͏ߦ.

• ֤ͰදΛҰͭͱΓ, ͦΕΛ (a∗, b∗) ͱ͢Δ.

• ֤ͷදҎ֎ͷཁૉ (a, b) Λ (a⊕ a∗, b⊕ b∗) Ͱஔ͖͑Δ.

• શΛ·ͱΊͯαΠζ Li − 2ℓ ͷ As,δ2i ,i+1 ͔Βͷαϯϓϧͱ͢Δ.

,ʹऴత࠷ αΠζ Lt−1 = L0 − (t− 1)2ℓ ͷ A
s,δ2

t−1
0 ,t−1 ͔Βͷαϯϓϧ͕ಘΒΕΔ.

3. ಘΒΕͨ Lt−1 ͷݸ A
s,δ2

t−1
0 ,t−1 ͔ΒͷαϯϓϧΛ༻͍ͯ, sj ΛථͰܾΊΔ.

• j = 1, 2, . . . , k − (t − 1)ℓ ʹ͍ͭͯ, uj Λ Fk
2 ͷඪ४جఈ j ൪ͷ୯ҐϕΫτϧͱ͢Δ. αϯϓϧ

{(ai, bi)}i=1,2,...,m ͔Β z ͷϕΫτϧΛݸ ai1 + ai2 + · · ·+ aiz = uj ͱͳΔΑ͏ʹ͏·͘બͿ. ͜ͷͱ͖,

bi1 + bi2 + · · ·+ biz = sj + ei1 + · · ·+ eiz ͱͳΓ, ͕ࠩޡ 0 ʹͳΔ֬ Pr[ei1 + ei2 + . . .+ eiz = 0] >

1/2 + (1− 2δ2
t−1

0 )z/2 Ͱ༩͑ΒΕΔ. దͳճ͜ͷߦࢼΛ͍ߦ, sj ΛଟܾථͰܾΊΕྑ͍.

Blum ΒͷੵݟΓͰ, αϯϓϧ͓Αͼࢉܭεςοϓ δ0 = 1 − 2τ ͱͯ͠, poly
(
δ−2

t

0 , 2ℓ
)
Ͱ͋ͬͨ.

τ < 1/2 Λఆͱ͠, t = 1
2 logk, ℓ = 2k/logk ͱ͢Ε, ʹͱྔࢉܭɾۭؒྔࢉܭؒ࣌ 2O(k/logk) ΛಘΔ.

˙LFΞϧΰϦζϜ: Levieilͱ Fouque [36] BKWΞϧΰϦζϜͷҰ෦Λվྑ͠ LF1ΞϧΰϦζϜΛఏҊͨ͠.

؆୯ͷͨΊʹ k = tℓ ΛԾఆ͢Δ. BKW ΞϧΰϦζϜͰجຊΞϧΰϦζϜͷεςοϓ 3 ʹ͓͍ͯ s ͷ֤ཁ

ૉΛ 1 ܾͭͣͭఆ͍ͯ͠Δ. εςοϓ 3 ʹ͓͍ͯಘΒΕͨαϯϓϧ, A
s,δ2

t−1
0 ,t−1 ͔ΒͷαϯϓϧͰ͋ΔͨΊ,

((a1, a2, . . . , ak, 0, . . . , 0), b) ͱ͍͏ܗΛ͍ͯ͠Δ. ͜ͷͱ͖, b =
∑ℓ

i=1 aisi + e ͱͳΓ, αϯϓϧʹӨڹΛ༩͑Δͷ,

s ͷ ℓ ϏοτͰ͋Δ. LFΞϧΰϦζϜͰ, s1, s2, . . . , sℓ Λ૯ΓͰ͢ࢉܭΔ.

Levieil ͱ Fouque  BKW ΞϧΰϦζϜ͓Αͼ LF1 ΞϧΰϦζϜ͕ඞཁͱ͢Δαϯϓϧ͓Αͼࢉܭεςοϓ

Λ, ҎԼͷΑ͏ʹৄࡉʹղੳͨ͠. *4

ఆཧ 3.7 k = tℓ ͱ͠, δ = 1− 2τ ͱ͢Δ.

• BKW ΞϧΰϦζϜΫΤϦ n = 20 ln(4k)2ℓδ−2
t

, εςοϓ T = O(ktn), ϝϞϦྔ M = kn, ޭ֬

θ = 1/2 Ͱ LPNk,n,τ Λղ͘.

• LF1ΞϧΰϦζϜΫΤϦ n = (8ℓ+200)δ−2
t

+(t−1)2ℓ, εςοϓ T = O(ktn), ϝϞϦྔ M = kn+ℓ2ℓ.

ޭ֬ θ = 1/2 Ͱ LPNk,n,τ Λղ͘.

Levieilͱ Fouque, LF1ΞϧΰϦζϜʹҰ෦ͷώϡʔϦεςΟΫΛΈ߹Θͤͨ LF2ΞϧΰϦζϜఏҊ͍ͯ͠Δ.

ใࠂʹΑΕ, k = 99, τ = 1/4, n = 10000 ͷ LPN Λ CPU: Pentium 4 (3GHz), RAM: 1GBͷϚγϯͰղ͘͜

ͱ͕ՄͰ͋Δ. Devadas, Ren, Xiao [19] LF2ΞϧΰϦζϜʹ͍ͭͯৄࡉͳղੳΛ༩͑, BKWΞϧΰϦζϜͱͷ

ൺֱΛ͍ͯͬߦΔ. DevadasΒͷใࠂʹΑΕ, ϝϞϦΛ O(δ−2
t

) ഒଟ͕͘͏, ͕ྔࢉܭؒ࣌ O(δ−2
t

) ഒվળ͞Ε

*4 ,ʹޙ Zhang, Jiao, Wang [48]ΒʹΑΓ, ͜ͷղੳʹώϡʔϦεςΟοΫ͕ඞཁͱͷࢦఠ͕͋ͬͨ.
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Δͱͷ͜ͱͰ͋Δ.

˙Kirchnerͷࢦఠ: Kirchner [29]ϥϯμϜʹબΕͨ s ΑΓ Berτ ʹैͬͯબΕΔޡΓϕΫτϧ e ͷํ͕, ϋ

ϛϯάॏΈ͕খ͘͞, औΓ͏Δ͕গͳ͍͜ͱʹணͨ͠. ͦ͜Ͱ, LPN Λ Sparse-LPN ʹஔ্͖ͨ͑Ͱ

Λղ͘͜ͱΛఏҊ͍ͯ͠Δ.

Kirchnerͷख๏ҎԼͷΑ͏ʹ·ͱΊΒΕΔ.

1. ApplebaumΒ [3]ͱಉ༷ͷख๏Λ༻͍ͯ, Os,χ ͱ͍͏ΦϥΫϧΛ e′ ← Berkτ ͱϥϯμϜʹબΜͩ߹ͷ Oe′,χ

ͱ͍͏ΦϥΫϧʹม͢Δ.

2. BKWΞϧΰϦζϜ LFΞϧΰϦζϜͱಉ༷ʹجຊΞϧΰϦζϜͷεςοϓ 1, 2Λ͍ߦ, Ae′,δ2t−1 ,t−1 ͔Βͷ

αϯϓϧΛಘΔ.

3. εςοϓ 3 Ͱ, ℓ ϏοτΛܾఆ͢Δࡍʹ, e′ ͷ֘෦ͷॏΈ͕গͳ͍͜ͱΛྀͯ͠ߟ૯ΓΛ͏ߦ.

4. εςοϓ 1 ͷٯΛ͍ߦ, e′ Λ s ʹ͢.

Ұൠͷ s Ͱ͋Ε, ૯Γʹඞཁͳճ 2ℓ ͱͳΔ. Ұํ, e′ εύʔεͰ͋Δ͜ͱ͕ظ͞ΕΔ. d ≥ 1 Λݻఆ͠

ℓ ͕ेʹେ͖͍ͱ͢Δ. ͜ͷͱ͖, ѹతͳ֬ͷԼͰ, ϋϛϯάॏΈ (1 + 1/d)τℓ ҎԼͰ͋Δ. Αͬͯ, e′ ͷީิ


( ℓ
(1+1/d)τℓ

)
ҎԼͱͳΓ, ૯Γʹඞཁͳճ͕͞ݮΕΔ.

˙Ring- LPN ͷԠ༻: Bernstein ͱ Lange [12] Levieilͱ FouqueͷߴԽख๏͓Αͼ KirchnerͷΞΠσΞ

Λ༻͍Δ͜ͱʹΑΓ, Ring-LPN ͷղ๏͕ߴԽͰ͖Δ͜ͱΛ͍ࣔͯ͠Δ.

˙ͦͷޙͷਐల: Guo, Johansson, Löndahl [25], covering codesͱݺΕΔූ߸Λ༻͍ͯ Kirchnerͷख๏ͷߴ

ԽΛఏҊ͍ͯ͠Δ. Kirchnerͷख๏Ͱεςοϓ 3Ͱ, Ae′,δ2t−1 ,t−1 ͔Βͷαϯϓϧ {(ai, bi)} ͕ಘΒΕΔ. ͜ͷ ai

Λ covering codeͷड৴ޠͱΈͳ͢͜ͱͰ୳ۭؒࡧͷѹॖΛ͍ߦ, .Δ͍ͯͬߦԽΛߴ *5

Zhang, Jiao, Wang [48] ผͷූ߸Λ༻͍ͯ GJLΞϧΰϦζϜΛվྑ͍ͯ͠Δ.

Bogos ͱ Vaudenay [17]  GJLΞϧΰϦζϜͷղੳ͕Ұ෦͚͍ܽͯΔ͜ͱΛੳ͠, ࢉܭͳࡉৄ͍ͭͭߦదԽΛ࠷

ྔධՁΛ༩͑ͨ. BogosΒಉ࣌ʹ GaussΞϧΰϦζϜͱݺΕΔΞϧΰϦζϜʹ͍ͭͯղੳΛ༩͍͑ͯΔ.

Esser, Kübler, May [22]Ͱ BKW͓Αͼ GaussΞϧΰϦζϜʹΑΓৄࡉͳղੳΛͨͬߦ.

Esser, Heuer, Kübler, May, Sohler [21]  BKW ΞϧΰϦζϜʹରͯؒ࣌͠ɾϝϞϦͷτϨʔυΦϑΛఏҊͯ͠

͍Δ.

˙αϯϓϧ͕গͳ͍߹: ͜Ε·Ͱʹ͖ͨͯ͛ڍ BKWΞϧΰϦζϜ͓ΑͼͦͷվྑͰ, αϯϓϧ͕ O(2k/logk)

.ඞཁͰ͋ͬͨݸ Lyubashevsky [38] αϯϓϧ͕ k1+ϵ ,ͱগͳ͍߹Ͱ͋ͬͯݸ BKW ΞϧΰϦζϜΛద༻

Ͱ͖ΔΑ͏ͳࢦݸͷαϯϓϧͷߏ๏Λ͍ࣔͯ͠Δ. Kirchner [29] ಉ༷ͷߏ๏Λ͍ࣔͯ͠Δ. ·ͨ, ্த୩ͱ

ᅳኍ [31]  BKW ΞϧΰϦζϜͱ Lyubashevsky ͷํ๏ͱΛิؒ͢ΔΑ͏ͳΞϧΰϦζϜΛఏҊ͍ͯ͠Δ. Esser,

Kubler, May [22] αϯϓϧ͕গͳ͍߹ͷ BKW͓Αͼ GaussΞϧΰϦζϜʹ͍ͭͯ, ΑΓৄࡉͳղੳΛͨͬߦ.

3.1.5 Arora-GeΞϧΰϦζϜ

Arora ͱ Ge [4] ଟมଟ߲ࣜͰ͔͘ݹΒ༻͍ΒΕ͍ͯΔ࠶ઢܗԽͱݺΕΔख๏Λ༻͍ͯ, LPN Λղ

͘͜ͱΛͨ͑ߟ. ͜ͷΞϧΰϦζϜΛ LPNk,n,τ ʹ༻͍ͨ߹, w = τn ͱͯ͠, poly(kw) .Ͱղ͘͜ͱ͕Ͱ͖Δؒ࣌

*5 ͨͩ͠, ,Γ͕͋ࠂձٞͰͷϓϨθϯςʔγϣϯͰαϯϓϧ͕ෆ͍ͯͨ͠ͱͷใࡍࠃ ͞Ε͍ͯݟɾϝϞϦɾαϯϓϧͷධՁྔࢉܭ
Δ. ৄ͘͠, [48]͓Αͼ [17]Λࢀরͷ͜ͱ
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ද 3.1 ֬ 1/2 Ҏ্Ͱ SDΛղ͘߹ͷύϥϝʔλྫ (Full Distance Decodingͷ߹)

lg(Time)/n උߟ

Pra62 (Lee-Brickel) 0,121 [45], [34]

Stern89 0,117 [47]

MMT11 0,112 [40]

BJMM12 0,102 [10]

MO15 0,096 7 [41]

BM17 0,095 3 [14]; MO15Λ࠷దԽͨ͠ͷ

BM18 0,088 5 [15]

poly(kw) = 2O(τnlogk) Ͱ͋Δ͔Β, τ = o(k/(nlog2k)) ͷΑ͏ʹΤϥʔ͕εύʔεͰ͋Ε, BKWΞϧΰϦζϜΑΓ

ޮ͕ྑ͍.

3.1.6 SDΛܦ༝͢ΔΞϧΰϦζϜ

LPNk,n,τ ʹରԠ͢ΔγϯυϩʔϜ෮߸Λ͑ߟΔ. ॏΈΛ w ≈ τn ͱ͠, H ∈ F(n−k)×n
2 ͓Αͼ u ∈ Fn−k

2 ͕༩

͑ΒΕ, e ·H⊤ = u ͱͳΔΑ͏ͳ, ॏΈ͕ w ҎԼͷ e ∈ Fn
2 Λ୳͢ࡧΔͰ͋Δ.

ରԠ͢Δઢූܗ߸ͷ࠷খڑΛ d ͱஔ͘. (2ਐූ߸ͷ߹, Gilvert-Varshamov ,քʹΑΓݶ k/n ≈ 1−H(d/n) Ͱ

͋Δ*6.ʣw ≈ d ͷ߹Λ Full Distance Decoding ͷ߹ͱݺͼ, w ≈ d/2 ͷ߹Λ Half Distance Decoding ͱݺͿ.

͜ͷΛ૯ΓͰղ͘߹ʹ, ॏΈ͕ w ͷ n ϕΫτϧݩ࣍ e Λྻ͢ڍΕΑ͍. ͦͷͨΊ, ྔࢉܭؒ࣌

O(
(n
w

)
) ͱͳΔ.

ΑΓޮతͳख๏ͱͯ͠, Prange  “Information set decoding” ͱݺΕΔख๏ [45] ΛఏҊͨ͠. ຊΞΠσΞج

ҎԼͰ͋Δ:

1. ϥϯμϜʹ H ͷྻϕΫτϧΛೖΕସ͑, H̃ = H · P ͱ͢Δ.

2. H̃ Λ৫Խ͠, [In−k | Z] = S · H̃ ͱ͢Δ.

3. u′ = uS⊤ Λ͢ࢉܭΔ.

4. u′ ͷॏΈ͕ w ҎԼͰ͋Ε, ͜ͷஔ P Λ࠾༻͠ e = (u′,0k) · P⊤ Λग़ྗ͢Δ.

u′ ͷॏΈ͕ w ҎԼͰ͋ΔͨΊ, e ͷॏΈ w ҎԼͰ͋Δ. ·ͨ, e · H⊤ = (u′,0k) · P⊤H⊤ = (u′,0k) · H̃⊤ =

(u,0k)S⊤H̃⊤ = (u,0k) · [In−k | Z]⊤ = u ཱ͕͢Δ. Αͬͯ, εςοϓ 4ͷνΣοΫΛ௨ΔͳΒ, e γϯυϩʔ

Ϝ෮߸ͷղͱͳ͍ͬͯΔ. ͜ͷΑ͏ͳஔશ෦Ͱ
(n−k

w

)
௨Γ͋ΔͨΊ, ୳ࡧͰ͖Δ֬

(n−k
w

)
/
(n
w

)
ͱͳΔ. ظ

ྔࢉܭ poly(n, k) ·O(
(n
w

)
/
(n−k

w

)
) ͱͳΓ, ઌ΄Ͳͷྻڍ๏ΑΓ͘ͳΔ.

Stern [47]Ҏ߱, .ΛҾ͖Լ͛ΔΞϧΰϦζϜ͕ଟఏҊ͞Ε͍ͯΔྔࢉܭؒ࣌Λ٘ਜ਼ʹ͢Δ͜ͱͰྔࢉܭۭؒ ҎԼ

Ͱ, BeckerͱMay [15]ʹΑΓྔࢉܭؒ࣌ͷදΛ, ද 3.1͓Αͼ 3.2ʹࣔ͢. ͜ͷද, ߹খԽͨ͠࠷Λྔࢉܭؒ࣌

ͷ R = k/n ͷ࠷ѱ࣌ (1/2ͷগ͠Լ) ʹ͍ͭͯ·ͱΊΒΕ͍ͯΔ. ͕ͨͬͯ͠, ͷύϥϝʔλʹΑͬͯ, දͷ

ΑΓ͘ղ͘͜ͱ͕ՄͱͳΔ.

ύϥϝʔλઃఆʹΑͬͯ, LPNk,n,τ Λ SDk,n,O(τn) ʹஔ͖͑Δ͜ͱͰ, ͜ΕΒͷ SD༻ΞϧΰϦζ

*6 ͜͜Ͱ H(p) = −plog(p)− (1− p)log(1− p).
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ද 3.2 ֬ 1/2 Ҏ্Ͱ SDΛղ͘߹ͷύϥϝʔλྫ (Half Distance Decodingͷ߹)

lg(Time)/n උߟ

Pra62 (Lee-Brickel) 0,057 6 [34]

Stern89 0,055 7 [47]

BLP 0,055 5 [13]

MMT11 0,053 7 [40]

BJMM12 0,049 4 [10]

MO15 0,047 3 [41]

BM18 0,046 5 [15]

Ϝݕ౼͢Δඞཁ͕͋Δ.

3.1.7 ΞϧΰϦζϜͷੑࢠྔ

Ͱؒ࣌ͷͱ͜Ζଟ߲ࣜࡏݱ LPN Λղ͘ྔࢠΞϧΰϦζϜఏҊ͞Ε͍ͯͳ͍. ༺ΞϧΰϦζϜΛརࢠྔ͔͠͠

Խํ๏Λߴͷܸ߈ͨ͠ Kachigarͱ Tillich [33]͕ఏҊ͍ͯ͠Δ*7. Esser, Kübler, May [22], BKW GaussΞ

ϧΰϦζϜͷมछΛྔࢠΞϧΰϦζϜͰߴԽͰ͖ΔΛࢦఠ͍ͯ͠Δ.

3.2 දతͳූ߸ʹ҉ͮ͘ج߸ํࣜͷઆ໌

ຊઅͰ, .͏ߦදతͳ҉߸ํࣜͱॺ໊ํࣜͷઆ໌Λͮ͘جʹ߸ූ ҎԼͰ, Sn Ͱ n ,Λද͠܈ରশ࣍ GLk(Fq) Ͱ

k ͷ࣍ Fq ཁૉਖ਼ଇྻߦશମ͕ͳ͢܈Λද͢.

3.2.1 ҉߸ํࣜ 1: McEliece҉߸ͱͦͷมछ

McEliece [39]͕ఏҊͨ͠ݹయతͳ҉߸ํࣜͰ͋Δ.

• k : ҆શੑύϥϝʔλ

• n : αϯϓϧͷݸ

• τ : ύϥϝʔλࠩޡ (ྫ: τ = O(k) )

• t : Γగਖ਼ྗޡΓగਖ਼ූ߸ͷޡ ( t = Ω(τn) )

:ੜݤ Γగਖ਼ྗ͕ޡ t Ͱ͋Δ [n, k]2-ઢූܗ߸ͷੜྻߦ G Λੜ͢Δ. S ← GLk(F2) ΛϥϯμϜʹબͿ.

P ← Sn ΛϥϯμϜʹબͿ. G̃ = SGP ͱ͢Δ.

ެ։ݤΛ G̃ ͱ͠, ൿີݤΛ (S,G,P ) ͱ͢Δ.

҉߸Խ: ฏจΛ m ∈ Fk
2 ͱ͢Δ. ཚ e← Bernτ Λબͼ, ҉߸จ c = mG̃+ e Λ͢ࢉܭΔ.

෮߸: v̂ = cP−1 Λ͢ࢉܭΔ. v̂ ΛޡΓగਖ਼ූ߸Ͱగਖ਼͠෮߸͢Δͱ m′ = mS ΛಘΔ. m = m′S−1 Λग़ྗ͢Δ.

*7 Kirshanova [30]͕ Kachigarͱ Tillichͷ݁Ռ [33]ͷվྑΛఏҊ͍͕ͯͨ͠, .Ε͍ͯΔ͞ࠂΓ͕͋ͬͨ͜ͱ͕ใޡ ͦͷͨΊ, 2018࣌
ͰͷϕετͳྔࢠΞϧΰϦζϜ Kachigarͱ Tillich [33]Ͱ͋Δͱ͑ߟΒΕΔ.
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෮߸ͷਖ਼ੑҎԼͰ֬ೝ͞ΕΔ. c = mG̃+ e ͱͯ͠, v̂ = cP−1 Λ͢ࢉܭΔͱ,

v̂ = mG̃P−1 + eP−1 = mSG+ eP−1

ΛಘΔ. mSG ූ߸ޠͰ͋Γ, eP−1 ޡΓͰ͋Δ. eP−1 ͷॏΈ͕ t ҎԼͰ͋Ε, ,Γగਖ਼ූ߸ͷ෮߸ʹΑΓޡ

m′ = mS ΛಘΔ. Αͬͯ, .Ͱ෮߸ʹޭ͢Δ͍֬ߴ

ฏจ m ͓Αͼ G̃ ͕ϥϯμϜͰ͋Ε, ҉߸จ c  LPN ԾఆͷԼͰٙࣅϥϯμϜͰ͋Δ. G̃ ϥϯμϜͰ͋Δࣅ͕ٙ

͜ͱΛͨ͏ݴΊʹ, McEliece ԾఆͱݺΕΔԾఆ͕ඞཁͱͳΔ.

ఆٛ 3.8 (McEliece Ծఆ) [n, k]q(n) -ූ߸ͷΫϥε C Λݻఆ͢Δ. ఢ A ͷ༏ҐੑΛ

AdvA(n) =
∣∣∣Pr[S ← GLk(Fq),G← C,P ← Sn : A(1n, G̃ = SGP ) = 1]− Pr[G̃← Fk×n

q : A(1n, G̃) = 1]
∣∣∣

Ͱఆٛ͢Δ. ҙͷଟ߲ࣜؒ࣌ͷఢ A ʹ͍ͭͯ, ͦͷ༏Ґੑ͕ແࢹͰ͖ΔؔͰ͋Δͱ͖, McEliece Ծఆཱ͕͢Δ

ͱ͍͏.

ݤଆͷఢMcEliece҉߸ͷެ։ࠨ (·ͨ Niederreiter҉߸ͷެ։ݤͷର)Λड͚औ͍ͬͯΔ. ͦͷͨΊ, ͜ͷԾఆ

, McEliece҉߸ͷެ։ݤϥϯμϜͳಉαΠζͷྻߦͱݟ͚͕͔ͳ͍ͱ͍͏͜ͱΛҙຯ͢Δ.

3.2.2 ҉߸ํࣜ 2: Niederreiter҉߸ͱͦͷมछ

Niederreiter [42]͕ 1986ʹఏҊͨ͠. ͷͪʹMcEliece҉߸ͱʮՁʯͰ͋Δ͜ͱ͕ࣔ͞Εͨ. ৄ͘͠ [35] Λ

.রͷ͜ͱࢀ

• k : ҆શੑύϥϝʔλ

• n : αϯϓϧͷݸ

• τ : ύϥϝʔλࠩޡ (ྫ: τ = ck )

• t : Γగਖ਼ྗޡΓగਖ਼ූ߸ͷޡ ( t = Ω(τn) )

:ੜݤ Γగਖ਼ྗ͕ޡ t Ͱ͋Δ [n, k] -ઢූܗ߸ͷύϦςΟྻߦࠪݕ H ∈ F(n−k)×n Λੜ͢Δ. T ← GLn−k(F)
ΛϥϯμϜʹબͿ. Q← Sn ΛϥϯμϜʹબͿ. H̃ = THQ ͱ͢Δ.

ެ։ݤΛ H̃ ͱ͠, ൿີݤΛ (T ,H,Q) ͱ͢Δ.

҉߸Խ: ฏจΛ e ∈ S(n, t) ͱ͢Δ. ҉߸จ d = e · H̃⊤ ∈ Fn−k Λ͢ࢉܭΔ.

෮߸: ŵ = d · T−⊤ Λ͢ࢉܭΔ. ŵ ΛޡΓగਖ਼ූ߸Ͱగਖ਼͠෮߸͠, Γͱͯ͠ޡ e′ = eP⊤ ΛಘΔ. e = e′P−⊤ Λ

ग़ྗ͢Δ.

෮߸ͷਖ਼ੑҎԼͰ֬ೝ͞ΕΔ. d = e · H̃⊤ ͱͯ͠, ŵ = dT−⊤ Λ͢ࢉܭΔͱ,

v̂ = e · H̃⊤T−⊤ = e ·Q⊤H⊤T⊤T−⊤ = eQ⊤ ·H⊤

ΛಘΔ. eQ⊤ ͷॏΈ͕ t ҎԼͰ͋Ε, ,Γగਖ਼ූ߸ͷ෮߸ʹΑΓޡ e′ = eQ⊤ ΛಘΔ. Αͬͯ, Ͱ෮߸ʹ͍֬ߴ

ޭ͢Δ.

ฏจ e ͓Αͼ H̃ ͕ϥϯμϜͰ͋Ε, ҉߸จ d  LPN ԾఆͷԼͰٙࣅϥϯμϜͰ͋Δ. H̃ ϥϯμϜͰ͋Δࣅ͕ٙ

͜ͱΛͨ͏ݴΊʹ, McEliece҉߸ͱಉ༷ʹ McEliece ԾఆΛ͑ߟΕΑ͍.
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3.2.3 ҉߸ํࣜ 3: Alekhnovich҉߸

Alekhnovich [1]Ͱެ։҉ݤ߸ํࣜΛ 2ͭఏҊ͍ͯ͠Δ. ͜͜Ͱγϯϓϧͳ 1ͭͷ҉߸ํࣜΛऔΓ্͛Δ. ύ

ϥϝʔλΛҎԼͱ͢Δ.

• n : ҆શੑύϥϝʔλ

• m : LPNαϯϓϧͷݸ (ྫ: m = 2n+ 1 )

• τ > 0 : ύϥϝʔλࠩޡ (ྫ: τ = n−1/2−ϵ )

͜ͷͱ͖ Alekhnovich҉߸ҎԼͰߏ͞ΕΔ:

ൿີݤͷੜ: ϥϯμϜʹ e← Bermτ ΛબͿ.

ެ։ݤͷੜ: ϥϯμϜʹ A← Fn×m
2 ΛબͿ. ϥϯμϜʹ s← Fn

2 ΛબͿ. b = sA+ e ∈ Fm
2 Λ͠ࢉܭ, B =

(A
b

)

ͱ͢Δ. M ∈ F(m−n−1)×m
2 Λ ker(B⊤) ͷجఈͱ͠, ެ։ݤΛM ͱ͢Δ.

҉߸Խ: ฏจ͕ 0 ͷ߹, t← Fm−n−1
2 ͱ f ← Bermτ ΛϥϯμϜʹબͼ, c = tM + f ∈ Fm

2 Λग़ྗ͢Δ.

ฏจ͕ 1 ͷ߹, ϥϯμϜʹ c← Fm
2 Λબͼग़ྗ͢Δ.

෮߸: ҉߸จ c ∈ Fm
2 ʹ͍ͭͯ, δ = ⟨c, e⟩ Λ͢ࢉܭΔ. δ Λग़ྗ͢Δ.

෮߸ͷਖ਼ੑʹ͍ͭͯҎԼ͢ߟΔ. ฏจ͕ 1 ͷ߹, ෮߸֬ 1/2 Ͱޭ͢Δ.

Ұํ, ฏจ͕ 0 ͷ߹, e ∈ Span(B) ͓Αͼ tM ∈ ker(B⊤) ΑΓ tMe⊤ = 0 Ͱ͋Δ͜ͱʹҙ͢Δͱ,

⟨c, e⟩ = tM · e⊤ + fe⊤ = ⟨f , e⟩

ͳͷͰ, ⟨f , e⟩ = 0 Ͱ͋Ε෮߸ʹޭ͢Δ. ,Γ֬ΛධՁ͢Δͱޡ τ = n−1/2−ϵ ΑΓ, Pr[⟨f , e⟩ = 1] ≈ (1− τ)τm =

o(1) ͱͳΓ, 1 − o(1) ͷ֬Ͱ෮߸ʹޭ͢Δ. ·ͨ, ,ͷ҉߸ํࣜͷ҆શੑʹ͍ͭͯه্ ఆ൛ LPN ԾఆͷԼͰ

CPA҆શͰ͋Δ͜ͱ͕ূ໌͞ΕΔ.

͜͜Ͱհͨ͠҉߸ํࣜ, 1Ϗοτ҉߸Ͱ͋Γ, ෮߸ޡΓͷ͍֬ͨߴΊ࣮༻తͰͳ͍. ಉ༷ͳԾఆɾύϥϝʔ

λͷԼͰޮతͳ҉߸ํࣜͱͯ͠, 2 ͭͷ Alekhnovich ҉߸ ෳϏοτΛ҉߸ԽͰ͖Δ Lyubashevsky-Peikert-

Regev ෩ͷ҉߸Λߟࢀʹ͞Ε͍ͨ.

3.2.4 ҉߸ํࣜ 3: Lyubashevsky-Peikert-Regev෩҉߸

,ΒΕ͍ͯΔ͕͑ߟ༗ํࣜͱͯ͠ڞݤ ຊߘͰ҉߸ํࣜͱͯ͠ॻ͘. McEliece҉߸Ͱެ։ݤͷٙࣅϥϯμϜੑͦͷ

ͷΛ McEliece Ծఆͱͯ͠ಋೖ͍ͯͨ͠. Ұํ, Lyubashevsky-Peikert-Regev (LPR) ෩҉߸Ͱެ։ݤͷٙࣅϥϯ

μϜੑΛఆ൛ LPN Ծఆ͔Βࣔ͢͜ͱ͕Ͱ͖Δ.

• k : ҆શੑύϥϝʔλ

• n = n1 + n2 : αϯϓϧͷݸ

• τ : ύϥϝʔλࠩޡ (ྫ: τ = ck )

• t : Γగਖ਼ྗޡΓగਖ਼ූ߸ͷޡ ( t = Ω(τn) )

:ੜݤ Γగਖ਼ྗ͕ޡ t Ͱ͋Δ [n2, ℓ] -ઢූܗ߸ͷੜྻߦ Gc Λੜ͢Δ. A← Fk×n1 ͱ͢Δ. X ← Bern1×n2
τ ,

Y ← Berk×n2
τ ͱ͠, B = AX + Y ∈ Fk×n2 ͱ͢Δ.

ެ։ݤΛ G̃ = [A | B] ∈ Fk×n ͱ͠, ൿີݤΛ (A,B,X) ͱ͢Δ.
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҉߸Խ: ฏจΛ m ∈ Fℓ
2 ͱ͢Δ. ཚ s← Berkτ ͱ ཚ e← Bernτ Λબͼ, ҉߸จ c = sG̃+ e+ (0n1 ,mGc) ∈ Fn

Λ͢ࢉܭΔ.

෮߸: d = c ·
(−X
In2

)
Λ͢ࢉܭΔ. d ΛޡΓగਖ਼ූ߸Ͱగਖ਼͠෮߸͢Δͱ m ΛಘΔ.

෮߸ͷਖ਼ੑҎԼͰ֬ೝ͞ΕΔ. c = sG̃ + e + (0n1 ,mGc) ͳͷͰ, લ෦Λ u = sA + e1, ෦Λޙ

v = sB + e2 +mGc ͱॻ͘.

d = c ·
(−X
In2

)
Λ͢ࢉܭΔͱ,

d = v − uX = mGc + sB + e2 − sAX − e1X = mGc + (e2 − e1X + sY )

ΛಘΔ. mGc ූ߸ޠͰ͋Γ, e2 − e1X + sY ޡΓϕΫτϧͰ͋Δ. Αͬͯ, e2 − e1X + sY ͷॏΈ͕ t ҎԼͰ

͋Ε, ,Γగਖ਼ූ߸ͷ෮߸ʹΑΓޡ m ΛಘΔ. Αͬͯ, .Ͱ෮߸ʹޭ͢Δ͍֬ߴ

G̃ ͕ϥϯμϜͰ͋Ε, ҉߸จ c  LPN ԾఆͷԼͰٙࣅϥϯμϜͰ͋Δ. G̃ Ίͨ͏ݴϥϯμϜͰ͋Δ͜ͱΛࣅ͕ٙ

ʹ, B = AX + Y .ϥϯμϜͰ͋ΕΑ͍ࣅ͕ٙ ͜Ε, ύϥϝʔλΛมͨ͠ߋ LPN ԾఆͷԼ, ཱ͢Δ.

3.2.5 ॺ໊ํࣜ 1: CFSॺ໊ͱͦͷมछ

Courtois, Finiasz, Sendrier ͕ 2001ʹఏҊͨ͠ [18]. ͷͪʹ, ҆શੑূ໌ʹ༻͍ΒΕͨԾఆ͕ఏҊύϥϝʔληο

τͰΓཱͨͳ͍͜ͱ͕ࣔ͞Εͨ [23, 24]. ,Λ༩͑ͨͨΊڹͷํࣜʹେ͖ͳӨޙ͔͠͠ .͢هʹ͜͜ Niederreiter

҉߸Λ͍ࢥग़͢ͱ, ൿີݤΛ͍ͯͬ࣋Δ߹, w ҎԼͷॏΈͷޡΓగਖ਼Ͱ͖Δ. ͔͠͠ గਖ਼ՄͳγϯυϩʔϜͷ

ू߹ {eH̃ ∈ Fn−k | e ∈ S(n,w)} ͷαΠζ Fn−k ͷαΠζʹൺΕѹతʹগͳ͍. ͦͷͨΊ, Full-Domain

Hash๏Λ͏͓ͱͯ͠, จॻͷϋογϡΛ u ∈ Fn−k ʹࣸͨ͠߹, ਖ਼͘͠෮߸Ͱ͖ͳ͍ϋογϡʹͳΔ͜ͱ͕

ଟ͍. ͦ͜Ͱ CFSॺ໊Ͱ, ϋογϡΛ u = Hash(M, i) ͱ i ΛΠϯΫϦϝϯτ͠ͳ͕Β͢ࢉܭΔ. ϋογϡ͕

{eH̃ ∈ Fn−k | e ∈ S(n,w)} ʹೖΔͷΛ࠾༻͢Δ.

ॺ໊ݤͱݤূݕ: ύϦςΟྻߦࠪݕ H̃ ∈ F(n−k)×n Λݤূݕͱ͢Δ. ·ͨൿີݤΛ༻͍Δͱ, ॏΈ w ҎԼͷූ߸ޠΛ

గਖ਼Ͱ͖Δ͜ͱͱ͢Δ.

ॺ໊: จॻ M ʹ͍ͭͯ,

1. i = 0 ͱ͢Δ

2. u = Hash(M, i) Λ͢ࢉܭΔ

3. ॏΈ w ҎԼͷ e Ͱ, e · H̃⊤ = u ͱͳΔͷΛ͢ࢉܭΔ. ͳ͚Ε i← i+ 1 ͱͯ͠εςοϓ 2ʹΔ

4. σ = (e, i) Λग़ྗ͢Δ.

:ূݕ จॻ M ͱ σ = (e, i) ʹ͍ͭͯ, HW(e) ≤ w ͱ e · H̃⊤ = Hash(M, i) ͳΒ, डཧ͢Δ. ͦ͏Ͱͳ͍ͳΒ,

ෆडཧͱ͢Δ.

҆શੑͷࠜڌͱͯ͠, ҎԼͷ 2ͭͷԾఆΛඞཁͱ͢Δ.

• McEliece Ծఆ: τϥοϓυΞ͕ೖ͍ͬͯΔ H̃ ϥϯμϜූ߸ͷύϦςΟྻߦࠪݕͱ۠ผ͕͔ͳ͍

• ୳ࡧ൛ SD Ծఆ: ୳ࡧ൛ SD ͕ࠔ

3.3 ۩ମతͳ҉߸ํࣜ

ຊߘͰҎԼͷ҉߸ํࣜΛऔΓ্͛Δ.
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1. Classic McEliece: ϋϛϯάڑΛ࠾༻, Niederreiter҉߸Λ࠾༻, ූ߸ͷߏ͕ඇৗʹอकత, ͱ͍͏؍͔Β

͜ΕΛऔΓ্͛Δ.

2. DAGS: ϋϛϯάڑΛ࠾༻, McEliece҉߸Λ࠾༻, Quasi-Dyadicූ߸Λ༻͍ͯݤΛѹॖ͍ͯ͠Δ, ͱ͍͏؍

͔Β͜ΕΛऔΓ্͛Δ.

3. RQC: ϥϯΫڑΛ࠾༻, LPR෩҉߸Λ࠾༻, Quasi-Cyclicූ߸Λ༻͍ͯݤΛѹॖ͍ͯ͠Δ, ͱ͍͏ಛ͔Β͜

ΕΛऔΓ্͛Δ.

4. RankSing: ϥϯΫڑΛ࠾༻, CFSॺ໊Λ࠾༻ͱ͍͏ಛ͔ΒഁΕ͍ͯ͠Δ͕͜ΕΛऔΓ্͛Δ.

ද 3.3 ຊઅͰѻ͏ओཁͳූ߸ʹ҉ͮ͘ج߸ٕज़

จݙ ҉߸Խ ަݤ ॺ໊

Classic McEliece [8] ˓ ˓

DAGS [6] ˓ ˓

RQC [2] ˓ ˓

RankSign [5] ˓

3.3.1 ҉߸ํࣜ 1: Classic McEliece

• ఏҊऀ: Bernstein, Chou, Lange, von Maurich, Misoczki, Niederhagen, Persichetti, Peters, Schwabe,

Sendrier, Szefer, Wang.

• :ຊํࣜͷઆ໌ج Niederreiter҉߸ํࣜʹ͍͍ͯͮجΔ. ຊූ߸ํࣜͱͯ͠ج 2ਐ Goppaූ߸Λར༻͍ͯ͠Δ.

:ੜݤ t ΓΛగਖ਼Ͱ͖Δޡ 2 ਐ Goppa ූ߸ͷύϦςΟྻߦࠪݕ H ΛϥϯμϜੜ͢Δ. ৫ූ߸Խ͠,

H̃ = [In−k | T ] ͱ͢Δ. ެ։ݤΛ T ∈ F(n−k)×k
2 ͱ͢Δ. ෮߸ݤΛූ߸ੜʹͨͬύϥϝʔλͱ͢Δ.

҉߸Խ E(pk, e) : ೖྗΛ, pk = T ∈ F(n−k)×k
2 ͱ e ∈ SH(n, t) ͱ͢Δ. H̃ = [In−k | T ] ͱ͠, ҉߸จͱͯ͠

c = H̃ · e ∈ Fn−k
2 Λग़ྗ͢Δ.

෮߸ D(sk, c) : ॏΈ t ͷϕΫτϧ e Λ෮߸͢Δ.

1. c ʹ k ,θϩΛՃ͑ݸ v = (c,0k) ∈ Fn Λ͑ߟΔ

2. Goppaූ߸ͷ෮߸ΞϧΰϦζϜΛ༻͍ͯ, v ͱڑ t ҎԼʹ͋Δූ߸ޠ d Λ͢ࢉܭΔ. (ͳ͚Ε ⊥ Λ
ग़ྗ͢Δ)

3. e = v + d ͱ͢Δ.

4. HW(e) = t ͔ͭ c = H̃e ͳΒ e Λग़ྗ͢Δ. (ͦ͏Ͱͳ͚Ε ⊥ Λग़ྗ͢Δ.)

• :ΧϓηϧԽํࣜͷઆ໌ݤ ,ͱΈͳ͠߸҉ݤຊํࣜΛܾఆੑͷެ։ج HU ̸⊥m มΛ͔͚ͨͷͱΈͳͤΔ. ҎԼͰ

ϋογϡؔ H : {0, 1}∗ → {0, 1}256 Λ༻͍Δ.

:ੜݤ ެ։ݤಉ͡. ෮߸ݤʹ, n ϏοτͷϥϯμϜจྻࣈ s ΛՃ͑Δ.

:ΧϓηϧԽݤ 1. e← S(n, t)

2. C0 = E(pk, e)

3. C1 = H(2, e) ͱ͠, C = (C0, C1) ͱ͢Δ.

4. K = H(1, e, C) ͱ͢Δ.

5. ҉߸จ C, ηογϣϯݤ K.

σΧϓηϧ: 1. C = (C0, C1) ∈ Fn−k
2 × Fℓ

2 ͱύʔε͢Δ
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ද 3.4 Classic McElieceͷύϥϝʔλ. ୯Ґશͯ bitͱ͢Δ.

ύϥϝʔλ໊ ެ։ݤ ൿີݤ ҉߸จ

kem/mceliece6960119 8 373 911 8 484 818 1 803

kem/mceliece8192128 10 862 592 10 974 848 1 920

2. b = 1 ͱ͢Δ

3. e← D(sk, C0) ͱ͢Δ. e = ⊥ Ͱ͋Ε, b = 0, e = s ͱ্ॻ͖͢Δ

4. C ′1 = H(2, e) ͱ͢Δ.

5. C ′1 ̸= C1 ͳΒ, b = 0, e = s ͱ্ॻ͖͢Δ.

6. K = H(b, e, C) Λ͢ࢉܭΔ.

7. K Λग़ྗ͢Δ.

ද 3.4 .͓Αͼ҉߸จΛ·ͱΊͨݤΧϓηϧԽํࣜͷݤʹ 2 ͭͷύϥϝʔληοτ (kem/mceliece6960119,

kem/mceliece8192128) ͕, ͲͪΒ Category 5 ૬ͱͯ͠ఏҊ͞Ε͍ͯΔ.

3.3.2 ҉߸ํࣜ 2: DAGS

• ఏҊऀ: Banegas, Barreto, Boidje, Cayrel, Dione, Gaj, Gueye, Haeussler, Klamti, N’diaye, Nguyen, Per-

sichetti, Ricardini.

• :ຊํࣜͷઆ໌ج k = k′ + k′′ ͱ͢Δ.

:ੜݤ McEliece҉߸ͱಉ༷ʹ pk = G̃ ∈ Fk×n ͱ͢Δ. ͨͩ͠, G̃ Quasi-DyadicͱͳΔΑ͏ʹجຊූ߸

ΛબΜͰ͍Δ.

҉߸Խ E(pk,m;ρ, e) : ɹ m ∈ Fk′

q Λฏจͱ͠, ρ ∈ F k′′

q ͱ e ∈ Sq(n, t) Λཚͱ͢Δ. c = (ρ,m) · G̃+ e

Λग़ྗ͢Δ.

ੜݤ D(sk, c) : McEliece҉߸ͷ෮߸Λ͍ߦ, (ρ,m) ΛಘΔ. m Λग़ྗ͢Δ.

• :ΧϓηϧԽํࣜͷઆ໌ݤ ,ͱΈͳࣜ͠ํ߸҉ݤຊํࣜΛཚެ։ج QFO⊥m มΛద༻ͨ͠ͷͱΈͳͤΔ. Ҏ

ԼͰϋογϡؔ H,H′ : {0, 1}∗ → {0, 1}256 Λ༻͍Δ.

:ੜݤ ಉ্.

:ΧϓηϧԽݤ 1. m← Fk′

q ͱ͢Δ.

2. r = (ρ,σ) = HG(m) ∈ Fk′

q × Fk′′

q Λ͢ࢉܭΔ.

3. e ∈ Sq(n,w) Λ σ ͔Β͢ࢉܭΔ

4. c = E(pk,m;ρ, e) ͱ͢Δ.

5. d = H′(m) Λ͢ࢉܭΔ.

6. K = H(m) Λ͢ࢉܭΔ.

7. ҉߸จΛ C = (c,d) ͱ͠, Λݤ K ͱ͢Δ.

σΧϓηϧ: 1. sk Λ༻͍ͯ c Λ෮߸ͯ͠, µ′ = (ρ′,m′) ͓Αͼ e′ ΛಘΔ.

2. ෮߸ʹࣦഊͨ͠Β, ⊥ Λग़ྗͯ͠ఀࢭ
3. HW (e′) ̸= w ͳΒ, ⊥ Λग़ྗͯ͠ఀࢭ
4. r′ = (ρ′′,σ′) = HG(m′) ∈ Fk′

q × Fk′′

q Λ͢ࢉܭΔ.

41



ද 3.5 DGASͷύϥϝʔλ. ୯Ґશͯ bitͱ͢Δ.

ύϥϝʔλ໊ ެ։ݤ ൿີݤ ҉߸จ

DAG 1 54 080 1 730 560 4 416

DAG 3 67 584 5 136 384 7 552

DAG 5 92 928 17 842 176 12 928

5. e′′ ∈ Sq(n,w) Λ σ′ ͔Β͢ࢉܭΔ

6. d = H′(m) Λ͢ࢉܭΔ.

7. e ̸= e′′ or ρ′ ̸= ρ′′ or d ̸= d′ ͳΒ, ⊥ Λग़ྗͯ͠ఀࢭ
8. K = H(m′) Λ͠ࢉܭ, ग़ྗ͢Δ.

ද 3.5 .͓Αͼ҉߸จΛ·ͱΊͨݤΧϓηϧԽํࣜͷݤʹ 3ͭͷύϥϝʔληοτ͕ͦΕͧΕ Category 1, 3, 5

૬ͱͯ͠ఏҊ͞Εͨ.

3.3.2.1 ͍ͯͭʹܸ߈

Barelli ͱ Couvreur ʹΑΓ͕ܸ߈ఏҊ͞Ε͍ͯΔ [7]. ൴ΒͷධՁʹΑΕ, ެ։͔ݤΒൿີݤΛٻΊΔʹ, Fq ্

ͷૢ࡞Λ O(n3+ 2q
#G ) ճඞཁͱͷ͜ͱͰ͋Δ. ͜͜Ͱ, G ූ߸ͷஔ܈Ͱ͋Δ. *8 ۩ମతͳύϥϝʔλʹͯΊͯ

Fq ্ͷԋࢉճΛੵݟΔͱ, DAG 1 Ͱ 270, DAG 3 Ͱ 280, DAG 5 Ͱ 258 ͱͳΔ. GrobnerجఈΛٻΊΔΞϧΰϦ

ζϜΛ༻͍࣮ͯݧతʹղ͍ͨ߹ DAG 1 19 , DAG 5Ͱ 1 ະຬͰ͋ͬͨ.

͜ͷܸ߈Λड͚, v2ͱ͍͏ύϥϝʔληοτ͕ఏҊ͞Ε͍ͯΔ.

3.3.3 ҉߸ํࣜ 3: RQC

• ఏҊऀ: Aguilar Melchor, Blazy, Aragon, Deneuville, Bettaieb, Gaborit, Bidoux, Zemor.

• :ຊํࣜͷઆ໌ج ූ߸൛ͷ LPR҉߸ํࣜʹ͖ͮج, ެ։҉ݤ߸Λߏ͍ͯ͠Δ. ༺ڑຊͱͳΔූ߸ʹϥϯΫج

ͷූ߸Λ࠾༻͍ͯ͠Δ. ҎԼͰ n′ = n1 = n2 ͱ͢Δ. R = Fqm [X]/(Xn′ − 1) ͱ͢Δ. ϥϯΫॏΈ w ·Ͱͷ

ΓΛగਖ਼Ͱ͖Δޡ [n′, ℓ] -ઢූܗ߸Λ࠾༻͠, ͦͷූ߸Խɾ෮߸ΞϧΰϦζϜΛ encode, decode ͱ͢Δ.

:ੜݤ a← R, x, y ← SR(n′, w) ͱ͠, b = ax+ y Λ͢ࢉܭΔ. pk = (a, b) ∈ R2 ͱ͠, sk = (x, y) ͱ͢Δ.

҉߸Խ E(pk,m, s, e1, e2) : c = (u, v) = (sa + e1, sb + e2 + encode(m)) Λग़ྗ͢Δ. ( e ← SR(n′, we),

e1, e2 ← SR(n′, wr) ͱ͍ͯ͠Δ)

෮߸ D(sk, c): c = (u, v) ʹରͯ͠, decode(v − ux) Λग़ྗ͢Δ.

• :ΧϓηϧԽํࣜݤ ,ͱΈͳ͠߸҉ݤຊํࣜΛཚͳެ։ج QFO⊥ มΛద༻ͨ͠ͷͱΈͳͤΔ. ҎԼͰ

ϋογϡؔ H,H′ : {0, 1}∗ → {0, 1}256 Λ༻͍Δ. ·ͨ, XOF *9 ͱͯ͠ HG : {0, 1}→{0, 1}∗ ༻͍Δ.

:ੜݤ ಉ্

:ΧϓηϧԽݤ 1. m← Fℓ
qm ΛϥϯμϜʹͱΔ.

2. θ ← HG(m) Λ͢ࢉܭΔ. θ ͔Β s, e1, e2 Λੜ͢Δ.

3. c = (u, v) = E(pk,m, s, e1, e2) Λ͢ࢉܭΔ. d = H′(m) ͱ͢Δ. K = H(m, c) ͱ͢Δ.

*8 ූ߸ C ⊂ Fn
qm ʹ͍ͭͯ, Perm(C) = {σ ∈ Sn | σ(C) = C} ͷ͜ͱΛූ߸ C ͷஔ܈ͱݺͿ.

*9 eXtendable-Output Functionsͷུ. SHAKE128  SHAKE256 ͕ྫͱͯ͠ΒΕ͍ͯΔ.
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ද 3.6 RQCͷύϥϝʔλ. ୯Ґશͯ bitͱ͢Δ.

ύϥϝʔλ໊ ެ։ݤ ൿີݤ ҉߸จ

RQC-I 11 926 11 926 12 438

RQC-II 21 922 21 922 22 434

RQC-III 28 078 28 078 28 590

4. ҉߸จ C = (c, d), ηογϣϯݤ K Λग़ྗ͢Δ.

σΧϓηϧ: 1. m′ ← D(sk, c) Λ͢ࢉܭΔ.

2. θ′ = HG(m′) Λ͢ࢉܭΔ. θ′ ͔Β s′, e′1, e
′
2 Λੜ͢Δ.

3. c ̸= E(pk,m′, s′, e′1, e
′
2) or d ̸= d′ ͳΒ ⊥Λग़ྗͯ͠ఀࢭ.

4. K = H(m, c) Λग़ྗ͢Δ.

ද 3.6 .͓Αͼ҉߸จΛ·ͱΊͨݤΧϓηϧԽํࣜͷݤʹ 3ͭͷύϥϝʔληοτ͕ͦΕͧΕ Category 1, 3, 5

૬ͱͯ͠ఏҊ͞Εͨ.

ͳ͓, x, y Λ࡞Δࡍͷγʔυ͚͓֮ͩ͑ͯ͘͜ͱʹ͢Ε, ൿີݤΛॖΊΔ͜ͱ͕ՄͰ͋Δʢྫ͑ |sk| = 512

bitsʣ. ಉ༷ʹެ։ݤੜͷ a ΛٙࣅཚͰੜ͢Δ͜ͱʹ͢Ε, |pk′| = |pk|/2 + 512 bitsͱʹͳΔ.

3.3.4 ॺ໊ํࣜ 1: RankSign

• ఏҊऀ: Nicolas Aragon, Olivier Ruatta, Philippe Gaborit, Gilles Zemor, Adrien Hauteville.

• :ຊํࣜͷઆ໌ج ϥϯΫڑϕʔεͷ CFSॺ໊Ͱ͋Δ. augmented Low-Rank Parity-Check͔ྻߦΒූ߸Λ

.͍ͯ͠Δ͕৽͍͠ߏ

:ੜݤ H ∈ F(n−k)×n
qm Λ LRPCූ߸ͷύϦςΟྻߦࠪݕͱ͢Δ. R← F(n−k)×t

qm , Q← GLn+t(Fq)Λϥϯμ

Ϝͷੜ͢Δ.

͞Βʹ, [R | H] ·Q Λ ύϦςΟྻߦࠪݕͱ͢Δ [n+ t, k + t]qm ූ߸ C Λ͑ߟΔ. ͜ͷූ߸ C ͷ৫ύϦ
ςΟྻߦࠪݕΛݤূݕ pk = H̃ = [In−k | R′] ∈ F(n−k)×(n+t)

qm ͱ͢Δ. ʢ͢ͳΘͪ, ͋Δྻߦ P ͕ଘ͠ࡏ

ͯ, H̃ = P · [R | H]QͱͰ͖Δʣsk = (P , [R | H],Q) Λൿີݤͱ͢Δ.

ॺ໊: M Λฏจͱͯ͠,

1. seed← {0, 1}ℓ

2. s = HG(M, seed)

3. e′ ← Sqm(n+ t, t′)

4. s′ = s− e′ · H̃⊤

5. (e1, e2, . . . , et) ∈ Ft
qm ΛϥϯμϜʹબͼ, ઢۭؒܗ T = ⟨e1, e2, . . . , et⟩ ͱ͢Δ.

6. s′′ = s′P−⊤ − (e1, e2, . . . , et) ·R⊤ Λ͢ࢉܭΔ.

7. ྻߦ H, ෦ۭؒ T ͓ΑͼγϯυϩʔϜ s′′ ʹରͯ͠ූ߸ͷ෮߸Λ͍ߦ, ॏΈ w′ = w − t′ ҎԼͷ ޡ

ΓϕΫτϧ (et+1, et+2, . . . , en+t) Λ͢ࢉܭΔ. s′′ ͕ T -෮߸ෆՄͳ߹, Step1ʹΔ.

8. e = e′ + (e1, e2, . . . , en+t) ·Q−⊤ ͱ͢Δ.

9. ॺ໊ͱͯ͠, σ = (seed, e) Λग़ྗ͢Δ.

:ূݕ e · H̃ = HG(M, seed) ͔ͭ w(e) ≤ r ͳΒ, ॺ໊Λडཧ͢Δ. ͦ͏Ͱͳ͍ͳΒ, ෆडཧͱ͢Δ.
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ද 3.7 RankSignͷύϥϝʔλ. ୯Ґશͯ bitͱ͢Δ.

ύϥϝʔλ໊ ݤূݕ ॺ໊

RankSign I 80 640 11 008

RankSign II 96 768 12 000

RankSign III 155 520 17 280

RankSign IV 228 480 23 424

ද 3.7 .ͱॺ໊Λ·ͱΊͨݤʹ

3.3.4.1 ͍ͯͭʹܸ߈

Debris-Alazardͱ TillichʹΑΓ, ͯ͢ͷύϥϝʔλྫ͕ഁΒΕ͍ͯΔ [20]. ॺ໊ੜͷޮੑΛॏ݁ͨ͠ࢹՌ, ඇ

ৗʹ͍ϥϯΫॏΈͷූ߸ߏ͕ޠͨ͠ූ߸ʹଟؚ͘·Ε͍ͯͨ. ൴Β͜ͷΑ͏ͳූ߸ޠΛ୳͢ࡧΔతΞϧΰϦ

ζϜΛఏҊ͠, ·ͨͦͷූ߸ޠΛݩʹͯ͠ൿີݤ૬ͷใΛࢉܭͰ͖Δ͜ͱΛࣔͨ͠. ϥϯΫॏΈූ߸ޠΛ୳͢ࡧ

ΔͨΊʹҰ෦Ͱଟม࿈ཱೋ࣍ଟ߲ࣜΛղ͘ඞཁ͕͋Δ. RankSign IVͷύϥϝʔλઃఆͰ͋ͬͯ, తʹݧ࣮ 260

ඵఔͰූ߸ޠΛ̍ͭ୳ࡧͰ͖Δͱใ͞ࠂΕ͍ͯΔ. ʢ·ͨ৭ʑͳํ๏ͰมআڈΛ͏ߦͱ, ͯ͢ͷύϥϝʔλઃఆ

Ͱํఔࣜͷ͕มͷΑΓଟ͍͜ͱ͕ࣔ͞Ε͍ͯΔ (Prop.4) ʣ͕ͨͬͯ͠, ύϥϝʔλͷऔΓํ͚ͩͰͳ͘ߏํ

๏ࣗମΛม͑Δඞཁ͕͋Δ.

3.4 ·ͱΊ

ज़ٕ߸҉ͮ͘جʹ߸ූ McEliece ʹΑΓ 40Ҏ্લʹఏҊ͞Ε͓ͯΓ, ύϥϝʔλվగ͞Ε͍ͯΔͷͷ, ͍·

ͩʹഁΒΕ͍ͯͳ͍҉߸ํࣜͰ͋Δ. Classic McElieceͳͲͷΑ͏ʹ, ެ։ݤൿີݤ͍ͷͷ, ҉߸จ͍ํ

͕ࣜଟ͍. LPN ֶशཧූ߸ཧ͔Βੜͨ͠Ͱ͋Γ, Γ֬ޡ τ ͕ेେ͖͍߹ͷ LPN Λଟ߲

.Ͱ͋Δͱ༧͞Ε͍ͯΔࠔͰޮతʹղ͘͜ͱؒ࣌ࣜ

ͷͰଟ͘ͷํ͕ࣜݤެ։ݤ௨ڞ LPN ʹ͍ͯͮجఏҊ͞Ε͍ͯΔ. LWE ͱൺֱͨ͠߹, རͱ͠

ͯ,

• F2 ͓Αͼͦͷ֦େମΛߏʹج͢ΔͨΊ, ϋʔυΣΞߏͱͷ૬ੑ͕ྑ͍

• ,ͱͯ͠ϕϧψʔΠͦͷҰൠԽͨ͠Λ༻͍ΔͨΊࠩޡ ͷαϯϓϦϯά͕༰қͰ͋Δࠩޡ

.ΒΕΔ͛ڍ͕ Ұํ, ܽͱͯ͠,

• ҉߸จͷαΠζ͕େ͖͘ͳΓ͍͢ݤ
• IDϕʔε҉߸શ४ಉ҉ܕ߸ͱ͍ͬͨൃలతͳԠ༻͕গͳ͍

.ΒΕΔ͛ڍ͕

҉߸ํࣜͷύϥϝʔλઃఆͷࡍʹ, 3.1અͰͨ͛͞ڍ·͟·ͳΞϧΰϦζϜΛྀ͢ߟΔඞཁ͕͋Δ. ΞϧΰϦζϜͷ

,Ε͓ͯΓ͞ڀݚʹԽʹ͍ͭͯΜߴ ಈΛ͢ࢹΔඞཁ͕͋Δ. ·ͨ, ཧڀݚΒΕΔΞϧΰϦζϜͷ͍༺ʹܸ߈

తͳͷ͕ଟ͘, .ͷ͕ଟ͍ͨͬߦখ͍͞ύϥϝʔλʹରͯ͠ࠂใݧ࣮ܸ߈ ͦͷͨΊ, ͜ΕڀݚΔؔ͢ʹݧ࣮ܸ߈

͔ΒඇৗʹॏཁͰ͋Δ.

ެ։ݤൿີݤΛѹॖ͠Α͏ͱಛघͳූ߸Λ࠾༻ͨ͠Γ, .ͷఆٛΛม͑ΔఏҊଟ͋͘Δڑ ͜ΕΒղಡܸ߈Λ
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ड͚Δ͜ͱଟ͘, ఏҊ͞Εͯͷઙ͍҉߸ɾॺ໊ํࣜʹ͍͕ͭͯࢹඞཁͰ͋Δ.

45



ୈ 3ষͷߟࢀจݙ

[1] M. Alekhnovich. More on average case vs approximation complexity. Computational Complexity,

20(4):755–786, 2011.

[2] C. Aguilar Melchor, O. Blazy, N. Aragon, J.-C. Deneuville, S. Bettaieb, P. Gaborit, L. Bidoux,

G. Zemor. RQC NIST PQC ඪ४Խ Round 1 ࢿߘྉ. https://csrc:nist:gov/projects/post-qu

antum-cryptography/round-1-submissions

[3] B. Applebaum, D. Cash, C. Peikert, A. Sahai. Fast cryptographic primitives and circular-secure

encryption based on hard learning problems. In S. Halevi, editor, Advances in Cryptology - CRYPTO

2009, 29th Annual International Cryptology Conference, Santa Barbara, CA, USA, August 16-20,

2009. Proceedings, volume 5677 of Lecture Notes in Computer Science, pages 595–618. Springer,

2009.

[4] S. Arora and R. Ge. New algorithms for learning in presence of errors. In L. Aceto, M. Henzinger, and

J. Sgall, editors, Automata, Languages and Programming - 38th International Colloquium, ICALP

2011, Zurich, Switzerland, July 4-8, 2011, Proceedings, Part I, volume 6755 of Lecture Notes in

Computer Science, pages 403–415. Springer, 2011.

[5] N. Aragon, O. Ruatta, P. Gaborit, G. Zemor, A. Hauteville. RankSign NIST PQC ඪ४Խ Round 1 

.ྉࢿߘ https://csrc:nist:gov/projects/post-quantum-cryptography/round-1-submissions

[6] G. Banegas, P. S. L. M. Barreto, B. O. Boidje, P.-L. Cayrel, G. N. Dione, K. Gaj, C. T. Gueye,

R. Haeussler, J. B. Klamti, O. N’diaye, D. T. Nguyen, E. Persichetti, J. E. Ricardini. DAGS NIST

PQC ඪ४Խ Round 1 ࢿߘྉ. https://csrc:nist:gov/projects/post-quantum-cryptography

/round-1-submissions
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Theory and Applications of Cryptographic Techniques, Vienna, Austria, May 8-12, 2016, Proceedings,

Part I, volume 9665 of Lecture Notes in Computer Science, pages 168–195. Springer, 2016.
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ୈ 4ষ

ଟมଟ߲ࣜʹ҉ͮ͘ج߸ٕज़

ଟมଟ߲ࣜʹެͮ͘ج։҉ݤ߸, ଟมެ։҉ݤ߸ (Multivariate Public Key CryptosystemsʣͱݺΕΔ. ଟ

มެ։҉ݤ߸, ҉߸ํࣜ, ॺ໊ํࣜͷߏʹ༻͍Δ͜ͱ͕Ͱ͖, ͦͷଟ͘ (༗ݶମ্ͷʣଟมଟ߲ࣜࣸ૾ͷೖ

ධՁΛ҉߸Խ͓Αͼॺ໊ূݕʹ༻͍͍ͯΔͨΊ, ޮతͳΞϧΰϦζϜΛͭ࣋͜ͱ͕ಛͷҰͭͰ͋Δ.

ଟมެ։҉ݤ߸ͷ҆શੑओʹ, MP͓Αͼ IPΛղ͘ࢉܭͷࠔੑʹ͍ͯͬڌΔ. ຊใࠂॻͰ, MP

ʹର͢Δղಡํ๏ͱ, .γεςϜΛத৺ʹղઆ͢ΔܕۃΔ͍ͯ͠༺࠾ఏҊ͞Ε͍ͯΔଟ͘ͷํ͕ࣜࡏݱ ܕۃγε

ςϜʹΑΔํࣜ, ҆શੑͷͨΊʹMQͷղಡࠔੑΛඞཁͱ͢Δ. ·ͨ, IPͷ֦ுͰ͋Δ EIPͷ

ղಡࠔੑ҆શੑΛߴΊΔͨΊʹඞཁͱͳΔ.

ܕۃγεςϜҎ֎ͷํࣜͱͯ͠, MP ͷղಡࠔੑΛ҆શੑͷࠜڌͱ͢ΔରܕೝূํࣜΛհ͢Δ.

Fiat-ShamirมΛ༻͍Δ͜ͱͰଟมଟ߲ࣜʹͮ͘جॺ໊ํ͕ࣜߏ͞ΕΔ.

4.1 ଟมଟ߲ࣜʹ҉ͮ͘ج߸ٕज़ͷ҆શੑͷࠜڌͱͳΔ

4.1.1 ଟมެ։҉ݤ߸ʹ͍ͭͯ

1984ʹ OngΒ͕ఏҊͨ͠ॺ໊ํࣜ [28] ʹ͓͍ͯ, ॳΊͯެ։҉ݤ߸ʹ “ଟม”͕औΓೖΕΒΕͨ. ͜ͷํࣜ,

ϝοηʔδ m ʹର͠, ߹ N Λ๏ͱ͢Δ 2 ม߹ಉํఔࣜ

x2 + hy2 ≡ m mod N

ͷղ (x, y) = (x0, y0) Λॺ໊ͱ͢ΔͷͰ͋Γ, N ͷૉҼղͷࠔੑΛ҆શੑͷϕʔεͱ͍ͯ͠Δ. ͔͠͠, ͜ͷ

ॺ໊ํࣜ, 1987ʹ Pollardͱ SchnorrʹΑͬͯ N ͷૉҼղΛ༻͍Δ͜ͱͳ͘ղಡ͞Εͨ [34]. ͦͷޙ, ม

ͷݸΛ૿ͨ͠ํࣜ [38], ඇՄΛར༻ͨ͠ํࣜ [37]ͳͲʹ֦ு͞Ε͕ͨ, ͍ͣΕطʹղಡ͞Ε͍ͯΔ. ͜Ε

Βͷํࣜ, ૉҼղΛ҆શੑͷϕʔεͱͯ͠ߏ͞Ε͓ͯΓ, ଟมެ։҉ݤ߸ʹؚ·Εͳ͍.

1988ʹদຊͱࠓҪ͕ఏҊͨ͠҉߸ํࣜ [27] ʹ͓͍ͯ, ॳΊͯଟมެ։҉ݤ߸ͷΞΠσΞ͕ࣔ͞Εͨ. ͜ͷ҉߸ํ

ࣜদຊ-ࠓҪํࣜ (͋Δ͍ C∗ ํࣜʣͱݺΕ͍ͯΔ. 1995, Patarinদຊ-ࠓҪํࣜΛղಡ͠ [29], ཌ 96ʹ

দຊ-ࠓҪํࣜΛ֦ுͨ͠ HFE (Hidden Field EquationʣΛఏҊͨ͠ [30]. HFEࣗମ, 1999ʹ Kipnisͱ Shamir

ʹΑͬͯղಡ͞Εͨ [26] ͕, HFE−v [30] ͳͲ, HFEͷੜํࣜʹக໋తͳܸ߈Λ໔Ε͍ͯΔͷ͕͋Δ.

Ұํ, Patarin  1997 ʹ (balanced) Oil-Vineger ํࣜͱݺΕΔॺ໊ํࣜ [31] Λൃදͨ͠. দຊ-ࠓҪํࣜ

HFE, ,ʹମͱผݶମͱͳΔ༗ૅج ͦͷ֦େମΛิॿతʹར༻ͯ͠ߏ͍ͯ͠Δͷʹର͠, Oil-Vinegerํࣜ, ج

ૅମҎ֎ͷ༗ݶମΛߏʹར༻͠ͳ͍͕ҰͭͷಛͰ͋Δ. (લऀͷΑ͏ͳߏ๏Λ big field๏, ๏ߏͷΑ͏ͳऀޙ

Λ single field๏ͱ͍͏.) Oil-Vinegerํࣜ, 1998ʹ Kipnisͱ ShamirʹΑͬͯղಡ͞Εͨ [25] ͕, ҆શੑΛڧԽ
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ͨ͠ UOV (Unbalanced Oil-Vinegarํࣜʣ͕ Kipnis, PatarinΒʹΑͬͯཌ 99ʹఏҊ͞Ε͍ͯΔ [24]. ·ͨ, 2005

ʹ UOVΛଟԽͨ͠ॺ໊ํࣜ Rainbow͕, Dingͱ SchmidtʹΑΓఏҊ͞Ε͍ͯΔ [12].

͜Ε·Ͱઆ໌ͨ͠ํ͍ࣜͣΕ, ܕۃγεςϜ [10] ͱݺΕΔଟมެ։҉ݤ߸ͷߏ๏Λ༻͍͍ͯΔ. ͔͠

͠, ଟมެ։҉ݤ߸ඞͣ͠ܕۃγεςϜͰߏ͞ΕΔඞཁͳ͘, ,ࡍ࣮ ιχʔࣜגձࣾͷ࡞ຊ, നҪ, ඉ͕

2011ʹఏҊͨ͠ 3-passͱ 5-passͷೝূํࣜ [35] ܕۃγεςϜΛར༻͍ͯ͠ͳ͍. ͜ͷ 5-passͷೝূํࣜʹ

Fiat-ShamirมΛద༻ͨ͠ॺ໊ํ͕ࣜ, 2016ʹఏҊ͞Ε͍ͯΔ [6].

҉߸ํࣜͰ, HFEҎ༷߱ʑͳํ͕ࣜఏҊ͞Ε͕ͨ, Λ໔Ε͍ͯΔͷܸ߈க໋తͳࡏݱ (͓ΑͼఏҊʣͱͯ͠,

Simple Matrixํࣜ (2013) [41], EFC (ͷมछʣ(2016) [40], HFERP (2018) [23], EFLASH (2018) [4]͕͋Δ.

4.1.2 ଟมެ։҉ݤ߸ͷ҆શੑͷࠜڌͱͳΔͱͦͷղಡྔࢉܭ

Fq ͰҐ q ͷ༗ݶମΛද͠, x = (x1, x2, . . . , xn) Ͱ (తʹಠཱͳʣมͷू߹Λද͢ͷͱ͢Δ. x ʹؔ͢Δ

Fq ্ͷଟมଟ߲ࣜͷ, ͢ͳΘͪ, ଟมଟ߲ࣜ pi(x) (i = 1, 2, . . . ,m) ʹΑΓ, P (x) = (p1(x), p2(x), . . . , pm(x))

ͱද͞ΕΔͷΛ (Fq ্ͷʣଟมଟ߲ࣜܥͱݺͿ͜ͱʹ͢Δ. ͜ͷଟมଟ߲ࣜܥ P (x) ೖධՁʹΑΓ, Fn
q ͔

Β Fm
q ͷࣸ૾Λߏ͢Δ. ͜ͷ (ଟมଟ߲ࣜʣࣸ૾Λ P : Fn

q → Fm
q ͱද͢͜ͱʹ͢Δ. ,ͷҧ͍ʹΑΓ߸ه ଟม

ଟ߲ࣜܥ P (x) ͱଟมଟ߲ࣜࣸ૾ P Λ۠ผ͢Δ.

ଟมެ։҉ݤ߸ͷਖ਼ࣜͳఆٛͳ͍ͱࢥΘΕΔ͕, ͜͜ͰMP (Multivariate Polynomialʣ·ͨ IP

(Isomorphisms of PolynomialsʣͷղಡࠔੑΛϕʔεͱͨ͠ެ։҉ݤ߸ͷ͜ͱΛଟมެ։҉ݤ߸ͱཧղ͢Δ͜ͱʹ

͢Δ. MP, IP࣍ͷΑ͏ʹهड़͞ΕΔ.

MP ଟมଟ߲ࣜܥ P (x) = (p1(x), p2(x), . . . , pm(x)) ͱ d ∈ Fm
q ʹରͯ͠, ม x ʹؔ͢Δํఔࣜܥ

P (x) = d

ͷղ (ଘ͢ࡏΔͳΒʣগͳ͘ͱ 1 .ΊΑٻͭ

IP S, T ΛͦΕͧΕ, Fn
q , Fm

q ্ͷΞϑΟϯಉ૾ࣸܕͱ͢Δ. ଟมଟ߲ࣜܥ P (x) = (p1(x), p2(x), . . . , pm(x))

ʹର͠, ଟมଟ߲ࣜܥ P̃ (x) Λ߹ʹΑΓ, P̃ (x) = T ◦ P (x) ◦ S ͰఆΊΔ. ͜ͷͱ͖, P (x), P̃ (x) ͷใ͔

Β S, T ΛٻΊΑ.

MP, d ΛࠨลʹҠͯ͠ߦ P (x) ,ऩͤ͞Δ͜ͱ͕Ͱ͖ΔͷͰٵʹ ӈลΛ 0m (m ͷྵϕΫτϧʣͱͯ͠ද࣍

.ΕΔ߹͋Δ͞ݱ MPʹ͓͍ͯ, P (x) ͷͯ͢ͷ pi(x) ͕ 1 ,߹ҎԼͱͳΔ࣍ MP୯ʹઢํܗఔ

ࣜΛղ͘ͱͳΓ, Ψεͷফڈ๏ͳͲͰଟ߲ࣜؒ࣌ͰղΛٻΊΔ͜ͱ͕ՄͰ͋Δ. Αͬͯ, MPΛ͑ߟΔ߹

௨ৗ, pi(x) ͷ࣍ͯ͢ 2 Ҏ্Ͱ͋ΔͱԾఆ͢Δ. ಛʹ, pi(x) ͷ͕࣍ͯ͢ 2 ͱͳΔͱ͖, MPMQ

 (Multivariate QuadraticʣͱݺΕΔ. Fq = F2 ͷ߹, MQ NPશͰ͋Δ͜ͱ͕ΒΕ͍ͯΔ [20].

ͷه্ IP IP2SͱݺΕΔ. IPͷ T Λ߃ࣸ૾Ͱݻఆ͠, S ͷΈΛٻΊΔ IPͷผόʔδϣ

ϯ͕ଘ͠ࡏ, ͜ΕΛ IP1S ͱݺͿ. Patarin , IP2S  IS1S Λར༻ͨ͠ೝূํࣜΛఏҊ͍ͯ͠Δ [30].

IP Λϕʔεͱͨ͠ެ։͕ࣜํݤ, MP  (MQ ʣͷͦΕʹൺͯఏҊ͞Ε͕ͨѹతʹগͳ͍͜ͱͱ,

NIST PQC ඪ४ԽϓϩδΣΫτʹ IP Λϕʔεͱͨ͠ެ։͕ࣜํݤ͞ߘΕͳ͔ͬͨ͜ͱͳͲΛྀ͠ߟ, ຊใࠂ

ॻͰ, IPʹ͍ͭͯ͜ΕҎ্͠ߟͳ͍͜ͱͱ͢Δ. ୠ͠, IPͷ֦ுͰ͋ΔҎԼͷ EIP (Extended

Isomorphisms of Polynomialsʣ, MP (MQʣΛϕʔεͱ͢Δެ։ࣜํݤͷߏͷ 1 ͭͰ͋Δܕۃγε

ςϜͷ҆શੑʹؔΘΔ͜ͱ͕͋ΔͨΊ, .Δ͢ٴݴઅͰ࣍
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EIP ଟมଟ߲ࣜܥ F (x) = (f1(x), f2(x), . . . , fm(x)) ͕, Fn
q ,Fm

q ্ͷΞϑΟϯಉ૾ࣸܕ S, T ͱଟมଟ߲ࣜ

ͷ͋ΔΫϥεܥ C ʹଐ͢Δଟมଟ߲ࣜܥ G(x) ʹΑΓ, F (x) = T ◦G(x) ◦ S Ͱ༩͑ΒΕ͍ͯΔͱ͢Δ. ͜ͷ

ͱ͖, ղ F (x) = T ′ ◦G′(x)◦S′ Ͱ, S′, T ′  Fn
q ,Fm

q ্ͷΞϑΟϯಉ૾ࣸܕ, G′(x) ∈ C ͳΔͷΛ͚ͭݟΑ.

ຊઅͷΓͰ, MPʹର͢Δղಡख๏ͱͦͷྔࢉܭʹ͍ͭͯղઆ͢Δ. MPʹର͢ΔҰൠతղಡํ๏ͱ͠

ͯ, ૯ͨΓ๏ XL [42], Gröbnerجఈܸ߈ [10] ͕ΒΕ͍ͯΔ. Gröbnerجఈܸ߈ͱ, ΠσΞϧͷ Gröbnerجఈ

ࢉܭ [16, 17] Λར༻͢ΔMPͷղಡํ๏Ͱ͋Δ. ղಡ͍ͨ͠MPͷӈลͷ d ΛࠨลʹҠ͠ߦ, P (x) ͷதʹٵ

ऩͤͯ͞͠·͏͜ͱʹΑΓ, MP,

P (x) = (p1(x), p2(x), . . . , pm(x)) = 0m

ͷٻղͱදݱͰ͖Δ. ͜Ε, ΠσΞϧ I = ⟨p1(x), p2(x), . . . , pm(x)⟩ Ͱఆٛ͞ΕΔଟ༷ମͷ Fq-༗ཧΛٻ

ΊΔͱಉʹͳΔ. ͞Βʹ, ΠσΞϧ I  I ′ = ⟨p1(x), p2(x), . . . , pm(x), xq
1 − x1, x

q
2 − x2, . . . , xq

n − xn⟩ ʹมߋ
͢Δ͜ͱ͕Ͱ͖Δ.

͜͜Ͱ, ΠσΞϧ I ′ Λ௨ৗͷࣙॻ߲ࣜॱংʹؔ͢Δ Gröbnerجఈʹม͢ܗΔ. I ′ ͷ Krull͕ݩ࣍ 0 ͱͳΔ, ͢ͳΘ

ͪ, I ′ ͕ Fq[x] ͷۃେΠσΞϧͱͳΔͱ͖, I ′ ͷ Gröbnerجఈ Ĩ ҎԼͷܗͰද͞ΕΔ.

Ĩ =

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

p̃1(x1, x2, . . . , xn),
...

p̃i2−1(x1, x2, . . . , xn),
p̃i2(x2, x3, . . . , xn),

...
p̃i3(x3, x4, . . . , xn),

...
p̃l−1(xn−1, xn),

p̃l(xn)

⎫
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎬

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎭

͜ͷ͔ܗΒ, Ĩ Ͱఆٛ͞ΕΔଟ༷ମͷ༗ཧ (ͷ 1 ʣ xn ͷ͔Βஞ࣍తʹ x1 ·ͰٻΊΔ͜ͱ͕Ͱ͖Δ. ͜ͷ

༗ཧΛ v ∈ Fn
q ͱ͢Δͱ, ͜Ε I Ͱఆٛ͞ΕΔଟ༷ମͷ Fq-༗ཧͰ͋ΔͷͰ, x = v ͕MQͷղͱͳ

Δ. ͜Ε͕ Gröbnerجఈܸ߈ͷ֓ཁͰ͋Δ.

Gröbnerجఈܸ߈ͷྔࢉܭΛهड़͢ΔͨΊͷ४උΛ͏ߦ. pm+1(x) = xq
1 − x1, pm+2(x) = xq

2 − x2, . . . , pm+n(x) =

xq
n − xn ͱ͓͘. ͜ΕʹΑΓ, I ′ = ⟨p1(x), p2(x), . . . , pm+n(x)⟩ ͱද͢͜ͱ͕Ͱ͖Δ. ֤ pi(x) (i = 1, 2, . . . ,m+ n)

ʹର͠, ͦͷ࣍ߴ࠷੪࣍෦Λ phi (x) (di ଟ߲ࣜʣ࣍੪࣍ ͱද͠, Fq[x] ͷ੪࣍ΠσΞϧΛ J Λ

J = ⟨ph1 (x), ph2 (x), . . . , phm+n(x)⟩

ͰఆΊΔ. d ≥ 0 ʹର͠, Fq[x]d Ͱ d-࣍੪࣍ଟ߲ࣜͷͳ͢ Fq[x] ͷ෦ϕΫτϧۭؒΛද͠, Jd := J ∩ Fq[x]d ͱ͢Δ.

࣍ Fq[x]/J =
⊕∞

d=0 Fq[x]d/Jd ͷ Hilbertڃ

HSFq [x]/J(t) =
∞∑

d=0

dimFq (Fq[x]d/Jd) t
d ∈ Z[[t]] (ڃత͖ࣜܗ)

Ͱఆٛ͞ΕΔ. J ͷ Krull-͕ݩ࣍ 0 ͱͳΔͱ͖, HSFq [x]/J(t) ଟ߲ࣜͱͳΔ. ͜ͷͱ͖, dreg = deg(HSFq [x]/J(t))+ 1

ͱ͓͖, ͜ΕΛਖ਼ଇੑͷ࣍ (degree of regularity)ͱݺͿ. ͜ͷ४උͷԼ, Gröbnerجఈܸ߈ͷྔࢉܭҎԼͷΑ͏ʹ
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ද͞ΕΔ [1].

O
((

n+ dreg
n

)ω)
. (4.1)

͜͜Ͱ, 2 ≤ ω ≤ 3 ࿈ཱઢํܗఔࣜΛղͨ͘Ίʹར༻͢ΔΞϧΰϦζϜʹΑΓఆ·ΔఆͰ͋Δ.

ҙͷ S(t) ∈ Z[[t]] ʹର͠, [S(t)]+ ∈ Z>0[[t]] Ͱ, S(t) ͷ࠷ॳʹݱΕΔඇਖ਼ͷ࣍Ҏ߱ (͜ͷؚ߲ΉʣΛΓ

ࣺͯͨଟ߲ࣜΛද͢͜ͱʹ͢Δ. ͠,

HSFq [x]/J(t) =

[∏m+n
i=1 (1− tdi)

(1− t)n

]

+

=

[(
m∏

i=1

(1− tdi)

)(
1− tq

1− t

)n
]

+

Λຬͨ͢ͳΒ, p1(x), p2(x), . . . , pm+n(x) ਖ਼ଇͰ͋Δͱ͍ΘΕΔ. q ͕͋Δఔେ͖͍ͳΒ, ҙͷ m,n ʹର

ͯ͠, p1(x), p2(x), . . . , pm(x) ͷΛϥϯμϜʹબͿͱ, p1(x), p2(x), . . . , pm+n(x) ଟ͘ͷ߹ʹਖ਼ଇͱͳΔ͜

ͱ͕࣮ݧతʹ͔֬ΊΒΕΔ. ͜ͷݱΛཧతʹอূ͢ΔͷͰͳ͍͕, ͜Εʹؔ࿈͢Δ༧ͱͯ͠ Fröbergͷ༧

[19] ͱ͍͏ͷ͕͋Γ, ͜ͷݱͷࠜڌʹ༻͍ΒΕΔ߹͕͋Δ. (༧ͷਖ਼֬ͳهड़ʹ४උ͕ඞཁͳͨΊ, ͜͜Ͱ

ड़ͳ͍.) ͱ͜Ζ͕, ଟมެ։҉ݤ߸ (ಛʹ҉߸ํࣜʣʹݱΕΔଟ͘ͷଟมଟ߲ࣜܥʹରͯ͠, ਖ਼ଇʹͳΒ

ͣ, άϨϒφʔجఈ͕ܸ߈ਖ਼ଇͳ߹ΑΓޮՌతʹಇ͍ͯ͠·͏͜ͱڵຯਂ͍࣮ࣄͰ͋Δ. pi(x) ͕ͯ͢ 2 ࣍

Ͱ, ਖ਼ଇͳΒ, m ͕Ұఆͷ߹ m = αn (α: ఆ)ͷ߹, Gröbnerجఈܸ߈ͷྔࢉܭ O(2O(n)) ͱͳΔ͜ͱ

͕ΒΕ͍ͯΔ [1].

Gröbner .ΒΕ͍ͯΔྔࢉܭผͷʹܸ߈ఈج ͜ͷهड़४උ͕ඞཁͰ͋Δ. ·ͣ, ࣍ A Λ A =

Fq[x]/(x
q
1, x

q
2, . . . , x

q
n) ͰఆΊ, Ak Ͱ A ͷ k .෦Λද͢͜ͱʹ͢Δ࣍੪࣍ ҙͷਖ਼ͷ d ʹର͠, ψd :

⊕m
i=1 Ad−di → Ad Λ ψd(b1, b2, . . . , bm) =

∑m
i=1 bi p

h
i (x) ͰఆΊΔ. (phm+1(x) = xq

1, p
h
m+2(x) = xq

2, . . . , p
h
m+n(x) =

xq
n Θͳ͍͜ͱʹҙ.) Rd Λ Rd = ker ψd, ͢ͳΘͪ,

∑m
i=1 bi p

h
i (x) = 0 ͱͳΔ (b1, b2, . . . , bm) ∈

⊕m
i=1 Ad−di

ͷશମͱ͢Δ. Td ΛҎԼͷܗͷݩͰੜ͞ΕΔ Rd ͷ෦ۭؒͱ͢Δ.

(1) (0, . . . , 0, b phj (x), 0, . . . , 0, b p
h
i (x), 0 . . . , 0) (b ∈ Ad−di−dj ),

(2) (0, . . . , 0, b ((phi )
q−1 − 1), 0, . . . , 0) (b ∈ Ad−di(q−1)).

͜͜Ͱ, (1)ͷඇྵ͔ࠨΒୈ i ͱୈ j Ͱ͋Γ, (2)ͷඇྵୈ i Ͱ͋Δ. ͯ͢ͷਖ਼ͷ d ʹ

ର͠,  Rd/Td Λͨ͑ߟͱ͖, Rd/Td ̸= 0 ͱͳΔ࠷খͷ d ͕ଘ͢ࡏΔ. ͜ͷ d Λ dFF ͱද͠, ͜ΕΛ࠷খ߱Լ࣍

(first fall degree)ͱݺͿ [11, 15]. ,Δͱ͍͑ݴ ඇࣗ໌ͳ
∑m

i=1 bi p
h
i (x) = 0 ͳΔؔΛੜΈग़͢࠷খͷ࣍Ͱ͋Δ.

͜ͷ४උͷԼ, 2 ͭͷ Gröbnerجఈܸ߈ͷྔࢉܭҎԼͷΑ͏ʹͳΔ.

O
((

n+ dFF
n

)ω)
. (4.2)

͜͜Ͱ, 2 ≤ ω ≤ 3 ࿈ཱઢํܗఔࣜΛղͨ͘Ίʹར༻͢ΔΞϧΰϦζϜʹΑΓఆ·ΔఆͰ͋Δ. ಉ͡ Gröbnerجఈ

,ରͯ͠ʹܸ߈ (4.1), (4.2) ͷ 2 ͭͷ͕͋ྔࢉܭΔͷ, Γํੵݟͷྔࢉܭ (͋Δ͍͏ΞϧΰϦζϜʣ͕গ͠ҧ͏

ͨΊͰ͋Δ. (ͲͪΒ Faugèreͷ F4/F5ΞϧΰϦζϜͷྔࢉܭͱઆ໌͞Ε͍ͯΔ.) dreg ͱ dFF , ଟ͘ͷ߹Ͱ

ಉ͡ʹͳΔͱ༧͞Ε͍ͯΔ.

Gröbnerجఈܸ߈, ૯ͨΓ๏ͱϛοΫε͢Δ͜ͱͰ͕ܸ߈ΑΓޮతʹͳΔ͜ͱ͕͋Δ. ͍͔ͭ͘ͷมʹద

ʹΛೖ͠, ΑΓগͳ͍มͷMPΛߏͯ͠ Gröbnerجఈܸ߈Λద༻͢Δ. ղ͕͔ͭݟΒͳ͚Ε, มͷ

ೖ͔ΒΓ͢ͱ͍͏ܸ߈Ͱ͋Δ. ͜ΕΛϋΠϒϦουܸ߈ͱ͍͏.
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4.2 දతͳଟมଟ߲ࣜʹ҉ͮ͘ج߸ํࣜͷઆ໌

4.2.1 ܕۃγεςϜ

ଟมެ։҉ݤ߸ͷଟ͘ͷํࣜͰ࠾༻͞Ε͍ͯΔܕۃγεςϜ [10] ͱݺΕΔߏʹ͍ͭͯઆ໌͢Δ. ଟม

ଟ߲ࣜܥ P (x) ͷͱΓํʹΑͬͯ, ଟ͘ͷ d ∈ Fm
q ʹର͢Δ MP ͕ޮతʹࢉܭͰ͖Δ߹͕͋Δ. ྫ

͑, K = Fqn Λ Fq ͷ n ,େମͱ֦࣍͠ Fq-ઢܗಉ૾ࣸܕ φ : Fn
q
∼−→ K Λ 1 .ఆ͢Δݻͭ K ্ͷ͖ࣸ૾

Pl : K ∋ X -→ X l ∈ K (l : ਖ਼ͷ) Λ͑ߟ, ଟมଟ߲ࣜࣸ૾ Pl Λ Pl = φ−1 ◦Pl ◦ φ ͱఆٛ͢Δͱ, ͜ΕʹରԠ͢

Δଟมଟ߲ࣜܥ Pl(x) ʹରͯ͠, MP͕ޮతʹղಡͰ͖Δ. ,ࡍ࣮ Pl(x) = d ͷํఔࣜܥ, φ Λ௨ͯ͠, K

্ͷ 1 มํఔࣜ X l = d′ ͷܗʹม͢Δ͜ͱ͕Ͱ͖, ͜Ε l ࠜࢉܭΛ༻͍ͯޮతʹղΛٻΊΔ͜ͱ͕Ͱ͖Δ.

͜ͷΑ͏ͳੑ࣭Λͭ࣋ P (x) ୯ಠͰͳ͘, .Ͱ͖Δ߹͕͋Δߏʹ౷తܥ ্ͷྫͷ߹, l ͷΛಈ͔͢͜ͱͰ,

Pl(x) ୡͷͳ͢Ϋϥε (=ଟมଟ߲ࣜܥͷ͋Δू߹ʣ͕ߏͰ͖Δ.

ܕۃγεςϜͰ, ·ͣ, MP ͕ޮతʹࢉܭͰ͖Δଟมଟ߲ࣜܥ P (x) ͷΫϥε Ccent Λ 1 .ఆ͢Δݻͭ

G(x) ∈ Ccent ͱ Fn
q ,Fm

q ্ͷΞϑΟϯಉ૾ࣸܕ S, T Λ߹ͨ͠ଟมଟ߲ࣜܥ F (x) = T ◦G(x) ◦ S Λτϥοϓυ
Ξ͖Ұํؔͱͯ͠ར༻͠Α͏ͱ͍͏ͷ͕, ܕۃγεςϜͷΞΠσΞͰ͋Δ. ͨͩ͠, F (x) τϥοϓυʹࡍ࣮͕

Ξ͖ҰํؔͱͳΔ͔Ͳ͏͔ Ccent ͷͱΓํʹґଘ͢Δ. ܕۃγεςϜͷݤੜ࣍ͷΑ͏ʹ͏ߦ.

1. G(x) ∈ Ccent ΛϥϯμϜʹબͿ.

2. Fn
q ,Fm

q ্ͷΞϑΟϯಉ૾ࣸܕ S, T ΛϥϯμϜʹબͿ.

3. F (x) = T ◦G(x) ◦ S ͱ͢Δ.

͜ͷͱ͖, ެ։ݤ F (x), ൿີݤ G(x), S, T ͱͳΔ. (࣮ફతʹ, S, T ΑΓ S−1, T−1 Λൿີݤͱͯ͠อͨ࣋͠

΄͏͕Α͍.) G(x) Λ (F (x) ͷʣத৺ࣸ૾ͱΑͿ. ܕۃγεςϜ҉߸ํࣜ, ॺ໊ํࣜͷߏʹ༻͍ΒΕΔ. ҉߸ํ

ࣜͷ҉߸Խɾ෮߸࣍ͷΑ͏ʹ͏ߦ.

҉߸Խ ฏจ M ∈ Fn
q ʹର͠, C = F (M) Λ͢ࢉܭΔ. C ͕҉߸จͱͳΔ.

෮߸ ҉߸จ C ∈ Fm
q ʹର͠, (1) B1 = T−1(C), (2) B2 = G−1(B1), (3) M ′ = S−1(B2) ͷॱʹ͢ࢉܭΔ. M ′ ͕ฏ

จͱҰக͢Δ.

෮߸͕ޭ͢ΔͨΊʹجຊతʹ, G(x) (͋Δ͍ F (x)ʣ͕୯ࣹͰ͋Δඞཁ͕͋Δ. গ݅͠Λ؇Ίͯ, ʮG(x) (͋

Δ͍ F (x)ʣͷ૾ٯͷཁૉ͕ͯ͢ࢉܭՄʯͱ͢Δ͜ͱͰ͖Δ. ͜ͷ߹, M ′ ͕ෳಘΒΕΔ͜ͱʹͳΔͷͰ,

ϋογϡͳͲΛ༻͍ͯฏจ M ͱҰக͢Δ M ′ Λಛఆ͢Δ. ॺ໊ํࣜͷ߹, ॺ໊ੜɾূݕ࣍ͷΑ͏ʹ͏ߦ.

ॺ໊ੜ ϝοηʔδ M ∈ Fm
q ʹର͠, (1) B1 = T−1(M), (2) B2 = G−1(B1), (3) σ = S−1(B2) ͷॱʹ͢ࢉܭΔ.

σ ͕ॺ໊ͱͳΔ.

ূݕ ॺ໊ σ ∈ Fn
q ʹର͠, M ′ = F (σ) Λ͢ࢉܭΔ. M = M ′ ͳΒॺ໊Λडཧ͠, ͦΕҎ֎ෆडཧͱ͢Δ.

ॺ໊ੜ͕͍ͭͰ࣮ߦͰ͖ΔͨΊʹ, ͲͷΑ͏ͳϝοηʔδ M ∈ Fm
q ʹରͯ͠, B2 = G−1(B1) ͷ͕ࢉܭͰ͖

Δ, ͢ͳΘͪ, G(x) (͋Δ͍ F (x)ʣ͕શࣹͰ͋Δඞཁ͕͋Δ.

ܕۃγεςϜΛ༻͍ͯߏ͞Εͨํࣜ, Ccent ͷબͼํʹԠͯ͡ํࣜͷ໊শ͕ܾ·Δ. ྫ͑, Ccent =

{Pl(x) | l ͷ q-ϋϛϯάॏΈ͕ 2} ͱͨ͠ܕۃγεςϜͷ҉߸ํ͕ࣜ, দຊ-ࠓҪํࣜͰ͋Δ. (q-ϋϛϯάॏΈͷ݅

, F (x), G(x) ͕ 2 (.ଟ߲͔ࣜΒͳΔ͜ͱΛอূ͢Δ࣍
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ܕۃγεςϜ͕҆શͰ͋ΔͨΊʹ, MP ͷղಡࠔੑ͕ඞཁͱͳΔ. ,ࡍ࣮ ҉߸ํࣜʹ͓͚Δ MP 

F (x) = C , ॺ໊ํࣜʹ͓͚ΔMP F (x) = M ,ղՄͰ͋ΔͳΒٻͰؒ࣌༰ڐ͕ ܕۃγεςϜͷ҆શ

ੑ่Εͯ͠·͏. ͜Εͱؔ࿈͢Δͷ͕, IPͷ֦ுͰ͋Δ EIPͰ͋Δ.

EIP ଟมଟ߲ࣜܥ F (x) = (f1(x), f2(x), . . . , fm(x)) ͕, Fn
q ,Fm

q ্ͷΞϑΟϯಉ૾ࣸܕ S, T ͱଟมଟ߲ࣜ

ͷ͋ΔΫϥεܥ C ʹଐ͢Δଟมଟ߲ࣜܥ G(x) ʹΑΓ, F (x) = T ◦G(x) ◦ S Ͱ༩͑ΒΕ͍ͯΔͱ͢Δ. ͜ͷ

ͱ͖, ղ F (x) = T ′ ◦G′(x)◦S′ Ͱ, S′, T ′  Fn
q ,Fm

q ্ͷΞϑΟϯಉ૾ࣸܕ, G′(x) ∈ C ͳΔͷΛ͚ͭݟΑ.

ܕۃγεςϜʹ͓͍ͯ, C = Ccent ͱͨ͠ͱ͖ͷ EIP ͕ղಡՄͰ͋ΔͳΒ, ղ F (x) = T ′ ◦ G′(x) ◦ S′

Λ༻͍ͯ, ରԠ͢ΔMP༰қʹղಡՄͱͳΔ. EIPͷղಡࠔੑ, Ϋϥε C ͷબͼํʹґଘ͓ͯ͠Γ,

C = Ccent Ͱ͋ΔͳΒ, ͦͷํࣜʹԠͯ͡ݸʑʹղੳ͞ΕΔඞཁ͕͋Δ.

4.2.2 Simple field๏ͱ big field๏

த৺ࣸ૾ G(x)  ެ։ݤ F (x) ཧతʹҰൠ࣍ͷଟมଟ߲͕ࣜར༻Ͱ͖Δ͕, ࣮ફతʹΑ͘ 2 ଟ߲ࣜ࣍

͕ར༻͞ΕΔ. ͜ΕݤΛ͑ΔͨΊͰ͋Δ. ͜͜Ͱ, 2 ଟ߲͔ࣜΒͳΔத৺ࣸ૾࣍ (͓Αͼެ։ݤʣΛར༻ͨ͠ଟ

มެ։҉ݤ߸ͷํࣜΛ 2 ͭհ͢Δ. ܕۃγεςϜͷදతͳߏ๏ͱͯ͠, simple field๏ͱ big field๏͕͋Δ.

Simple field๏த৺ࣸ૾ͷߏʹ Fq Ҏ֎ͷ༗ݶମར༻͠ͳ͍. Ұํ, big field๏த৺ࣸ૾ͷߏʹ Fq ͷ n ࣍

֦େମ Fqn Λར༻͢Δ. Simple field๏ͷදͱͯ͠ॺ໊ํࣜ UOV, big field๏ͷදͱͯ͠ॺ໊ํࣜ HFE−v ʹ͍ͭ

ͯઆ໌͢Δ.

4.2.2.1 ॺ໊ํࣜ UOV

UOV [24] ͷத৺ࣸ૾ 2 ,ଟ߲ࣜͰ͋Δ͕࣍ มͷҰ෦ʹೖΛ͜͏ߦͱͰ, ܭ૾ࣸٯͷ૾ࣸܗΛઢࢉܭ૾ࣸٯ

.ணͤ͞Δ͜ͱ͕Ͱ͖Δؼʹࢉ UOVʹରͯ͠, க໋తͳܸ߈ࠓͷͱ͜Ζใ͞ࠂΕ͍ͯͳ͍. ୠ͠, ҆શੑΛྀ͢ߟΔ

ͱ, ॺ໊Λϝοηʔδͷ 3 ഒҎ্ʹ͢Δඞཁ͕͋Δ.

v, oΛਖ਼ͷͱ͠, m = o, n = v+oͱ͢Δ. G(x)ܥଟ߲͔ࣜΒͳΔଟมଟ߲ࣜ࣍2 = (g1(x),g2(x),. . . ,gm(x))

Λ࣍ͷܗͰ༩͑Δ.

gk(x) =
∑

1≤i≤v
v+1≤j≤n

α(k)
i,j xixj +

∑

1≤i≤j≤v
β(k)
i,j xixj +

∑

1≤i≤n
γ(k)i xi + η(k) (k = 1, 2, . . . ,m).

͜͜Ͱ, α(k)
i,j ,β

(k)
i,j , γ

(k)
i , η(k) ∈ Fq Ͱ͋Δ. G(x) ૾ࣸٯΛޮతʹ͢ࢉܭΔ͜ͱ͕Ͱ͖Δ. ۩ମతʹ, ҙͷ

c = (c1, c2, . . . , cm) ∈ Fm
q ʹର͠, G−1(c) (ͷҰͭʣ͕ҎԼͷΑ͏ʹࢉܭͰ͖Δ.

1. b1, b2, . . . , bv ∈ Fq ΛϥϯμϜʹͱΔ.

2. g1(x), g2(x), . . . , gm(x) ʹ x1 = b1, x2 = b2, . . . , xv = bv Λೖ͠, xv+1, xv+2, . . . , xn ʹؔ͢Δ 1 ͷଟ߲ࣜ࣍

ܥ ḡ1(xv+1, xv+2, . . . , xn), . . . , ḡm(xv+1, xv+2, . . . , xn) ΛಘΔ. 1 ఔࣜํ࣍

⎧
⎪⎨

⎪⎩

ḡ1(xv+1, xv+2, . . . , xn) = c1
...

ḡm(xv+1, xv+2, . . . , xn) = cm

ͷղΛ Gaussͷফڈ๏ͳͲͰ͠ࢉܭ, ͦΕΛ bv+1, bv+2, . . . , bn ͱ͓͘. ͠ղ͕ͳ͚Ε 1ʹΔ.

3. (b1, b2, . . . , bn) Λฦ͢.
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α(k)
i,j ,β

(k)
i,j , γ

(k)
i , η(k) ∈ Fq Λಈ͔ͯ͠Ͱ͖Δ G(x) ͷू߹Λ CUOV ͱͨ͠ͱ͖, Ccent = CUOV ͱͯ͠ߏ͞ΕΔܕۃ

γεςϜͷॺ໊ํࣜΛ UOVͱݺͿ. ୠ͠, ΞϑΟϯಉ૾ࣸܕ T  UOVͷ҆શੑʹ͠ݙߩͳ͍ͷͰ, ௨ৗ T Λ߃

ࣸ૾ͰબͿ. (UOVͷଟԽͰ͋Δ Rainbowʹରͯ͠, Ұൠͷ T ͕ඞཁͰ͋Δ.)

ੜݤ

1. G(x) ∈ CUOV ΛϥϯμϜʹબͿ.

2. Fn
q ্ͷΞϑΟϯಉ૾ࣸܕ S ΛϥϯμϜʹબͿ.

3. F (x) = G(x) ◦ S ͱ͢Δ.

ެ։ݤ F (x), ൿີݤ G(x), S Ͱ͋Δ.

ॺ໊ੜ

1. ϝοηʔδ M ∈ Fm
q ʹର͠, ্Ͱઆ໌ͨ͠ํ๏Ͱ G−1(c) ͷཁૉͷ̍ͭ b ∈ Fn

q ΛٻΊΔ.

2. σ = S−1(b).

ূݕ

1. ॺ໊ σ ∈ Fn
q ʹର͠, M ′ = F (σ) Λ͢ࢉܭΔ. M = M ′ ͳΒॺ໊Λडཧ͠, ͦΕҎ֎ෆडཧͱ͢Δ.

4.2.2.2 ॺ໊ํࣜ HFE−v

HFE−v [30] , ҉߸ํࣜ HFE [30] ͷ҆શੑΛڧԽͭͭ͠ॺ໊ํࣜʹมͨ͠ܗͷͰ͋Δ. HFE , Kipnis ͱ

ShamirʹΑͬͯղಡ͞Εͨ [26] ͕, HFE−v ʹରͯ͠, க໋తͳܸ߈ࠓͷͱ͜Ζใ͞ࠂΕ͍ͯͳ͍. ·ͣ, ҉߸ํ

ࣜ HFE ʹ͍ͭͯ؆୯ʹड़Δ. HFE দຊ-ࠓҪํࣜͷ֦ுํࣜͱͯ͠ఏҊ͞ΕͨͷͰ͋Δ. Fq ͷ n େମ֦࣍

K = Fqn ΛͱΓ, Fq-ઢܗಉ૾ࣸܕ φ : Fn
q → K Λݻఆ͢Δ. D Λਖ਼ͷͱͯ͠, K ্ͷ 1 มଟ߲ࣜ

G(X) =
qi+qj≤D∑

0≤i≤j
αi,jX

qi+qj +
qi≤D∑

0≤i
βiX

qi + γ (αi,j ,βi, γ ∈ K)

ΛͱΔ. (HFEଟ߲ࣜͱݺΕΔ.) ͜ͷͱ͖, ଟมଟ߲ࣜࣸ૾ G : Fn
q → Fn

q Λ G = φ−1 ◦ G ◦ φ ͱఆΊΔͱ, ରԠ

͢Δଟมଟ߲ࣜܥ G(x) ͷͯ͢ 2 .ଟ߲ࣜͱͳΔ࣍ αi,j ,βi, γ ∈ K Λಈ͔ͯ͠Ͱ͖Δ G(x) ͷू߹Λ CHFE

ͱͨ͠ͱ͖, Ccent = CHFE ͱͯ͠ߏ͞ΕΔܕۃγεςϜͷ҉߸ํࣜΛ HFEͱݺͿ. G(x) ʹΑΔ c ∈ Fn
q ͷࣸٯ

.ΘΕΔߦʹҎԼͷΑ͏ࢉܭ૾

1. B = φ(c) ∈ K Λ͢ࢉܭΔ.

2. A = G−1(B) Λ Cantor-ZassenhausΞϧΰϦζϜͳͲΛ༻͍ͯ͢ࢉܭΔ.

3. φ−1(A) Λ͢ࢉܭΔ.

2ͷࢉܭΛޮతʹ࣮͢ߦΔͨΊʹ D Λ͋Δఔখ͘͞ͱΔඞཁ͕͋Δ.

,ʹ࣍ HFE−v ʹ͍ͭͯઆ໌͢Δ. ਖ਼ͷ a ͱ v Λݻఆ͢Δ. ·ͣ, G(X) ࣍ͷΑ͏ʹม͞ߋΕΔ.

G(X) =
qi+qj≤D∑

0≤i≤j
αi,jX

qi+qj +
qi≤D∑

0≤i
βi(xn+1, xn+2, . . . , xn+v)X

qi + γ(xn+1, xn+2, . . . , xn+v) (αi,j ∈ K). (4.3)

͜͜Ͱ, βi(xn+1, xn+2, . . . , xn+v), γ(xn+1, xn+2, . . . , xn+v) ڞʹ F v
q ͔Β K(≃ Fn

q ) ͷଟ߲ࣜࣸ૾Ͱ͋Γ,

βi(xn+1, xn+2, . . . , xn+v)  1 ,ଟ߲ࣜࣸ૾࣍ γ(xn+1, xn+2, . . . , xn+v)  2 .ଟ߲ࣜࣸ૾Ͱ͋Δ࣍ ଟมଟ߲ࣜ
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ܥ G(x) , ଟมଟ߲ࣜࣸ૾ G = φ−1 ◦ G ◦ (φ × idv) : Fn+v
q → Fn

q ʹΑΓఆΊΔ. αi,j ∈ K ͱଟ߲ࣜࣸ૾

βi(xn+1, xn+2, . . . , xn+v), γ(xn+1, xn+2, . . . , xn+v) Λಈ͔ͯ͠Ͱ͖Δ G(x) ͷू߹Λ CHFE−
v
ͱఆΊΔ. ,ຊతʹج

͜ΕΛ Ccent = CHFE−
v
ͱͯ͠ߏ͞ΕΔܕۃγεςϜΛ͑ߟΔͷͰ͋Δ͕, ܕۃγεςϜएׯม͢ߋΔ. S 

Fn+v
q ্ͷΞϑΟϯಉ૾ࣸܕͷ··ͰΑ͍͕, T  Fn

q ͔Β Fn−a
q ͷ࠷େϥϯΫͷΞϑΟϯࣸ૾ͱม͢ߋΔ. ެ։ݤ

௨ৗͷܕۃγεςϜͱಉ͡Α͏ʹ, F (x) = T ◦G(x) ◦ S ͱఆΊΔ. Αͬͯ, F  Fn+v
q ͔Β Fn−a

q ͷଟมଟ

߲ࣜࣸ૾ͱͳΔ.

ੜݤ

1. G(x) ∈ CHFE−
v
ΛϥϯμϜʹબͿ.

2. Fn+v
q ্ͷΞϑΟϯಉ૾ࣸܕ S ͱ, େϥϯΫͷΞϑΟϯࣸ૾࠷ T : Fn

q → Fn−a
q ΛϥϯμϜʹબͿ.

3. F (x) = T ◦G(x) ◦ S ͱ͢Δ.

ެ։ݤ F (x), ൿີݤ G(x), S, T Ͱ͋Δ.

ॺ໊ੜ

1. ϝοηʔδ M ∈ Fn−a
q ʹର͠, c = T−1(M) ∈ Fn

q (ͷ 1 ͭʣΛ͢ࢉܭΔ.

2. B = φ(c) ∈ K Λ͢ࢉܭΔ.

3. b ∈ F v
q ΛϥϯμϜʹબͼ, A = G−1(B∥b) Λ Cantor-Zassenhaus ΞϧΰϦζϜͳͲΛ༻͍ͯ͢ࢉܭΔ.

G−1(B∥b) ͕ଘ͠ࡏͳ͍߹, 1ʹΔ.

4. e = φ−1(A) Λ͢ࢉܭΔ.

5. σ = S−1(e) Λ͢ࢉܭΔ.

ূݕ

1. ॺ໊ σ ∈ Fn+v
q ʹର͠, M ′ = F (σ) Λ͢ࢉܭΔ. M = M ′ ͳΒॺ໊Λडཧ͠, ͦΕҎ֎ෆडཧͱ͢Δ.

HFE−v ͷެ։͔ݤΒಘΒΕΔଟมଟ߲ࣜܥ, Ұൠʹਖ਼ଇʹͳΒͣ, ʹؔ͢ΔҎԼͷධՁ͕࣍খ߱Լ࠷

ΒΕ͍ͯΔ [13].

dFF ≤
{

(q−1)·(r−1+a+v)
2 + 2 qɿۮ ͔ͭ r + aɿح,

(q−1)·(r+a+v)
2 + 2 ͦͷଞ.

͜͜Ͱ, r = ⌊logq(D − 1)⌋+ 1 Ͱ͋Δ. Gröbnerجఈܸ߈ͷྔࢉܭ (4.2) Ͱ͋ΔͨΊ, dFF ͷ͕ͳΔ͘େ͖͘ͳ

ΔΑ͏ύϥϝʔλΛબ͢Δඞཁ͕͋Δ.

4.3 ۩ମతͳ҉߸ํࣜ

ଟมެ։҉ݤ߸ͷ۩ମతͳํࣜͱͯ͠, Rainbow [9], Gui [8], MQDSS [7] ͷ 3 ͭͷॺ໊ํࣜʹ͍ͭͯઆ໌͢Δ.

͜ΕΒ͍ͣΕ NIST PQC ඪ४ԽϓϩδΣΫτʹ͞ߘΕ͍ͯΔ. ͜ͷଞ, NIST PQC ඪ४ԽϓϩδΣΫτʹ

,Εͨͷͱͯ͠͞ߘ HiMQ-3 [39], LUOV [3], GeMSS [5], DualModeMS [18] (͍ͣΕॺ໊ํࣜʣͳͲ͕͋Δ͕,

HiMQ-3, LUOV Rainbow (͋Δ͍ UOVʣʹߏ͕ۙ͘, GeMSS, DualModeMS Guiͱಉ͡ HFE−v Λϕʔε

ͱͨ͠ํࣜͰ͋ΔͨΊ, දͯ͠ Rainbow, Gui, MQDSSͷ 3 ͭΛઆ໌͢Δ͜ͱͱͨ͠.

NIST PQC ඪ४ԽϓϩδΣΫτ Round1ͷࢿྉΛجʹ, ҆શੑύϥϝʔλهड़͍ͯ͠Δ. ҆શੑϨϕϧ͕ k Ϗο

τͰ͋Δͱ, k ϏοτݤΛͭ࣋ϒϩοΫ҉߸ͷݤ୳ࡧͱಉͷ҆શੑΛ͍ͯͬ࣋Δ͜ͱΛҙຯ͢Δ.
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ද 4.1 ຊઅͰѻ͏ओཁͳଟมଟ߲ࣜʹ҉ͮ͘ج߸ٕज़

จݙ ҉߸Խ ަݤ ॺ໊

Rainbow [12, 9] ˓

Gui [33, 8] ˓

MQDSS [6, 7] ˓

4.3.1 Rainbow

4.3.1.1 Rainbowͷ֓ཁ

ॺ໊ํࣜ Rainbow [12] , ܕۃγεςϜΛ༻͍͓ͯΓ, ॺ໊ํࣜ UOV [24] ΛଟԽͨ͠ߏΛ͍ͯͬ࣋Δ. UOV

ΛଟԽ͢Δ͜ͱʹΑΓ, UOVΑΓ͍ॺ໊͕࣮ݱͰ͖Δ.

ਖ਼ͷ t, v1, o1, o2, . . . , ot ʹର͠, vi+1 = vi + oi ʹΑΓ, v2, v3, . . . , vt+1 ΛؼೲతʹఆΊΔ. ·ͨ, i = 1, 2, . . . , t

ʹର͠, Si = {1, 2, . . . , vi}, Oi = {vi + 1, vi + 2, . . . , vi+1} ͱ͓͘. Si ͷݸ vi Ͱ, Oi ͷݸ oi Ͱ͋Δ. ม

ͷݸΛ n = vt+1, ࣜΛ m = n− v1 ͱ͢Δଟมଟ߲ࣜܥ G(x) = (gv1+1(x), gv1+2(x), . . . , gn(x)) Λ࣍ͷܗͰ༩

͑Δ.

gk(x1, . . . , xn) =
∑

i∈Oh,j∈Sh

α(k)
i,j xixj +

∑

i,j∈Sh, i≤j
β(k)
i,j xixj +

∑

i∈Sh+1

γ(k)i xi + η(k) (k = v1+1, . . . , n).

ୠ͠, h  k ͕ଐ͢Δ൪߸, ͢ͳΘͪ, “k ∈ Oh” Ͱఆ·Δ 1 ≤ h ≤ t Ͱ͋Δ. α(k)
i,j ,β

(k)
i,j , γ

(k)
i , η(k) ∈ Fq Λಈ͔

ͯ͠Ͱ͖Δ G(x) ͷू߹Λ CRainbow ͱఆΊ, ͜ΕΛ Rainbowͷத৺ࣸ૾ͷΫϥεͱ͢Δ. Rainbowʹඞཁͳύϥϝʔ

λ, ༗ݶମͷҐ q, ͓Αͼ, t, v1, o1, o2, . . . , ot Ͱ͋Δ. H : {0, 1}∗ → Fm
q Λ҉߸ֶతϋογϡؔͱ͢Δ.

ੜݤ

1. G(x) ∈ CRainbow ΛϥϯμϜʹબͿ.

2. Fn
q ,Fm

q ্ͷΞϑΟϯಉ૾ࣸܕ S, T ΛϥϯμϜʹબͿ.

3. S−1, T−1 Λ͢ࢉܭΔ.

4. F (x) = T ◦G(x) ◦ S.

ެ։ݤ F (x), ൿີݤ G(x), S−1, T−1 Ͱ͋Δ. ,ʹ࣍ ॺ໊ੜͰ͋Δ. ϝοηʔδΛ M ∈ {0, 1}∗ ͱ͢Δ.

ॺ໊ੜ

1. h← H(M).

2. c = (cv1+1, . . . , cn)← T−1(h).

3. b1, b2, . . . , bv1 ∈ Fq ΛϥϯμϜʹͱΔ.

4. h = 1, 2, . . . , t ʹର͠, ҎԼΛ࣮ߦɿ

gvh+1(x), . . . , gvh+1(x) ʹ x1 = b1, x2 = b2, . . . , xvh = bvh Λೖ͠, xvh+1, . . . , xvh+1 ʹؔ͢Δ 1 ͷଟ࣍

ܥ߲ࣜ ḡvh+1(xvh+1, . . . , xvh+1), . . . , ḡvh+1(xvh+1, . . . , xvh+1) ΛಘΔ. 1 ఔࣜํ࣍

⎧
⎪⎨

⎪⎩

ḡvh+1(xvh+1, . . . , xvh+1) = cvh+1
...

ḡvh+1(xvh+1, . . . , xvh+1) = cvh+1
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ͷղΛ Gaussͷফڈ๏ͳͲͰ͠ࢉܭ, ͦΕΛ bvh+1, . . . , bvh+1 ͱ͓͘. ͠ղ͕ͳ͚Ε 3ʹΔ.

5. b← (b1, . . . , bn).

6. σ ← S−1(b).

σ ͕ॺ໊ͱͳΔ. .Ͱ͋Δূݕʹޙ࠷

ূݕ

1. h← H(M).

2. h′ ← F (σ).

3. h == h′ Λฦ͢.

,ऀূݕ h = h′ ͷͱ͖, ॺ໊Λडཧ͠, ͦΕҎ֎ෆडཧͱ͢Δ.

4.3.1.2 Rainbowͷύϥϝʔλબ

Rainbow ࣗମ,  t Λࣗ༝ʹઃఆͰ͖Δ͕, NIST PQC ඪ४ԽϓϩδΣΫτ Round1 ͷࢿྉ [9] Ͱ, 2 

(t = 2) ͷ Rainbow͕ఏҊ͞Ε͍ͯΔ. 2 ͷ Rainbowͷઃܭʹඞཁͳύϥϝʔλ, ༗ݶମͷҐ q, ͷαΠζΛ

ܾΊΔύϥϝʔλ v1, o1, o2 Ͱ͋Δ. [9] Ͱ, ҎԼͷΑ͏ʹύϥϝʔλʹؔ͢Δσʔλ͕ࣔ͞Ε͍ͯΔ.

(q, v1, o1, o2) ҆શੑϨϕϧ ެ։ݤ ൿີݤ ॺ໊

(16, 32, 32, 32) 128 bits 148.5 kB 97.9 kB 512 bits

(31, 36, 28, 28) 128 bits 148.3 kB 103.7 kB 624 bits

(256, 40, 24, 24) 128 bits 187.7 kB 140.0 kB 832 bits

(31, 64, 32, 48) 192 bits 512.1 kB 371.4 kB 896 bits

(256, 68, 36, 36) 192 bits 703.9 kB 525.2 kB 1, 248 bits

(256, 92, 48, 48) 256 bits 1, 683.3 kB 1, 244.4 kB 1, 632 bits

[9] Ͱ, ެ։ݤ F (x) ͱϝοηʔδ M ͔Β࡞ΒΕΔMQʹର͢Δܸ߈ͱ Rainbowʹର͢Δ EIPʹର͢Δ

ܸ߈ (UOVܸ߈ [25], MinRankܸ߈ [21], HighRankܸ߈ [21], Rainbow-Band-Separationܸ߈ [14]ʣʹ͍ͭͯղੳ

͞Ε, .ΒΕ͍ͯΔੵݟͷύϥϝʔλ͕ه্

4.3.2 Gui

4.3.2.1 Guiͷ֓ཁ

ॺ໊ํࣜ Gui [33] , ܕۃγεςϜΛ༻͍͓ͯΓ, HFE−v Λجຊߏͱͯ͠ߏ͞Ε͍ͯΔ. Guiͷத৺ࣸ૾ͷΫ

ϥε, § 4.2.2.2ͷ CHFE−
v
ͰͱΔ. GuiͰ, ༗ݶମ F2 (q = 2) .ఆ͞Ε͍ͯΔݻʹ Guiʹඞཁͳύϥϝʔλ, ֦

େ࣍ n, ΕΔݱʹ(4.3) D ͱ v, m ͷαΠζΛܾΊΔ a, ͓Αͼ, ॺ໊ੜͰத৺ࣸ૾ͷࢉܭ૾ࣸٯͷճΛܾΊΔ k

Ͱ͋Δ. H : {0, 1}∗ → Fn−a
q Λ҉߸ֶతϋογϡؔͱ͢Δ.

ੜݤ

1. G(x) ∈ CHFE−
v
ΛϥϯμϜʹબͿ.

2. Fn+v
q ,Fn

q ্ͷΞϑΟϯಉ૾ࣸܕ S, T ΛϥϯμϜʹબͿ.

3. S−1, T−1 Λ͢ࢉܭΔ.

4. F (x) = Projn−a ◦ T ◦G(x) ◦ S. (Projn−a : Fn
q → Fn−a

q , ॳͷ࠷ n− a ͷࣹӨΛද͢.)
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ެ։ݤ F (x), ൿີݤ G(x), S−1, T−1 Ͱ͋Δ. ,ʹ࣍ ॺ໊ੜͰ͋Δ. ϝοηʔδΛ M ∈ {0, 1}∗ ͱ͢Δ.

ॺ໊ੜ

1. l← ⌈k · log2q · (n− a)/|H|⌉ (|H| , H ͷग़ྗΛද͢).

2. h̃← H(M)∥H(H(M))∥ · · · ∥Hl(M) (Hl , H ͷ l ճ߹Λද͢).

3. S0 ← 0n−a.

4. i = 1, 2, . . . , k ʹର͠, ҎԼΛ࣮ߦɿ

4-1 (h̃(i−1)log2q·(n−a)+1∥ · · · , ∥h̃ilog2q·(n−a)) Λ Fn−a
q ͷݩʹมͨ͠ͷΛ di ͱ͓͘.

4-2 F−1(di ⊕ Si−1) ͷ 1 ͭ e = (e1, . . . , en+v) Λ § .ΊΔٻͯͬΞϧΰϦζϜΛͨ͠ࡌهʹ4.2.2.2

4-3 Si ← (e1, . . . , en−a), Xi ← (en−a+1, . . . , en+v).

5. σ ← (Sk∥Xk∥ · · · ∥X1).

σ ͕ॺ໊ͱͳΔ. .Ͱ͋Δূݕʹޙ࠷

ূݕ

1. l← ⌈k · log2q · (n− a)/|H|⌉.
2. h̃← H(M)∥H(H(M))∥ · · · ∥Hl(M).

3. i = 1, 2, . . . , k ʹର͠, ҎԼΛ࣮ߦɿ

3-1 (h̃(i−1)log2q·(n−a)+1∥ · · · , ∥h̃ilog2q·(n−a)) Λ Fn−a
q ͷݩʹมͨ͠ͷΛ di ͱ͓͘.

4. i = k − 1, . . . , 0 ʹର͠, ҎԼΛ࣮ߦɿ

4-1 Si ← F (Si+1∥Xi+1)⊕ di+1.

5. S0 == 0n−a Λฦ͢.

,ऀূݕ S0 = 0n−a ͷͱ͖, ॺ໊Λडཧ͠, ͦΕҎ֎ෆडཧͱ͢Δ.

4.3.2.2 Guiͷύϥϝʔλબ

NIST PQC ඪ४ԽϓϩδΣΫτ Round1ͷࢿྉ [8] Ͱ, ҎԼͷΑ͏ʹύϥϝʔλʹؔ͢Δ 3 ͭͷσʔλ͕ࣔ͞Ε

͍ͯΔ.

໊শ (n,D, a, v, k) ҆શੑϨϕϧ ެ։ݤ ൿີݤ ॺ໊

Gui-184 (184, 33, 16, 16, 2) 128 bits 416.3 kB 19.1 kB 360 bits

Gui-312 (312, 129, 24, 20, 2) 192 bits 1, 955.1 kB 59.3 kB 504 bits

Gui-448 (448, 513, 32, 28, 2) 256 bits 5, 789.2 kB 155.9 kB 664 bits

[8] Ͱ, ެ։ݤ F (x) ͱϝοηʔδ M ͔Β࡞ΒΕΔMQʹର͢Δܸ߈ͱࣝผܸ߈ [32], Guiʹର͢Δ EIP

ʹର͢Δܸ߈ (Kipnis-Shamirܸ߈ [26]ʣʹ͍ͭͯղੳ͞Ε, .ΒΕ͍ͯΔੵݟͷύϥϝʔλ͕ه্

4.3.3 MQDSS

4.3.3.1 MQDSSͷ֓ཁ

MQDSS [6] , ιχʔࣜגձࣾͷ࡞ຊ, നҪ, ඉʹΑΓఏҊ͞Εͨ 5-passͷೝূํࣜ [35] ʹର͠, Fiat-Shamirม

.Λద༻ͨ͠ͷͰ͋Δ ಛʹ, ܕۃγεςϜͰߏ͞Ε͓ͯΒͣ, ߏରͱͳΔMQʹτϥοϓυΞͷܸ߈

ೖ͍ͬͯͳ͍. ͢ͳΘͪ, MQҰൠతͱͳΓ, τϥοϓυΞʹΑΔ੬ऑੑͳ͍. ,ࡍ࣮ MQͷ average
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caseͰͷղಡࠔੑΛԾఆ͢Δͱ, ϥϯμϜΦϥΫϧϞσϧͷԼ, MQDSS EUF-CMA҆શͰ͋Δ͜ͱ͕ࣔ͞Εͯ

͍Δ [6]. ͜ͷ 5-passͷೝূํࣜ (͓Αͼ, MQDSSʣΛهड़͢ΔͨΊʹ, ίϛοτϝϯτ Com Λ 1 ͭ༻ҙ͢Δ. (ί

ϛοτϝϯτʹ͍ͭͯ, [22] Λࢀরͷ͜ͱ.) 5-passͷೝূํࣜͷݤੜ࣍ͷΑ͏ʹ͏ߦ.

1. Fq ্ͷଟ߲ࣜܥ F (x) = (f1(x), . . . , fm(x)) Ͱ, ͯ͢ͷ fi(x) ͕ 2 ,ଟมଟ߲ࣜͰ࣍ ͔ͭఆ߲Λͨ࣋ͳ

͍ͷΛϥϯμϜʹߏ͢Δ. (ࣸ૾ͱͯ͠, F : Fn
q → Fm

q ͱͳΔ.)

2. s ∈ Fn
q ΛϥϯμϜʹબͿ.

3. v = F (s) ∈ Fm
q Λ͢ࢉܭΔ.

͜ͷͱ͖, s Λൿີݤͱ͠, (F (x),v) Λެ։ݤͱ͢Δ. ·ͨ, ଟมଟ߲ࣜࣸ૾ G : F 2n
q → Fm

q Λ

G(x,y) = F (x+ y)?F (x)?F (y) (4.4)

Ͱఆٛ͢Δ. G(x,y) Ұ૾ࣸ࣍Ͱ͋Γ, ެ։ݤ F (x) ͔Β୭Ͱ࡞Δ͜ͱ͕Ͱ͖Δ. ೝূ࣍ͷΑ͏ʹ࣮͞ߦΕΔ.

ূ໌ऀ ((F (x),v), s) ऀূݕ (F (x),v)

r0, t0 ∈ Fn
q , e0 ∈ Fm

q ΛϥϯμϜʹબͿ.

r1 ← s− r0

c0 ← Com(r0, t0, e0)

c1 ← Com(r1, G(t0, r1) + e0) (c0,c1)−−−−→
α ∈ Fq ΛϥϯμϜʹબͿ.α←−−−−

t1 ← αr0 − t0

e1 ← αF (r0)− e0 (t1,e1)−−−−→
Ch ∈ {0, 1} ΛϥϯμϜʹબͿ.Ch←−−−−

Ch = 0 ͳΒ, Rsp← r0

Ch = 1 ͳΒ, Rsp← r1 Rsp−−−−−→
Ch = 0 ͳΒ, Rsp = r0 ͱݟͳ͠, .ΛνΣοΫ࣍

c0
?
= Com(r0,αr0 − t1,αF (r0)− e1)

Ch = 1 ͳΒ, Rsp = r1 ͱݟͳ͠, .ΛνΣοΫ࣍

c1
?
= Com(r1,α(v − F (r1))−G(t1, r1)− e1)

“
?
= ” ͷ͕ࣜΓཱͭͳΒ 1 Λ, ͦ͏Ͱͳ͚Ε 0 Λऀূݕग़ྗ͢Δ. ͜ͷೝূʹ͓͍ͯ, ෆਖ਼ূ໌ऀ͕౸ୡ

Ͱ͖Δ େͷʣޭ֬࠷) 1
2 + 1

2q ͱͳΔ.

MQDSS ͷݤੜ, ॺ໊ੜ, .ड़͢ΔهΞϧΰϦζϜΛূݕ MQDSS ͷઃܭʹඞཁͳύϥϝʔλ, ༗ݶମ

ͷҐ q, มͷݸ (͓Αͼࣜʣn, ϥϯυ r ͷ 3 ͭͰ͋Δ. ҉߸ֶతϋογϡؔΛ 3 ͭ༻ҙ͢Δɿ

H : {0, 1}∗ → {0, 1}k (k ҆શੑύϥϝʔλ), H1 : {0, 1}∗ → F r
q , H2 : {0, 1}∗ → {0, 1}r.

ੜݤ 5-passͷೝূํࣜͷͦΕͱجຊతʹಉ͡Ͱ͋Δ͕, m = n ͱ͢Δʹҙ͢Δ.

ੜݤ

1. Fq ্ͷଟ߲ࣜܥ F (x) = (f1(x), . . . , fn(x)) Ͱ, ͯ͢ͷ fi(x) ͕ 2 ,ଟมଟ߲ࣜͰ࣍ ͔ͭఆ߲Λͨ࣋ͳ͍

ͷΛϥϯμϜʹߏ͢Δ. (ࣸ૾ͱͯ͠, F : Fn
q → Fn

q ͱͳΔ.)

2. s ∈ Fn
q ΛϥϯμϜʹબͿ.

3. v = F (s) ∈ Fn
q Λ͢ࢉܭΔ.

pk = (F (x),v), sk = s ͕ͦΕͧΕެ։ݤ, ൿີݤͱͳΔ. ,ʹ࣍ ॺ໊ੜͰ͋Δ. ϝοηʔδΛ M ∈ {0, 1}∗ ͱ͢Δ.
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ॺ໊ੜ

1. R← H(sk∥M).

2. D ← H(pk∥R∥M).

3. r(1)0 , . . . , r(r)0 , t(1)0 , . . . , t(r)0 , e(1)0 , . . . , e(r)0 ∈ Fn
q ΛϥϯμϜʹબͿ.

4. j = 1, 2, . . . , r ʹର͠, ҎԼΛ࣮ߦɿ

4-1 r(j)1 ← s− r(j)0 .

4-2 c(j)0 ← Com(r(j)0 , t(j)0 , e(j)0 ).

4-3 c(j)1 ← Com(r(j)1 , G(t(j)0 , r(j)1 ) + e(j)0 ). (G  (4.4)Ͱఆٛ͞ΕΔҰ૾ࣸ࣍ʣ

4-4 com(j) := (c(j)0 , c(j)1 ).

5. σ0 ← H(com(1)∥com(2)∥ · · · ∥com(r)).

6. ch1 = (α(1), . . . ,α(r))← H1(D,σ0) ∈ F r
q .

7. j = 1, 2, . . . , r ʹର͠, ҎԼΛ࣮ߦɿ

7-1 t(j)1 ← α(j)r(j)0 − t(j)0 , e(j)1 ← α(j)F (r(j)0 )− e(j)0 .

7-2 resp(j)1 := (t(j)1 , e(j)1 ).

8. σ1 ← (resp(1)1 ∥resp
(2)
1 ∥ · · · ∥resp

(r)
1 ).

9. ch2 = (b(1), . . . , b(r))← H2(D,σ0, ch1,σ1) ∈ {0, 1}r.
10. j = 1, 2, . . . , r ʹର͠, ҎԼΛ࣮ߦɿ

10-1 resp(j)2 ← r(j)
b(j)

.

11. σ2 ← (resp(1)2 ∥resp
(2)
2 ∥ · · · ∥resp

(r)
2 ∥c

(1)
1−b(1)∥c

(2)
1−b(2)∥ · · · ∥c

(r)
1−b(r)).

σ = (R,σ0,σ1,σ2) ͕ॺ໊ͱͳΔ. ,ʹޙ࠷ .Ͱ͋Δূݕ

ূݕ

1. D ← H(pk∥R∥M).

2. ch1 = (α(1), . . . ,α(r))← H1(D,σ0) ∈ F r
q .

3. ch2 = (b(1), . . . , b(r))← H2(D,σ0, ch1,σ1) ∈ {0, 1}r.
4. σ1 Λ σ1 = (resp(1)1 ∥resp

(2)
1 ∥ · · · ∥resp

(r)
1 ) ͳΔ࿈݁ͱݟͳ͢.

5. σ2 Λ σ2 = (resp(1)2 ∥resp
(2)
2 ∥ · · · ∥resp

(r)
2 ∥c

(1)
1−b(1)∥c

(2)
1−b(2)∥ · · · ∥c

(r)
1−b(r)) ͳΔ࿈݁ͱݟͳ͢.

6. j = 1, 2, . . . , r ʹର͠, ҎԼΛ࣮ߦɿ

6-1 resp(j)1 Λ resp(j)1 = (t(j)1 , e(j)1 ) ͱݟͳ͢.

6-2 b(j) = 0 ͳΒ, r(j)0 := resp(j)2 , c(j)0 ← Com(r(j)0 ,α(j)r(j)0 − t(j)1 ,α(j)F (r(j)0 )− e(j)1 ).

ͦ͏Ͱͳ͚Ε, r(j)1 := resp(j)2 , c(j)1 ← Com(r(j)1 ,α(j)(v − F (r(j)1 ))−G(t(j)1 , r(j)1 )− e(j)1 ).

6-3 com(j) := (c(j)0 , c(j)1 ).

7. σ′0 ← H(com(1)∥com(2)∥ · · · ∥com(r)).

8. σ′0 == σ0 Λฦ͢.

,ऀূݕ σ′0 = σ0 ͷͱ͖, ॺ໊Λडཧ͠, ͦΕҎ֎ෆडཧͱ͢Δ.

4.3.3.2 MQDSSͷύϥϝʔλબ

NIST PQC ඪ४ԽϓϩδΣΫτ Round1ͷࢿྉ [7] Ͱ, ҎԼͷΑ͏ʹύϥϝʔλʹؔ͢Δ 2 ͭͷσʔλ͕ࣔ͞Ε

͍ͯΔ.
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໊শ (q, n, r) ҆શੑϨϕϧ (= k/2) ެ։ݤ ൿີݤ ॺ໊

MQDSS-31-48 (31, 48, 269) 128 bits 62 B 32 B 32882 B

MQDSS-31-64 (31, 64, 403) 192 bits 88 B 48 B 67800 B

͜ͷύϥϝʔλ, ,ͱܸ߈Ͱ͋ΔϋΠϒϦουܸ߈ΑΔʹػࢉܭయݹ ϋΠϒϦουܸ߈ͷҰ෦Λ GroverͷΞϧΰϦζ

ϜͰஔ͖ܸ߈ࢠྔͨ͑ͷ͔ྔࢉܭΒੵݟΒΕ͍ͯΔ. ͳ͓, [7] Ͱ, ެ։ݤ F (x) ඞཁͱͳΔʹՄมग़ྗؔ

 (XOF) Λ༻͍ͯ, k Ϗοτͷจ͔ྻࣈΒΛߏ͢Δͱ͍͏ख๏Λ༻͍͍ͯΔͨΊ, ެ։ݤΛ (୯७ͳ F (x) ͷ

.ू߹ΑΓʣখ͘͢͞Δ͜ͱ͕Ͱ͖͍ͯΔ

4.4 ·ͱΊ

1988ʹদຊ-ࠓҪํ͕ࣜఏҊ͞ΕͯҎདྷ, ༷ʑͳଟมެ։҉ݤ߸ͷ҉߸ํࣜ, ॺ໊ํ͕ࣜఏҊ͞Ε͖ͯͨ. ҉߸ํ

ࣜ, দຊ-ࠓҪํࣜΛ͡Ί, ఏҊ͞Εͨଟ͘ͷํ͕ࣜഁΒΕͯ͠·ͬͨ. Λ໔Ε͍ͯΔͷͱܸͯ͠߈க໋తͳࡏݱ

, Simple Matrixํࣜ (2013), EFC (ͷมछʣ(2016), HFERP (2018), EFLASH (2018) ͳͲ͕͋Δ͕, ͍ͣΕఏ

Ҋ͞Εͯ·ͩؒͳ͘, NIST PQC ඪ४ԽϓϩδΣΫτʹ͞ߘΕͳ͔ͬͨ. ॺ໊ํࣜͰ, 1996ʹ HFE−v ͕,

1999ʹ UOV͕ఏҊ͞Εͨ. ·ͨ, 2005ʹ UOVΛଟԽͨ͠ॺ໊ํࣜ Rainbow͕ఏҊ͞Εͨ.

NIST PQC ඪ४ԽϓϩδΣΫτʹ, ଟมެ։҉ݤ߸ͷॺ໊ํ͕ࣜଟ͘͞ߘΕͨ. ͜ͷதͰ, UOV͕ܥ 3 ݅,

HFE−v ͕ܥ 3 ؚ݅·Ε͍ͯͨ. ͜ͷใࠂॻͰ۩ମతͳํࣜͱͯ͠, NIST PQC ඪ४ԽϓϩδΣΫτʹ͞ߘΕͯ

͍Δ Rainbow (UOVܥදʣ, Gui (HFE−v ,දʣܥ MQDSSͷ 3 ͭͷॺ໊ํࣜΛऔΓ্͛, ֓ཁΛઆ໌ͨ͠. ۃ

͞Ε͍ͯΔߏγεςϜͰܕ Rainbowͱ Gui, ଟมଟ߲ࣜܥΛެ։ݤ, ൿີݤͱ͢ΔͨΊݤ͕େʹͳΔ͕, ॺ

໊ൺֱతখ͍͞ͱ͍͏ಛΛͭ࣋. ·ͨ, ,ΕΔͨΊ͞ࢉܭଟ߲ࣜͷೖධՁͷΈͰূݕ ޮతͰ҆ఆͨ͠ύ

ϑΥʔϚϯε͕ಘΒΕΔ. Ұํ, ରܕೝূͱ Fiat-ShamirมͰߏ͞Ε͍ͯΔMQDSS, ͦΕ΄Ͳେ͖͘ݤ

ͳ͍͕, ॺ໊͕ൺֱతେ͖͍ͱ͍͏ಛΛͭ࣋.

Ұൠʹ, ଟมެ։҉ݤ߸Ͱ, MPʹର͢ΔάϨϒφʔجఈܸ߈ͷྔࢉܭͷ؍͔Β, ਖ਼ଇͱݺΕΔ݅Λ

ຬͨ͢ଟมଟ߲ࣜܥΛར༻͢Δ͜ͱ͕·͍͠. ॺ໊ํࣜ Rainbow, ਖ਼ଇͳଟมଟ߲ࣜܥΛར༻Ͱ͖͍ͯΔ.

ҰํͰ, ҉߸ํࣜʹରͯ͠, ਖ਼ଇͳଟมଟ߲ࣜܥΛ༻͍ͨߏ͕͍͠ͷ͕ݱঢ়Ͱ͋Δ.
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ୈ 5ষ

ಉछࣸ૾ʹ҉ͮ͘ج߸ٕज़

ຊষͰಉछࣸ૾ʹ҉ͮ͘ج߸ٕज़ʹ͍ͭͯ·ͱΊΔ. ಉछࣸ૾ʹ҉ͮ͘ج߸ٕज़ͷ҆શੑ, छʑͷಉछࣸ૾

Λղ͘ࢉܭͷࠔੑʹґଘ͍ͯ͠Δ.

5.1અͰ, ҆શੑͷࠜڌͱͳΔͱͯ͠, ಉछࣸ૾ͷҰൠܗ, SIDH (Supersingular Isogeny Diffie–Hellman)

,Δ͚ͮڌ༗ͷ҆શੑΛࠜڞݤ CSIDH (Commutative Supersingular Isogeny Diffie–Hellman) ༗ͷ҆શੑΛڞݤ

,ʹΔͷॱ͚ͮڌࠜ ͦͷ֓ཁΛهड़͍ͯ͘͠. ͦͯ͠, ͦͷ࠷ऴઅ (5.1.4અ) Ͱ, 3ͭͷجຊಉछࣸ૾ͷۙత

ղಡؒ࣌Λ༻͢ΔΞϧΰϦζϜͱڞʹൺֱ͢Δ. 5.2અͰ, දతͳ҉߸ํࣜͱͯ͠, SIDHڞݤ༗, CSIDHڞݤ༗

ΛऔΓ্͛Δ. 5.3અͰ, SIDHڞݤ༗ʹ͍ͨͮج۩ମతͳಉछࣸ૾ʹ҉ͮ͘ج߸ํࣜͱͯ͠, NISTඪ४ԽʹఏҊ͞

Εͨ SIKE (Supersingular Isogeny Key Encapsulation)Λ, ·ͣղઆ͢Δ. ೝূ͖ͮ͘جʹઅͰಉछࣸ૾࣍ͯͦ͠

,༗ʹ৮Εͨ͋ͱڞݤ༗ɾάϧʔϓڞݤ ಉछࣸ૾ʹͮ͘جॺ໊ํࣜʹ͍ͭͯͷݱঢ়, ಛʹ CSIDHϕʔεͷ SeaSignॺ

໊ํࣜΛ֓આ͢Δ.

ຊষͰ, ಛҟପԁۂઢΛ༻͍ͨ҉߸ٕज़͔͠ѻΘͳ͍͕, ௨ৗପԁۂઢʹͮ͘ج CRS (Couveignes–Rostovtsev–

Stolbunov)ڞݤ༗๏Λվྑͨ͠ De FeoΒ [20]ͷํࣜ, ͦΕࣗମ࣮༻తͳੑʹ·ͩԕ͍͕, ͔͠͠, ͦ͜ͰಘΒ

Εͨݟ, CSIDHڞݤ༗Λߏ͍ͯ͘͠ͷʹେ͖͘د༩ͨ͜͠ͱ͕ΒΕ͍ͯΔ.

ಉछࣸ૾ͷֶతৄࡉʹ͍ͭͯ, De Feo ͷ֓આࣄه [17] Washington ͷପԁۂઢͷڭՊॻ [52] Λࢀরͷ͜ͱ.

·ͨ, Galbraith–VercauterenʹΑΔಉछࣸ૾ؔ࿈ͷαʔϕΠ [30]ࢀর͢Δ.

๏ه˙ x←R X , xΛू߹ X ͔ΒҰ༷ϥϯμϜʹαϯϓϦϯά͢Δ͜ͱΛද͢. ҎԼͰ, ༗ݶମ্ʹఆٛ͞Εͨ

ପԁۂઢͷΈΛѻ͍, ಉछࣸ૾҉߸Ͱ, ଟ͘ͷ߹, ϞϯΰϝϦܕͷପԁۂઢఆٛࣜ Ea,b : by2 = x3 + ax2 + x͕༻

͍ΒΕΔ. ඪ p ͷ༗ݶମ F ্ఆٛ͞Εͨପԁۂઢ E ʹର͠, OE  E ͷແݶԕͰ͋Γ, F ͷ֦େମ K ʹରͯ͠,

K-༗ཧ܈ E(K) = {(x, y) ∈ K2 | (x, y) E ͷఆٛࣜΛຬͨ͢ } ∪ {OE}Ͱ༩͑ΒΕΔ. ·ͨ, E ͷ r-Ͷ͡Ε܈

E[r] = {P ∈ E(Fp) | rP = OE}Ͱ༩͑ΒΕΔ. ·ͨ, ༗ݶମΛࢦఆͤͣ, ୯ʹ P ∈ E ͱॻ͍ͨͱ͖, P ∈ E(Fp)Λ

ҙຯ͢Δ.

5.1 ಉछࣸ૾ʹ҉ͮ͘ج߸ٕज़ͷ҆શੑͷࠜڌͱͳΔ

ಉछࣸ૾ͷҰൠܗ, SIDHڞݤ༗ͷ҆શੑͷࠜڌͱͳΔ, CSIDHڞݤ༗ͷ҆શੑͷࠜڌͱͳΔ, ͦΕͧ

Εͷఆٛͱ, .આ͢Δ͍֓ͯͭʹگͰʹΒΕ͍ͯΔͦΕΒʹର͢Δղੳঢ়·ࡏݱ
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5.1.1 ಉछࣸ૾ͷҰൠܗ

ಉछࣸ૾ͱ, 2ͭͷପԁۂઢ E,E′ ͷؒͷࣸ૾ φͰ͋Γ, E ͷ࠲ඪ (x, y)ͷ༗ཧࣜͰ༩͑ΒΕΔͱڞʹ, ପԁۂઢ

ͷՃ๏ߏʹؔ͢Δ४ಉੑܕ, ଈͪ φ(P +Q) = φ(P ) + φ(Q), Λ༗͢Δࣸ૾Ͱ͋Δ. (ͦͷਖ਼֬ͳఆٛ, લܝͷ֤จ

(.রͷ͜ͱࢀΛݙ ·ͨ, E,E′ ͷؒʹ, ಉछࣸ૾ φ͕ଘ͢ࡏΔ࣌ʹ, E ͱ E′ ಉछͰ͋Δͱ͍͏.

ಉछࣸ૾ φ, ͦͷ֩ C = ker(φ)ʹΑܾͬͯ·ΔͷͰ, φͷఆٛҬۂઢ E ʹରͯ͠ φͷҬͱͳΔପԁۂઢΛ E/C

ͱॻ͖ද͢, ͢ͳΘͪ, φ : E → E/C. ֩ C = ker(φ) ͷҐ͕ηΩϡϦςΟύϥϝʔλ λ ͷଟ߲ࣜαΠζͰ͋Ε,

C = ker(φ)ͱͳΔ φΛޮతʹ͢ࢉܭΔΞϧΰϦζϜ͕ VéluʹΑͬͯ༩͑ΒΕ͍ͯΔ [51]. (ϞϯΰϝϦܕପԁۂઢ

ʹର͢Δ Véluͷެࣜʹؔͯ͠, [44]Λࢀরͷ͜ͱ.) ͦͷޮతͳಉछࣸ૾جຊԋࢉͷ߹͕ಉछࣸ૾҉߸Ͱͷެ։

,ੜݤ ҉߸Խ, ͦͯ͠෮߸Λ༩͑Δ. ͦͯ͠, ͦͷ߹ʹ͓͚ΔجຊԋࢉͷΈ߹Θͤํ๏͕, ൿີݤใΛ༩͑Δ.

ͭ·Γ, ಉछͳପԁۂઢͷؒͷಉछࣸ૾Λ͢ࢉܭΔ͜ͱΛཁ͢ٻΔ࣍ͷಉछࣸ૾͕, ۩ମతͳ҉߸ํࣜͷ҆શੑ

Λ͚ࠜͮڌΔ࣍અҎ߱ͷͷڞ௨ςϯϓϨʔτΛ༩͑Δ.

ఆٛ 5.1 (Ұൠܗಉछࣸ૾ [30]) 2ͭͷಉछͳପԁۂઢ E,E′ ʹରͯ͠, ಉछࣸ૾ φΛͤࢉܭΑ. (φͷίϯύΫτ

ͳදݱΛ༩͑Α.)

͜͜Ͱ,ʮφͷίϯύΫτͳදݱʯͱ, ྫ͑, deg(φ)͕খૉ ℓi ʹΑͬͯ
∏
ℓeii ͱͳ͍ͬͯΔ߹ʹ, ͜ͷղ

ʹԊͬͯ φΛղ֤ͨ͠ ℓi ઢۂΕΔҬପԁݱʹಉछࣸ૾ͷ૾࣍ (ຢ j ෆมྔ)ͷྻڍͰ༩͑ΒΕΔ. ·ͨ, SIDH

,༗ͷઃఆͰڞݤ ֩ͷੜ͕, ಉछࣸ૾ͷίϯύΫτදݱΛ༩͑Δ. ͜Ε·Ͱ, ಉछࣸ૾҉߸Ͱ, খૉͷੵʹ

ղ͢Δ࣍Λͭಉछࣸ૾͔͑͠ߟͳ͍.

ఆٛ 5.1ʹ͓͍ͯ, φͷ͕࣍ଟ߲ࣜαΠζͰ͋Ε, ,؆୯ʹղ͚ΔͷͰه্ φͷ࣍௨ৗࢦαΠζͷ

ͷΛ͑ߟΔ. ·ͨ, GalbraithΒ [30], j ෆมྔΛͯͬ, ,ΛఆࣜԽ͍ͯ͠Δ͕ه্ CSIDHڞݤ༗Ͱ, Fp-༗

ཧͳପԁۂઢͷΈΛରͱ͢ΔͷͰ, Fp-ಉܕͰ͋Δ͕ Fp-ಉܕͰͳ͍πΠετۂઢΛผͯ͠ѻ͏ඞཁ͕ੜ͡ΔͨΊ,

্Ͱ͋͑ͯ, ΑΓૉͳܗΛ࠾༻ͯ͠, 2ͭͷಉछͳପԁۂઢ E,E′ Λͯͬಉछࣸ૾Λఏࣔͨ͠.

ಉछࣸ૾ͷॳظͷߟʹ, Λѻͬͨࢉܭܕ४ಉݾࣗ Kohelͷത࢜จ [36] GalbraithʹΑΔಉछࣸ૾

ʹؔ͢Δڀݚ ͼٴ[25] Couveignesͱ Rostovtsev–StolbunovʹΑΔॳظͷ҉߸Ԡ༻ͷఏҊ [13, 45]͕͋Δ. ͦͷ

,ޙ CharlesΒʹΑΔಉछࣸ૾ʹ͍ͨͮجϋογϡؔͷఏҊ [8], ಉछࣸ૾ҰํؔੑΛҰํੑͷ؍͔Β͚ͩ

Ͱͳ͘, িಥࠔੑͷ؍͔Βݟ͢͜ͱʹͳΓ, ॳظͷಉछࣸ૾҉߸ͷڀݚͰॏཁͳׂΛՌͨͨ͠. ಛʹ, ಉछ

ࣸ૾άϥϑ͕ΤΫεύϯμʔάϥϑͰ͋Δ͜ͱʹணͯ͠҉߸ʹԠ༻ͨ͠ҙٛେ͖͍.

˙ಛҟಉछࣸ૾ͱ௨ৗಉछࣸ૾ ඪ pͷ༗ݶମ্ͷପԁۂઢ E ͷ p-Ͷ͡Ε܈ E[p]͕, E[p] = {OE}ͷ
,࣌ E Λಛҟପԁۂઢͱ͍͍, ͦ͏Ͱͳ͍࣌, E Λ௨ৗପԁۂઢͱ͍͏. ಛҟପԁۂઢͷ j ෆมྔ, Fp2 ͷཁૉͰ

͋Δ. ͭ·Γ, ಛҟ j ෆมྔͷݸ, ༗ݸݶͰ͋Γ, ۩ମతʹ p/12 + ϵ(ୠ͠ ϵ = 0, 1, 2)Ͱ༩͑ΒΕΔ. ಛҟ, ௨

ৗͱ͍͏ପԁۂઢͷੑ࣭, ಉछࣸ૾ʹΑͬͯอଘ͞ΕΔͨΊ, ಉछࣸ૾, ͜ͷ 2ͭͷੑ࣭ʹΑͬͯ, ಛҟಉछ

ࣸ૾ͱ௨ৗಉछࣸ૾ͱ͍͏ 2ͭͷʹྨ͞ΕΔ.

5.1.2 SIDHڞݤ༗ͷ҆શੑͷࠜڌͱͳΔ

ಛҟପԁۂઢؒͷಉछࣸ૾ͷࠔੑʹڞݤͮ͘ج༗๏ͱͯ͠, SIDHڞݤ༗ (5.2.1અࢀর)͕ΒΕ͍ͯΔ͕,

ͦͷ҆શੑͷࠜڌͱͳΔࢉܭΛ [19, 30, 26, 21]ʹैͬͯ·ͱΊΔ.

Ұൠͷಛҟಉछࣸ૾ͱҟͳΔͷ, ඪ p͕ಛघͳܗΛ͓ͯ͠Γ, ͦΕʹैͬͯͰѻ͏ಉछࣸ૾ͷ࣍
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͕ܾ·Δ͜ͱͱ, ͷೖྗʹิॿ͕ՃΘ͍ͬͯΔ͜ͱͰ͋Δ. ,ʹࡍ࣮) ಛҟಉछࣸ૾ͱ SIDHಉछࣸ૾

ͷղಡ͕ྔࢉܭҟͳΔ͜ͱ͕ 5.1.4 અʹ͞ࡌهΕΔ.)

˙SIDH ༗ͷެ։ύϥϝʔλڞݤ SIDH ,༗Ͱڞݤ ެ։ύϥϝʔλ ppsidh = (ℓA, ℓB, eA, eB, f ;E,PA, QA, PB, QB) Ͱ

༩͑ΒΕΔ. ͜͜Ͱ, p + 1 = f · ℓeAA ℓeBB Ͱ, p ૉ, ℓA, ℓB  2 ͭͷখૉͰ͋Δ (f খ͍͞ਖ਼Ͱ, ଟ͘ͷ߹

f = 1). ྫ͑, ℓA = 2, ℓB = 3. E , Fp2 ্ఆٛ͞ΕͨಛҟପԁۂઢͰ͋Γ, PA, QA , E[ℓeAA ]ͷجఈ, PB, QB ,

E[ℓeBB ]ͷجఈͰ͋Δ. ·ͨ, ΞϦε (Alice)ଆ, Ϙϒ (Bob)ଆͷཚۭؒΛ, ͦΕͧΕ KA = Z/ℓeAA Z, KB = Z/ℓeBB Zͱ͢
Δ. *1

˙SIDH ಉछࣸ૾, SIDH , ͓Αͼͦͷఆ൛ SIDH ,ຊجରʹ͋ͨΔࢄ༗ʹؔͯ͠ڞݤ

ఆٛ 5.2ͷ SIDHಉछࣸ૾Ͱ͋Γ, ͦΕʹ͍ͯͮج CDH, DDHʹ͋ͨΔͷ, ͦΕͧΕఆٛ 5.4ͷ SIDH

, ఆٛ 5.5ͷఆ൛ SIDHͰ͋Δ.

ఆٛ 5.2 (SIDHಉछࣸ૾ [19, 30]) SIDHڞݤ༗ެ։ύϥϝʔλ ppsidh ͱ, ͦ͜Ͱఆٛ͞Εͨ E ͱ ℓeAA -ಉछͳ

EA ͱ P ′B, Q
′
B ∈ EA[ℓ

eB
B ]͕༩͑ΒΕͨ࣌, P ′B = φA(PB), Q′B = φA(QB)ͱͳΔ࣍ ℓeAA ͷಉछࣸ૾ φA : E → EA Λͤࢉܭ

Α. ಛʹ, φA ͷ֩ ker(φA)ͷੜݩ RA ∈ E[ℓeAA ]ΛͤࢉܭΑ.

͜͜Ͱ, [30]ʹैͬͯ, Λه্ SIDHಉछࣸ૾ͱݺͿ͕, ͦΕ, [19]Ͱ CSSIͱݺΕ͍ͯΔ. ·

ͨ, ℓA ̸= ℓB Ͱ͋ΔͷͰ, SIDHڞݤ༗ඇରশͰ͋Γ, φB ͷࢉܭΛཁ͢ٻΔ (্ͱҟͳΔ)ఆٛͰ͖Δ. ͦͷఆ

ٛࣗ໌Ͱ͋ΔͷͰ, ͜͜Ͱলུ͢Δ. ·ͨ, ͷఆ൛࣍ SIDHಉछࣸ૾ʹؔͯ͠ࣄಉ͡Ͱ͋Δ.

ैདྷͷࢄରʹରͯ͠ଘ͠ࡏͳ͍, ఆٛ 5.2ͷఆ൛ͷ͕ Galbraith–Vercauteren [30]ʹΑͬͯҎԼͷ

Α͏ʹఆࣜԽ͞Ε͍ͯΔ.

ఆٛ 5.3 (ఆ൛ SIDHಉछࣸ૾ [30]) SIDHڞݤ༗ެ։ύϥϝʔλ ppsidhͱ, EAͱ P ′B, Q
′
B ∈ EA[ℓ

eB
B ], 0 < n ≤

eA ͕༩͑ΒΕͨ࣌, P ′B = φA(PB), Q′B = φA(QB) ͱͳΔ࣍ ℓnA ͷಉछࣸ૾ φA : E → EA ͕ଘ͢ࡏΔ͔Ͳ͏͔Λఆ

ͤΑ.

͜͜Ͱ, [30]ʹैͬͯ, Λఆ൛ه্ SIDHಉछࣸ૾ͱݺͿ͕, ิॿใΛؚ·ͣ, ʹؔ͢Δ݅࣍

ҟͳΔྨࣅͷ͕, [19]Ͱ DSSIͱݺΕ͍ͯΔ.

͖͢, Galbraith–Vercauteren ͼٴ[30] Thormarker [50]ʹΑͬͯ, SIDHಉछࣸ૾͔Βఆ൛ SIDH

ಉछࣸ૾ͷ (ଟ߲ࣜؒ࣌)ؼண͕ࣔ͞Ε͍ͯΔ͜ͱͰ͋Δ. ͭ·Γ, ྆, ଟ߲ࣜؼؒ࣌ணͷҙຯͰಉఔʹ

,ͳͰ͋Γࠔ Δఆ൛͑ݟܸ͘͢͠߈ SIDHಉछࣸ૾Λܸ߈ͷରʹ͢ΕेͰ͋Δ͜ͱ͕Θ͔Δ.

ఆٛ 5.4 (SIDH [19, 26]) SIDH ༗ެ։ύϥϝʔλڞݤ ppsidh ʹର͠, ཚ kA ←R KA ʹΑΔ RA =

PA+kAQAʹΑͬͯ֩ ker(φA) = ⟨RA⟩͕ੜ͞ΕΔಉछࣸ૾Λ φA : E → EA, ཚ kB ←R KBʹΑΔRB = PB+kBQB

ʹΑͬͯ֩ ker(φB) = ⟨RB⟩ ͕ੜ͞ΕΔಉछࣸ૾Λ φB : E → EB ͱ͢Δ. ಛҟପԁۂઢ E,EA, EB ͱͦͷ্ͷ

φA(PB),φA(QB) ∈ EA, φB(PA),φB(QA) ∈ EB ͕༩͑ΒΕͨ࣌, E/⟨RA, RB⟩ͷ j ෆมྔΛͤࢉܭΑ.

͜͜Ͱ, [26]ʹैͬͯ, Λه্ SIDHͱݺͿ͕, ͦΕ, [19]Ͱ SSCDHͱݺΕ, [21]Ͱ SI-CDH

ͱݺΕ͍ͯΔ.

*1 [19]ͳͲ SIDHڞݤ༗ͷॳظͷจݙͰ, ಉछࣸ૾ φA ͷ֩ੜ RA Λ RA = mAPA + nAQA ͱ͍͕ͯͨ͠, SIKEఏҊ [34]ͳͲۙ࠷ͷจ
,Ͱݙ RA = PA + kAQA ͱ͍ͯ͠ΔͷͰ, ͜͜Ͱ (ΞϦεଆͷ)ཚۭؒ KA = Z/ℓeAA Zͱͯ͠ཚ kA ←R KA ͱੜ͢Δ.
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ఆٛ 5.5 (ఆ൛ SIDH [19, 21]) SIDH ༗ެ։ύϥϝʔλڞݤ ppsidh ʹର͠, ཚ kA ←R KA ʹΑΔ

RA = PA + kAQA ʹΑͬͯ֩ ker(φA) = ⟨RA⟩ ͕ੜ͞ΕΔಉछࣸ૾Λ φA : E → EA, ཚ kB ←R KB ʹΑΔ

RB = PB + kBQB ʹΑͬͯ֩ ker(φB) = ⟨RB⟩ ͕ੜ͞ΕΔಉछࣸ૾Λ φB : E → EB ͱ͢Δ. ͷ࣍ 2 ͭͷΛผ

ͤΑ.

• ಛҟପԁۂઢ E,EA, EB ͱͦͷ্ͷ φA(PB),φA(QB) ∈ EA, φB(PA),φB(QA) ∈ EB ͓Αͼ E/⟨RA, RB⟩ͷ j ෆ

มྔ͔ΒͳΔ, ·ͨ

• ಛҟପԁۂઢ E,EA, EB ͱͦͷ্ͷ φA(PB),φA(QB) ∈ EA, φB(PA),φB(QA) ∈ EB ͓Αͼಛҟ j ෆมྔͷू

߹͔ΒҰ༷ϥϯμϜʹαϯϓϦϯά͞Εͨ j ෆมྔ͔ΒͳΔ.

͜͜Ͱ, SIDHͷఆ൛Ͱ͋ΔͷͰ, Λఆ൛ه্ SIDHͱݺͿ͕, ͦΕ, [19]Ͱ SSDDHͱ

,Εݺ [21]Ͱ SI-DDHͱݺΕ͍ͯΔ. ·ͨ, ఆٛ 5.5, [19, 21]ͷఆٛͱগ͠ҟͳΔ. [19, 21]Ͱʮಛ

ҟ j ෆมྔͷू߹͔ΒҰ༷ϥϯμϜʹαϯϓϦϯά͞Εͨ j ෆมྔʯͷΘΓʹ, ʮ(దͳ)ϥϯμϜ R′A, R
′
B ʹΑ

Δ E/⟨R′A, R′B⟩ͷ j ෆมྔʯͱ͍ͯ͠Δ. ఆٛ 5.5ͷํ͕దͱࢥΘΕΔ.

˙ಛҟପԁۂઢ ℓ-ಉछࣸ૾άϥϑ ,ه্ શͯಛҟପԁۂઢؒͷ ℓ-ಉछࣸ૾͔ΒͳΔಉछࣸ૾άϥϑ (ύΠ

βʔάϥϑ [43]ͱ͍͏)ͷ্ͷͱͯ͠ఆࣜԽ͢Δͷ͕ࣗવͰ͋Δ. ͦͷू߹, ಛҟ j ෆมྔͰ༩͑ΒΕ

ͯ, ͦͷลू߹, ℓ-ಉछࣸ૾Ͱ༩͑ΒΕΔ. ͦͯ͠, ͜ͷάϥϑ, ϥϚψδϟϯάϥϑͱ͍͏࠷దͳ֦ுΛͭΤ

Ϋεύϯμʔάϥϑʹͳ͍ͬͯΔ͜ͱ͕҆શੑ্ॏཁͰ͋Γ, ͦͷ݁ؼͱͯ͠, άϥϑ্, ൺֱతগͳ͍εςοϓͷ

ΥʔΫΛ͜͏ߦͱͰ, ऴ͕Ұ༷Λେมྑ͍ਫ਼Ͱۙ͢ࣅΔ͜ͱ͕Θ͔Δ ([43, 8]Λࢀর). ͜ΕʹΑΓ, 

 O(p)ͷάϥϑͰͷҰ༷͕ηΩϡϦςΟύϥϝʔλ λͷଟ߲ࣜؒ࣌ͰಘΒΕΔ.

ͱͷؔࢉܭܕ४ಉݾࣗ˙ ಉछࣸ૾ͷॳظͷߟͰ͋Δ Kohelͷത࢜จ [36], ͦͷ͕ࣔ͢௨Γ,

༗ݶମ্ͷପԁۂઢͷࣗݾ४ಉܕΛ͢ࢉܭΔΞϧΰϦζϜΛࣔͨ͠ͷͰ͋Γ, ͦͷաఔͰࣗવʹಉछࣸ૾ࢉܭ

͕ؔ࿈͢Δ͜ͱ͕ࣔ͞Ε͍ͯΔ.

ͦͷޙ, 2014ʹ, KohelΒ [37]ʹΑΓ, ಉछࣸ૾ͱಉछࣸ૾άϥϑͰͷಓ୳ࡧͷ͕ؔௐΒΕ, ͦΕΛ

,ͯ͠ʹج EisenträgerΒ [16]ʹΑͬͯ, ͍͔ͭ͘ͷώϡʔϦεςΟοΫͳԾఆͷԼͰ, ಉछࣸ૾ͱࣗݾ४ಉܕ

.ண͕͘͜ͱ͕ࣔ͞Εͨؼؒ࣌ͷଟ߲ࣜํ྆ʹͷؒࢉܭ ಛघͳପԁۂઢ, ؆໌ͳࣗݾ४ಉܕΛͭ࣋͜ͱ͔

Β, ͦͷΑ͏ͳପԁۂઢΛ࢝ʹબΜͩ߹ͷ҆શੑʹ͍ͭͯ, [42, 16]ʹ͓͍ͯௐΒΕ͍ͯΔ.

5.1.3 CSIDHڞݤ༗ͷ҆શੑͷࠜڌͱͳΔ

ૉମ Fp ্ఆٛ͞Εͨಛҟପԁۂઢؒͷಉछࣸ૾ͷࠔੑʹڞݤͮ͘ج༗๏ͱͯ͠, CSIDHڞݤ༗ (5.2.2 અ

͕(রࢀ 2018ʹͳͬͯ CastryckΒʹΑͬͯఏҊ͞Εͨ [7]. ͦͷ҆શੑͷࠜڌͱͳΔࢉܭΛ [13, 48]ʹैͬͯ

·ͱΊΔ.

˙CSIDHڞݤ༗ͷެ։ύϥϝʔλ CSIDHڞݤ༗Ͱ, ެ։ύϥϝʔλ ppcsidh = (O, (l1, l2, . . . , ln), E,B)Ͱ༩͑Β

ΕΔ. ͜͜Ͱ, Oڏ ମͷ࣍2 (Φʔμʔ), l1, l2, . . . , ln ϊϧϜ͕খ͍͞حૉ ℓi ʹͳΔ OͷૉΠσΞϧͰ,

ℓi  ℓi = lili (i = 1, 2, . . . , n)ͱ ͷҟͳΔૉΠσΞϧݸ2 li, li ͷੵʹղ͍ͯ͠Δ. ͦͯ͠ p + 1 = 4 · ℓ1 · · · ℓn ͱ͠
,࣌ͨ pૉͰ͋Δඞཁ͕͋Δ. খحૉ ℓi , ྫ͑, ℓ1 = 3, ℓ2 = 5, . . .Ͱ͋Δ. E , Fp ্ఆٛ͞Εͯ, O Λ Fp-

.ઢͰ͋Δۂͭಛҟପԁʹܕ४ಉݾࣗ B ࢦ ei ͷϊϧϜͷ্ݶ, ͢ͳΘͪ −B ≤ ei ≤ B ͱͳΔࢦ ei Λ

CSIDHڞݤ༗Ͱ͏.
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˙CSIDHڞݤ༗ͷநܗ CSIDHڞݤ༗Ͱͷجຊԋࢉ, Fp-ࣗݾ४ಉڏʹܕ ମͷ࣍2 (Φʔμʔ)O Λ
ͭପԁۂઢू߹ X ʹର͢Δ O ͷΠσΞϧྨ܈ G = cl(O)ͷ࡞܈༻ (g, x) -→ gx ∈ X (ୠ͠ g ∈ G, x ∈ X)ͱͯ͠ཧ

ղͰ͖Δ. ͦͷ࡞܈༻, ࣗ༝͔ͭਪҠతͰ͋Δ. ͜ͷ࡞܈༻ͷৄࡉʹؔͯ͠, 5.2.1 અΛࢀর. ͦͷه๏ʹै͑,

CSIDHڞݤ༗ʹ͓͚Δಉछࣸ૾, ͜ͷ࡞܈༻ͷ (Gʹؔ͢Δ)ؔٯ (x, gx) -→ g Λ͢ࢉܭΔͱཧղͰ͖Δ.

͜ͷ͜ͱ͔Β, CSIDHڞݤ༗جຊԋࢉ, Ұํ࡞܈ੑ༻ͷಛघྫͰ͋Γ, ·ͨ, ͜ͷΑ͏ͳҰํ࡞܈ੑ༻Λͭ (

࣭)ۭؒ X , Hard Homogeneous Space (HHS)ͱݺΕΔ [13, 48]*2.

˙CSIDH ϕΫτϧԽ, CSIDH ฒྻԽ CSIDH ,ຊجରʹ͋ͨΔࢄ༗ʹؔͯ͠ڞݤ ҎԼͷ

CSIDHϕΫτϧԽ 1(CSIDH Vectorization 1)Ͱ͋Γ, ,ʹߋ ͦΕʹ͍ͨͮج CDH, CSIDHฒྻԽ

 1(CSIDH Parallelization 1)Ͱ͋Δ.

ఆٛ 5.6 (CSIDHϕΫτϧԽ 1 [13, 7, 48]) CSIDH ༗ެ։ύϥϝʔλڞݤ ppcsidh ͱ, Fp ্ఆٛ͞Ε͓ͯΓ

Fp-ࣗݾ४ಉܕ O Λͭಛҟପԁۂઢ E,EA ͕༩͑ΒΕͨ࣌, EA = [a]E ͱͳΔ O ͷΠσΞϧ aΛͤࢉܭΑ. ୠ

͠, aͷ E ͷ࡞༻͕ޮతʹࢉܭՄͳ߹ʹݶΔ. ྫ͑, a͕খ͍࣍͞ͷΠσΞϧੵͰ༩͑ΒΕΔ߹ͳͲͰ

͋Δ.

͜͜Ͱ, [13, 48]ʹैͬͯ, ΛCSIDHϕΫτϧԽه্ 1ͱݺͿ͕, ͦΕ, [7]ͰCSIDHݤ෮ݩ (CSIDH

Key Recovery)ͱݺΕ͍ͯΔ.

ఆٛ 5.7 (CSIDHฒྻԽ 1 [13, 7, 48]) CSIDHڞݤ༗ެ։ύϥϝʔλ ppcsidh ͱ, Fp ্ఆٛ͞Ε͓ͯΓ Fp-ࣗ

ܕ४ಉݾ O Λͭಛҟପԁۂઢ E,EA = [a]E,EB = [b]E(ୠ͠, a, b࡞܈༻͕ޮతʹࢉܭͰ͖Δ O ͷΠσΞ
ϧ)͕༩͑ΒΕͨ࣌, [ab]E = [b]EA = [a]EB ΛͤࢉܭΑ.

͜͜Ͱ, [13, 48]ʹैͬͯ, Λه্ CSIDHฒྻԽ 1ͱݺͿ.

,ࡏݱ ΠσΞϧྨ܈ G = cl(O)ͷߏࢉܭΛଟ߲ࣜؒ࣌Ͱ͏ߦ ,ΞϧΰϦζϜΒΕ͍ͯͳ͍ͨΊ(యݹ) G্ͷҰ

༷͔ΒͷޮతͳαϯϓϦϯά๏ΒΕ͍ͯͳ͍. Αͬͯ, తͳޮ͏ߦతʹͦͷҰ༷αϯϓϦϯάΛࣅۙ (ൿ

͍ͯ༺αϯϓϦϯά๏Λ(ݤີ CSIDHڞݤ༗༩͑ΒΕΔ (5.2.2 અࢀর). ͦΕʹैͬͯ, ͷͦΕͧΕमਖ਼ه্

͞Εͯ, ͦΕΒΛ CSIDHϕΫτϧԽ 2, CSIDHฒྻԽ 2ͱͯ͠ҎԼʹ༩͑Δ.

ఆٛ 5.8 (CSIDHϕΫτϧԽ 2 [7, 18]) CSIDHڞݤ༗ެ։ύϥϝʔλ ppcsidh ͱ, Fp ্ఆٛ͞Ε͓ͯΓ Fp-ࣗ

ઢۂOΛͭಛҟପԁܕ४ಉݾ E, ͓Αͼ [−B,B]n ⊂ Zn ͔ΒҰ༷ʹબΜͩ (e1, e2, . . . , en)ʹΑΓ a =
∏n

i=1 l
ei
i

ͱͳΔ aʹΑͬͯ EA = [a]E ͱͳΔ EA ͕༩͑ΒΕͨ࣌, aͱಉͳ a′, i.e., a′ ∈ [a]ΛͤࢉܭΑ.

ఆٛ 5.9 (CSIDHฒྻԽ 2 [7, 18]) CSIDH ༗ެ։ύϥϝʔλڞݤ ppcsidh ͱ, Fp ্ఆٛ͞Ε͓ͯΓ Fp-ࣗݾ

४ಉܕ O Λͭಛҟପԁۂઢ E,EA = [a]E,EB = [b]E(ୠ͠, a, b ڞʹ, [−B,B]n ⊂ Zn ͔ΒҰ༷ʹબΜͩ

(e1, e2, . . . , en)ʹΑΓ
∏n

i=1 l
ei
i ͱද͞ΕΔΠσΞϧ)͕༩͑ΒΕͨ࣌, [ab]E = [b]EA = [a]EB ΛͤࢉܭΑ.

˙CSIDHϕΫτϧԽʹର͢Δ४ࢦؒ࣌Ͱͷྔܸ߈ࢠ Gͷ X ͷ࡞༻͕ࣗ༝͔ͭਪҠతͰ͋ΔͳΒ, ٯ༺࡞܈

, ӅΕγϑτʹؼண͞Εͯ, ͦΕߋʹೋ໘ମ܈ʹؔ͢ΔӅΕ෦܈ (DHSP)ʹؼண͢Δ. DHSPʹ,

४ࢦؒ࣌Ͱಈ͘ྔࢠΞϧΰϦζϜ͕ΒΕ͍ͯΔͷͰ, ҰൠʹҰํ҉͍ͨͮجʹ༺࡞܈ੑ߸ํࣜ, ʹػࢉܭࢠྔ

ରͯ͠४ࢦ҆ؒ࣌શੑ͔ͨ͠ͳ͍.

*2 ૬Β [55], .Λ͍͋ͯͯΔޠ࣭ۭؒͱ͍͏༁ڧ
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5.1.4 અͰ, CSIDH ϕΫτϧԽʹରͯ͠, ४ࢦؒ࣌ͷྔࢠΞϧΰϦζϜ͕͋Δ͜ͱʹ৮ΕΔ. ͦΕʹΑΓ,

CSIDHฒྻԽ४ࢦؒ࣌Ͱྔܸ߈ࢠՄͰ͋Δ͜ͱ͕Θ͔Δ͕, ,ۙ࠷ ͦͷٯ, ฒྻԽΛղ͘ΦϥΫϧΛ༻

͍ͯϕΫτϧԽΛղ͘ଟ߲ࣜؼࢠྔؒ࣌ணΞϧΰϦζϜ͕ఏҊ͞Ε͍ͯΔ [24].

5.1.4 3ͭͷجຊಉछࣸ૾ͷۙతղಡؒ࣌ൺֱ

લઅ·Ͱʹͨݟಛҟಉछࣸ૾, SIDHಉछࣸ૾, CSIDHϕΫτϧԽͱ͍͏ 3ͭͷجຊʹରͯ͠

ۙతղಡ࠷͕ؒ࣌ͷطΞϧΰϦζϜʹ͍ͭͯ, ද 5.1ͱ, ͦΕʹଓ͘Օॻ͖Ͱ·ͱΊΔ. ͦͷϔουϥΠϯ, ྫ͑

, [ಛҟɾݹయ], ಛҟಉछࣸ૾ʹର͢ΔݹయΞϧΰϦζϜʹؔ͢Δઆ໌Ͱ͋Δ.

ද 5.1 3ͭͷಉछࣸ૾ͷۙతղಡؒ࣌ൺֱ. ͜͜Ͱ, Lp[α, c] = exp
(
(c+ o(1)) (logp)α(loglogp)1−α

)
ͱ͢Δ.

ؒ࣌ΑΔղಡʹػࢉܭయݹ ؒ࣌ΑΔղಡʹػࢉܭࢠྔ

ಛҟಉछࣸ૾ Õ(
√
p) Õ( 4

√
p)

SIDHಉछࣸ૾ Õ( 4
√
p) Õ( 6

√
p)

CSIDHϕΫτϧԽ Õ( 4
√
p) Lp[1/2,

√
3/2]

• [ಛҟɾݹయ] Galbraith [25]ʹΑΔதؒҰகܸ߈Ͱ, ղಡؒ࣌ Õ(
√
p)Ͱ͋Δ.

• [ಛҟɾྔࢠ] BiasseΒ [4]ʹΑ͕ͬͯྔࢉܭؒ࣌ Õ( 4
√
p)ͷྔࢠΞϧΰϦζϜ͕ΒΕ͍ͯΔ. ͜Ε, Fp ্

ͷಛҟପԁۂઢͷಉछࣸ૾ʹର͢Δ४ࢦࢠྔؒ࣌ΞϧΰϦζϜ [9] ͱ Grover ΞϧΰϦζϜʹͮ͘ج

Õ( 4
√
p)ͷಓ୳ࡧΞϧΰϦζϜΛ݁߹ͨ͠ͷͰ͋Δ.

• [SIDHɾݹయ] SIDHಉछࣸ૾Ͱ, Θ(
√
p)࣍ͷಉछࣸ૾ʹ GalbraithʹΑΔதؒҰகܸ߈ [25]Λద

༻͢ΔͷͰ, ͦͷղಡؒ࣌ Õ( 4
√
p)Ͱ͋Δ.

• [SIDHɾྔࢠ] Θ(
√
p)࣍ͷಉछࣸ૾ʹ, ୩ͷΫϩʔ୳ࡧ (claw finding)ΞϧΰϦζϜ [49]Λద༻ͯ͠, ͦͷ

ղಡؒ࣌ Õ( 6
√
p)Ͱ͋Δ.

• [CSIDHɾݹయ] Fp ্ͷಛҟପԁۂઢͷಉछࣸ૾ʹର͢Δ Delfs–Galbraith [15]ͷ ΞϧΰϦζϜ(యݹ)

Λద༻ͯ͠, ͦͷղಡؒ࣌ Õ( 4
√
p)Ͱ͋Δ.

• [CSIDHɾྔࢠ] ChildsΒ [9]ʹΑΔ௨ৗಉछࣸ૾ʹର͢Δྔࢠ४ࢦؒ࣌ΞϧΰϦζϜ, CSIDHϕΫ

τϧԽʹରͯ͠༗ޮͰ͋Δ. ,ʹط) 5.1.3અͰ৮Εͨ.) Galbraith–Stolbunov [29]ʹΑͬͯվળΞϧΰ

ϦζϜ͕ఏҊ͞Εͨ. ·ͨ, ,ۙ࠷ Biasse [3]Β, ϝϞϦ༻ྔΛ͢ݮΔͱͱʹ, యϝϞݹΛ༺ϝϞϦࢠྔ

Ϧ༻ʹసՇ͢ΔΞϧΰϦζϜΛఏҊ͢Δ͜ͱͰ, ΑΓ࣮ੑݱΛߴΊΔྗ͕ߦΘΕ͍ͯΔ.

˙CSIDHϕΫτϧԽྔࢠΞϧΰϦζϜͷৄࡉͳղੳ ಛʹ, CSIDHϕΫτϧԽʹର͢Δྔܸ߈ࢠͷਖ਼֬ͳݟ

ੵΓ, ༩͑ΒΕͨ҆શੑϨϕϧΛୡ͢Δ pͷϏοτΛܾΊΔͷʹॏཁͰ͋Δ. ैͬͯ, SIDHڞݤ༗ͱ CSIDH

,༗ͷͲͪΒ͕ޮత͔ͱ͍͏ͱؔ࿈ͯ͠ڞݤ ͜ͷৄࡉͳධՁ, ,ࡏݱ ΛूΊ͍ͯΔ.

Bonnetain–Schrottenloher [6], ʹࡉৄ CSIDHࢠྔܸ߈ΞϧΰϦζϜΛݕ౼ͯ͠, ͜Ε·Ͱ͑ߟΒΕ͍ͯͨΑΓޮ

తʹܸ߈ՄͰ͋Δͱओு͍ͯ͠Δ. ͦΕʹΑΓ, ൴Β, CastryckΒ [7]͕ 56Ϗοτྔ҆ࢠશੑϨϕϧͱओுͯ͠

͍ͨύϥϝʔλ͕, ʹࡍ࣮ 38ϏοτϨϕϧͷྔ҆ࢠશੑ͔֬͠อͰ͖ͳ͍ͷͰͳ͍͔, ͱ͍͏ࢉࢼΛड़͍ͯΔ.

·ͨ, Ұํ, BernsteinΒ [2], CSIDH࡞܈༻Λࢠྔ͏ߦճ࿏ͷαΠζΛ۩ମతʹੵݟΔ͜ͱͰ, ࣌ࢦͷ४ه্

ؒΞϧΰϦζϜ͕, ैདྷ͑ߟΒΕ͍ͯͨΑΓࢉܭΦʔόʔϔου͕େ͖͍ͷͰͳ͍͔, ͭ·Γ, ͰࠔΔͷΑΓܸ͢߈
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͋Ζ͏ͱओு͍ͯ͠Δ.

લऀ, CJS (Childs–Jao–Soukharev) ΞϧΰϦζϜ [9] ͦͷͷΛରͱ͍ͯ͠Δͷʹର͠, ,ऀޙ ͦ͜Ͱαϒ

ϧʔνϯͱͯ͠͏ CSIDH࡞܈༻ͷྔࢠճ࿏Λରͱ͍ͯ͠ΔͷͰ, ྆ऀ૬ิతͰ͋Δ. ͜ΕʹΑΓ, ͳΔߋޙࠓ

.ղੳ͕ඞཁͱ͞ΕΔࡉৄ

5.2 දతͳಉछࣸ૾ʹ҉ͮ͘ج߸ํࣜͷઆ໌

De Feoͱ JaoʹΑΔσΟϑΟʔ–ϔϧϚϯܕͷ SIDHڞݤ༗ [19]ʹΑͬͯ, ಉछࣸ૾ʹެ͍ͨͮج։͕࢝߸҉ݤΊ

ͯ༩͑ΒΕͨ. ,ͳΓʹۙ࠷ CRSڞݤ༗ͷΞΠσΞʹ͖ͮج CRSڞݤ༗ΑΓ࣮͍ߴ͕ੑݱ CSIDHڞݤ༗ [7]ఏ

Ҋ͞Ε͍ͯΔͷͰ, ͦΕ·ͱΊΔ.

5.2.1 SIDHڞݤ༗

De Feo Β [19] ʹैͬͯ SIDH .ड़͢Δه༗Λڞݤ 5.1.2 અͰఆٛͨ͠Α͏ʹ, p + 1 = f · ℓeAA ℓeBB Ͱ, p ૉ,

ℓA, ℓB  2 ͭͷখૉͰ͋Δ, ྫ͑, ℓA = 2, ℓB = 3, ͦͯ͠ ℓeAA ≈ ℓeBB = 2Θ(λ) ͱͳΔΑ͏ʹૉ p Λੜ͢

Δ. ୠ͠, ͜͜Ͱ λ ηΩϡϦςΟύϥϝʔλ. ͦͷ࣌, Fp2 ্ఆٛ͞Εͨಛҟପԁۂઢ E ͷ Fp2 -༗ཧ܈,

E(Fp2) ≃ (Z/(p± 1)Z)2 ⊇ (Z/ℓeAA Z)2 ⊕ (Z/ℓeBB Z)2 ͱͳΔ. ΞϦε, ۭؒݩ࣍2 (Z/ℓeAA Z)2 ͷ ෦ۭؒΛࣗݩ࣍1

ͷൿີಉछࣸ૾ φA ͷ֩ kerφA = ⟨RA⟩ ⊂ E[ℓeAA ] ͱͯ͠, Ϙϒ, 2 ۭؒݩ࣍ (Z/ℓeBB Z)2 ͷ 1 ෦ۭؒΛࣗݩ࣍

ͷൿີಉछࣸ૾ φB ͷ֩ kerφB = ⟨RB⟩ ⊂ E[ℓeBB ] ͱ͢Δ. ͜͜Ͱ, (Z/ℓeAA Z)2 ͷ 1 ,෦ۭؒݩ࣍ ℓeA+1
A ,ݸ ͭ·Γ

O(
√
p)͋ݸΔ͜ͱʹҙ͢Δ. (Z/ℓeBB Z)2 ͷ .෦ۭؒʹ͍ͭͯಉ༷ݩ࣍1 ͦͯ͠, ΞϦεͱϘϒͷؒͷ SIDHݤ

,֨ࠎ༗ͷڞ ҎԼͷՄਤࣜʹΑͬͯ༩͑ΒΕΔ.

E
φA−−−−→ EA = E/⟨RA⟩

φB

⏐⏐D
⏐⏐DφAB

EB = E/⟨RB⟩
φBA−−−−→ E/⟨RA, RB⟩

ୠ͠ kerφA = ⟨RA⟩ ⊂ E[ℓeAA ],

kerφB = ⟨RB⟩ ⊂ E[ℓeBB ],

kerφBA = ⟨φB(RA)⟩ ⊂ EB[ℓ
eA
A ],

kerφAB = ⟨φA(RB)⟩ ⊂ EA[ℓ
eB
B ].

,ʹਤࣜΛϓϩτίϧͱͯ͠ΓཱͨͤΔͨΊͷՄه্ E[ℓeAA ] = ⟨PA, QA⟩, E[ℓeBB ] = ⟨PB, QB⟩ ͱͳΔجఈ
(PA, QA), (PB, QB)Λબͼ, ެ։ύϥϝʔλ ppsidh = (ℓA, ℓB, eA, eB, f ;E,PA, QA, PB, QB) Λੜ͢Δ. ·ͨ, ΞϦεଆ, Ϙ

ϒଆͷཚۭؒΛ, ͦΕͧΕ KA = Z/ℓeAA Z, KB = Z/ℓeBB Zͱ͢Δ. ͜ͷެ։ύϥϝʔλͷԼ, SKAlice = SKBob Λڞ༗

ͱ͢Δݤ SIDHڞݤ༗ҎԼͰ༩͑ΒΕΔ.

ΞϦε

kA ←R KA : ΞϦεͷൿີݤ,

RA = PA + kAQA,

φA : E → EA = E/⟨RA⟩,
RBA = φB(PA) + kA φB(QA),

SKAlice = j(EB/⟨RBA⟩).

EA,φA(PB),φA(QB)

−−−−−−−−−−−→←−−−−−−−−−−−
EB,φB(PA),φB(QA)

Ϙϒ

kB ←R KB : Ϙϒͷൿີݤ,

RB = PB + kBQB,

φB : E → EB = E/⟨RB⟩,
RAB = φA(PB) + kB φA(QB),

SKBob = j(EA/⟨RAB⟩).

ਤ 5.1 SIDHڞݤ༗ͷ֓ཁ.

͜͜Ͱ, ⟨φB(PA) + kA φB(QA)⟩ = ⟨φB(RA)⟩ = kerφBA ͔ͭ ⟨φA(PB) + kB φA(QB)⟩ = ⟨φA(RB)⟩ = kerφAB Ͱ͋ΔͷͰ,

j-ෆมྔΛ༻͍Δ͜ͱͰ, ༗ͷਖ਼͠͞ڞݤ SKAlice = j(EB/ kerφBA) = j(E/⟨RA, RB⟩) = j(EA/ kerφAB) = SKBob ͕ಘ
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ΒΕΔ͜ͱʹҙ͢Δ.

˙҆શੑ ྫ͑, ΞϦεͷެ։ݤ, ࣗͷପԁۂઢ EA ͱڞʹ, EA ্ͷ φA(PB),φA(QB)Λิॿใͱؚͯ͠Ή͜

ͱ͔Β, ͦͷ҆શੑ, ఆ൛ SIDHͷࠔੑʹͮ͘ج. ·ͨ, GalbraithΒ [27]ʹΑͬͯ, SIDHڞݤ༗Ͱެ։

,ఠ͞ΕͯࢦͰ͋Δ͜ͱ͕ࠔ͕ূݕݤ ͦΕΛར༻ͨ͠ಈత (ΞΫςΟϒ)͕ܸ͋߈Δ͜ͱ͕ࣔ͞Εͨ. ͦͷܸ߈Λճ

ආ͢ΔͨΊʹ, KirkwoodΒͷରࡦ [35]͕ΒΕ͍ͯΔ.

˙࣮ڀݚ SIDHڞݤ༗, Ұൠతʹ, ଞͷྔެࢠ։҉ݤ߸ͱൺͯ, σʔλαΠζ͑͘ΒΕΔརΛͭ

໘, ԋࢉॲཧ͕ؒ࣌͘ͳΔʹ͋ΔͷͰ, .Λॖ͢Δ͔ͱ͍͏ͷ͕ॏཁͳ՝Ͱ͋Δؒ࣌ࢉܭʹ͔͍

Costello Β [11, 10] ʹΑΓ, ચ࿅͞Εͨ SIDH ࣮͕࢝ڀݚ·ͬͨ. ,ۙ࠷ Hutchinson–Karabina [32] ʹ͓͍ͯ,

SIDHڞݤ༗Ͱͷಉछࣸ૾ͷ࠷దࢉܭ๏ΛฒྻࢉܭઃఆͰ࣌ͨ͑ߟͷߴԽʹ͍ͭͯఏҊ͞Ε͍ͯΔ.

ϞόΠϧثػɾΈࠐΈ࣮͚ثػڀݚͰ, SeoΒ [47]ʹΑͬͯ, 32Ϗοτͷ ARMv7-Aϓϩηοα্Ͱ࣮༻্

ͳ͍࣮͕ؒ࣌ߦୡͰ͖Δ͜ͱ͕ࣔ͞Εͨ. Ұํ, KoppermannΒ [38]ʹΑͬͯ, 32Ϗοτ ARMv7-M4ͳͲͷ

,Δͷ͍͠ͷͰͳ͍͔͢ݱྗͷ͍ϓϩηοα্Ͱ࣮༻తͳιϑτΣΞ࣮Λ࣮ࢉܭ ͱ͍͏ࢦఠͳ͞Ε

͍ͯΔ.

5.2.2 CSIDHڞݤ༗

Castryck Β [7] ʹΑΓఏҊ͞Εͨ CSIDH .ड़͢Δه༗Λڞݤ CSIDH ,༗ڞݤ Ұํ࡞܈ੑ༻Λ࣭ۭͭؒ

(X,G) ্Ͱߏ͞ΕΔ. ͜͜Ͱ, X = Eℓℓp(O) , Fp ্ఆٛ͞Εͯ Fp-༗ཧࣗݾ४ಉݻ͕ܕఆ͞Εͨڏ 2 ࣍

(Φʔμʔ)OͰ͋Δಛҟପԁۂઢͷू߹Ͱ͋Γ, G = cl(O)OͷΠσΞϧྨ܈Ͱ͋Δ. CastryckΒ [7], 5.1.3અ

Ͱఆٛͨ͠ CSIDHฒྻԽ 2ͷఆ൛ͷࠔੑʹ͍ͯͮج, CSIDHڞݤ༗ํࣜΛఏҊͨ͠.

K Λڏ ,ମ࣍2 O ⊂ K Λͦͷͱ͢Δ, ͢ͳΘͪϥϯΫ 2ͷࣗ༝ Z-Ճ܈Ͱ͋Δ K ͷ෦Ͱ͋Δ. O ͷ
ΠσΞϧ, α ∈ K∗ ͱ O-ΠσΞϧ aʹΑͬͯ αaͱද͞ΕΔK ͷ O-෦Ճ܈Ͱ͋Δ. ab = O ͱͳΔ O-Π

σΞϧ b͕ଘ͢ࡏΔ࣌ʹ (O-ΠσΞϧ)aՄٯͰ͋Δͱ͍͏. ͦͯ͠, ͦͷΑ͏ͳ b͕ଘ͢ࡏΔͳΒ, a−1 = b

ͱఆٛ͢Δ. ՄٯΠσΞϧͷू߹ I(O)ΠσΞϧੵʹؔͯ͠Ξʔϕϧ܈Λͳ͢. ͜ͷ܈ʹओΠσΞϧ͔ΒͳΔ

෦܈ P (O) ؚ͕·Ε͓ͯΓ, O ͷΠσΞϧྨ܈܈ cl(O) = I(O)/P (O) ʹΑͬͯఆٛ͞ΕΔ. ͲͷΠσΞϧྨ

[a] ∈ cl(O) ʹΠσΞϧ͕ଘͦͯ͠ࡏͷදͱͯ͜͠͏ͱ͕Ͱ͖Δ. O ͷͲͷΠσΞϧ a  O-ΠσΞϧͷੵ

ͱͯ͠ as ̸⊆ πO ͱͳΔ as ʹΑͬͯ (πO)ras ͱදͤΔ. ͜͜Ͱ, π , p ϑϩϕχεࣸ૾. ͜ͷදࣔʹΑΓ, Π

σΞϧ aʹରͯ͠ପԁۂઢ E/E[a]ͱͦ͜ͷ N(a)࣍ಉछࣸ૾ ϕa : E → E/E[a]͕ҎԼͷΑ͏ʹఆٛ͞ΕΔ. ͜͜

Ͱ, N(a) = # (O/a) aͷϊϧϜͰ͋Δ. ϕa ͷతͳ෦ E[a] = ∩α∈as kerαΛ֩ʹͭಉछࣸ૾Ͱ͋Γ, ७ඇ

తͳ෦ϑϩϕχεࣸ૾ π ͷ r ճͷ܁Γฦ͠Ͱ༩͑ΒΕΔ. ಉछࣸ૾ ϕa ͓ΑͼҬۂઢ E/E[a]ڞʹ Fp

্ఆٛ͞Ε͓ͯΓ Fp-ಉܕΛআ͍ͯҰҙతʹܾ·Δ. ͜͜ͰओΠσΞϧࣗݾ४ಉ૾ࣸܕʹରԠ͍ͯ͠ΔͷͰ, 2ͭͷ

ΠσΞϧ͕ಉ͡ΠσΞϧྨʹଐ͢Δ͜ͱͱ, ରԠ͢Δಉछࣸ૾͕ಉܕͳҬۂઢΛ༩͑Δ͜ͱͱಉͰ͋Δ. ,ʹߋ

Eℓℓp(O)ʹଐ͢Δ 2ͭͷପԁۂઢؒͷ Fp-ಉछࣸ૾ ψ ্ͯ͢هͷରԠʹΑΓՄٯͳ O-ΠσΞϧ͔ΒಘΒΕΔ. ͦ

ͯ͠෦ as  ψ ͔Β as = {α ∈ O | kerα ⊇ kerψ}ʹΑͬͯ෮ݩͰ͖Δ. ͦͷରԠҎԼͷఆཧʹ·ͱΊΒΕΔ.

ఆཧ 5.10 ([53, 46, 7]) O Λڏ 2 ମͷ࣍ (Φʔμʔ) ͱ͢Δ. ͠ Eℓℓp(O) ͕ۭू߹Ͱͳ͚Ε, ΠσΞ

ϧྨ܈ cl(O) Eℓℓp(O)ʹҎԼͷΑ͏ʹ࡞༻͢Δ.

cl(O)× Eℓℓp(O) → Eℓℓp(O)
([a], E) -→ E/E[a],
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͜͜Ͱ, aྨ [a]Λද͢ΔΠσΞϧͰ͋Γ, ্ͷ࡞༻ࣗ༝Ͱ͋Δ. ,ʹߋ Eℓℓp(O)͕ಛҟପԁۂઢΛؚΉ߹

ʹ, ͜ͷ࡞༻ਪҠతͰ͋Γ, ؚ·ͳ͍߹, ͜ͷ࡞༻ஸ 2ͭͷيಓ͔ΒͳΔ.

ҎԼͰ E/E[a] Λ [a]E ͱॻ͘͜ͱʹ͢Δ. ,͍ͯͮجʹ༺࡞܈ͷه্ ҎԼͷΑ͏ʹ CSIDH ༗ϓϩτίϧڞݤ

(Fig. 5.2)Λఆٛ͢Δ. ԼͷਤͰ, a ← cl(O)ͱॻ͍ͨͷ, ܈ΠσΞϧྨʹࡍ࣮ cl(O)͔ΒͷαϯϓϦϯάͱͯ͠,

ఆٛ 5.8ͷ CSIDHϕΫτϧԽ͓Αͼఆٛ 5.9ͷ CSIDHฒྻԽʹ͞ࡌهΕͨ aͷαϯϓϦϯά๏Λ༻͍Δ.

ϞϯΰϝϦܕପԁۂઢ E : y2 = x3 + ax2 + xʹରͯ͠,  a, E ͷϞϯΰϝϦͱݺΕΔ. CSIDHڞݤ༗Ͱ

, ઢۂ࢝ E : y2 = x3 + xʹରͯ͠, ΞϦεͱϘϒʹΑͬͯ͞ࢉܭΕΔପԁۂઢͯ͢ϞϯΰϝϦܕପԁۂઢͰ

͋Δ.

ΞϦε

a← cl(O) : ΞϦεͷൿີݤ,

[a]E (ͷϞϯΰϝϦ)Λࢉܭ,

SKAlice = [a] ([b]E) ͷϞϯΰϝϦ.

[a]E

−−−−−−→←−−−−−−
[b]E

Ϙϒ

b← cl(O) : Ϙϒͷൿີݤ,

[b]E (ͷϞϯΰϝϦ)Λࢉܭ,

SKBob = [b] ([a]E) ͷϞϯΰϝϦ.

ਤ 5.2 CSIDHڞݤ༗ͷ֓ཁ

ΠσΞϧྨ܈ cl(O)ՄͳͷͰ, [a] ([b]E) = [ab]E = [ba]E = [b] ([a]E)Ͱ͋Γ, ͦͷϞϯΰϝϦΛ͑ߟΕ

SKAlice = SKBob ͱͳΔͷͰ, ΞϦεͱϘϒಉ͡ݤΛڞ༗Ͱ͖Δ. ͦͷࢉܭΞϧΰϦζϜʹ͍ͭͯ, Castryck Β

[7]͓ΑͼMeyer–Reith [41]Λࢀরͷ͜ͱ. ͦͷ҆શੑ, ఆ൛ͷ CSIDHฒྻԽ 2ͷࠔੑʹͮ͘ج.

5.3 ۩ମతͳ҉߸ํࣜ

5.3.1અͰ, NISTඪ४ԽʹఏҊ͞Εͨ SIKEެ։҉ݤ߸ͱ SIKEݤΧϓηϧԽํࣜ (KEM)Λ֓આͯ͠, 5.3.2અͰ,

ಉछࣸ૾ʹͮ͘جೝূ͖ڞݤ༗ɾάϧʔϓڞݤ༗ʹ͍ͭͯͷݱঢ়Λ؆୯ʹड़Δ. ͦͯ͠, 5.3.3અͰ, ಉछࣸ૾ʹج

͍ͮͨॺ໊ํࣜͷݱঢ়, ಛʹ, ͨͬ·͕࢝ڀݚۙ࠷ CSIDHϕʔεͷॺ໊ํࣜͰ͋Δ SeaSignॺ໊ʹ͍ͭͯগ͠ৄ͘͠

આ໌͢Δ.

ද 5.2 ຊઅͰѻ͏ओཁͳಉछࣸ૾ʹ҉ͮ͘ج߸ٕज़

จݙ ҉߸Խ ަݤ ॺ໊

SIKE [34] ˓ ˓

SeaSign [18] ˓

5.3.1 SIKEɿSIDHϕʔεެ։҉ݤ߸ͱݤΧϓηϧԽํࣜ

NIST ඪ४ԽʹఏҊ͞Εͨ SIKE [34] ʹ͍ͭͯड़Δ. ओͨΔఏҊऀ, Waterloo େֶͷ David Jao Ͱ͋Γ, ଞʹ

ऀڀݚۀا Microsoft, InfoSec Global, Amazon, TI ͔Β, େֶऀڀݚ Florida Atlantic େֶ, UVSQ & Inria,

Radboudେֶ͔Β໊Λ࿈Ͷ͍ͯΔ.

ϞϯΰϝϦܕପԁۂઢ Ea,b/Fp2 : by2 = x3 + ax2 + xΛ༻͍ͨεΧϥʔഒࢉ, ಉछࣸ૾ࢉܭΛ༻͍ͯߏ͞Ε͓ͯ

Γ, ૉ p, p = 2e23e3 − 1Ͱ͋Γ, ઢۂ࢝ E0,1/Fp2 : y2 = x3 + xΛ༻͍͍ͯΔ. ෦ࢦ (e2, e3)ʹ, 3ͭ

ͷ (e2, e3) = (250, 159), (372, 239), (486, 301) ,Ε͓ͯΓ͞༺࠾͕ ͜ͷެ։ύϥϝʔλ, ͦΕͧΕɺSIKEp503,
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SIKEp751, SIKEp964ͱݺΕ͍ͯΔ. ͜͜Ͱ,  503, 751, 964, ͦΕͧΕૉ pͷϏοτΛද͢. ͜ΕΒͷύ

ϥϝʔλ, ͦΕͧΕ, ҆શੑϨϕϧ k = 128, 192, 256Λຬͨ͢ͱ͞ΕΔ͕, ͦͷࠜڌ, ֤ύϥϝʔλʹରͯ͠, ,యݹ

,͍ͯͭʹͷͦΕͧΕػࢉܭࢠྔ ҆શੑඪͱ҆શੑੵݟΓΛͨ͠ࢉܭԼͷද 5.3ʹΑΓ༩͑ΒΕΔ. ͜͜Ͱ, య҆ݹ

શੑੵݟΓ, ,Γੵݟશੑ҆ࢠྔ ͦΕͧΕਤ 5.1Ͱ, [SIDHɾݹయ], [SIDHɾྔࢠ]ཝʹ͞ࡌهΕͨੵݟΓΛͬ

ͯ༩͑ΒΕ͍ͯΔ.

ද 5.3 ҆શੑϨϕϧΛܾΊΔͨΊͷ҆શੑੵݟΓ

҆શੑϨϕϧ య҆શੑඪݹ Γੵݟయ҆શੑݹ શੑඪ҆ࢠྔ Γੵݟશੑ҆ࢠྔ

k 2k−1 min(
√
2e2 ,
√
3e3)

√
2k min( 3

√
2e2 , 3
√
3e3)

SIKEp503 128 2127 1.00 · 2125 264 1.26 · 283

SIKEp751 192 2191 1.00 · 2186 296 1.00 · 2124

SIKEp964 256 2255 1.45 · 2238 2128 1.02 · 2159

ҎԼͰ, ؔ isogenℓ(sk), ઢۂ࢝ E ͔Βൿີݤ skʹैͬͯ, ℓ-ႈ࣍ͷಉछࣸ૾Λͨ͠ࢉܭऴͷۂઢͱͦͷ্

ͷิॿ͔ΒͳΔ SIDHڞݤ༗ͷެ։ݤͰ͋Δ. ·ͨ, isoexℓ(pk, sk), εΧϥʔ sk Λͯͬ pk ʹؚ·ΕΔପԁۂ

ઢ͔Β ℓ-ႈ࣍ͷಉछࣸ૾Λͨ͠ࢉܭऴͷۂઢͷ j ෆมྔ (SIDHڞݤ༗ͷڞ༗ݤ)Λද͢. ҎԼͰ, ۭؒݤ (ཚۭ

ؒ)Λ K2 = Z/2e2Z, K3 = Z/3e3Zͱ͢Δ.

˙SIKEެ։҉ݤ߸ ௨ৗͷ DHڞݤ༗ํࣜΛجʹ ElGamal҉߸Λߏ͢Δͷͱಉ͡ཁྖͰ, SIDHڞݤ༗ํࣜΛެ։

ͷ͕ͨ͠มʹ߸҉ݤ SIKEެ։҉ݤ߸Ͱ͋Δ.

• ੜɿݤ ۭؒݤ K3 ͔ΒϥϯμϜͳݤΛੜ͢Δɿsk3 ←R K3. sk3 ʹैͬͯ, ಉछࣸ૾Λͦͯ͠ࢉܭͷҬۂ

ઢٴͼิॿΛੜ͢Δɿpk3 = isogen3(sk3). ൿີݤ sk = sk3, ެ։ݤ pk = pk3 ͱ͢Δ.

• ҉߸Խɿ ެ։ݤ pk = pk3 ͱϝοηʔδ m ∈ M Λೖྗͱ͢Δ. ۭؒݤ K2 ͔ΒϥϯμϜͳΛੜ͢Δɿ

sk2 ←R K2. sk2 ʹैͬͯ, ಉछࣸ૾Λͦͯ͠ࢉܭͷҬۂઢٴͼิॿΛੜ͢Δɿc0 = isogen2(sk2). pk3

ͱ sk2 ͔Β, SIDHڞ༗ݤʹ͋ͨΔ j ෆมྔΛ͢ࢉܭΔɿj = isoex2(pk3, sk2). ಋग़ؔݤ F Λ༻͍ͯϏοτ

ྻม͢Δɿh = F (j). ϝοηʔδmΛϚεΫ͢Δɿc1 = h⊕m. ҉߸จ (c0, c1)Λग़ྗ͢Δ.

• ෮߸ɿ ൿີݤ sk = sk3 ͱ҉߸จ (c0, c1)Λೖྗͱ͢Δ. c0 ͱ sk3 ͔Β, SIDHڞ༗ݤʹ͋ͨΔ j ෆมྔΛࢉܭ

͢Δɿj = isoex2(c0, sk3). ಋग़ؔݤ F Λ༻͍ͯϏοτྻม͢Δɿh ← F (j). c1 ͷϚεΫΛऔΓআ͘ɿ

m← h⊕ c1. ϝοηʔδmΛग़ྗ͢Δ.

ఆཧ 5.11 ([34]) SIKEެ։҉ݤ߸, ϥϯμϜΦϥΫϧϞσϧʹ͓͍ͯ, SIDHࠔੑͷԾఆͷԼͰ, બฏจ

ରͯࣝ͠ผෆՄʹܸ߈ (IND-CPA)҆શͰ͋Δ.

˙SIKE ΧϓηϧԽํࣜݤ SIKE ΧϓηϧԽํࣜݤ (KEM) , ϥϯμϜΦϥΫϧϞσϧͰ, SSDDH ԾఆͷԼͰ

IND-CCA ҆શͰ͋Δ. Ԭຊ–౻࡚มΛجʹͨ͠ Hofheinz Βͷม [31] Λͯ͠ࢪ, IND-CPA ҆શͳެ։҉ݤ߸Λ,

IND-CCA҆શͳݤΧϓηϧԽํࣜʹมͨ͠ͷͰ͋Δ.

ҎԼͰ, લஈམʹͨ͠ࡌه SIKEެ։҉ݤ߸ͷ҉߸Խ, ෮߸ΛͦΕͧΕ Enc, Decͱͯ͠ࡌه, ຊஈམͰͷ KEM҉

߸Խ, KEM෮߸Ͱαϒϧʔνϯͱͯ͠༻͍Δ.

• ੜɿݤ ۭؒݤ K3 ͔ΒϥϯμϜͳݤΛੜ͢Δɿsk3 ←R K3. sk3 ʹैͬͯ, ಉछࣸ૾Λͦͯ͠ࢉܭͷҬ
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ͼิॿΛੜ͢Δɿpk3ٴઢۂ = isogen3(sk3). ϥϯμϜͳϏοτྻ s Λੜ͢Δɿs ←R {0, 1}n. ൿີݤ
sk = (s, sk3), ެ։ݤ pk = pk3 ͱ͢Δ.

• ΧϓηϧԽɿݤ ެ։ݤ pk = pk3 Λೖྗͱ͢Δ. ϥϯμϜͳϏοτྻ m Λੜ͢Δɿm ←R {0, 1}n. ϋο
γϡؔ GΛ༻͍ͯཚ r Λੜ͢Δɿr = G(m || pk3). ެ։ݤ pk3 ͱཚ r Λ༻͍ͯmΛ҉߸Խ͢Δɿ

(c0, c1) = Enc(pk3,m; r). ಋग़ؔݤ H Λ༻͍ͯڞ༗ݤ K Λੜ͢ΔɿK = H(m || (c0, c1)). ҉߸จ (c0, c1)

ͱڞ༗ݤK Λग़ྗ͢Δ.

• σΧϓηϧɿ ൿີݤ sk = (s, sk3), ެ։ݤ pk = pk3 ͱ҉߸จ (c0, c1) Λೖྗͱ͢Δ. ൿີݤ sk3 Λ༻͍ͯ

(c0, c1)Λ෮߸͢Δɿm′ = Dec(sk3, (c0, c1)). ϋογϡؔGΛ༻͍ͯཚ r′Λੜ͢Δɿr′ = G(m′ || pk3).
r′ ʹैͬͯ, ಉछࣸ૾Λͦͯ͠ࢉܭͷҬۂઢٴͼิॿΛੜ͢Δɿc′0 = isogen2(r

′). c′0 = c0 ཱ͕

͢Δ͔Ͳ͏͔ʹΑͬͯ, ಋग़ؔݤ H Λ༻͍ͯڞ༗ݤ K ΛҎԼͷΑ͏ʹੜ͢Δɿ͠ c′0 = c0 Ͱ͋Ε,

K = H(m′ || (c0, c1)), ͠ c′0 ̸= c0 Ͱ͋Ε, K = H(s || (c0, c1)). Kݤ༗ڞ Λग़ྗ͢Δ.

ఆཧ 5.12 ([34]) SIKEݤΧϓηϧԽํࣜ, ϥϯμϜΦϥΫϧϞσϧʹ͓͍ͯ, SIDHࠔੑͷԾఆͷԼͰ, બ

҉߸จܸ߈ʹରͯࣝ͠ผෆՄ (IND-CCA)҆શͰ͋Δ.

[34]ʹैͬͯ, ද 5.4ʹ, SIKEݤΧϓηϧԽํࣜͷݤͱ҉߸จͷαΠζΛόΠτͰࣔ͢. ·ͨ, [34]ʹै͍, ൿີݤ

αΠζཝʹਖ਼ຯͷൿີݤαΠζͱͱʹެ։ݤՃ͑ͨαΠζׅހʹซ͢هΔ.

ද 5.4 SIKEݤΧϓηϧԽํࣜͷݤɾ҉߸จͷαΠζ (όΠτ)

ൿີݤ (ؚΉެ։ݤ) ެ։ݤ ҉߸จ ݤ༗ڞ

SIKEp503 56 (434) 378 402 16

SIKEp751 80 (644) 564 596 24

SIKEp964 100 (826) 726 766 32

2019 1݄ʹެ։͞Εͨ NIST PQCඪ४Խͷگݱใࠂॻ [1]ʹΑΔͱ, ଞͷ PQCީิʹൺͯ࠷ݤαΠζ͕খ

͍͜͞ͱ͕ SIKEͷ 1ͭͷಛͰ͋Δ. ද ,ʹΔΑ͏ݟʹ5.4 256Ϗοτͷ҆શੑϨϕϧͱ͞ΕΔ SIKEp964ݤΧϓη

ϧԽํࣜͰ, ͦͷެ։ݤαΠζ͕ 750όΠτΛԼճ͍ͬͯΔ͜ͱ͕ [1]Ͱಛච͞Ε͍ͯΔ.

·ͨ, ଞʹ, NISTใࠂॻ [1]Ͱࢦఠ͞Εͨ SIKEํࣜͷಛͱऑΛ؆୯ʹ·ͱΊΔ. ͦͷಛͱͯ͠, ࢦʹ্

ఠͨ͠ଞͷ PQCީิʹൺͯ࠷ݤαΠζ͕খ͍͜͞ͱͷଞʹ, ͜Ε·Ͱͷପԁۂઢ҉߸ͷ࣮ߴ͍ͨͮجʹڀݚ

࣮αΠυνϟωϧ࣮ͷڀݚੵ͕͋Δ͜ͱ, ͦͯ͠ैདྷͷପԁۂઢ҉߸ͱͷݹయ/ྔ҆ࢠશϋΠϒϦουํ

ࣜͷߏ༰қ͕͞ࢦఠ͞Ε͍ͯΔ. ͦͷऑͱͯ͠, ଞͷ PQC ީิʹൺͯ, ຊͰ͋Δಉछࣸ૾ͷ҆શج

.ΒΕ͍ͯΔ͛ڍΔ͜ͱ͕͔͔͕ؒ࣌ʹࢉܭෆेͰ͋Δ͜ͱಉछࣸ૾ͩ·͕౼ݕੑ ͱͯ͠ࠂใ౼ݕ৽ͷ҆શੑ࠷)

[33, 12]͕͋Δ. )

5.3.2 ಉछࣸ૾ʹͮ͘جೝূ͖ڞݤ༗ɾάϧʔϓڞݤ༗

˙ೝূ͖ڞݤ༗ ೝূ͖ڞݤ༗, ͍ڀݚͷྺ࢙Λ͕ͭ࣋, ಉछࣸ૾ʹͮ͘ج, ಛʹ SIDHϕʔεͷೝূ͖ݤ

,༗ڞ 2018ʹͳͬͯ Galbraith [26], LeGrowΒ [39], Longa [40], ౻ԬΒ [21]ʹΑͬͯ૬͍࣍ͰఏҊ͞Εͨ. ·ͨ,

,ۙ࠷ CSIDHʹͮ͘جೝূ͖ڞݤ༗, ౻ԬΒ [22]ʹΑͬͯఏҊ͞Εͨ.
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˙άϧʔϓڞݤ༗ 2Ϣʔβؒͷڞݤ༗ΛෳϢʔβͷڞݤ༗ʹ֦ு͢Δάϧʔϓڞݤ༗͘͞ڀݚΕ͖͍ͯͯΔ͕,

ಉछࣸ૾ʹͮ͘جͷͱͯ͠, ,ۙ࠷ Βݹ [23]ʹΑͬͯ SIDHϕʔεάϧʔϓڞݤ༗͕ఏҊ͞Εͨ. ·ͨ, Boneh

Β [5], ಉछࣸ૾ʹͮ͘جඇରάϧʔϓڞݤ༗ͷՄੑΛ͓ࣔࠦͯ͠Γ, ͦΕΛԠ༻ͯ͠ 1ϥϯυೝূάϧʔϓݤ

,༗ڞ ౻ԬΒ [22]ʹΑͬͯݕ౼͞Ε͍ͯΔ.

5.3.3 ಉछࣸ૾ʹͮ͘جॺ໊ํࣜ

SIDHڞݤ༗ʹͮ͘جॺ໊ [28]ʹ؆୯ʹ৮Εͨޙ, CSIDHڞݤ༗ʹͮ͘جॺ໊ [18, 14]ํࣜͰ͋Δ SeaSignॺ໊Λ

આ໌͢Δ.

˙SIDHϕʔεॺ໊ SIDHڞݤ༗Λϕʔεʹͯ͠, 1Ϗοτͣͭূ໌͍ͯ͘͠Ұൠతͳθϩࣝରূ໌Λద༻ͯ͠,

Fiat-ShamirมʹΑΔॺ໊Λߏ͢Ε, ޮඇৗʹѱ͍͕, ͷݩ SIDHڞݤ༗ͱಉ͡ԾఆͷԼͰॺ໊ํ͕ࣜͰ͖

Δ [54, 28]. GalbraithΒ [28], SIDHಉछࣸ૾Ͱͳ͘ (Ұൠతͳ)ಛҟಉछࣸ૾ͷࠔੑʹ͍ͨͮجॺ

໊ํࣜߏͨ͠.

˙SeaSignॺ໊: CSIDHϕʔεॺ໊ De Feoͱ Galbraith [18]ʹΑΓ, લઅͷॺ໊ํࣜΑΓޮతͳ CSIDHϕʔ

εॺ໊͕ఏҊ͞Εͨ. ͜Ε, CSIDHڞݤ༗ͷֶతͳߏΛར༻ͨ͠ͷͰ͋Γ, ද ,ʹΔΑ͏ݟʹ5.3.3 ·࣮ͩ༻త

ͱ͍ݴ͍͕, .ऩ·Δॺ໊ํࣜͱͳ͍ͬͯΔʹؒ࣌ࢉܭతͳ࣮ݱ ҎԼͰ, [18]Ͱ, ʮجຊܗʯͱݺΕΔ SeaSign

ॺ໊ํࣜΛ͢ࡌهΔ. [18]Ͱ, ,ʹߋ ΘΕͨύϥϝʔλͰܗຊج tͱڞʹ, ύϥϝʔλ sΛಋೖͯ͠, ॺ໊͕͍

ํࣜެ։͕ݤ͍ํࣜͱ͍ͬͨมࣜํܗΛఆ͍ٛͯ͠Δ.

ڀݚଓޙ [14]ʹ͓͍ͯ, ,Խ͕ਤΒΕ͍ͯΔ͕ߴͳΔߋ ·࣮ͩ༻తͱ͍ݴ͘, SeaSignॺ໊Λվྑ͢Δ͜ͱͰ,

࣮༻తͳੑΛୡͰ͖Δ͔Ͳ͏͔ΛۃݟΊΔ͜ͱ, .ͱͬͯॏཁͳ՝Ͱ͋Δʹڀݚͷಉछࣸ૾ϕʔεॺ໊ޙࠓ

ҎԼͰ, ϕΫτϧ eͷ֤ ei (i = 1, 2, . . . , n)ͱ͢Δ, ଈͪ, e = (e1, e2, . . . , en)Ͱ͋Δ. ϕΫτϧ fk, zk ʹͭ

͍ͯಉ༷ͷه๏Λ༻͍Δ.

• ੜɿݤ ެ։ύϥϝʔλ ppcsidh = (O, (l1, l2, . . . , ln), E,B), ͢ͳΘͪ, ڏ ࣍2 O, ΠσΞϧ l1, l2, . . . , ln,

Fp-༗ཧͳಛҟପԁۂઢ E, ݶ্ B Λೖྗͱ͢Δ. ϕΫτϧ e ←R [−B,B]n Λੜ͢Δ. EA =

[
∏n

i=1 l
ei
i ]E Λͯ͠ࢉܭ, ൿີݤ sk = e, ެ։ݤ pk = EA ͱ͢Δ.

• ॺ໊ੜɿ ެ։ύϥϝʔλ ppcsidh, ϝοηʔδ msg, ެ։ݤ pk = EA, ൿີݤ sk = e Λೖྗͱ͢Δ. ֤

k = 1, 2, . . . , tʹରͯ͠, ϕΫτϧ fk ←R [−(nt+ 1)B, (nt+ 1)B]n Λੜͯ͠, Ek =
[∏n

i=1 l
fk,i

i

]
E Λܭ

.Δ͢ࢉ ϋογϡΛ b1|| · · · ||bt = H(j(E1), . . . , j(Et), msg)ͱϏοτղ͢Δ. ֤ k = 1, 2, . . . , tʹରͯ͠, 

͠ bk = 0Ͱ͋Ε, zk = fk ͱͯ͠, ͠ bk = 1Ͱ͋Ε, zk = fk − eͱͯ͠, ͠ zk ̸∈ [−ntB, ntB]n Ͱ͋

Ε ⊥Λग़ྗ͢Δ. ͦ͏Ͱͳ͚Ε, ॺ໊ σ = (z1, z2, . . . , zt, b1, b2, . . . , bt)Λग़ྗ͢Δ.

• ॺ໊ূݕɿ ެ։ύϥϝʔλ ppcsidh, ϝοηʔδ msg, ެ։ݤ pk = EA, ॺ໊ σ Λೖྗͱ͢Δ. ·ͣ, ॺ໊ σ ͕,

σ = (z1, z2, . . . , zt, b1, b2, . . . , bt) ͱ͍͏σʔλʹͳ͍ͬͯΔ͜ͱΛ֬ೝ͢Δ. ֤ k = 1, 2, . . . , t ʹରͯ͠, 

͠ bk = 0Ͱ͋Ε, Ek =
[∏n

i=1 l
zk,i

i

]
E Λͯ͠ࢉܭ, ͠ bk = 1Ͱ͋Ε, Ek =

[∏n
i=1 l

zk,i

i

]
EA Λ͢ࢉܭΔ.

ϋογϡΛ b′1|| · · · ||b′t = H(j(E1), . . . , j(Et), msg)ͱϏοτղ͢Δ. ͠, (b′1, b
′
2, . . . , b

′
t) = (b1, b2, . . . , bt)

Ͱ͋Ε, डཧΛग़ྗͯ͠, ͦ͏Ͱͳ͚Ε, ෆडཧΛग़ྗ͢Δ.

ఆཧ 5.13 ([18]) SeaSignॺ໊ํࣜ, ϥϯμϜΦϥΫϧϞσϧʹ͓͍ͯ, CSIDHϕΫτϧԽ ੑͷԾఆͷࠔ2

ԼͰ, બจॻܸ߈ʹରͯ͠ଘࡏతِෆՄ (EUF-CMA)҆શͰ͋Δ.
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ද 5.5 SeaSignॺ໊جຊܗ, ॺ໊ํࣜ, ެ։ࣜํݤͷσʔλαΠζͱॲཧੵݟؒ࣌Γ ([18], 2018/9/6ʹߘ

͞Εͨ൛ͷ ePrintจ). ͜͜Ͱ, (λ, n,B, log2(p)) = (128, 74, 5, 16, 500)͔ͭୈ 1ྻͰ (s, t) = (1, 128), ୈ

2,3ྻͰ (s, t) = (16, 8). ୯Ґ KiB 1 KiB = 210 όΠτ = 1024όΠτͱ͢Δ. ·ͨ, Γੵݟؒ࣌ [7]ͱ

ಉ༷ʹ, [B,−B]n ͷϕΫτϧ͕ପԁۂઢ E ࢉԋ༺࡞܈Δ͢༺࡞ʹ 1 ճʹ (ଟ͘ͱ)0.1 ඵ͔͔ΔͷΛج४ʹ͠

.͍ͬͯΔੵݟͯ

ܗຊج ॺ໊ํࣜ ެ։ࣜํݤ

ॺ໊αΠζ 19600 B 944 B 3092 B

ެ։ݤαΠζ 63 B 4032 KiB 32 B

ൿີݤαΠζ 32 B 16 B 1024 KiB

Γੵݟؒ࣌ੜݤ 0.1 ඵ 6554 ඵ 6554 ඵ

ॺ໊ੜɾੵݟؒ࣌ূݕΓ 123136 ඵ 474 ඵ 474 ඵ

5.4 ·ͱΊ

ຊষͰ, ಉछࣸ૾ʹ͍ͨͮج SIDHڞݤ༗, CSIDHڞݤ༗ʹؔ࿈ͯ͠, ͦͷํࣜهड़, ҆શੑڀݚ, NISTඪ४Խͷ

ಈ, ͦͯ͠, ͦΕΒΛجʹͨ͠ॺ໊ํࣜͳͲʹ͍ͭͯ·ͱΊ͖ͯͨ.

[13]ʹΑΔͱ, Couveignes, 1997ͷ École Normale SupérieureͰͷηϛφʔͰطʹಉछࣸ૾ʹ҉ͮ͘ج߸ٕज़

ΛఏҊ͓ͯ͠Γ, ΄΅ಉظ࣌ʹ Kohel[36] Galbraith[25], ಉछࣸ૾ʹؔ͢ΔڀݚΛ࢝Ί͍ͯͨ. ͭ·Γ, ಉछ

ࣸ૾҉߸ٕज़ͷڀݚطʹ 20Ҏ্ͷྺ࢙Λͭ. ͦͯ͠, ,ͳΓʹۙ࠷ ྔ҉ػࢉܭࢠ߸ͷඞཁੑ͕ߴ·Δ͜ͱͰ,

ಉछࣸ૾҉߸ٕज़͞Ε͕ͯڀݚਐΜͰ͓Γ, ,ޙࠓ .ΘΕΔࢥਐΉͱ͕ڀݚͷੑʑͳํ༷ʹߋ ͪΖΜ, ະͷ

ಉछࣸ૾҉߸ํࣜະͷ͕ܸ߈, ,ଓ͘Մੑ͋ΔͷͰޙࠓ ,ඞཁ͕͋Δ͕͍ͯ͘͠ࢹΛҾ͖ଓ͖ಈڀݚ৽࠷ ݱ

,ΒΕͨํࣜ҆શੑٞʹؔͯ͠ࡏ ,ޙࠓ ಛʹҙ͖͢͜ͱʹ͍ͭͯҎԼʹ·ͱΊ͓ͯ͘.

• NIST҉߸ඪ४ԽʹఏҊ͞Εͨಉछࣸ૾҉߸, 5.3.1અʹͨ͠ࡌه SIKEํ͚ࣜͩͰ͋ΔͷͰ, SIKEํࣜͷಈ

.ॏཁͰ͋Δ ಛʹ IND-CCA҆શੑΛୡ͢Δ SIKEݤΧϓηϧԽํࣜͷ҆શੑɾ࣮ڀݚͷಈʹ, 

͢Δඞཁ͕͋Δ.

• SIKEํࣜͷجͰ͋Δ SIDHڞݤ༗ͷޮԽ, ಛʹؒ࣌ࢉܭͷॖΈࠐΈثػͰͷߴ࣮๏, ଞͷྔ

,ʹ࣌ͱൺͨ߸҉ݤ։ެࢠ ॏཁͳڀݚ՝Ͱ͋Δ.

• 5.1.4અͰड़ͨΑ͏ʹ, CSIDHڞݤ༗ʹର͢Δ४ࢦࢠྔؒ࣌ΞϧΰϦζϜͷৄࡉͳղੳɾੵݟΓ, ·ͩ

.ͷ՝Ͱ͋Δޙࠓ ͦΕʹ͍ͯͮج, SIDHڞݤ༗ͱ CSIDHڞݤ༗ͷൺֱ͕ߦΘΕ͍ͯ͘ͷͰ, SIKEํࣜͷඪ

४Խͱ͍͏؍͔ΒॏཁͰ͋Δ.

• 5.3.3અͰड़ͨΑ͏ʹ, ࣮༻తͳಉछࣸ૾ϕʔεॺ໊, ·ͩଘ͠ࡏͳ͍. ,ࡏݱ ͬͱ࣮༻ʹ͍ۙ SeaSign

ॺ໊Λվྑ͢Δ͜ͱͰୡͰ͖Δͷ͔, ৽ͨͳॺ໊ߏ๏Λ։͢Δඞཁ͕͋Δͷ͔, ͳͲޙࠓͷ՝ͱͯ͠

.Ε͍ͯΔ͞
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