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2004 4£ 8 A SHA-1 ~DIEE 2%~ BB AT (NIST) [NT04]
2005 - 8 H HRERT T Y X LOFHLFEE (Wang 5)
2006 4E 4 A SHA-1 ~DOH BT+ 5B (NIST) [NT06]
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4.2. NIST (28T B %I
(1) vy =B
NIST SP 800-57 Part 1 Revision 1 TiX, SHA-1 [ZDWTIL, £4 O\ Ee#H I T

Do

# 4: NISTIZBIT BNy & =2 B O B Ea A &R HEFH ORI (INT16] 2> 5 HE)

Security Digital Signatures and hash-only HMAC,
Strength applications Key Derivation Functions, Random
Number Generation
<380 SHA-1
112 SHA-224, SHA-512/224, SHA3-224
128 SHA-256, SHA-512/256, SHA3-256 SHA-1
192 SHA-384, SHA3-384 SHA-224, SHA-512/224
> 256 SHA-512, SHA3-512 SHA-256, SHA-512/256, SHA-384,

SHA-512, SHA3-512

F7~. NIST SP 800-131A Revision 1 TiX., SHA-1 [T DWW TIL, F£5 OV it I T
%

%50 NISTIZ3IT 5 SHA-1 OA&KZRIRIL ([NT15c¢] 2> B HHY)

Hash Function Use

Disallowed, except where
Digital signature generation specifically allowed by NIST

SHA-1 protocol-specific guidance.
Digital signature verification Legacy-use
Non-digital signature applications Acceptable

SHA-1 for digital signature generation:

SHA-1 may only be used for digital signature generation where specifically allowed by
NIST protocol-specific guidance. For all other applications, SHA-1 shall not be used for
digital signature generation.

SHA-1 for digital signature verification:
For digital signature verification, SHA-1 is allowed for legacy-use.

SHA-1 for non-digital signature applications:

For all other hash function applications, the use of SHA-1 is acceptable. The other
applications include HMAC, Key Derivation Functions (KDFs), Random Bit Generation,
and hash-only applications (e.g., hashing passwords and using SHA-1 to compute a
checksum, such as the approved integrity technique specified in Section 4.6.1 of [FIPS
140)).
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(2) BLELEE R

NIST SP 800-131A Revision 1Cl&, FIPS 186-2 <> ANS X9.62-1998 THHE SN T\ 5 #E
LR ERGRIZ DWW T, K6 DB Y Fid STV 5, NISTOHEHETIESHA-1 DHASH_DRBG
o OHMAC_DRBG TOFIAM TR SN TWD 0, 2SN TOFRIHITEBAE TIIER ST
Y,

7% 6: NIST |28 D aLE ARk Es O A&GRIRIL  (INT15c] 2> & k)

Description Use
HASH DRBG, HMAC DRBG and Acceptable
CTR _DRBG
DUAL EC DRBG Disallowed
RNGs in FIPS 186-2, ANS X9.31 and ANS Deprecated through 2015
X9.62-1998 Disallowed after 2015

i Acceptable is used to mean that the algorithm and key length is safe to use; no security risk is
. currently known. :
Deprecated means that the use of the algorithm and key length is allowed, but the user must accept :
i some risk. The term is used when discussing the key lengths or algorithms that may be used to

728, BAAFE. NIST SP 800-90C [NT16blix K7 7 RMhRIZ7Z2 > T\ A, NICT SP 800-90B
INY16a] 132 2018 4F 1 AIZAB & T 5,

(3) s B %L
NIST SP 800-131A Revision 1T, #HEEHIBIEICSWT, 7T OBV EEH LTV 5,

F 71 NIST 28T 2888 HESE D &G (INT15c] 2> B4k FE)

Algorithm Use
HMAC-based KDF Acceptable
CMAC-based KDF Two-key TDEA-based KDF Deprecated through 2015
Disallowed after 2015
AES and Three-key TDEA Acceptable

i HMAC-based KDF (HMAC is the Keyed-Hash Message Authentication Code [FIPS 198-1]): The
use of HMAC-based KDFs is acceptable using an approved hash function,

i including SHA-1. See Section 10 for discussions of the key lengths used with HMAC

i+ CMAC-based KDF:

. The use of two-key TDEA as the block cipher algorithm in a CMAC-based KDF is deprecated
 through December 31, 2015

i Two-key TDEA shall not be used to derive keying material after December 31, 2015.

\ The use of AES and three-key TDEA as the block cipher algorithm in a CMAC-based KDF is

——————————————————————————————————————————————————————————————————————————————————————————————————————————————————————
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