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3.1.3. {EBi
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CRYPT02015 THEFK S 7-im L [HKY2015] 70 E ARG A L | R & 4055 (- TR P
T 5, &HROMEHISRIEEITIT 9,
[HKY2015] “Last fall degree, HFE, and Weil descent attacks on ECDLP,” Ming—Deh

A. Huang, Michiel Kosters, Sze Ling Yeo
(FLEEB  “Sub—exponential algorithms for ECDLP?” 1)

(2) ZEMBLGG KR OCETAL O RFBEIA I 2 A

" http://ecc2015. math. u—bordeauxl. fr/documents/kosters. pdf
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(b) EEFALEATIZ DWW TR, SFEEM L 72N RHEE DO LR — MRS B
WEHIE L, A CHE T BT 2, SEEORFRRICESE, RFEEIZS
5 70 5 F il A Ehi T 5,
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(a) & RHoy g R RE oo R EEME J 3O M gt b oo BRI 25 R E oo TRUEEME L2 B 9 2
AR E ORI KIE AR ZEE R 20N E 9 OB ET D,

(b) A== ¥ a—ZDRXRF~v—TFRO 105 500 L& 1993 05
IR LTV D Web Y4 b TOP500. Org’d 2015 4£ 6 H « 11 HORF=

— 7 REROBEMEIT 5,
3.1. 4. IEEMEEE
A a2 —)b

F1lEl 2016 4F 1 A 22 H (42) IREIEHEIRCEERNRICOWTOFE L TK
Fom 201643 A3 HOK) FAEANFIZONWTORER®EE TK

(1) &M iR b B SR RE o W (2 B 5 4
(a) FREOHMICE Y A BT »7 L, ECOLP OF S RGP OBE & s LTz,
(b) #2%%k 2 OARRM 0> ECDLP OAFFEBY 1A DA & ff SC[662016] &~ — AT, 3
b> ECDLP O JF 52815 O fifin % S [PKM2016] 2 X — A2, WAEFEIZFk 45
Zlilheol,

[S2004] Semaev, “Summation polynomials and the discrete logarithm problem on
elliptic curves,” https://eprint. iacr. org/2004/031. pdf.

[D2011] Diem, “On the discrete logarithm problem in elliptic curves, ”
Compositio Math. 147, 2011.

[FPPR2012] Faugére, Perret, Petit and Renault, “Improving the Complexity of
Index Calculus Algorithms in Elliptic Curves over Binary Fields,”
Eurocrypt 2012.

[PQ2012] Petit and Quisquater, “On polynomial systems arising from a Weil
descent,” ASTACRYPT 2012.

[HKY2015] Huang, Kosters and Yeo, “Last Fall Degree, HFE, and Weil Descent
Attacks on ECDLP,” CRYPTO 2015.

Z http://www. top500. org/
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[GG2016] Galbraith and Gaudry, “Recent progress on the elliptic curve
discrete logarithm problem,” Designs, Codes and Cryptography. (2016)
78

[PKM2016] Petit, Kosters and Messeng, “Algebraic Approaches for the Elliptic
Curve Discrete Logarithm Problem over Prime Fields,” PKC 2016.
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(a) ZEMIEEBRICONTEL, BEFOXMEY A T 7L, b EAWicH
RT IV = arh EICETAMEEITo T,
(b) HEFALBMIC OV TR, SR L2 SNT ek ME 2> 5 OFEli L AR — Mo v
Ea—%17\0, b~ U EER LT,
(c) WHEEEIL, ZEMILER L ML OBRZEIH L 5o, FICZEMETHROK
kA ERRICIRA - R A KT 5,

(3) THIE D H
(a) & RHoy g R RE oo R EEME 3 3O M gt b oo BRI 25 R E oo TRUEEME 12 B 4 2
FHA R KIE R T2 s 7272, 201646 A - 11 HOXRUF~<— 7k
RZBIML TPRKOEHZ1T -7,
(b) WEOHER - B/ CAPETE D L0 BRI 2 RFEEIZERT 5, 28T 2
E I MTONTITS BT 5,

(4) Post—Quantum Cryptography D &Ej[AIZ-DUNT
NIST 7%, NISTIR 8105 DRAFT Report on Post—Quantum Cryptography’Z /A% L.
PQCrypto 2016 (23T, Post—Quantum Cryptography: NIST s Plan for the Future®
LTI LBy T—va v &{ToTCnb 7, NIST O RfiER LI oW TE AR
WaiT o7,

3.1.5. AREMIE
(1) ZESETELOCEZHEO BN I RET 5 A
(a) ZEMBI G
% BEHRIE G (nulti-linear map) 1%, ZEOMBIMELZ H VD 2 & THMEH
RERIRBt T B AREM N H Y | Bix o7 7V r— 3 v & BEUE, BR(BICET
LERRBARRO—>THDLEZ NS, BRICRESNTWOLRENRT 7Y 7

PRHE L AR — MR L AR — R E LT Web IZHB#T 2 FETH D,

L VIR 3 IC B L TV B,

® http://csre. nist. gov/publications/drafts/nistir-8105/nistir_8105_draft. pdf
® https://pqerypto2016. jp/data/pqc2016_nist_announcement. pdf
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—a rOElELLITFIZET 5,

G ERIEEH Multi-linear map) DISHABIZOWTE R INTWBEHT
[1] Dan Boneh, Alice Silverberg:

[2]

[3]

[4]

Applications of Multilinear Forms to Cryptography. IACR Cryptology ePrint Archive
2002: 80 (2002)

* One—round n—way Diffie-Hellman key exchange protocol

* Unique signature

* Verifiable pseudo random functions

* Broadcast encryption

Markus Riickert, Dominique Schréder:

Aggregate and Verifiably Encrypted Signatures from Multilinear Maps without
Random Oracles. ISA 2009: 750-759

% Efficient aggregate and verifiable encrypted signatures without random oracle
Charalampos Papamanthou, Roberto Tamassia, Nikos Triandopoulos:

Optimal Authenticated Data Structures with Multilinear Forms. Pairing 2010:
246-264

* Authenticated data structures
Sanjam Garg, Craig Gentry, Amit Sahai, Brent Waters:
Witness encryption and its applications. STOC 2013: 467-476
* Witness encryption

— Public—key encryption, Identity-based encryption,

Attribute-based encryption, etc..

[5] Sanjam Garg, Craig Gentry, Shai Halevi:

Candidate Multilinear Maps from Ideal Lattices. EUROCRYPT 2013: 1-17
% Multipartite Diffie-Hellman key exchange

— Attribute based encryption for general circuit

[6] Jean—-Sébastien Coron, Tancréde Lepoint, Mehdi Tibouchi:

Practical Multilinear Maps over the Integers. CRYPTO (1) 2013: 476-493
* Multipartite Diffie-Hellman key exchange

[7] Eduarda S. V. Freire, Dennis Hofheinz, Kenneth G. Paterson, Christoph Striecks:

Programmable Hash Functions in the Multilinear Setting. CRYPTO (1) 2013: 513-530

* Programmable hash functions (PHFs)

[8] Susan Hohenberger, Amit Sahai, Brent Waters:

Full Domain Hash from (Leveled) Multilinear Maps and Identity-Based Aggregate
Signatures. CRYPTO (1) 2013: 494-512
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* Hash function with a Naor—Reingold-type structure
= identity—based aggregate signature
[9] Dan Boneh, Brent Waters:
Constrained Pseudorandom Functions and Their Applications. ASTACRYPT (2) 2013:
280-300
* Constrained PRFs
= Identity based encryption, broadcast encryption with optimal ciphertext
size
[10] Adeline Langlois, Damien Stehlé, Ron Steinfeld:
GGHLite: More Efficient Multilinear Maps from Ideal Lattices. EUROCRYPT 2014:
239-256
% Efficient miltipartite Diffie-Hellman key exchange
% Efficient attribute based encryption
[11] Dan Boneh, Brent Waters, Mark Zhandry:
Low Overhead Broadcast Encryption from Multilinear Maps. CRYPTO (1) 2014:
206-223
* Broadcast encryption
[12] Sanjam Garg, Craig Gentry, Shai Halevi, Mark Zhandry:
Functional Encryption Without Obfuscation. TCC (A2) 2016: 480-511

* Functional encryption

(b)  HEFHL

3L (Obfuscation) (2B L CTiL, WwFEOEHMNFENEIZ-OW T, Sanjam Garg K (University
of California, Berkeley, X[E)IZFEMIZKEH L 72, AFHM LA — FOBZEIZ SOV TR,
8k 3 2B L, B, AL AR— ML, CRYPTREC @ Web ¥4 MIIITF B HfrHEED
NR=VNHETETH D,

(2) TR D H
M FETSDVEZZE T T 5 DICER I NDUERE IO TR OFEF%OKIL,
3.1 DAY b,

" http://www. cryptrec. go. jp/estimation. html
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[LAR— F OfRk]

AL A— MI, =7 BT 0 7V~ U B b O BRI RERLET) OFET, HE
EDOFEI D 3EHMER L 7> TWD, 1T, =78/ T 47~V &ERL, 28T, ¥l
DF NI BREN & 72 2 ZEMEHRIZOWVTRIT L, 3 =T, HatlbEIFOEM LT 7
Vr—va Ao TR LTS, LA— FOBEIEILITO®@EY

£ SR (ARL:

T AR TOHTILICRO SNDIMWEOER X, TR ST LT T v IRy I AL
FIONT 7R L THLNDERE RRE LOEREZFTS &2 [BCI+01] £ W\WH DT
HoH, LrL, ZOFEMFE, W OO NTLIHREIEO 7 7 AZONWTOHRTIEH L0, FE
BAFRETHDL Z LB RINTND,

ISR LT, BHFBHOWELEE LGRS TREEESEME (10 ¢ indistinguishability
obfuscation) AHEME N TS [BGI+01, GRO7, GGH+13b]l, Z 1L, 4 < [ Clalgd
BadAT+ 28k (T'e 77 L) O FHEERBIRATREMED A2 BR L T\ D,

PR, [GGH+13b] Z XU LT 2B DM LT, LHEMEFGH (multi-linear map) D E
REORERL e ERRE S, S E O RBL BRI X 2 IR E £ o T D, TR S H
TWHRERDZ X, FHAEERMNATEMEICESS D 0) THDH, Z0#Hibo et
B LT, B\IHNIZRo TRV NREEIN TN D, I bk, #EHlboEico
W, EFEBRINTVD HOIENTILE RN,

[BHEHME L COLZEBEGH]

SZEMIEGHRORERHERE LT, TFE, /A AXARH-oE LTHHEBLENTT — 45
HELWHDTHDLINE I DOMGENATHE & 72 5 HFARTRE ST 5 [6GH13a, CLT13,
GGH15], [GGH13a] T/RrENT- ZHEMEGHOM, [CLT13, CLT15, GGHI5] TIL#7p 5 {E
IS ZEREEHR AL TND,

L2 EMIE GBI KT DT & L CIEBEIZ W < DR S 4TV 4 [CHL+15, CLR15, CLLT15,
CFL+16], L22L 2632 L% < OEZTHL OMRIZITHE L 52 RV DTH Y | Z
S IEMT OBNANS DWW TR L AN — F TIXRIZET 2,

BT DT OE R & LT [JHC16, MALE] 7RENH D, ZH BITIEROMMT & 3RO T 7
n—F& L0, (ZEREGHRE T BHHE O R B b B L 5 2 2 RN & 203,

' http://www. cryptrec. go. jp/estimation. html IZCTABFETH 5,
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INOOKBIEEIC AT A—FZRINT DL THSZENARETH D,

EHIT, 2016 FIC A TH D IE GGH AR O 2 EMIE GBI 35 < #me biloxt 3 2 BN
RWENRINTND [MSZ16], T OBENEGMLFFOX A=V H2 B2 5008 5 ETRE
STV, GEA R RER L EEOBLEN D, 2D O 2B S Hiffi 2 5%+ 50 E
DD,

[ B ]

W biL, TOSAMREOSWERTHY . Eo. B bR D RIS 2 HRI
K&V, ZEBEGEE AW & LTiE, point functions[Can97, CMR98, LPS04,
Wee05, CDOS, BC10]. testing hyperplane membership[CRV10]. & DOfiEMA 7 2 75 A
[ HRsV07, HMLSO7, Hadl0, CCV12] 72 &, RONTZHfAR 7w 7T MZON TN DR
DRENTWD, —F, ZEEEGEHRERWAEEDO T 0 7 7 LM TRE e i b N R %R
SN TWD[GCH+15], £ Dk, ¥% < OBFERIAELI N TV D,

B ek & L Cid, B3Iz 7T e 75 A& L7 9 2 T, AR b AN
KT OB EFRRIZFEITTHZENTE, £o, GENER B LENOTF = v 7 B AlHE
ThorZ e ROLND, wEMEELTL 7 EEOZHAZLELEOND T ¥ LE
EXBIBROMIRNZ LD, —HIOFBHREZRS L TRV | W oRnE s,

WL OB 2 %8 (Tt In 7 a7 7 A RBENMATLIZELTH, 7T v 7
Ry 7 ZCATINVT 72 ALTHLNL LU EOFEREZ —UE LRV 2L L&
L LT, Virtual black box obfuscation(VBB) 234 5., VBB (Z DWW TII(EE® function
(6T DA ATREME IR SN TV D H DD, conjunctions [BR13, BR14a, BVWW16] 73 &
DOFFFED functions X° idealized model FTOLED[EIFE[BR14b, BGK+14] 7¢ EidR 4
TW5,

VBB DHERLA ATREMEIZ DT, [BGI+01] T/RE 4L, X HIT[BGK+14] T X — i 7k
BRENNTWDE, LU IO ARAEEMEDOREEIL, generic multilinear attack DFXE
OFPANIZ L TIEiE A S u7eyy, FEBE generic multilinear attack #4HE L7-ET /LT
% VBB 2MERRFIRETH D Z RSN TUW S [BR14b, BGK14+], ZHHDfERIT. A7 <
UL ERIEEA4IZ% LT algebraic attack 2MFEHRT. “natural” function (2% L
T, B (EVAFE LYY Zethzmlc T#THEPMR R TH D Z L2 BRL TV D,

(77 r—3 ]
ESHLIX SR TT ) r— a VORI EHE G TEX DA EEMEE D TV D, Bl 2,
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1 7 vy REAEEARH (one—round multi—party key—exchange protocol) 72 & . TEREAfr
P TIHER LA T 7Y r—va RN FEEL 725, £ O, Nash
Equilibrium® 5% K #EME O FERA [BPR15, GPS15]X° general circuit (29" 2% BT =5 0
iR [GGH13b] 72 EITHW BT WD, Z DM, [GGSW13] THREAE S 4172 witness
encryption {22\ T %, indistinguishability obfuscation(i0) % f\ % Z & CTHERL AT BE
ThHZ %L TWD[GCHH13b],

(235 3Tk ]

[BGI+01] Boaz Barak, Oded Goldreich, Russell Impagliazzo, Steven Rudich, Amit Sahai, Salil P.
Vadhan, Ke Yang: On the (Im)possibility of Obfuscating Programs. CRYPTO 2001: 1-18

[GGH+13b] Sanjam Garg, Craig Gentry, Shai Halevi, Mariana Raykova, Amit Sahai, Brent Waters:
Candidate Indistinguishability Obfuscation and Functional Encryption for all Circuits. FOCS 2013:
40-49.

[CLT13]Jean-Sébastien Coron, Tancréde Lepoint, Mehdi Tibouchi: Practical Multilinear Maps over the
Integers. CRYPTO (1) 2013: 476-493

[CLT15] Jean—Sébastien Coron, Tancréde Lepoint, Mehdi Tibouchi: New Multilinear Maps Over the
Integers. CRYPTO (1) 2015: 267-286

[GGH15] Craig Gentry, Sergey Gorbunov, Shai Halevi: Graph-Induced Multilinear Maps from Lattices.
TCC (2) 2015: 498-527

[CHL+15] Jung Hee Cheon, Kyoohyung Han, Changmin Lee, Hansol Ryu, Damien Stehlé: Cryptanalysis of
the Multilinear Map over the Integers. EUROCRYPT (1) 2015: 3-12

[CLR15] Jung Hee Cheon, Changmin Lee, Hansol Ryu: Cryptanalysis of the New CLT Multilinear Maps
IACR Cryptology ePrint Archive 2015: 934 (2015)

[CLLT15] Jean-Sébastien Coron, Moon Sung Lee, Tancrede Lepoint, and Mehdi Tibouchi: Cryptanalysis of
GGH15 Multilinear Maps. IACR Cryptology ePrint Archive 2015: 1037 (2015)

[JHC16] Jung Hee Cheon, Jinhyuck Jeong, Changmin Lee: An Algorithm for NTRU Problems and
Cryptanalysis of the GGH Multilinear Map without an Encoding of Zero. IACR Cryptology ePrint Archive
2016: 139 (2016)

[MA16] Martin Albrecht, Shi Bai, Léo Ducas: A subfield lattice attack on overstretched NTRU
assumptions: Cryptanalysis of some FHE and Graded Encoding Schemes. IACR Cryptology ePrint Archive
2016: 127 (2016)

[MSZ16] Eric Miles, Amit Sahai, Mark Zhandry: Annihilation Attacks for Multilinear Maps:

P Y& DEE LETr— ¥y X b5 LT — PR FEIRIC RO A G T 5 85 T e
]\:/l/o
P DRSBTS — L ORO—FETH D . WL O DEOE D T b FAN 2,

55



Cryptanalysis of Indistinguishability Obfuscation over GGH13. IACR Cryptology ePrint Archive 2016:
147 (2016)

[Can97] Ran Canetti: Towards Realizing Random Oracles: Hash Functions That Hide All Partial
Information. CRYPTO 1997: 455-469

[CMR98] Ran Canetti, Daniele Micciancio, Omer Reingold: Perfectly One-Way Probabilistic Hash
Functions (Preliminary Version). STOC 1998: 131-140

[LPS04] Ben Lynn, Manoj Prabhakaran, Amit Sahai: Positive Results and Techniques for Obfuscation.
EUROCRYPT 2004: 20-39

[Wee05] Hoeteck Wee: On obfuscating point functions. STOC 2005: 523-532

[CDO8] Ran Canetti, Ronny Ramzi Dakdouk: Obfuscating Point Functions with Multibit Output. EUROCRYPT
2008: 489-508

[BC10] Nir Bitansky, Ran Canetti: On Strong Simulation and Composable Point Obfuscation. CRYPTO
2010: 520-537

[HRsVO7] Susan Hohenberger, Guy N. Rothblum, Abhi Shelat, Vinod Vaikuntanathan: Securely Obfuscating
Re—encryption. TCC 2007: 233-252

[HMLSO07] Dennis Hofheinz, John Malone-Lee, Martijn Stam: Obfuscation for Cryptographic Purposes. TCC
2007: 214-232

[Had10] Satoshi Hada: Secure Obfuscation for Encrypted Signatures. EUROCRYPT 2010: 92-112

[CCV12] Nishanth Chandran, Melissa Chase, Vinod Vaikuntanathan: Functional Re—encryption and
Collusion—Resistant Obfuscation. TCC 2012: 404-421

[BR13] Zvika Brakerski, Guy N. Rothblum: Obfuscating Conjunctions. CRYPTO (2) 2013: 416-434

[BR14a] Zvika Brakerski, Guy N. Rothblum: Black-box obfuscation for d-CNFs. ITCS 2014: 235-250
[BVWW16] Zvika Brakerski, Vinod Vaikuntanathan, Hoeteck Wee, Daniel Wichs: Obfuscating Conjunctions
under Entropic Ring LWE. ITCS 2016: 147-156

[BR14b] Zvika Brakerski, Guy N. Rothblum: Virtual Black-Box Obfuscation for All Circuits via Generic
Graded Encoding. TCC 2014: 1-25

[BGK+14] Boaz Barak, Sanjam Garg, Yael Tauman Kalai, Omer Paneth, Amit Sahai: Protecting Obfuscation
against Algebraic Attacks. EUROCRYPT 2014: 221-238

[BPR15] Nir Bitansky, Omer Paneth, Alon Rosen: On the Cryptographic Hardness of Finding a Nash
Equilibrium. FOCS 2015: 1480-1498

[GPS15] Sanjam Garg, Omkant Pandey, Akshayaram Srinivasan: On the Exact Cryptographic Hardness of
Finding a Nash Equilibrium. IACR Cryptology ePrint Archive 2015: 1078 (2015)

[GGSW13] Sanjam Garg, Craig Gentry, Amit Sahai, Brent Waters: Witness encryption and its

applications. STOC 2013: 467-476

56



1% 4

FRECOEERBERIAERE K

B R
1. BRI S OBIZEI T DTEZR oot 59
2. EUROCRYPT 2015 DFETR .ooviirieieiiiiieiesieeieie st ettt et estesteessesteeseessassaessessesssensesseassasens 61
2.1.  EUROCRYPT 2015 DFEZZ (1 H H) woeiirieieiiieieeeeeeeeeeie ettt 61
2.2.  EUROCRYPT 2015 DFEZZ (2 H H) woeiirieieiieieieeeie ettt 63
2.3.  EUROCRYPT 2015 DFEZZ (4 H H) woeiirieieieieieieeeeeeeeie et 63
3. LIGHTWEIGHT CRYPTOGRAPHY WORKSHOP 2015 DFEF ..ccvieveeveeveeereere. 63
3.1. LIGHTWEIGHT CRYPTOGRAPHY WORKSHOP 2015 %3 (2 HH) v 63
4, CRYPTO 2015 DIEFR ..oiiieieiiiiieiecie ettt ettt e e te et sbesteessesbesssessesseessesesssessesseessensenns 64
4.1. CRYPTO 2015 DFEFZ (1 H H) toooeeeiieiiiieceec et 64
4.2, CRYPTO 2015 DFEZZ (B H H) coveiierieeeeeteeeeeeeeeeeeetee ettt 65
4.3.  CRYPTO 2015 DFEZZ (4 H H) toioeeeiiieieieieeieeeeeieeee ettt 65
5. FDTC 2015 DFEZR .ottt et et ae et e eae e teeeteeeaee e ere e 66
6. CHES 2015 DFEZR oottt ettt et e eae et et e eaee e ere e 68
6.1.  CHES 2015 DFEZZ (1 H H) ceoveeeieieieieieieieieeeeee ettt 68
6.2.  CHES 2015 DFEZZ (2 H H) cooveeeieieieieieieeieeetee ettt 69
6.3.  CHES 2015 DFEZZ (8 H H) ceoveeeieieieiiiiieieieeetee sttt 71
7. PROOFS 2015 DFEFL .ottt ettt ettt e ete et e et e eaaeennas 72
8. ASTACRYPT 2015 DFEFL .oeiiiiiiitiieieieteiet ettt ettt sttt be sttt sttt eneas 72
8.1, ASIACRYPT 2015 DFEZE (1 H H) eveeeiiiiiieiiieeieeess e 72
8.2, ASIACRYPT 2015 DFEZZ (2 H H ) weviiieieiiieieieieeeeiee ettt 73
8.3.  ASIACRYPT 2015 DFEZZ (8 H H ) oviuiieieiiieieieieeseeteeeee ettt 74
8.4.  ASIACRYPT 2015 DFEZE (4 H H) oveviviiiiiiiiiete e 76
9. PR 2016 DFEFR ..ottt ettt ettt e e ae e eae e eaeeeteeeteeeaeeeaaeere e 77
9.1, PKC 2016 DFEZL (2 H H) oottt 77
10. FSE 20168 DFEZR ...ttt ettt ettt et eae e reeeaeeeneeereea 78
10.1. FSE 2016 DFEZE (1 H H) coeieeeeeeeeeeeeeeee e 78
10.2. FSE 2016 DFEFZ (2 H H) coei oottt 78
10.3. FSE 2016 DFEFE (8 H H) coee oottt 79

57



58



1.

RENLCHESOREICET IR

#F 1 IZEBRRE S OB BT R EFEDV AN TV —RINR T, *ILE T BN LR 5 0%

X

(RO EANEN ), ST T OMOIER T R EHAE M TH D,

®1 BFNTESOREICEHIIRR

/N BHEEIE & H
e Improving NFS for the Discrete Logarithm Problem in Non—prime Finite Fields 62
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Improving NFS for the Discrete Logarithm Problem in Non—prime Finite Fields
[Eurocrypt 2015]
Razvan Barbulescu, Pierrick Gaudry, Aurore Guillevic, Francois Morain

GF(p) @ n BN/hEWVWHAIC, ZEHARRZUBRT L2 LICKVENEFFEESL Lp
(1/3,2.201) 122k B L7=, P 23 90 #7, GF(p?) 23 180 #7/595 & > kDA Oitsk% mEik L7z,
b T AN AREERAT Y 7 R AR ORI S b B,

The Multiple Number Field Sieve with Conjugation and Generalized Joux—Lercier
Methods [Eurocrypt 2015]
Cécile Pierrot

HRRE OFEH DA 12, Multiple NFS & Conjugation Method ZfHEH . HHOEEE
INETORBHAER L (1/3,2.201) 205 Lp" (1/3, 2.156) 128 B L7z, FEEIZ, MNFS &
—% Joux—Lercier {ELMA/HOEDL Z LTIV PREEND KEROER 7 —RA2B W T,
WL R EEZ SR LT,

A Generic Approach to Invariant Subspace Attacks: Cryptanalysis of Robin, iSCREAM
and Zorro [Eurocrypt 2015]
Gregor Leander, Brice Minaud, Sondre Ronjom

RISERGy 22 M BUEEIE, Crypto 2011 (233 T PRINTCIPHER DREF ST D 7= DIZEA S
oo ZOHARETDERITONT RAB Yy 7 0 FIETHRASNETZD, ORIk %
ANZEER Gy 25 [ 2 — RS FE 3 2 TEIIRAFR R & 72 o> TV ey, KL TIEE D 7L
Y RNEPRT D, BIZZEDT VA Y X%, CAESAR M T % iSCREAM, BEERDIZEW
Robin, #REME 5 Zorro ([ZHMAT 5, ZiLH DAL ZEMIIFE R S 4v, BLER 22D
o T,

Structural Evaluation by Generalized Integral Property [Eurocrypt 2015]
Yosuke Todo

Feistel v MU —27 B I NSPN ([ZxIT D& SA-HT 2 7~ 7, integral BE S fENTIZ
BT Division property &FESH LW ZE A L, integral distinguisher #iZBE L
7. Keccak—f 35 L OVSIMON (23 H L. HZIWEZ MR LTz, il 21X, Keccak—f (Z%}9 % 10 EX
AN L B IRIRY - SL DH A 219 3 B 22 (TR L 72, Feistel 5125k L Cid, SIMON 32,
48, 64, 96,128 (<49, 11, 11, 13, 13 E¥ integral ikpllZ > Z & #HEGHIIZEE
B L7z, S%MOEZICER LIS E OB L2 ENTOIVNERD D,

Cryptanalysis of SP Networks with Partial Non-Linear Layers [Eurocrypt 2015]
Achiya Bar—0On, [tai Dinur, Orr Dunkelman, Nathan Keller, Virginie Lallemand, Boaz
Tsaban

AFw ST, FRIFERILE 257D SP Ry b U — I HEIE DRI A5y - KT 7
= 7 R D, RENIRESMITIC L ZaMFEIICbFIHT 22 N TE D, K5
it % Zorro WML, 7 A2 by 7 PCl B CTHAMTY I 2 b— F TE LB ENLRKE
BT, 7. Zorro \[CETOERZMA, KRR FES) « AKX T 5 2t % 5E
L7,
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2.2. Eurocrypt 2015 OHFX (2 HAB)

Cryptanalysis of the Multilinear Maps over the Integers [Eurocrypt 2015]
Jung Hee Cheo, Kyoohyung Han, Changmin Lee, Hansol Kyu, Damien Stehlé

Coron-Lepoint-Tibouchi (Z%4 2 ZHEAMFH B RAREL., KEFHLEEZE LT,
ARB L GGH(Garg—Gentry-Halevi) DL B GAEMIC T 2 B WBA A L THY |
GGH 1232 L 0 AN K E W, G6H DA TV o F_—ZAKFE )25 D Decision Linear
M &G A v =2y TRIEDO— i b 2 fif < 25, CLT OLEIXEeMEH & 725,

2.3. Eurocrypt 2015 OHFX (4 HEB)

Cube Attacks and Cube-attack-like Cryptanalysis on the Round-reduced Keccak
Sponge Function [Eurocrypt 2015]
Itai Dinur, Pawel Morawiecki, Josef Pieprzyk, Marian Srebrny, Michal Straus
SHA-3 (Keccak) D#E/N Y 7 > b OREXLEIZ KT D iMitE 2 s FERIIC IR~ 5, #EEI17E . MAC
215 NP DY B % 71 /3 — L Keccak WHFEH#LA 9 Bk (full 13 24 BY) £ T, 2FIRR L
DRI LTz, £D 9 HOWL ONiE, 6 Bl b IR ERN KB L /2 PC E
THRGE L7, ARICBE T Cube KB L Keccak EHOMEEMMTICEEST NN T 7=y 7 %
MAEbhEEZHLDTH D, Keyak (Keccak ~_— 2 DFRFEM ) (25T 2 M ETIE 12 BrE Tl
BEE720, BEX 2T 4=V UF L0/, WTRICLTH Y — Y U EERE N,
INHDOT 7 = 7% Keccak R[FIFRDEXFT OB SENT I KIS THA 9,

Twisted Polynomials and Forgery Attacks on GCM [Eurocrypt 2015]
Mohamed Ahmed Abdelraheem, Peter Beelen, Andrey Bogdanov, Elmar Tischhauser
T v~ —27 @ Abdelraheem G723, FFEWE S IZxT HAEKBEARERK LT, ZEHA v v
2% HNDHRITK L, BIESTHA T2 2 LI K 2BERMON TV, AiES
HOEHIEITI R D> TWienro e, ARIOFKEKRTIX, BIESHXOMRELZIZEE L,
CRYPTREC F55- U A MMIHBH S TV D REGE > E FhET— K GCM(Galois Counter Mode) %
FET L (FREFOLEWVWISEM) b LT, FURAEZFAMHETICBET 2 KEICY)
DT LTc, WEREORIIT 2 K&MFEDOBLFEMEIZ OV TEERIZREHN T 2 W21 8 5,

3. LIGHTWEIGHT CRYPTOGRAPHY WORKSHOP 2015 D%

3.1. LIGHTWEIGHT CRYPTOGRAPHY WORKSHOP 2015 M%#%(2 HE)

Some Observations on ACORN vl and Trivia—SC [Lightweight Cryptography Workshop
2015]
Rebhu Johymalyo Josh, Santanu Sarkar

CAESAR f5ffio> ACORN (25t L. #E, Wi, BET — 2 RxEE L, 2ET —Zizon
THNZ XRTDERNDOIH 0 B3 BRE IR LTz, 10 725 18 By O TR T —
A EHEBEZIRVD LTI XOR My hET 0 IZ250FEHRL, TOREREFIH LT XO0R
EDEERE 512 By MIBIEST DB#ET — A RE2IMALTL ZA . 3T H 45 By R e )
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BAESZ, EFOIXZOMELZEE 2, WEEHEEZBURO 3T —4& K +512) [F)
5 MR T — 2 £ 41024 [HZHELTZ EE2REL TV D,

CAESAR A D TriviA—ck—v1 I e LTA MU —AKEE Trivia-SC Z#FH L TW\W5,
Trivia=SCII/XF 4 U IR TH DD, AT, RKBIZL > THERGICHETEHZ LN
BRSNTEY, WEFIINAT 4 U 7 E2IERNFRCT H T L2 BEL TWD, KL TN
T T a IR LT BAR Trivia-SC 1T L, AT A REERICMER slid X7 DR
ZIR T, 256 258 128 Diisr SRR A SAT solver ZFIH L TR Z L2 k- T, #IkEE
MB 280 By b7 b LTZBRD slid ~X7 #9407 FH TR 7=,

A New Distinguisher on Grain vl for 106 rounds [Lightweight Cryptography Workshop
2015]
Santanu Sarkar

Grain vl ¥ eStream 72 =7 MIBEINTCA N — ALK S TH 5D, Asiacrypt 2010
TITHA T P 2 — V% 97 7 7 > NI B L7z Grain v1 2k L, Knellwolf &3 227 (D
WU IVEROCTHEKEEITo7-, £7o, 104 772 RIS L bolckt L, 2% i
WU IVERBE L CHEELZIT> T2, 0%, Banik XFEROFELZHWT, 106 77 R
DHF7-7¢ distinguisher & HolF 70, AFHSCTHH, REOSHZE LT- 5 2 THREZ=EM %
64 EILTTRXTOIVE Y MZ1MESZ#EHTHZ & T, 63%DOMHEFETH LIV 106 7 ¥
v FlzBIF 5 distinguisher #5652 & Zx LT,

Differential Cryptanalysis of the BSPN Block Cipher Structure [Lightweight
Cryptography Workshop 2015]
Liam Keliher

BSPN (byte—oriented SPN)I% SAC * 96 T Youssef HIZHEERINT- KL 7 0 v ZiEED
i TH Y | ZMNT R OBIEREAT IS EDN 5 D & FIRI N TV D, AR TIL, BSPN @
PR EM DR A ZETH 2 LT, 72L& % AES DX 972 s—box W& LThHENRMT
EROWIEZREBEZTT L O REVEROZSNFIET D2 2R LIz, FRrZ, 7ry 7K 64
By FCIE9 TV RETHEBTE, 7ry 7R 1288y RCIX 18 7 Uy RETHETE
HZEERLIE,

4. Crypto 2015 DHFEFE

41. Crypto 2015 O%FF*(1 BHH)

On Reverse-Engineering S-Boxes with Hidden Design Criteria or Structure [Crypto
2015]
Alex Biryukov, Léo Perrin

S-box DY N—=ZAZ V=T VTS ZEDTELT /=y 7 ZHR, Hit7rt
ANZNETHEIZESNTWD Skipjack Ff5 D S-box F #FIIC & > T D EE RS
5o PIOIZ F OBUMEILT VX LTI EaRL, Rt TA 7V T &RETSH, K
IZ S—box RO LWFHIEE 52 5, RBIZDIT =2 MY D% ZREFE ORACHEICHE
FTZLDTED S-box AT NTY X LEZHI LT,
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42. Crypto 2015 MOHF* (3 HH)

Integral Cryptanalysis on Full MISTY1 [Crypto 2015]
Yosuke Todo

64 By b7 my 7B MISTYL (233 2K S st &2 %% L7, Eurocrypt 2015 THEL
=X 7 BB VL A MISTYL (2 L7=fE S, 1997 4E MISTY1 #FE0 6 18 F£HIC LT,
fEBERT A EDPID TR Y 7=V iEE Tlalo 7z, BPOEIC 298 A FFHHAERIT 2 Th
0, RS 2% M DA FRTEE R 270 Th D, ARERICI Y., BRKIT, ®ES
MXEBLINREFETFMREE LY 7NV E Lz, BBEKOFEEZ A AT T /L® Bar-0On
KRS HICHE LTEAE A Crypto 2016 DT > 7 v a » TRESN MEIteE 8T 29°
ICE TR TWVDN, el BT — 28I 2% ThH, FEHENLEB LIS 27
VN,

New Attacks on Feistel Structures with Improved Memory Complexities [Crypto 2015]
Itai Dinur, Orr Dunkelman, Nathan Keller, Adi Shamir

4 BtLL B Feistel & ICxt4 2 BHEEZIR~RD, FH—HKBEOF| A & dissection
WL AT LW BIC IO AR EZEKR L, #IZE. n By FAJI, n/2 By
N7 MSTEeBED 7 Bt Feistel HE&EITxF L, P —BBCB& X (28, 20 RfE], A £ 246
23, dessection WEEL, (2%, 2MFFfH, AEVEMEH, FLOKBETIL, D LOFL -
M ST & (28, 20 IEE, AE D T, BlER7SIT T < MEKI CAST-128 (X E Y it
FEa 2 e 2% 12) | full DEAL-256 (A £ Y FHHF& 220 Z 2! () (2%t LI - 57— X
AHREICEELY G252 LR ATV FHERZHI L2,

Last Fall Degree, HFE, and Weil Descent Attacks on ECDLP [Crypto 2015]
Ming—Deh A. Huang, Michiel Kosters, Sze Ling Yeo

Asiacrypt 2012 IZ3\T Petit HiE, H2D{E ( [First Fall Degree| {KiE & FEXILD)
DT, 8 M E R 5 OfEHEEH R BRI A — X — 2 b T L R LTz, ZhTxt
L. 7AUA - FAY 74 N=7 RF%D Huang Zf% HIX, Z OMUE DI S PEIZEER 2 &1
WF DT — 2 %R L, et B E X L VEERIITORETHDL L EELE, Km0
FEENIELWE TS &, FEHERRE ST Petit HICK DRIV EETHLEEZD
o,

43. Crypto 2015 DHER(AHB)
Practical Free-Start Collision Attacks on 76-Step SHA-1 [Crypto 2015]
Pierre Karpman, Thomas Peyrin, Marc Stevens

7 Z A Karpman 5 7% SHA-1 [ AR D28 BB TEA 21T - 72, GPU I K 5 FEEE ATV,
76 Be (7L 80 BY) 295 H CHETEHZ LA4mL, SHA-1 D ZELHITIED D K9
WCHEBME 21T o 72, 723, Free-Start & IIMEAECTHEHE SN TWAHYIHINRT ¥ —Zw[E L
THZETHEL FF-HEETHY . Ziund 80 BEE THIE L72721) Tl SHA-1 DffifZe%
RITITESZRW, LnL, Free-Start (2K 2MHTEREZFIA L T, fAREBY O/ Ny 2B
BOWZRREFITELS Z 2T THY | SBOERZFH L TWBELNH D,
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Fast Correlation Attacks over Extension Fields, Large—unit Linear Approximation
and Cryptanalysis of SNOW 2.0 [Crypto 2015]
Bin Zhang, Chao Xu, Willi Meier

YRR ED Fast Correlation WEED 7 y—~ )L 7 L — AU — T 2 K5 x5, KERAE
ISO/IEC 18033-4 IEHETH % SNOW 2.0 A U —ARESI@EMAT 52 Licky, F—XEHE
B 219959 BRI TR 2 D ICHIE T D Z E N TE S, Asiacrypt 2008 THREIN-INE
TORBHEELV L 2Y FRVERTH D,

Cryptanalysis of Full Sprout [Crypto 2015]
Virginie Lallemand, Maria Naya—-Plasencia

FSE 2015 IZHBWTA U —AlEE LY A X OWNENREEY A XZ BT 28 LW FIED R
BRI, "= R =T7FEEOY THIEN ATRE L 72 0 24 & LT Sprout B3R S
o, AEmSCTIL Sprout DB F 2 V7 4 T L, BEIREKE LY 2 EF&EEH T, 7—
R ENIEFIT NS ORI B IER T D,

Higher-Order Differential Meet—in—-The-Middle Preimage Attacks on SHA-1 and BLAKE
[Crypto 2015]
Thomas Espitau, Pierre-Alain Fouque, Pierre Karpman

mE 7= Ny 3 2 BB O P —BIR BB T Lz, SHA-1 OBBRE % |
NRTFA TR L1 7 ay 7 JFIBORE 62 T 10 7H0 1 71y 7 FBROSGE 56 Bt
RT 47l 27 a7 FUEORHA 62 BHICRE Lz, BIZSHA-3 77 A4 T U A NTHD
BLAKE 36 X UM OThit BLAKE2 (ZXF L, /N7 1 7 H v 2.75 B4, [EMIEIE D 7.5 Bl
g E A 52 T,

5. FDTC 2015 %%

Fault Attacks at the System Level-The Challenge of Securing Application Software
[FDTC 2015]
Stefan Mangard
I LB OB 13— R = T IR L AER LT D BRICH L, Y7 by =T
LT HBIC O ER T A LB AR L. BRMB] & LT “Row Hammer” ZHAST L7,
“Row Hammer” & 1%, DRAM D47 (Row) fHIk & F W MEE C7 7 B 255 L EOITORNENEX
B 5815 C, DRAM OEHEMEICBEDAMELE LT b TV, filf, ¥4 KFx v
BEAOFARRSZLNTND, ZHEFH LT —F Z2FEEHZIZL Y| Linux kernel
DFERRFAMSNTERE L7l b s S Tunsd, k& LT, Control-Flow Integrity (fillfil >
0 —5EetE) ZMERET D HiEE R LT,

EM Injection: Fault Model and Locality [FDTC 2015]

Sebastien Ordas, Ludovic Guillaume—Sage and Philippe Maurine
MBI B ORF IR B\ T, B E (BM injection) DFIHNEE 2 T\ 5, Z DL

TiX, BREFICL-oTHIERZIENDIDIF, By MEEZKTL2HDOTEH, vy 7H)

EMBIE T2 A L2 7 HETH A<, D-type FlipFlop OH 27V > - Tat Al
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BILEHICL-THERISND I AR, SHIT, EBEEFETISETELLNT
WXV R THD Z &2 6T L,

On the Complexity Reduction of Laser Fault Injection Campaigns using OBIC
Measurements [FDTC 2015]
Falk Schellenberg, Markus Finkeldey, Bastian Richter, Maximilian Schaepers, Nils
Gerhardt, Martin Hofmann and Christof Paar

L—HIC L o TRREEh 2k 2 3R BB IZ B W T, SERA 72 L — P RUN L E O R E
NEETHY, ERKZORRBITHULERFFHZ W NZEME T 20O T TE e, 7
Uy 77y ZPEEOMEITAEZTH Y, EERE-FBAMEE (SEM) miEIC L 5 BITHER T
HoN, W EEMD D, ARFwmSCTIE, JLEER (0BIC) #FHT 5 Z Li2k»T, 7
Uy 77wy 7OMNEBEZIERAA N TESICERBETRHRETE D 2 LAVRSNT,

Improved Differential Fault Attack on the Block Cipher SPECK [FDTC 2015]
Yuming Huo, Fan Zhang, Xiutao Feng and Li—Ping Wang

KENSA (XY 7 b o =T ORET 1 v 7 K5 SPECK 222 L TRV, 10 fiED F
A—BRET, BpL 70y 7 &Y A X BEOMAEDOERFMATE 5, SPECK (2%t
T2 SR BB O#FFE & L Cid Tupsamudre 5723 FDTC 2014 CTHRELZHORH D | #O
HHIEHTTry 7 EO 1/6 BIOE Y MNAD BRLELWIHIFERBIELN TS, Kin
T E2OEVan{lAE 2 RUTOREFEAICER L, 7L 7 —REOFHE A
7 A Singular ZFIHT 5 HEEZHNT, LERE Y MRV EEEZ TRO X O IZHI L7,

A WETRRR Y [
32 5
48 5
64 6
96 7
128 8

J-DFA: A Novel Approach for Robust Differential Fault Analysis [FDTC 2015]
Luca Magri, Silvia Mella, Filippo Melzani, Pasqualina Fragneto and Beatrice Kossi

BRI K EIZBNT, BEORZ Y 2 PO ELTEL, LrL, ZOEENLH
NleT—2 BN END EIELWEMERIA B CON D AEEERH D, KimsLTIE, 0 &
DIRAREME R IR T, 7 T ALY 7 FE J-Linkage &G L7 K8 E J-DFA % BA%E
L. itHEEERTZORIMEZHER LT,

Lost in Translation: Fault Analysis of Infective Security Proofs [FDTC 2015]
Alberto Battistello and Christophe Giraudy

FDTC 2014 T Rauzy & Guilley 25222 U7~ CRT-RSA |21 5 5 Uk ] FH BB~ D %t 5 708
I ENNTINED T TLEETHRLS, WBETE L 2R,

An Efficient One-Bit Model for Differential Fault Analysis on Simon Family [FDTC
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2015]
Juan Grados, Fabio Borges, Renato Portugal and Pedro Lara

NSA 23E%EF L7 &E 7 1 v 7 K55 Simon (Zxfd 5 s faf " & LCiX, FDTC 2014 T
Tupsamudre HNRELTZ 1 EY b« 7Y o T « EFNETUHEALLNNAL b« ETLD 2T
HRHY, TNOLEKBELEEBODT o LAnEy b« 5 /L5 ICISC 2014 TIRESH
TW5b, KX T, BEZEZINEE 1| BANFEVICTHZEICEY, afdgtics
BeMPEDONLE 2 T D Z STk Lz, 7272 L, #fEAE 2 9 BTN+ %,

Singular Curve Point Decompression Attack [FDTC 2015]
Johannes Blomer and Peter Giinther

LARNED RS R =5 D F2EE I L, B A FIH L C point decompression % A%
v 7T BT, fE ANX R E TR R O BERC BRI A T D R IE A R R
L7o. DA MEIX AR Xmega Al RIZHEIEINTZ~RT Y > 7« ~—Z D Boneh-Lynn—Shacham
short signature scheme (2% 9 ABECEIEINT-, T OIENEHZARN 2R bHRIT.
j-invariant 0 D H DO TH B,

Improving Fault Attacks on Embedded Software using RISC Pipeline Characterization
[FDTC 2015]
Bilgiday Yuce, Nahid Farhady Ghalaty and Patrick Schaumont

RATFGA L« T—FFT 7 F v DRISC 7ot v b OEETT5 2 LItk > T, Wy
HEOY 7 M 2TIZBW TRLHELZE Z LT WEFTZE R A v N TRET 5 HiE
AR LTm, FDHEMWEL . Spartané FPGA T~ v 7 &#17- T-stage pipeline LEON3 7'm
Ty HZEHTHZ & CHEIAELTZ,

6. CHES 2015 O%F

6.1. CHES 2015 M3&(1 HE)

Robust Profiling for DPA-Style Attacks [CHES 2015]
Carolyn Whitnall, Elisabeth Oswald

SHUPTE D 78 211250\ S DPA BB O35 F- (distinguisher) Z %5t L. MEIAWERICK LT
FEFIZHDTHD Z L2l Lz, #lFoGHIIX, B M —R ERko o & ZEn
72 L E BRI S5,

Less is More — Dimensionality Reduction, from a Theoretical Perspective [CHES
2015]

Nicolas Bruneau, Sylvain Guilley, Annelie Heuser, Damien Marion, Olivier Kioul
YA FF v RNV BELE TR DERCEET 2 2 & D=7 —Z DIRTLNRRKE WD,
HEENERICRDZ ERH D, KimLTlE, WERFEOR T A2 2 S 7 WIRICEME
EEMIEREEERHA L THR L, 512, 2 OWITEMENDBRIEZ A B 54T (linear
discriminant analysis) [IZHITRIC —ET 5 2 & 2 HGRIC R LTZ, Eo, FERDOHT &

D IR D D,
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Blind Source Separation from Single Measurements using Singular Spectrum Analysis
[CHES 2015]
Santos Merino Del Pozo, Francois—Xavier Standaert

YA FTF ¥ X VEETHEHT L2RERED ) A XEREITFRFE AT S V434 (SSA) %8
A LTz, SSA DRI, ERS 7047 (PDA) ROMSLRL /3 70 #7 (LDA) D X 5 IZpi oy 2 [EAETZ o~
X TELZEE, TV T L= IR THRHATE D Z LD 28 THS, A%
MRER DT, 71w ZWE5 PRESENT % 3 SDBEE (KRR LY 7 ho =T, ~ A7 T
RefLizy 7 bho=7, 3R LON—FRy 7)) TERLZEZA, WY SN D
mERR BN,

6.2. CHES 2015 M3& (2 HE)

Stealing Keys from PCs using a Radio: Cheap Electromagnetic Attacks on Windowed
Exponentiation [CHES 2015]
Daniel Genkin, Lev Pachmanov, [tamar Pipman, Eran Tromer

Genkin &% Crypto 2014 & CHES 2014 (233 T, RSA & ElGamal 23EE L TV 5 PC 23k
T o\ AZRET 22 & CRAENT 5 2HBEORBELRE LT, 123K HEK
(15-40kHz) Z FAV N2 IS ARG 5 S0 C MIE I EBR TH T b D D&l 72K 7 A X
DOHEZBPVLETH D, b O — DL (2MHz) & FH V7= 18 s B SRR R 5 SC BT, e o
HEHMTHELLOD 1 HHBREONENVLETH D, S HICHAITRIED windowed
exponentiation ZFJH L7222 ICIH@EH TX 7oy, AL TlE, BB /T —2 0
FEEDHIEAZFFD, BRI ZRE T L1562 LT, A= T T7UVF0N—
TT T Tl B T OB ORE THORBRREL R LT,

Exclusive Exponent Blinding May Not Suffice to Prevent Timing Attacks on RSA [CHES
2015]
Werner Schindler

RSA D CRT & B T AV REAFIM L2 FEICIBW T i~ R 7132 A I 0 TR
LLTHMEEZ BN TE L, KX TIEHRLOM T (distinguisher) 2% 35 Z & T,
BENEHTEDZ AR LI, T2 L, WBOFEEIT R LD & & LI EFIIRE
<725,

Who Watches the Watchmen? : Utilizing Performance Monitors for Compromising Keys
of RSA on Intel Platforms [CHES 2015]
Sarani Bhattacharya, Debdeep Mukhopadhyay

Hardware performance counter (HPC) I, 747D7D?/ﬁW®ﬁ@K%¢5ﬁ77
REITORFRIB DO L VA Th 5D, R L TILRSA OFHHEICEIT 5015125 B L, HPC D
A ZFIH L CRiEs 0B I P LT,

Improved Cryptanalysis of the DECT Standard Cipher [CHES 2015]
Iwen Coisel, lIgnacio Sanchez

o— R U AEEEOREIBRE B DECT TlX. 64 £ MO A N U — AR5 DST 25F]FH &
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Tw%O%T®7WﬁUfAﬁ#®%T%otﬁ\%E%wfwml%ﬁUﬂ—XIVV:

TV T UEREREZAR Uz, B SIS O R b E0NTRBY . HRBEORET
1% 10 3R D i@fE 52 T%ﬁIX&ﬂ#W%Té EEIR LT R CIIR B2 R L,
W55 DR & 3 /3 ZIEME Lz, BT 2B oA Y — L& L, 2% Rl OgERER
(2 &Ko T 50D AT HCTHDE LT LT,

Practical Key Recovery for Discrete—Logarithm Based Authentication Schemes from
Random Nonce Bits [CHES 2015]
Aurélie Bauer, Damien Vergnaud

RSA BEFBAZ DWW, BMESEO IRy M3 2 DI 5ME T OB ST
B KimXTliX. Schnorr DOFEIEAF—ALX Girault—-Poupard-Stern (GPS) DFRIE « B4 A
F— A0 L9 e BEBOH RN — A OFRGEA ¥ — AIZx T D HERHIBE %7~ L 72, nonce O
B ZFZOWT 200K EF VAN INTWD, —Did nonce @ 1 By MEITHIE
EIZ D> TNDETEHHED, 9 DBy FPREINTWD DML/ S 72 3T
KEZLTWDETDHHD, RIEDYF U AT, GPS AF— AN 710 OB AR THETE
5o

Improved Side—Channel Analysis of Finite-Field Multiplication [CHES 2015]
Sonia Belaid, Jean—-Sébastien Coron, Pierre-Alain Fouque, Benoit Gérard,
Jean—Gabriel Kammerer, Emmanuel Prouff

AES @ GCM &— FIZHR4 2 K82, 128 By FARIKEDFRFEITE BT 255N H 5, Belaid
513 Asiacrypt 2014 (IZBWT, i MLty FERMMAT L HEEZRE Lz, Lo, &k L
'y MI/ A XDEELZITROT VO T, Kim XTI IR By F2FIRT 20515
WZE D A RMHESKSEC T B35 2 & R LT, GF(2'%) EofeBE Iz L= fl Tk
SN I3 8 Th ., 22 EOHE LY, WM 209 FHRMEMEE 2% T TE 2,

Evaluation and Improvement of Generic-Emulating DPA Attacks [CHES 2015]
Weijia Wang, Yu Yu, Junrong Liu, Zheng Guo, Francois—Xavier Standaert, Dawu Gu,
Sen Xu, Rong Fu

Whitnall & (3 CT-RSA 2014 (23T, AHANE SEAT MIA) LI EIF (LR) N — 2 OfFfT
782 EDOT A AFEG OMWE ZBGE L2RWILA DPA 1, BB A FIA Lk 532 icxt L
THNTRWZ EDFERE R LT, 612, £FEE2LTNHEDSHZ & T, LH DPA & F
ZNZ L7= generic—emulating DPA Z#24 L7=, AGm L Tl, generic—emulating DPA @ 2 D
DR, A RZFHNZ & EPROES (A~ — b — NIZBWTEE) 2k 2 k%
R LT, METIETIE, BURSHICES L 2FEON 7 & | cross—validation A3F]H
SNTW5D

Transient-Steady Effect Attack on Block Ciphers [CHES 2015]
Yanting Ren, An Wang, Liji Wu
D7 — SR, HERP O Z2 LIE S <R L7=%. BRIk R
B0 b A, _0)fﬁ§'k % transient-steady effect (TSE) & FEIZILD, Zli SRR T D
TSERETIZ, 7y 7 - 7V yTFEFEATHIET, ZO—FREZID 42 & Tt
T 5, TSER DA & i3 57 Altera Cyclone IV I » 7 Z#4#k L 7= DE2-115
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FPGA R — RIZFEIE L /-~ A7 FVEELUE D AES I L CER L, TO/E., v A7
LTI B L LA, =227 40 TIERE 51k 20 [BCHEOBEH 2R LT,

6.3. CHES 2015 M3&R (3 HAB)

Assessment of Hiding the Higher-Order Leakages in Hardware, What Are the
Achievements Versus Overheads? [CHES 2015]
Amir Moradi, Alexander Wild
DPA %f3R & L CRERDOWE A LI 5D TIE7 < IRD 2 DEMAG DT D HIEERE LT,
(1) 1 &kOXH: threshold implementation (TI)
(2) EHOFHEAL: glitch—free duplication (GliFreD)
BRWEMEFRT 5728, Spartan—6 FPGA L TOFEMIZ LY, ko 2FEHE L ik L, Ak
R LT,
(a) 1R TI T, #EFHE(L GliFreD (372 L
(b) 2K TI T, &/ FHE(L GliFreD {d72 L

Multi-variate High-Order Attacks of Shuffled Tables Recomputation [CHES 2015]
Nicolas Bruneau, Sylvain Guilley, Zakaria Najm, Yannick Teglia

PA RF X RNVBERRONS—DN T =2 % dlO Y =TI T D~ AT ERG LD,
dRDOY A RF ¥ FNVKBETHEILD Z ENMBNT WD, ARGRSCTIE, wEZE d LY K&
THI LT, WBRHENN ET DI & EERIITR LT,

DPA, Bitslicing and Masking at 1 GHz [CHES 2015]
Josep Balasch, Benedikt Gierlichs, Oscar Reparaz and Ingrid Verbauwhede
A= 7 0RF Ty bTCHHESh AN FOT kY ThD Sitara ARM
Cortex—A8 32-bit RISC processor (1GHz) (2 FE¥E X 17~ AES |[Z%9 5 DPAIZRTh T2 & & %
2. ZOWBIZT 57— b L~V ORRE I L CHIMEZ R Lo, BESGILZ A
U BN AES OBy PAT A AFEIETH Y | BTERIE OB THROE TR
Lize 7= R LV ORKRTIX, FHT —F %~ A2 THET 5 H 0O T, DPA IZHLEE/R
BT 2 HricHEm L7,

SoC it to EM: ElectroMagnetic Side—Channel Attacks on a Complex System—on—Chip
[CHES 2015]
Jake Longo, Elke De Mulder, Dan Page, Michael Tunstall
A FF v 3NV BBEORIG L LT, # L M Texas Instruments AM335x SoC kIZ5E

B STz AES \TKET 2 BREEMEAT IO LT, x5 0D ABS FE4E TRk D 3 i,

(1) ARM core - OpenSSL Server ¢354k

(2) proprietary AES co—processor

(3) ¥w NATFA A AES %5 AT NEON core

Finding the AES Bits in the Haystack: Reverse Engineering and SCA Using Voltage
Contrast [CHES 2015]

Christian Kison, Jirgen Frinken, Christof Paar
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BRI FRAT IV T, BB LR /N FEAT XD Region of Interest (ROI) DFFEMNEE T
RERI DD IEE L o T D, fEk, mHEEGHES Tt 72 ERFIH S TE 7203,
ARG SCTIE AR E 7 BMEE (SEM) 28 H 3 2 FIEERE L T\ 5H, WEXEE XMEGA
microprocessor M AES FEHETHY | B2 N T A MVO) ZFAHLTROI Z28EL, 7
v — NI L BRI TR A2 . BREOFEHIZERTI L TV 5,

7. PROOFS 2015 Q& FK

Buffer Overflow Attack with Multiple Fault Injection and a Proven Countermeasure
[PROOFS 2015]
Shoei Nashimoto, Naofumi Homma, VYu—-ichi Hayashi, Takafumi Aoki
SEEFALEZY 7 b =7 FEICKHT DNy 77 - A —N—T 1 — (BOF) BRI R D
—DIZAEY a—DW A XERIRT D HENR DD, ZNEEILT H-DICLESESL
HEALTMHEAY Y 7S5 HEZTERE L SASEBO-W [Z5% & X 417- AVR ATmegal63 (8 bit)
EAOFEEITHEH L CHEIMEEAHER L, SO MaEES, V=T X EiES<
L TREEARMTOMRERE L, THERKERY - ORTHRINT DI 2R LE
2R LT,

8. Asiacrypt 2015 DHEE
8.1. Asiacrypt 2015 DHEFEX(1 HB)

Tradeoff Cryptanalysis of Memory—Hard Functions [Asiacrypt 2015]
Alex Biryukov, Dmitry Khovratovich

BRLTWDEEID DN AEY RMEDILDLHAIC, RERFEEFEHOT A Y v
RBAETL D TAEY hard B3% Ik L, #A L« AEVED N — RET7E2FRR LT, K
W T, WRAT—RenyvaaXFoaryD77A4F VR RDSHH Catena,
yescrypt,Lyra2 M 3 D& x5 & U THMT LT, BaTE D IIAMIEIC BT Db 2 ¥ & 2 T,
Catena, Lyra2 |2 OWTH LWE— ROIBMEIT->7,

Computing Individual Discrete Logarithms Faster in GF(pn) with the NFS-DL
Algorithm [Asiacrypt 2015]
Aurore Guillevic

BIEROR BRI RE 2 i < SRR IR, R AGRIN, BIMRINAE . MBI B, B R O 4
DDAT v T b, BEAT v 7 OBFBCHEGHR X, FERB IOV 2 KIEKREOLE I
T, R OREEE X OIS CIE RIS 3 L EDOGEDH N, #L 72D, Kig
TIE, BEBCHEGIHR OHEAYID AT » 7 (booting step) &, Jifg /) /L LDH A X% BIHIZHI
BT 5 Z L0 EGEf LTz, SERREEN 2~6 OBAITHEFICTAENTHY . TRES LL
LKA DALE OILRMBITHR L TR TE 5,

Multiple Discrete Logarithm Problem with Auxiliary Inputs [Asiacrypt 2015]
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Taechan Kim

B A1 DB % . B DLP FBEIC kI DL R 52 5. g BN 8 p OARIKDIE
EL. an t ot a BLPLDOIEET D, g gt L - s ey g (=1~ A, H D dlp-l

WXL THERADBNIEEE, T _RTOAIIK L TEALNTZL ED, ol (BT DB
BaRDHT NI ALBIOHAEREEZ R LT,

Solving Linear Equations Modulo Unknown Divisors: Revisted [Asiacrypt 2015]
Yao Lu, Kui Zhang, Ligiang Peng, Dongdai Lin

BEEI DAL N OFRMK T p 215 & T D8 FRREXBEO /N W E KD 5 BEZ BT
Lo BEONTA—LEBANTHZ LIk, FEXO—BIbEW O REET S, A
RSA (2T 2N ODKBEIZZN O DO—HRITIFAE S L0 O T LT Y X LT
TERhole, ARITNITY XLZLY . LUTFD 7 — A TR O/ F2BHE R 21512,
—N=p'q(r : 2 BL_|) DA D May (PKC2004) D/ S 72 FE R BB ICBE T 2 R O B
—N=p'q(r:2 LA k) TBEFIE > R D& 5 FERERIZEIT 5 Boneh H D7 /L= U XA (Crypto
1998) % EBRIIZ L B
— HESE R 1 RSA R (p-1 & g1 ARE R HEER 7 E2FFO%6) ICkd % Jochemsz—May
DO EE (Asiacrypt 2006) Z KIEIZSL B
—RSA/CRT-RSA D FH M SALFEEUZ I35 Nitaj Off A (Africacrypt 2012) DHLGE

8.2. Asiacrypt 2015 DHEFX(2 HB)

Key—Recovery Attacks on ASASA [Asiacrypt 2015]
Brice Minaud, Patrick Derbez, Pierre-Alain Fouque, Pilerre Karpman

ASASA #ER%IT Asiacrypt2014 128\ T Biruykov HIZ X W EA I N5 LW 53k EF A %
—ALTHY, 2O00NEEAF—L, 1 DOOMBHAFT—L, RUA MRy 7 AAX—LD
super S—box ZEDRERIZFIH XA TV 5 A3, CRYPTO 2015 (28 T Gilbert HIZE Y 12D
ANBRBEA F— LDMEHE S 7o, RGO K0 IRE SIS LB E BRI D |
FRE A X — L g L OVE D ONBHSEAR X — A E5& 4 25 2% ORFMFH A & T S - (B
2T 4 NTA=FIELELDO8AL 128 By 1), BT, AB#EAFT—20H1%, BloxK
BICEV 2=V AT 1 v 7 TlddH DD FHEATHE/R /ST A —2 O LPN BBEICIRE S 5.
i, RUA PRy 7 ZAAF— LT HFFICNRN 2 e 22—V AT v 7 KBIZLY
64 By b EF 2T A RTERSN TV VAZ UV ANRT A Fy 7 PCLATLHUTT
fifBE S LT,

ASCA, SASCA and DPA with Enumeration: Which One Beats the Other and When?
[Asiacrypt 2015]
Vincent Grosso, Francois—Xavier Standaert

Asiacrypt 2014 [ZEBWTE A I/~ SASCA(Soft Analytical Side—Channel Attacks)(Z
BE9 % 3 ROETMR,
— BRI A R F ¢ RIVIBLEE (ASCA: Algebraic Side—Channel Attacks) &b L., /A X
DRV 2 b— g VRIEICEBWT SASCA D IZBWT L D DERE 8 EI1E 258D S
77
— FERRD AES FEEEITRF 2 4] T D SASCA F2BR, DPA IZxtd HF A,
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— A BT FATT DR AT — i b S T2 5B D SASCA & DPA L ORREEA R L, W
WD v FIIHEFITHI SN D Z L 2R LT,

Counting Keys in Parallel After a Side Channel Attack [Asiacrypt 2015]
Daniel P. Martin, Jonathan F. O Connell, FElisabeth Oswald, Martijn Stam

A RTF v RNVHEICLIDHELNTIERP AT THLLEIC, 0 OFRZ7HMET 5
FHEERZE L, £7. 5V A4 FFv RNV HEO R a7 (129> TEF ST 3T
DY 2 MIBIT2H 28D T 7 2 IEHICEET 2 IEF IR AT ALY X ADORERR
EER LTz, RIS, RO ATREEOEWEEZ WITL TR BT A 720 0m B %2R LT,

A Unified Metric for Quantifying Information Leakage of Cryptographic Devices
under Power Analysis Attacks [Asiacrypt 2015]
Liwei Zhang, A. Adam Ding, Yunsi Fei, Pei Luo

P A BT v RVE RN EEICRTT D H e xR A XG5 720I121%, VAT ATREO
RIS A iF R B3, FRREETATY ALY —RAa— Rip ERVEEIZBNT
ITORITILR B2, (€T, FEECENIMRPEN TR CRWVWEEIZIE, EX=2U T
A FHIIE T L T U X L OFHINR 2 JE T 2 AT > TIThh 2 TR 672\, Kia
LTI, 2D KD I — DO — A 72 I E FLHE TLA (Information Leakage Amount) 234252
iz, B e FEOLEE (1 B/ @M DPA/CPA) 1% 2 18 IR MIE & 5 — Iz T,
Y A7 RO I NT T Y XN b/ e~ A7 i e R o7 e T ) XL b KR
MBI FEICB T D W IE L EET 55D TH Y | FWVBRE TOXRERFHIE LD
HDOTH 5,

How Secure is AES under Leakage [Asiacrypt 2015]
Andrey Bogdanov, Takanori Isobe

AR IRIRATFAET 2B A D ABS Ov X2V T 4 2%+ 5, Blb, FEECBVLTH
B EO—H NIRRT 260 ET 5, Fio, Bohizar he—L LRI
FND R0 OEMEO R EF T L VRN R E T, g INOEFHORE %
BT D, IR DEEE 21T 5 720 RN ZS BRSO LR SARHTHIR 2 B2 L7,
FIZ, TNOHOBBOILT, FMEEEZRBLIOFEENR (T T v IRy 7 AT 70 R 28
Foa LMk, R T o F MM, XX —8E) O BRI LT-, R, REEEFEL LUK
BE 72 R BN TS L X ITIE ABS DX 2 ) T 4= — V3R 0+ D Th
HZENR TN,

8.3. Asiacrypt 2015 DF XK (3 HAB)

The Tower Number Field Sieve [Asiacrypt 2015]
Razvan Barbulescu, Pierrick Gaudry, Thorsten Kleinjung

RT Y U T R—AREFEDOZEMEIL GF (™) (n: n>1 72 A/ X 723680 OBtsct a8 3 %
REEME L ZARIL L TN D, BURESHO 7 L 3 Y X A I ERERE (NFS: Number Field Sieve) ©
HAHMN, p BRI DOYEA (SNFS: Special NFS) %, Joux—Pierrot (ZX& 5 EERd 5,
AFHLTIE, Shirokauer (2 X 5 tower HEKIZHAS < TNFS (Tower NFS) (. Joux-Pierrot X
DERICRVEDL LA, IRIIAL—AT AN ENLHEED ) LV LDOREDOY A XA
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DL W)ET N EIRITR LT,

Heuristic Tool for Linear Cryptanalysis with Applications to CAESAR Candidates
[Asiacrypt 2015]
Christoph Dobraunig, Maria Eichlseder, Florian Mende

WA, BT 2 BENRIZAT O Y — A EA I TND R, ZILb DL IFESFED
HEHOD LD TH T, KL TR Z RO 7200 2 — Y AT ¢ v 7 72
2 — L% L. CAESAR #5— ™ > NfEMf ASCON, TCEPOLE. KEYAK. Minalpher. PROST 0
[EHL i L7, ASCON, ICEPOLE, KEVAK [ZBH L TiL, HMEIBMROEEFEIE £ 72 135 BB fF
KeDIRNDINH LW ESRHEEZ R R Lz,

Collision Attacks against CAESAR Candidates Forgery and Key—Recovery against AEZ
and Marble [Asiacrypt 2015]
Thomas Fuhr, Gaétan Leurent, Valentin Suder

AR T, Marble, AEZ, COPA ™ X 9 72 OCB &— NIZ X ¥ Ml X 7= 38GERS 5% i L
72, Ferguson OWEIL, ZH 507N Y XL TX RV, 34 HEHEEIC L 0
B AT BEILTEDL L ER LT, WE~ A7 OB UL BRITGIEREIZ DR 573,
Marble & AEZ v2/v3IZBIL Tld, X U MEER LG T BIZ D722 %, Marble (2B L Tl
n By MEEMETRICK U, AEZ IZB L CIEZeiric@E a4 528, MR EBIZ L5~ A
2 —8E L E T T EE LS RVWHEE TH D EFEI N,

Optimized Interpolation Attacks on LowMC [Asiacrypt 2015]
Itai Dinur, Yunwen Liu, Willi Meier, @Qingju Wang

LowMC |Z Eurocrypt 2015 (233 T Albrecht HIZE W BAIN-T vy JKE 7 7 I U —
DEFVTHY, v VTF =T ¢ 5HHE, ZRMERAE S, BraMiGtH oA v A% Rz
Bl S5, LowdC OB ORHSIINERT 7 4 VIBILT VX DTRIREND R TH VKT
By IR T 72U =L DA VAKX U A FFO, RS TIEAF B (Jackobsen
Knudsen {2 & ¥ 3 A 72 AEBCEE) & LowlC (2% L CITVY, 80 By MEED A AKX AT
BWTRIKDA AL o ZTEBIRFE LY bEEHRICES L, 128 By MZEMEITR 1000
FEHICEOND Z EER LT,

Another Tradoff Attack on Sprout—like Stream Ciphers [Asiacrypt 2015]
Bin Zhang, Xinxin Gong

Sprout I% FSE 2015 THRE S L7z, KV EONERREZ o8 LWEEEA N U —AK ST
B, AR —LAERT 2 —RXZBWTHEH SINDLHITKGFT DREEZE-> TN D, K
A S CIERR FH kA A 2 9558 U Sprout JAWD G 75 D2 M2 —BUTHFZE LTz, BT LV NRZSIE
TV IT A TMOIRET DT MAT =V BEEO k- EFMEZRRD Z Li2h 0| K22
M,/ 7—4% N — R 7REZHRE LTZ, ¢ Z/hIWVWEE., x/y R/ RIBERAT v 7L
L7z & X, Sprout %, [c(@x+2y-58)2""* V] R AE VU 2By FMEA MY —ANRH 25
AUToE, 27 R[] OBt S L B,

Reverse—-Engineering of the Cryptanalytic Atack Used in the Flame Super—Malware
[Asiacrypt 2015]
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Max Fillinger, Marc Steven

2012 £ 5 HIZHH AL~ 7= Flame EREEN D AL <0 =7 3% A S0, Windows
Update |ZHIH—EBEE ATV, MD5 ~DRIRT L7 ¢ v 7 AW THFE & 72 H1AEENL %
flEH Z EIZE D Windows ~ v I AJEGT D Z b oTo, RigL T, & 555V FRER
EEHWD Z LIV BERKEDON R Oy EEER LT, FMR TSN T
TRV ITRED Y N—2 =7 Y U ZIFEMR 2N E Bl b,

Analysis of SHA-512/224 and SHA-512/256 [Asiacrypt 2015]
Christoph Dobraunig, Maria Eichlseder, Florian Mendel

F—=Z MU T DT T —Y TRREN SHA-512 (% D2 2583 Uiz, HAECRIE
ENTWOYMIRY X —% w25 2 & TR 2 T T - WBIEOYE . SHA-512/224
C 80 Bt 43 Bk, SHA-512/256 T 80 BeHf 44 By, 1EH OEZEDYA 80 B 27 Bt TRk T &
HZEeER LI, Btk TIEH D DBEHO~—T 37 DRI Tn 5,

84. Asiacrypt 2015 DHEHFX (4 HAB)

On the Impact of Known-Key Attacks on Hash Functions [Asiacrypt 2015]
Bart Mennink, Bart Preneel

ASTACRYPT 2007 (23 T, Knudsen & Rijmen |7 1 v 7 K55 OBEMSEZE M A8 A L,
BEAFEDT 1y 7 W SRR T 52 < OFBIKBIZ SRR o7, KamXLTIET IV IT7 47
N—=2ADNy ¥ 2FBITRT 2 ZOMOBEOEL ST 5, 70y V503 H 5554
ERFOMZENLIMIZERIZT VA L THD r— AR D[V 5T VA28 A LER
L7-. BrEDFER|Z PGV EHEEE%L. Grostl, Shrimpton—Stam JEMERIEICEA L. 2 b D
BEHEIE DAL TV D S BEAEEBER ICx L CHERZRKRMIT W & 2R LT,

Property Preserving Symmetric Encryption Revisited [Asiacrypt 2015]
Sanjit Chatterjee, M. Prem Laxman Das

Eurocrypt 2012 |23\ T, Pandey & Rouselakis 1%, B§ 5 AT A T 52 LICL VI
XOMWEETF =y 7 T5Z ENTELMWERERPRER 5OME L EA L, 6 D0EHER
% 2 SOREMEED S BER L OVERRENIE O PHERREC B 1T 2 R ERMET A RO R
REY72AERR D 2 R TH D, KL TIE, D OBLE D HEE R R PR = BT 58
FERV IR AT o 7o, EAMET X MZBT 2K 5t Tldk, HifliZe ikl BB Iz L0 & b9
WZEME G720 Tl L ER LT,

Refinements of the k-tree Algorithm for the Generalized Birthday Problem
[Asiacrypt 2015]
Ivica Nikoli¢, Yu Sasaki

Wagner |2 X 0 —fB{b EN7-34 A RBED 2 S ORMBRFIEZIFFE LIZ K 3 2 D& TR
WA —fRALHEE B R 2 % < Wagner D k=R 7L Y X L&~ )VF /L > THE L
oo H LW 3-AKRT7 /LY X L% CAESAR 2R DN 2 Dl Ll L, et s Fif 7z, £7-.
Hellman 7 —7/VaFHTHZ L2k, k-KOKEM-ZE# hL— A 72 %B L, #iL
UV T2 MI=kN 24572, k=4 OFEITIE, T2 M=4AN L2 %,
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How to Sequentialize Independent Parallel Attacks? [Asiacrypt 2015]
Sonia M. Bogos, Serge Vaudenay

WEEZEIN—2D CPUIZxf L CHEE DM, LTm B AT ZENTEH VI A 2B 25,
BB L THEEEITH) ZENTE, BXAONTEAT v 7BO%, D52 b
RBCOEINTHE LIEGAEIT, 2O DEEEZZEIRIAT > TRl 2 HIE 2 098 L7,
REOEIKEN, HOKBEEZ n AT v 7ETL, WICHDOKEEZ n AT v 7ETL, £V )
ZEEMRINTHETHITDEVIOMIKICRD L5, v~V vy 7 F o P ETH 2 %
IR UTo, BOENSFHEO SRR O & & OfER%Z LPN 8 & N2 T — RERZRRMEICEA L,

9. PKC 2016 %%

9.1. PKC 2016 MH* (2 BH)

Algebraic Approaches for the Elliptic Curve Discrete Logarithm Problem over Prime
Fields [PKC 2016]
Christophe Petit, Michiel Kosters, Ange Messeng

VAR JERAR 0D ECDLP IZx 3 2 FEHGHRIEN W ORI TV A2, E Iy
TELFIHAESNDFEAER ED ECDLP ~TEA TE RN EB X LTV, KRiisTliE, A
T U B BRI EO MBI B A JER T 5 1A L OVERIC X DR EFHI AR S LT,
BURIZNS 72X T A—=H OGAIC LA E 7263, HnastEEfnd 7 L7 FRIED T
NTY X LEZHNDTEOIHIBSND D, SHOERICEERET HAMLENRDH D,

Degenerate Curve Attacks: Extending Invalid Curve Attacks to Edwards Curves and
Other Models [PKC 2016]
Samuel Neves, Mehdi Tibouchi

Fi5 M B E 51269 2 AL TH 5 N EMBRKEIL, WEREE DK ST A ADNEZERR
HifR ECIE e WBIO§ WK ETAD T —_RE A FEITTH L O IMEMIT 2K ETH D, i
Je. ZOBEITME - FHOFEIZ D/ LB NT A —F D—D2 LN 7 A E I
L TCWDEEZRH L TAEZTHY Weierstrass B oo dhFplZ 13 T & 7223 04D Edwards
AR IXE I CE Zehv o=, KL Tl. Edwards (i) fhifR, Jacobi 4 Ykih#t. Jacobi
RXFIRT DD TORBEZRT, RNIEMBKE L OFEWL, K57 31 23 LT,
flOFE M B AR EOBE Tl < EMAORERICFRRZ2BEOERE 2179 X 5 IctmiT 2
ZEThD,

Easing Coppersmith Methods Using Analytic Combinatorics: Applications to
Public—Key Cryhptography with Weak Pseudorandomness [PKC 2016]
Fabrice Benhamouda, Celine Chevalier, Adrian Thillard, Damien Vergnaud
Coppersmith @ L%, ZIAX GRS 70 B % R D B HRRIZIE DW= HIET
b5, T, ZHOBE HTERXOEPERTRWGAEDISHB LN D R, 2D X5
G, HHEE L ERIIERE RO D12 DI LB AT I IE T ITE R > TV D, KR
SCTU, TR A SRR D WYy — Ry 7 A8 U EGm B ELE AR B AR (2
3252 LIk 0, EMRENT 2157, £7-. RSAS#AER &K 5{bo T ¢ > ZBECfibd
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A5 BB R~ D 2 7R LTz,

How to Generalize RSA Cryptanalyses [PKC 2016]
Atsushi Takayasu, Noboru Kunihiro
FRYER) 72 RSA B 75 (SR 2B, T 7 = 7 %2 N=p'q DFEDZETE RSA (X 2 BEEIZHRR
U7z, AE%E RSANSKI T DO 11, AT RSASH T DB TIX, (r+tDFR & 228112
EHisib, LToOmEAEREST,
—Takagi RSA \Z%9™ 2% /N FE BB oD B4 72 FiE A
—Takagi RSA (Z%9 2% o dt iR E
— FHAE RSA LK o/ B FR B
— FBHAE RSALTHFT D05y BRI

10. FSE 2016 DHEF

10.1. FSE 2016 MH*X (1 HA)

Cryptanalysis of the Full Spritz Stream Cipher [FSE 2016]
Subhadeep Banik, Takanori [sobe

RC4 D%k E LT Rivest & Schuldt (2 X VW CRYPT02014 rump session TIHFE I/ A b
U— AW 5 Spritz (7T U2 R) OIS, Distinguishing attack Tik., 244.8 X
TOEE IV)NSAERINIZRID 2 7314 MDD key stream 7 —H ZHNT, Spritz OH S
ET U BRI T D ENTEDL EER L, £, 1 XTO @, 1IV)hHARS
AT B D 260.8 /34 R D key stream 7 — & Z T Spritz O & T & LRF &%k
BT DHZENTELZ AR R LI, £72, B TIL weak state” IZY4 727285 D state
recovery attack |2 DWW TR TW5,

10.2. FSE 2016 MF*& (2 HH)

MILP-Based Automatic Search Algorithms for Differential and Linear Trails for
Speck [FSE 2016]
Kai Fu, Meiqin Wang, Yinghua Guo, Siwei Sun, Lei Hu

T, 78y IR O 2 R CRIE R 2 B3R T 5 72 O IR A EEEGE 5HE 1E (Mixed
Integer Linear Programming, MILP) Z MW7z FENHLTH S0, MHE, Rotation, XOR
HN—AL Ll AR ZA 707wy 75~ MITNETH 72, KimX T,
Lipmaa-Moriai (Z & o TR S VTN D 220 FrMECRRIZ R 2 4— 7" 72 MILP optimizer
TdH 5 Gurobi |ZHHIAZL, NSA #F+D Simon (Zi#fH L7z, ZOfER, ek IV EVEHDE
IREE, BROBERER RO, BX 2V T 4 ~v—Y U NE- T2,

_ WEE AT RE K . .

N — i T — X 5 TV & BLIEE
INT A—H JIE— ~FfH T—FE | AEVE KL
Simon 48/72 15/22 270 216 222 POy W
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Simon 48/96 16/23 29 916 222 ARl e
Simon 64/96 19/26 295 263 022 FEAY I
Simon 64/128 20/27 127 063 022 FEAY I
Simon 96,/96 19/28 288 288 222 7= BB
Simon 96/144 20/29 136 288 022 FEAY I
Simon 128/128 22/32 2120 2120 922 FELY I
Simon 128/192 23/33 181 2120 022 FEAY I
Simon 128/256 24/34 0248 2120 022 FELY IR

10.3. FSE 2016 DH =X (3 HA)

Key Recovery Attack against 2.5-round = -Cipher [FSE 2016]
Christina Boura, Avik Chakraborti, Gaétan Leurent, Goutam Paul, Dhiman Saha, Hadi
Soleimany, Valentin Suder

SREERE B D 2 T ¢ 2 3 > CAESAR D 2 T 7 v Rl & 72> T % 1 —Cipher /Y
TV MKk B guess & determine BN R INLTZ, FFIZ, 2.5 T U RO 1 16-Cipher096
M 2P OFEECHENEHIND Z ENRENT GREFEDIL3 7V R T 9% By X
2V F BB oL EELTWE),

Cryptanalysis of Reduced NORX [FSE 2016]
Nasour Bagheri, Tao Huang, Keting Jia, Florian Mendel, Yu Sasaki

FRRERE 5D 2 X ¢ 3 3 L CAESAR D 2 T 7 Rfgfli & 72> T D NORX DY 7o
M5 2SS HH T 3R S 472, NORX 1 sponge #i& 4 H -2 nonce “X— A DIRIERG 5 C.
128y hEF2UT 42 HDONORX32 & 256 B hEX=2U T 2L DNORX6E B3H 5B, &
%12 core permutation 7% 4 BeDfIARD & Z A% 2 BRITHI L 72N 72 NIk LT, guess
& determine BCEEIZ X V) NORX32 | XME[MIFHR & 2110 77— & £ 250 -C NORX64 | RFF 515 & 271,
T A B TCTHETX D Z R ENT,

Analysis of the Kupyna—-256 Hash Function [FSE 2016]
Christoph Dobraunig, Maria Eichlseder, Florian Mendel

V7T A FHEUE DSTU 7564:2014 & L CAB I NT=/Ny ¥ = B9 Kupyna (2% 2 fi#HT 23
T E7-, Kupyna 13 SHA-3 R CTd o 72 Grost] ITRI7-EEZ L CWAR, 7 RE
BHSXOR T2 <, METHZ STV D RSN > TR Y, rebound BEEEE 25 D i
EEOLNENHDLLEEZOLNTVS, LLAERDL, ZOMIITIE. 20k 5 extiig
{T>7T%H rebound WEAZMH CTX 5 Z LWRE NIz, BMARIZIE, 10 Bi 6 B M Lz
Kupyna-256 7% 27 OF-F& T, 7 BEZSEHE L 7= Kupyna—256 23 2% 0O 35 & CIEAE R O i
RERAOTOEND T EIRENTZ, & 51210 Berp 4 BHZ M L 7= Kupyna—256 723 287 D5
BT, b BEZHINE L7- Kupyna—256 725 2" DR R E T, Ny ¥ 2 BHOEREE Lo ohd
ZEBRENT,
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