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Implementation Guidance

JISC : Japanese Industrial Standards Committee (H A L¥EIEUEFH A L)
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TW5, ZICxs LI :E/z—/lxééiéfﬂi H A GE O FHER R D 1E R 1E
¥E2ITHo TR . 3 HDOFATIX 200841 H 24 H % FIPS PUB 140-2 &
ety a2— ViR EORIEHEOT-O0ER T A X A & L TERLT,

2008 FE OIE B =
(1) EFBRHERESY XA VNLFTODOAREBEHIZBITS, "— Ry =7 RE
kO 7 by =7 RZEOHETEEB /E
[T BUMHELER 5 U X NGET D72 O O W5 5 il A5 5 E((M9EF)
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CRYPTREC comments on ISO/IEC 3rd WD 17825

Date: 2013-03-29

Document: SC 27 N11783

1 2 (3) 4 5 (6) %)
NB1! Clause No./ Paragraph/ Type Comment (justification for change) by the NB Proposed change by the NB Resolution
Subclause Figure/Table/ of on each comment
No./ Note com-
Annex (e.g. Table 1) | ment?
(e.g.3.1)

JP1 ge Not taken into account experimental environments such Experimental environments should be
as sampling rate, measuring points and so on. They have | discussed.
a big impact on the results of the attack (evaluation).

P2 6 Fig.5 te Variation of EMA attack methods is not sufficient. Add the following into Figure 5:
Fundamentally, any PA attack method has its C-EMA, MI-EMA, LR-EMA, 20ML-EMA,
correspondence in EMA. 20D-EMA

P3 6 ge The following sentences should be included. (The place of
inclusion is not limited to Clause 6.)
1) The number of Attack methods will increase in the
future.
2) Testing laboratories can add appropriate and/or specific
attack methods which are not included in this standard.

JP4 6 ge The introduced taxonomy seems to be not applied in the Review and redraft the text.
rest of this document.

JP5 6 Fig 5 ed The numbering of the figure is incorrect Change the figure title to "Figure 6.1".

JP6 6 Fig 5 ed The figure is not in the form of line drawings and is not Please change the figure to line
consistent with 6.6.5.2 of ISO/IEC Directives, Part 2. drawings.

1 MB = Member body (enter the ISO 3166 two-letter country code, e.g. CN for China; comments from the ISO/CS editing unit are identified by **)

2 Type of comment:

ge = general

te = technical ed = editorial

NOTEColumns 1, 2, 4, 5 are compulsory.

ISO electronic balloting commenting template/version 2001-10
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CRYPTREC comments on ISO/IEC 3rd WD 17825

Date: 2013-03-29

Document: SC 27 N11783

1 2 ?3) 4 5 (6) (@)
NB1! Clause No./ Paragraph/ Type Comment (justification for change) by the NB Proposed change by the NB Resolution
Subclause Figure/Table/ of on each comment
No./ Note com-
Annex (e.g. Table 1) | ment?
(e.g.3.1)

JP7 6 NOTE 3, ed “back to step 3“is incorrect. “back to step 4”

step 7
JP8 6 NOTE3 ed Symbols in these notes are hard to identify. Please redraft the texts so that readers

NOTE4 can easy to identify and easy to

NOTES understand the contents.

NOTE6

NOTE7?
JP9 7 P6, L16 ed A large space between “International” and “Standard” Delete the space
JP10 7 Table 7.1 ge RNG and RBG Two types of “true” and “pseudo”

RNG (RBG) should be separately
considered.

JP11 8 te Not taken into account capability of attackers (evaluators) | The capability should be discussed.
JP12 8.3 Figure 8.3 te The tolerance level is not provided. Please define tolerance level.
JP13 8.3 ed The definition of CSP class is missing. Please define CSP class in Clause 3.
JP12 8.4 Paragraph 2 | ed Table 8.2 is missing. Correct the table reference.

1 MB = Member body (enter the ISO 3166 two-letter country code, e.g. CN for China; comments from the ISO/CS editing unit are identified by **)

2 Type of comment:

NOTEColumns 1, 2, 4, 5 are compulsory.

ge = general

te = technical ed = editorial

ISO electronic balloting commenting template/version 2001-10
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CRYPTREC comments on ISO/IEC 3rd WD 17825

Date: 2013-03-29

Document: SC 27 N11783

1 2 ?3) 4 5 (6) (@)
NB1! Clause No./ Paragraph/ Type Comment (justification for change) by the NB Proposed change by the NB Resolution
Subclause Figure/Table/ of on each comment
No./ Note com-
Annex (e.g. Table 1) | ment?
(e.g.3.1)
JP14 | 8.4 ge DPA seems to be supposed in the whole description, It should be noted that the descriptions
although there appears DPA (DEMA) in the caption of two
85 figures. on PA are also applicable to EMA.
(For example, the title of Clause 8.5.1.1 is "SPA and TA",
but SEMA should be included)
JP15 8.4,85 te (1) (1) In Clause 8.4, there are glescriptions on The descriptions of Clauses 8.4 and 8.5
DPA/DEMA, but no descriptions on SPA/SEMA and
TA which are included for Symmetric-Key in Table should revised such that all test
7.1.
(2) (2) There are descriptions on Signature and Key methods marked "A"in Table 7.1 are
agreement in Clause 8.5 "Leakage Analysis for covered. And the clause titles should be
Asymmetric Key Ciphers". But Key agreement is
classified in other categories in Table 7.1. changed such that they correspond to
(3) (3) There are no reference to Security functions their contents.
marked as A in Table 7.1.For example, it is not clear
howe to test SPA on RNG in the flow of Figure
8.3.(The same traces are not always derived for
randam number sequences.)
JP16 8.4&9.2.3 te It is not clear whether the device passes or fails the test, Rewrite such that judgement criteria
when a significance level is calculated for each of 128 bits | become clear.

1 MB = Member body (enter the ISO 3166 two-letter country code, e.g. CN for China; comments from the ISO/CS editing unit are identified by **)

2 Type of comment: ge =general
NOTEColumns 1, 2, 4, 5 are compulsory.

te = technical

ed = editorial

ISO electronic balloting commenting template/version 2001-10
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CRYPTREC comments on ISO/IEC 3rd WD 17825

Date: 2013-03-29

Document: SC 27 N11783

1 2 (3) 4 5 (6) %)
NB1! Clause No./ Paragraph/ Type Comment (justification for change) by the NB Proposed change by the NB Resolution
Subclause Figure/Table/ of on each comment
No./ Note com-
Annex (e.g. Table 1) | ment?
(e.g. 3.1)

of AES by DPA, and only one bit does not satisfy the 0.95
criterion.

JP17 8.5 Paragraph 3 | ge There is the following description: Move any sentences that would be
"they also depend on the performance, complexity, regarded as guides for vendor or
compactness and targeted security level, and therefore manufacture to NOTE or Annex.
result from a necessary tradeoff"
This kind of description can be a guide to vendor or
manufacture, but is deviating from the main purpose of
this International Standard, "Testing methods for the
mitigation of non-invasive attack classes against
cryptographic modules”.

JP18 8.5, ed Hanging paragraphs can be found. Redraft the text so that there is no

8.5.1, Please see 5.2.4 of ISO/IEC Directives, Part 2. hanging paragraph.
8.5.3
JP19 85.1.1 ed The table should be attached with a caption including the | Add the caption, such as "Table 8.2 :

1 MB = Member body (enter the ISO 3166 two-letter country code, e.g. CN for China; comments from the ISO/CS editing unit are identified by **)
2 Type of comment:

ge = general

te = technical

ed = editorial

NOTEColumns 1, 2, 4, 5 are compulsory.

ISO electronic balloting commenting template/version 2001-10
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CRYPTREC comments on ISO/IEC 3rd WD 17825

Date: 2013-03-29

Document: SC 27 N11783

1 2 ©) 4 5 (6) @)
NB1! Clause No./ Paragraph/ Type Comment (justification for change) by the NB Proposed change by the NB Resolution
Subclause Figure/Table/ of on each comment
No./ Note com-
Annex (e.g. Table 1) | ment?
(e.g.3.1)
number and title. Leakage models for RSA".
JP20 8.5.3 Paragraph 2 | ed levels 5 and 6 are not defined in Clause 1, Scope. Remove levels 5 and 6.
R
JP21 9.2.1 te The maximum measurement time should not be given. Remove these clauses (9.2.1 and 9.3.1).
9.3.1
P22 922 te 1) The maximum measurement waveform number should | 1) The waveform number is set to be
o not be limited. The measurement of 1,000,000 to 1,000,000 waveforms or more for
923 10,000,000 waveforms is usual in research papers. The DPA/DEMA to symmetric ciphers, and
cryptographic module which can be attacked by 10,000 10,000 waveforms or more for other
924 waveforms is out of consideration. attacks.
.32 2) Itis not reasonable to set the security level by the 2) The leaked information amount
measurement waveform number. With practical should be considered in testing (the
9.3.3
measurement/analysis environment, measurement of number of broken Sbhoxes, e.g.).
9.34 100,000 to 1,000,000 waveforms is not difficult to achieve.
JpP23 9.2.2 te It is not clear about why 11 waveforms are used. The rationale for 11 waveforms should
be provided.
JpP24 9.2.2 te "Pre-determined" values are used, but it is not clear about | Please list the pre-determined values if
924 what kind of pre-determined values are used, and their any, with their effectiveness.

1 MB = Member body (enter the ISO 3166 two-letter country code, e.g. CN for China; comments from the ISO/CS editing unit are identified by **)

2 Type of comment:
NOTEColumns 1, 2, 4, 5 are compulsory.

ge = general

te = technical ed = editorial
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CRYPTREC comments on ISO/IEC 3rd WD 17825

Date: 2013-03-29

Document: SC 27 N11783

1 2 ?3) 4 5 (6) (@)
NB1! Clause No./ Paragraph/ Type Comment (justification for change) by the NB Proposed change by the NB Resolution
Subclause Figure/Table/ of on each comment
No./ Note com-
Annex (e.g. Table 1) | ment?
(e.g.3.1)
9.3.2 effectiveness.
9.34
JP25 9.3.2 te It is not clear about why 21 waveforms are used. The rationale for 21 waveforms should
be provided.
JP26 9.3.3 ed DPA variant attack is not specified in Figure 8.4. Change Figure 8.4 to Clause 8.4.
JP27 Bibliograph ge Current bibliography is not sufficient. Various documents should be added to

y

bibliography.

1 MB = Member body (enter the ISO 3166 two-letter country code, e.g. CN for China; comments from the ISO/CS editing unit are identified by **)

2 Type of comment:

ge = general

te = technical ed = editorial

NOTEColumns 1, 2, 4, 5 are compulsory.
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65







FEFES RMUTEHE

H1TH 20134 4A308 F1h
RITE
- T113-6591

ERMXREAFEA—TE 28%8 %
MWIATBUAA 1REULEHEEHE

(BiAE E*arUT1sEVE2— BSIL—T)
INFORMAT [ON-TECHNOLOGY PROMOTION AGENCY, JAPAN
2-28-8 HONKOMAGOME, BUNKYO-KU
TOKYO, 113-6591 JAPAN

- T184-8795
ERBMEATEHILETE2E1S
MWIATBUAA 1REUEEDIRME
(Y bT—0Fa) T4 BHRM
X2 )T EBHRE, EX2VTA47—FTIVFHARE)
NATIONAL INSTITUTE OF
INFORMATION AND COMMUNICATIONS TECHNOLOGY
4-2-1 NUKUI-KITAMACHI, KOGANEI
TOKYO, 184-8795 JAPAN




