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Application of Cryptographic (A4 V) 5H 24 H
Techniques
gggzPT Hash Workshop | ECRYPT Hash Workshop 2007 S 5 H 24~
(AA ) 5H 25 H
SAC 2007 The 14th Annual Workshop on
Selected Areas in j~§7t{ 8 A 16~
Cryptography (B F4) 8 A 17T H
Crypto 2007 The 28th International P BN NS 8 H 19 H~
Cryptology Conference CKE) 8 H 23 A
ECRYPT / SHARCS 2007 | Special-purpose Hardware for .
Attacking Cryptographic v A T/ 99 H~
Systems F—=2+V7) 9710 H
FDTC 2007 4th Workshop on Fault Sy
Diagnosis and Tolerance in (;fb—;i F U7 9H 10H
Cryptography
CHES 2007 9th Workshop on
Cryptographic Hardware and (2]_]7;:; ) gg 1:13 H~
Embedded Systems 7 H
ECRYPT / TFC Tools for Cryptanalysis 7507 9 H 24 A~
(R—F K) 9 A 25H
IEEE / FOCS 2007 48th Annual IEEE Symposium on X .
Foundations Of Computer TRUAT A 10 720 H~
CKI[E]) 10 H 23 H

Science
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ProvSec 2007 International Conference on A== 11H1HA~
Provable Security 2007 (F—=2+Z1U7) |11 H2H
Asiacrypt 2007 The 14th Annual
International Conference on
the Theory and Application of 7T 12 H 3\~
Cryptology & Information (=1L —>7) 12 H6H
Security
FSE 2008 The 15th Fast Software o—4F X 27411 A~
Encryption (AA RA) 2H 13 H
ECRYPT / SASC 2008 The State of the Art of Stream o —H X 2 A 13 A~
Ciphers 1V (A A R) 2714 |0

LI, EBRPREICEER SN Cm3l e TS, B St Bt o sofrdh a2 o Tl
60

2.3. 1. "Ny B0

SHA-1 D223 RIE DML S BEFEHNTHEA 283 A ATREBEIT 2 E T 64 Bt s 70
BEETHO, 7070 R80BHIIEDW o, 80 BITKIT 5 20 HKIXm 0> TW\WbH DT,
70y REtFEH L OB PC 2B DETEREA v —VOR AT oY =27 FHEBT TH D,
[On the full cost collision search for SHA-1, C.De Canniere et al., ECRYPT Hash
Workshop 2007;Dedicated Collision Search, C.Rechberger, SHARCS 2007] F7/-. 7o
yaw%%@f~x?ywﬂ%%ﬁ%?ézkf 0 RO R 2L LTS, ZOKE

FEDREITEZ RN OO, EEEROFEEL 1/30 [ZHIET 2 FiEbRESh T
%, [Hash Functions and the (Amplified) Boomerang Attack, A.Joux & T.Peyrin, Crypto
2007]

MD4 & MD5 (2 L T2 AL O3 IEF 2 1A B L, WH O PC T b FIFH THEIT Al
REL7>TWD, F2HBFHELFITAREL Y TE2FIH LB BE b RESNT
W5, [Full Key-Recovery Attacks on HMAC/NMAC-MD4 and NMAC-MD5, P.A.Fouque et al.,
Crypto 2007] & H {2, MD4 TIFFUEFHRINEENE & TE SN DHITE -7, [MD4 is Not One—Way,
G. Leurent, FSE 2008]

A= NI EDOZERFORFER EL LTHNWON TS, Fy Lo P L AR 2T D5
EMMA L7\ k=L APOP IZB L COMTRERAVR 7z, G. Leurent HIT7m k=L
DHFTHNTND/NAT — RIZOWNWT 3 T E THENRIFHN THERETH L Z L&
R LTm. BT, %4 KDSIL Chosen Challenge attack Mgl FTIiX 31 XFED /XA T — NiX
B\ F AR TH D Z & EBEMRERE T TS 1 RFRIC 1 CFOfFil ), 31
IKFfH] C 31 LFD/RAY — ROMRFGENFRETH D Z L 2R LTS, ZOREFELZ NS
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CHERAITIZ 79 XFETITMRY D BB LV b AR R T N FATHREL 70D 2 & R LT,
[Message Freedom in MD4 and MD5 Collisions: Application to APOP, Gaetan Leurent, FSE
2007] [Extended APOP Password Recovery Attack, Yu Sasaki, Lei Wang, Kazuo Ohta and
Noboru Kunihiro, FSE 2007 Rump session]

MD5 DEZEMHED A ZFIH LT, X. 509 (ZHE > Tz —xt DFELBEND Z L 2 EFN L -
TR L7z, 2005 420D ACISP T Lenstra-Wagner H{Z Y MD5 OffagstIZ K~ 2 X. 509 T4
RDBAHDMEL TE D ZEIIRIN TR, BHNEEFRE L O Ca2—FAD) I L
TRRDAMBEFOL D RBADERIIHEE > TV A, FENRERITZTNTERE
IoMoTehy, AAERTIEERRD IDISHT DEANERTE D Z &b RERNRERIZS
RBDRERTHD L N2 D, BIRMIZIZIMDE ~DOBEER L V58I 0 BT 2TEO 2
@ IHVs (Intermediate Hash Values) |Zkf9 55 N FAIREIC /R > T2/ D TH D, ZD
BX R AR D DITES 2 FHAEIT M5 OJERMERIE 2 15y T v . Eindhoven HHlF KD 7
T AL —ERE L S PC(AR T 7 4 7 1200 £4) Z KM L7- HashClash 7’ m ¥ = 7 k (E—
7 ERE 400GFlops) THGEF6 I At o7, MD5 Dfeigtt 258 < FIR AT 2R Th 5,
[Chosen—prefix Collisions for MD5 and Colliding X.509 Certificates for Different

Tdentities, Marc Stevens, Arjen Lenstra and Benne de Weger, Eurocrypt 2007]

9.3.2. A IV — AR OREEH

GSM CHRIH STV D AS/2 10T BN N DMBER STV AH A, FERRIC S 5 &
5 EESHGRRAFHED 2 A FORE SHBBIZ/RD, £Z2T0.18u vy 7 ORI ASIC
T Gauss—Jordan {E& R L7 L 2 A, FHAGIREL T, 1 CHEIRELE T2 &
IZEEEh U7~, [Hardware—Assisted Realtime Attack on A5/2 without Precomputations,
A.Bogdanov et al., CHES 2007]

RCAIZIEKHH SN TWD A MY — Al 50O—>T, #ty 7 v 7 (KSA) D%, #HELEEL
B (PRGA) 21T 9 &) 2 BRIEOEMEAAT 5, TERNG ., KSA ZRDOKRRBITIRY D 2 &
DEIGIL, ENEFH LICBEBEENRB SN TE 2D, BmiTIERWEB I N TE T,
ZOFRRTIE, @ICBETDIFHRICED Y 22 < 266 % H L U257 FH O R T, KRR
Dl 0 B b RE LS RDORAZWHONILTe, ZOMWYIE, T X MTEATE 1T EOR
FALEEZT U, 148 Hl TS, [New Form of Permutation Bias and Secret Key Leakage
in Keystream Bytesof RC4, S.Maitra & G.Paul, FSE 2008]

AES 1Z%}3 % SQUARE D FiEA IS H LT 5 BRI 2 1E0 . N EFIH L7-Ffk—
B PNIRERINT, ZOWEIZL->T, 192 By MEAES TT7 B E T, 256 B MM AES
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T8 E CMFAIRE TH D Z & AR SNz, [AMeet-in-the-Middle Attack on 8-Round AES,
H.Demirci & A.A.Selcuk, FSE 2008]

SQUARE (& % —fik{l, L 7= Integral BT AES D K 5 72 SPNARUZKI L THZITH D Z &R
HHNTWDN, Sbox DY A XEHALL T HONREARLERS>TND, LAL, By k-3
F—NER L2y NELOFAKBE L WRETH D, By FHEALO Integral WEZ T 1
v WM LIz & 2 A, AES ORGEHE 3 iGT L 72 Noekeon T 5 Bt T, AES ik 5 5
D—>D Serpent T 5 B¢E T, CHES 2007 T/INUFEHITHREE S 4172 PRESENT T 7 Br k T
FABETHDZ Ly h o 7=, [Bit-Pattern Based Integral Attack, M. R. Zaba et al., FSE
2008]

HEHEOF—L X = Y CEBRICHEDN TN D 64 B - 71y 7B 5 KeeLog I3,
FEMMIE FSR 2RI L728kGH T BEICHRIEDN W DR STz, BEAITESCHY 2% (8
bUETH LR TERENTRN T, AT FRBERBEEZMAEDELZ LT ]
FNESC 21 TR CE T, BIFEMREBIC O/ D AREVEN & £ - 72, [Algebraic and
Slide Attacks on KeeLog, N.T.Courtois et al., FSE 2008]

FEXFR Feistel W lZ/f 4 2L DK ELE L LTC.S. Jutla 23 Crypto 1998 THEZR L7
AN AT A BEDN D 55, Integral KEDEZ H ST 52 E TV HEROR
FRFHENFEHL TE 7=, [Generic Attacks on Unbalanced Feistel Schemes with Expanding

Functions, J.Patarin, Asiacrypt 2007]

2.3. 4. ABREERE 5 OMEFEA;NT

SFLASH %, 2003 4F(Z NESSIE TEITN /=B AE 2 RS HFEAUCEAS T 1 VX VES
FRT, Av— "I — RO LI RKY YV —Z2ADOEE TOFMIZIN TS, Eurocrypt 2007
T, SFLASHV2 D/NT A —H 8 H 45 L WBETE 5 REREEO A 2 FIH Lo BCEBIENJER
&4, FIZ Crypto 2007 TIIMREIEER (polar form) ZFIH T 2 2 & THIN. FEEAOMIE
{47V ., SFLASHv2, SFLASHv3 LTl D Z & AR & iz, 24U 51X A. Shamir X - J. Stern
RBIOCZOHEENE ORSNT—EDRR TH %, [Cryptanalysis of SFLASH with
Slightly Modified Parameters, Vivien Dubois, Pierre—Alain Fouque and Jacques Stern,
Furocrypt 2007] [Practical Cryptanalysis of SFLASH, Vivien Dubois, Pierre-Alain
Fouque, Adi Shamir and Jacques Stern, Crypto 2007]

BARGIESEHAAN— R =7 2B L, S50VESoOEmdE bz lon— Ny =7 251
L 7=fBMTIZIL TWIRL (a wafer—scale design) 238 53, TWIRL (T HhR 2~3. 5 fZRR B
2, AEUBEEHEL T TE Y TWIRL (2 A2l TR ATRE 2R FIEN R R STz,
[Non-Wafer-Scale Sieving Hardware for the NFS: Another Attempt to Cope with 1024-bit,

Willi Geiselmann and Rainer Steinwandt, Eurocrypt 2007]
1039 B b OBE A 21991 OB RE o D R R EUARER L (SNFS) 2RI L CERB S Lz,
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BEIZ 2 OB R 5080711 &\ ) RIRFAFFHZ L1353 > TN edT, ZZTIEINT
Fo72 1017 By MEORRE RN TE D LEm LT, Fo, REBRITEREHZ 0
LB 2 FEhE LIS ONTRERTH D, 70, FRAREUREREIIRE S O G REAZxT L T i
TERWVODT, 1024 £y MED RSAKE 5 ORZREMENPERIAL T L7z &5 b Tidlauy,
[A Kilobit Special Number Field Sieve Factorization, Kazumaro Aoki, Jens Franke,

Thorsten Kleinjung, Arjen K. Lenstra, and Dag Arne Osvik, Eurocrypt 2007]

2.3.5. DA

NIST DOFERE L TU5 NIST SP 800-90 51 ghifs 2K L 7= random number generator |Z
BH9~ 2 MM #E ST B Wi, A5 iR LT DH RO KM, 2 >0 7= e MEIC 35
M (k-7 1 2 ) X AR, truncated point problem) %7z 3 & &% ECRNG (Elliptic
curve random number generator) IR THDH E L TUVD, truncated problem (ZBJ L T,
NIST 2AHHE L CW O T I /NE 22y M truncate SN TWAHHETH-TH,
fRITLEI ZENDD I LR L, T, AP —=ARZFICHNLR TS & 572
GEEOREMERETERWGEAENH L Z L2 EWT 5, —F, nonce & LT 08
AR EOGAICITEETH S, [A Security Analysis of the NIST SP 800-90 Elliptic
Curve Random Number Generator, Daniel R.L. Brown and Kristian Gjesteen, Crypto 2007]

RFID DX 7 OFEFECIER L, /e S o NS ZEMEOERFF 2R L, 8 DR aMEL
~NEERL, ENULERERBOMERRE R L, (L, Z 7FIECOHLFRLTEY
U —ZFETE ENTWRYY) 2 2 2~34ED M, RFID OFFERIR ORI L < HTWV D
DEEVEICBALTEBALE RSN TVALDITHED Z LR, KFERIL, 5% D RFID
DOFFEAFRAREL TN ETH —20EEIC2 5 L FE 2 b5, [0n Privacy Models for
RFID, Serge Vaudenay, Asiacrypt 2007]
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2.4. ZEFAMERLSR

SRR 19 4R, REREINEEE E SR, £ 2.12 0@Y 3 I, KA Y
—X T N—T1F, £ 2. 13 D@V 8 EIFE SN, FREOMER KO FE /i —EIT L
Ty Th 5,

(1) WP fEE RS

# 2.12 WEEEMTEHEEE SO
[[] £HH i
1| | ER 194 6 A 5 H IHEN 7B, BEEOUIRILER S
ol | ERR 194 11 A 13 B | HANTEA W R, U A FeET D72 O OfIR S
FHR LR
3| | ER 204 3 A 3H BEGLIRPLERE . CRYPTREC Report 2007 ik

(2) WEHAREY —X% 7 —F

#£ 2.13 KEHET#EEY —X 27270 —7 (U R NHA R) OB
| H£HH il
HlE | ERL194 8 A TH BHLIEY A NTA KW (EBHEEORZH
ol | ERIOFEI0HITH | 2 EUARNTA KW (VR MTA RSBEMORE
B
HF3ME | ERK204E 1 H 16 H | B3EYRARMTA RV (UARAMTA R0OKREDEH
B4l | ERK204E 2 H256 H | B4BEY RARMTA KW (VA MTA R 1REOEH
#£ 2. 14 WEHIFHEEY —x 77 —7 (B OB
=] HEHH T
FllE | FERR194 5 H 16 H | 85 1 [BI/ABREERE 5 W6 (JE BN G 1E O %k
BolE | ERR 19412 H 18 B | 55 2 [A[/ABSERE B W6 (FEENFHE{E £ O %)
H3mE | ERk204E 2 H 8 H % 3 [AIABHSERE B W6 (RS- H ik, (Lo A s
D)
WAl | ERR204 2 A 22 B | 5B 4 [BIABISERE B WG (2007 3 B
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HI3E FEEHFHREY—F T —7
3.1.UARAMHA RU—R LTI N—TF

3.1. 1.

g_l%

EER

BFBIN VAT HCBNT, BRRHESEMEZFMA T2 2 L2 BMIC, BBEEB LU
WA LR TR T DR S HITREIE O b &L BT EUFHENERE S U X R 23 2003 42 A
20 BlcAR SNz, £72. 2003 4 2 A 28 BICITEIFH Y A 7 LABRIEEEESFHICB W
T, BIFEPERS AT LOBEITHIZ ) 5 2R MT 2561203, fTRERRY . EFB
JFHELERE 5 U 2 M S N7z 5 ORI HEZHEET 2 50 T8 FE OIEHR Y AT LFHEIC
B OHEEORMM S E) B TRS T,

Z OEABUFHESERE 5 U 2 NI, MR HER SN2 57 03 Y X ARFIZFE I T
Do —H. BERETBN VAT DEMFET LB, BET LI ) XABRMAEDEN
THELDNTNDEX =2 VT o OEEHINPRZEOROBIREREL 0D, 20, MET
HEABI T AT AOZEMNEHRT 5720121, a7 A3 ) Xaoettltex=l
T 4 OEEHIFOBGRAE#ME LT 5 2 T, #HRIhHEEEINAZFIAT 2 2 NN L /e
Zals

FRROBEERT DD, VA NTA RU—F 2 T TN —T % A5FEFEF T IR L
T, BTHUFHESERG 5V A A K (LR TURRTA K] EnWd,) ZEERLE, VAR
TA Fix, BFBHTHHENTHNS, HD5WITFHAT RO H 515 2RI L=t
X2 T A BEROREMLEET NI RAOREMOMGE LR L EC, EERFoH
TERTAZENLEFT LWV S TALIY XL EZDOEX 2T 4N T A—FERLTZHD
Th D,

UANHA ROMEFHE L, BFEFL AT LAOMEE, BLOYV AT AMELEEZITH N
VHETHD,

VAT LAPHEEIL, BTEI VAT AOFEEIT O BRI, 2O ELEROFICEF 2 Y
T AT DEMEEEK Y AT, FHEICE L, VAT ARUAIIREEFO P, BEEET
ERWEX 2 )7 o FNOFAEEZ AT, UARNTA R, VAT LAREEDRES
Nt x 2T 4 BERBPALBICLZETHDINE ) DEHRT HBRICS BT D,

—F. VAT ARUKE, HEOBOREVEOTA KTA4 LT, RY A RNTA RO
HMAE SR L THERORE, BLORREIEIT) 2 & T, WHEEMFICH LRV AT A
WRERGIATHI LM TE D,
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3. 1. 2. ZBMRK (BFrig, L+FIE)

F&: xRk B— CREEEKRT)
ZH: FHR EE (B ARERAT S mAIFIET)
ZB . BEE F EARGIEPNED)

ZE . & K (NTT 7 — %)

ZB . w3 (B SZ8HERT)

ZB: AR Efk (A AREX)

ZB: ML & (& +m)

Z 3= RN TIY S LA (ff B E A TR R AE)
ZH: o Al (PE ST G AIFIET)

3.1. 3. IREINA

UARHA R =% 77 N—7TiE, BEFEHTHHSATHS, HDWEFT L
RO H DS EZFM Lt X 2 U7 4 BIFC O T, TOBAMEE & | HELE 25
HEEERT L2 AL LT, ittt 7,

[t t]
UABMTA FIZBWT, #EE SN DRI 2R SEROBRIEEILL T O®Y TH 5,

CHEARMIREZHE LT, o TUIWT WK SHINZRAT L L2 HIEL T 5,
CFEHERKOTITED SN TWARE ST LT Y XL0HT, BFBAHERERS U 2 -
WCEENDRE ST VT XN LH5E, BT VT AAZHEE T2,
AEWERFEOF T, BB T L TY XANED LT RWEEAITIE, B BUFE
PGS U A FNORET AT XA 5T 5,

c BT BUFHELERE B U 2 F THEIRB O TND T LT U X ACOWTIE, EHERK O
OISR 2GS E RO TIE, U A M A RN TIEHHELREL 7220,

- B TBURHERERE 5 U A MZRWEFSHIF (MAC 72 &) I2oW i, EETHESH
TV D7 ECRIBENR G 5008 5 e 5,

X2 VT 4 RTA—ZIE, YT DRI HEC LB R 2 &I, mED
CRYPTREC L7R— bk COREHAE RIS W TERIRT 2,

< ABREERE 5 DFERAZ OV TIT, 2048 By FULEZREARL T 5, 7272, HkLFELE
FOHIFINZ LY 2048 By MU EOBEAZFIHT L Z EBNNETH L Z EBNEES
NAHLEAEITIE, RERADHIMICS U T, RO E THOWHEIZOW TR, i
295,
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*DSA IZDWTIE, 2048 By FOHAERRE SNSDH D03, K77 MRTH Do,
BELELUTHEL TV D, RS FHENAEE 0 RS, #HRRET5,

cNT 4 T OFAPERER SN TV DS HTO%A . D CRYPTREC Report
TORZEMFMIIE, HbRERGRITOVWTHER L+ 5,

(RO e £ f7]

LRI R DY F 2 U T ¢ FfiE,
- RREEL AT
- PKT BB
- E1E I O WL H T
- BT — 2 OB S
s S AR, R R AEBL AT
- JEE P
- MAC, KDF

T D, ZOHT, 10, IEC, ITU, IETF, NIST 72 & OIEUE(LEEEI CE W &AL oA iR,

Hilc >N TR AT > T,

[FoikmE H ]
UARMTA RIZIE, BFEBN AT ATRHHT 2 Z e BESND, LRt OERER
X2 U T 1 HIFICOWT,

- FAfr o

- FE I D E K

- BB KT DR B

- Bl Mg 2 B R & A

- REYE(LED

- B o et L | R TV ) X AD RN O R

CHER SN AR GE 7T XL, BXF2UT 43T A—X)
ZRLak LTV 5,

3. 1. 4. AEFKROME

[(HELE S BRI 1]

O =747 4L
T T 4T 4 REFTB W TIE, SSL. SSH O & 9 RMHTFRIEOHEM & . T 2 A LS R
T — R, FRREAT & SASHL, ARG 5O EEERE 5 A W DERREY e v, ICH— K
R TPM ZFIH L7285 F U DWW T O 21T - 72,
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SSL OFEHEOFTRFEIZI W TIE, 2048 E v MJL@ BrBEATNVTY XL, AR
BWTH 2048 B ML EOABRGEET (KM Al 224 vy FLE) OFIH, %4
PEDOLRFEIZ IS TIX HMAC-SHAL, K5 53@{5 123 Tid AES, Camellia @ 128 ¥ REL |
EHELEL L=, £ Ny v BEICOWTIE SHA-L A RFC THES N TWA T, I
ROXTHR# L TWD, SSHIZEWT S, SSL EAEROHELRET LY XA L LT,

DB ALNRAT = RIZBNWTIE, Ny vaBlEEMBA L2 BT,
SHA-256/384/512 & CRYPTREC THil/R L 7- B IIELEBARGCR AR5 2 & 2R LT,

RAE D T EATHIZ OV TR, HmE A VDAY A ME#Eio 128 By b T E v Z
7 & . CRYPTREC Report 2005 (23N TLREMENHEN D LAV MAC ZHLE L+ 5 2 LT L
= ANBHEEE VD54, 2048 By R ELEOABEIN FEMHOHA 224 €y NELE) |
Ny v = B% L L C SHA-256/384/512, MAC & L C CRYPTREC Report 2005 (233 CZ24:
PERHED D HTZMAC 2 HERR L 925 Z LT L/T:o

IC h— R&FIH U758, Homins =, ABRERT =, MAC ZFH L7 RGEH I
DT, [AEROHELE L L7z,

PKI
SEBAZEDIEST. CRL DFEFT. OCSP 712 f I L2 HOW T DR 21T 717,
SEAEOFITICIBUNTIE, SHA-256/384/512 &, 2048 B~ UL EDE 1 B4 Hili 2 H#E

HL Lz, £7-. CRL ®I&IT. OCSP ICBIT D ETEL b FAEOHELE L L,

HWER O 51k
WBERICBIT ARSI E LT, PIN OKEE{k. SSL-VPN, IPsec—VPN, #Ef# LAN,
4t

PIN ORFZALIC DWW TIE, @R 52 O 25812 2 Mofiishiz 128 By
N EDT oy 7 igEE% AT LY X AOBEITIE RSA-0AEP 2048 £ FEL E%
MAC & L "C CRYPREC Report 2005 |23\ TLREMENHEND LAV MAC ZHLE L 552 &
Wz L7z,

SSL-VPN IZDWTIE, =27 1 7 4« GRAEIZH T 5 SSL & [AERDOHELE L L7z, IPsec—VPN
[ZOWTIE, IKE D72 OFEILAFIC BV TIX 2048 B FLLEOFIA I & 2048 £
N EDOETBELA TN, FHTEREICRBWTIL 2048 By ML EOBEFEHAHHME 128 ©
> FLPLE® AES, Camellia, MAC & L C CRYPREC Report 2005 (233U TN HEN D
DIV MAC ZH#ELE LT 5 Z LT LTz,

HERR LAN \Z DT, FIREZe R Y WPA2 2RI 2 Z & WEP AR L7enZ & & LT,

A HFRUZHOWTIR, =T 4 7 8RR T DGR S s L R & Lz,
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@ BT —X Ol Ak

BT — 2 OB bEMT & LT, 7 7 A Kk, DB Oig 4k, 0S 1T X 0551t %
KRR 2 AT o 72,

7 7 A JUEFEALTIL OpenPGP Zx%f& & LT, GLEAERICBWTY 2 TR ENT
WD IRIELE AR R R 2 FRiBgERE 5 & L C ABS128 B RUL A ABRSERE S L LTI
RFC4880 THIE SN TUV 5 728 RSAES-PKCS—v1_52048 £ FUA EZ, Ny o 2B L
T SHA-256/384/512 % FEFE4 7 /L= U X L2V T RSASSA-PKCS-v1_5 & % UM DSA
D 2048 ¥ ML EAfH#EI LTz,

DB |2 & 55Tl Oracle I28 1 D 5 TN A BN & 0 | [AEROKE 5L )7 Xz £k
ALEEAICY A McB#Eiah s 1288y b EDOT B v 7S E2HELTE L LT,

0S 1T & 2W 5t Tik, MS Windows 2000 DARRIZHE#E S T2 EPS ZfIC & D | [
RO HFREBRH LIZGAI, BLEAER E LTU 2 N THPR S T0 B EIELE AR Rk
R, LB S L L CU A MIE# SN TWD 128 By MU LD T v v IR E, A
BREIRE = & L C RSA-0AEP 2048 v MLL R $EIA5 & LT PSEC-KEM 224 & RUL |
. FERAE N 2 B S LT SHA-256/384/512, EAEBAT LT XLITEBWT
RSASSA-PKCS-v1_5, DSA ™ 2048 &' hLL |k, ECDSA 224 vy ML & 4E# L7,

® WS AME - REZIORGE

B S AT E LT, Ny v a B E W Bk MAC 2 Wik, BT B4R
W25, S/MIME, =2 — FEAEN %2, FAIRGERIN E LT, EFELEZ W21
DAL T HRICOWTHET 21T 72,

Ny v a B E WS S AR TIE, SHA-256/384/512 ZHELEL Uiz, MAC & FW
72715 TlX, CRYPREC Report 2005 (238N TEEEMEN DD HALT- MAC ZH#ESE L Uiz,
B -B4 e FAVVZ 51Tl RSASSA-PKCS—v1_5. DSA @ 2048 £ RLL E. ECDSA 224 &
v MNP k& SHA-256/384/512 ¥ R D~y 3 a2 B A B#E L72, S/MIME (288 \W\WTh, [H]
FROHESEL L7z, 22— FELHEIFICB W TIE, Microsoft £ Authenticode, JAVA SDK
D 32— RBH % R ITHR 217V RSASSA-PKCS—v1_5.DSA ¢ 2048 ¥ kLI _E ECDSA 224
vy MPLE & SHA-256/384/512 B R D Ny o = B A H88k L 7=,

BTBLE AN Z A DAR T HRIT OV TIE, RSASSA-PKCS-v1_5, DSA O 2048 &
v RELF ECDSA 224 £ RLL & SHA-256/384/512 B R Do~y 3 = B2 $8dk L 7=,

© gEE
I B8 BRI B 2 BEARB R B 2 R” T, AR DIREICE DG SO T A 79 A 7
Jb & OFBFIZ T 2 8EE L Eooghe & ROV T, NIST SP 800-57 Part 135K
VIS0 11568-1/2/4 #&B |5tk Uiz, F7-. FIHBHEICK T 28B4 BRI RS
T=OIZ, BAHIEPKI 07 7 A4 X— MEEGNZ, 871 704 7L, §EEHHKRE, R
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KR D FFEFT DN THRFT 2R LTz,

@ BEESFIHE— FEOVMAC (A vE—UBiEa—R)
BUR OB BUFHELERE 5 U 2 h Tl B RHE— FEOMAC IZBT 5 5 k3720
W, BEEFIHE— FICB LT, EBC. CBC, k—CFB, OFB, CTR O%&E— K, MAC (ZBIL
TIX. CBC-MAC, EMAC, XCBC, CMAC, HMAC ™% MAC (22T, Z O L2zt MhiE
72 & DR % Yek L7z,

BUR O BUFHESERE 5 U 2 b Tl W5 3238 0 Rl 12 2 2 S5 BABUZ B3 % fhk
DE RPN, KDF BEUC BT D2, v & 2 BASN— 2 @ KDF, HAMC ~— A D
KDF BABoME L eI T 2z B Lc, FEMAERE L Tix,
SHA-1/256/384/512 ZFIH$ AFE Y . NIST SP 800-56A, ANS X9.42. SECG SEC1 Tf{# H
I % KDF B O Z RN E HIZE NS NHRE TR & &2 LT,

3.1.. £& ¥

AEEOTEB TIE, ARER 2T F 2 U T 4 BINITONT, U A PRI E TORERRR,
Z L TR OFIRNC LS & | HERR S 2RI FIEEEH Lz, FEMeNEIZ O VT,
B TEFBUNHERRS 5 ORI ECET 204 N7 v 7 ) 22RO L,

SBIT. BRI OER, 6 JOR S EAMNICR T 2 BHEOHERIZ B, R & 72 D il
EEHLTNS EE B, VA MTA FZERRICREL TS ZEREEND, T,
FRER R X =2 VT o 85Ih, W57 V3 ) ZNITKT DBER AL, BRI
TORBENIEAE LI aIZid, TReERRVEEFHREZAFT L L &b, VX MTA FIZ
e b SNz A MTA RERBRT 22 ENBETH D,
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3. 2. AR ST —F L S N—T

3.2. LT X

WS AR Y —% 0 77 n—7 (AFERES) (LT, AR WG) @ 2007 45 S 4] D5 HE)
HEJIE, NIST 2 HAEH S TU 5 Draft FIPS 186-3 [Z0#k STV 5 DSA IZOW T, 1024
By bR EWEY A X2V R— T 2ERH 2RO L, £OZEMEORETT 55
ThHol,

D%, W5EY 2 — /LB K OGRAEHIE (LT, JOMVP) OFEERm G, B BUFHESRE
U AN (BLF, UAR) RRdorEHITE JOMVP I8 W TRRBINZEX 2 U7 (1%
BEE DD I B, WL DOMDERIZHONT JOWP OB A D 5 L ) MaHkiE &k 3-1
WD L)ool ) BB RITE OFENA < ETERWNG ORfEZ G HhE T\,

W B et (2007 4F 11 H 20 ABAME. 25 2 1) (W T, RROZEREEIZIN LT
B BUFHESERS 5 OB O BARI R NE O — B EENRD bz, 7> T, AR WG TIX JOMVP
DEFEFENIEDWN TR LEE & 72 o T S BARICE LT B 228853 (ICBRE L TR
%S hE LT,

AW BI_HT DRERICE S & | S H%EME S N DR S HINEEZ B R O B firigt e
IZBWT, EFBUFHELRER 5 OAREOSRIEOET BINEETe) KUOHEROZEEICH
T HREMD T TN D,

3.2. 2. TRENE Y

NPREERE 5 U —F 7 =T T, BB ZE AR L O 5 B RET =2V T,
MDA RO S HANIC I 5 EREFEOSRIEDOEHE GBMEETy) o IIHREDOLEE]
WL T, ZOZUMEHW CTE 2ERIZAEMRT 272010, FE LN FHE S AL fatE
HIZEEL T, WOFHEEOLZEMEICHOWTHE - gtziTo 2 & & Lz,

) (DH }2 ONECDH (042 %) #EEH %% (KDF B%%. Key Derivation Function)

®  (ECDSA & UNECDH IZFR D) FEMHIHER B A A 2 /8T A =4 (DA « FRFE)

° (ISOALAZFENAE C 7o AR 4% D) PSEC-KEM

72%5, NIST FIPS 186-2 (+ Change Notice 1)IZ3i} 5 DSA (BEEZS 1024 £ v k) (220
TTIELANS X9. 30:1-1997 & FIPS PUB 186-2 DALARIZIAAIZ[R] U CTd> - 7273 [ FIPS PUB 186-2
I% Change Notice 1 ([ZBWTHEY A X (1024 &y MR & BRUELEE R 2%t
L CHERREE R H > T,
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FELIEL B R R O RIELS. (DSA (2R84 % Bleichenbacher dF5#') 1% CRYPTREC TIXBEIC
KIS AT, B BUMHELERE S Y 2 MBI DHIRICBWT, s W@ RE2H
T LA E RIS STV BE, 207w, BRHCZeMIIIRIEIZ A 2 & A3
LTWa,

LoT, HEEEOSRILE LTI 54121, FIPS 186-2 (+ Change Notice 1) D&
THDOEIRYTHDLEBEZ BN,

3. 2. 3. FRAMH e B HLH

W He i 4 ESUAN RN PSES
DH NIST SP 800-56A, ANSI X9. 42
ECDSA X O} ECDH NIST SP 800-56A, ANSI X9.62 (ECDSA), SECG SEC 1
PSEC-KEM WREHE DD O EFR}

3.2.4. ZBRK (BUFlE, H-FIH)

A KB kR (FEXUEE KF)
ZA . PNILERE (BT R
ZA . EE (BHEirsen)

ZE . BEkE— (RZ)

ZE . MieEk— (B SCRERT

ZE . ENE (AAEREEFERAS)
ZH . AR BHEENLRT)

ZA . IR GERBANEITIEA)

ZERZMR (10AF7T)
BHAFIME (AAREGFESFEASI) . FIURE (& L@t

Y'r 2160 By FOELE. q 2160 By FOFEHE L EXIZ, rmod q OOFHBED Z &
ZRALEZH D,

2 CRYPTREC Report 2002 %5 5 & $##{LLELEE AR O FEAM,
http://www2. nict. go. jp/v/vy213/cryptrec_publicity/c02_report. pdf
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3.2.5. TREMEE

(1)DH (ZBH4 %%

BEDOE A BOFHERERE 5 U A MIZI 1T 5 DH OFLEEBRRSE 1T ANS X9. 42-2001 T 5, ANS
X9. 42 & SP800-56A DMIIAFIET D HAfiftAk LD F 2 7E5 1%
(1) ARIKRAAL T A—=HIZOWTIE, ANS X9. 42 0)%)0) . SP800-56A [ZiEA L 72
WA DAY, NIST SP800-56A D & D& ANS X9. 42 I AT 5,
(1) KDF BHEKIC DWW CERNTFET D, Ebb by v aBE i35 KF B%e L
TR A FIZBT 20T, ey v BEfHTE, et EREEE
7200
(/) ZOfh, DH DA ¥ — LD, ABHSEOREE, SEALETIE, #iE L 7 1 & (2o
T, SP800-56A D575 KV iRWHIRZFRE L T\ 2,
Ll oTNA,
&> T, SP800-56A ([ZOWTEAM EORBEITRV, 72, ANS X9.42-2003 &5 K&ET
RS FAITENTHEY | AF—LFERITIIEL TS OO, FEARICEE T 5 4Bk
DFLRIZIEIEN S D 7=, ANS X9.42-2001 | ANS X9. 42-2003 ([CEF & TH D,
RO SR 2 3 5561213, KDF BBUZ BT 5 2RI K DA 2 B 9,
NIST SP 800-56A #ZMiSE L L TEMTHZ ENMBYTHLEEXBND,
FEAMIZ. CRYPTREC Report 2007 {14k 3 ZZMD Z &,

1|

(2)ECDSA IZBg¢ A FAE

BAE DB BFHESERE 5 U X MTIIT 5 ECDSA DAHAEZRSEIL SECG SEC 1 v1.0 Th 5,
SECG SEC 1 v1.0 & ANS X9.62-2005 ORIIAFIET HHAM AR L7228, FEMHiHR N A A
VORT A=HOBRINFECHY , LFRERHDOTY
(1) BX=2UT 4 LYV ORI
ANS X9. 62-2005/Z % = U 7 4 L-ULA80LL E & 72> TUT, SECG SEC 1 v1. 00 &
DIREF 2 VT 4 LoULDBORI D LI UITFFAR L TRV,

(1) EREROEHD 2056 0, A O RKIE 4 R TEENZ HAOFF AP
SECG SEC 1 v1.0&ANS X9. 62-2005D ] T, —HNHRT H/3T7 A — X Z M 3T R
LBRWEER D570, AR TERWEERHV1H 5,

(N ATy I X —OFEHM
ANS X9. 62-2005/FSECG SEC 1 v1. 0K D b RMAEDFEM SN TND A, EF=2U T 1 L

S X o VT 4 LoULZ oW TIE, ANS X9. 62-2005 @ 6. 1 &k TN SECG SEC 1 v1.0 @ 3.1
iz L,
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AUUIZIRIE L T, RN—=ARA > FONEED FIRPHE SN TNDH DT, ZeMENME
B ISR = A AN
(=) MOv&ft
ANS X9. 62-2005/FSECG SEC 1 v1. 0K D B RMAEDE L < > TWDH DT, LaMEIZH
LR,
() LR B R
SECG SEC 1 v1.07CIE, #ELIELEERMARIC OV TRICIREN /21— T, ANS
X9. 62-2005 T3, HMAC_DRBG & U 9 HMAC~— 2 D HHELELE AL g KB S - b D &
LTHRHTE 5, 2, JOMVPIZI W C0074EEHCR i S Tl v . Z2atEIci
REER 0,
LMo T, (f) ~ (K) OEWH)DS, SECG SEC 1 Ver. 1.0 & ANS X9.62-2005 D E' b
DAEWRGERMEIZT 2ICLTH, BRI NRNWZ ERHVHHD T, HEEOSRE
EEFT HEEITIX, ANS X9.62-2005 Z 1 BMTH50ORZYE THD B2 HND,
ZEMIIL. CRYPTREC Report 2007 {18k 3 Z2ZBWDZ L,

(3)ECDH |\ZBH¥ 2 3/E

BUEDOE A BOFHERERG 5 U A MZIS1T 5 ECDH OATAES RS SEC 1 Ver. 1.0 TH 5, SEC
1 Ver. 1.0 & NIST SP800-56A D MIIAFAET 5 Hfifrfthk Lo E72 201X

() FEMBBR R A A 28T A= Z [ ZOWTERNFET D, ﬁi‘f&ﬁ@?ﬁf‘rﬁﬁ&iﬁb\
b DD, FHAFERGIEIC SR L TR B 5.

(1) KDF BIBUZOWTERDFET D, Ebbby v aBafiH+ 2% KF e
LCHEHRALHZA FI@T 50T, Baleny ¥ a BEERTIE, 248tk B
= AN

(N)  security level, #{ELELE A A Es. standard 72 7Y 25 ¢ 7 OfFEHIZ- DT, NIST
SP800-56A D J5 73 1 0 sRWHIFRZFR L T\ %

F 72, NIST SPS00-56A TlX key Z#¥RD X 912 static key & ephemeral key & 12
XBILTWD
»  ephemeral key : NI UV a VEBICEZAHZ L (iEE & T D) key
>  static key : WD T T ¢ T 4 OWESRED A —F—D Identifier &
FEOMTUN T key TH Y . ephemeral key LV EFHAai7e key

(=) NIST SP800-56A [ZHIE STV D b FIDAF—LD I 5, ephemeral key DA
il 9 B bAEE OB/ A 3 — L%, SECG SEC 1-v1.0 D AF— LA (ZFHIZ LV i
WHIFRZFR U726 D) IZFI Y35, NIST SP800-56A D DAl 4 FiEHD A & — LI,
static key DFEHZ LD AF—LTH 5,
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L 727285 T, NIST SP800-56A > ephemeral key D&Zffi 9 A F— 2L €(2,0,ECC CDH) 3
SECG SEC 1 v1.0 ®AF—AZHHY L, Z2&M LOREIZRWE Do, NIST SP800-56A D
static key Zf# 9 7% 0 4 FiSH D ECDH A 3 — A IZ-OWW T, SECG SEC 1 v1.0 THIES T
TWHAX—LDOFMHEZEA TR, HREFEOSRIEOLEFIL L LTI 21213 b
RORHABMETH D EZEZHND,

ZEMMIZ. CRYPTREC Report 2007 4% 3 &M= &,

(4) PSEC-KEM (Z 9~ 5 5H#&

BUEOBFBUFHELIRG 5 U 2 MBI ARSI, 2002 FE £ TITREE DN OINGE
ENTIRHBFHICE SO TH D,

2 DOCRYPTREC Report{Z33\V CPSEC-KEMIE, [KEM i BI9- 5 REMA lRE e R 7 o
LEAT 7 VETAOE L TRIAMBDHFHRMEICRE Shb X oITranTnd, L
> T, KEM(Key Encapsulation Mechanism)-DEM(Data Encapsulation Mechanism) §pkIZ
FIHT2ZL1I3LZeTHD, | EiHMlisiLTND,

ISO/IEC 18033-2DHiiafRIZINT, =7 4 WK EN S D = A v MEZWRINT 2
BT, MESNTARRC —HEENMZ B, RAEHITHBIE ST b O E - BUFHELE
55U A NREROLOEETRRZbDER-oTLESTZ, £ THEEEDOEEDOZY
PEZ W T & &R AR T 2 T2 DICAEERHMl M T o7, Sl S 72 - T, _FEHE
WZHT T ICE RO 2R DT,

IR AFEIC L Y FEARRELEMICB W CIHEHO RE LALE L 255 DD,
ISO/IEC 18033-2:2006 DffARZE D FE £ TiE/e< . MMHE#HR EOFICIRE L Tl 2 2 &
T, MR EFRROLEMEZRT I ENTE D, BUEER L AT, ZRMEFHMRE R O J7 & %)
RN 2ERERTT 208, BEE~OEBININENZ D,

&>, ISO/IEC 18033-2:2006 (Z331F % PSEC-KEM {22 Ci3Ag M Hhifg LB IRET 5
TR EOMBITRWEE X B, AEROERIZ OV T IR,

FEAMIZ. CRYPTREC Report 2007 1% 3 2D Z &,

4 SEE C LT DU T, NIST SP 800-56A 0 6 i, Table 4 X Table 5 (p.51) &M = &,
® PSEC-KEM fh:4£3E (2002 45 H 14 H)
http://cryptrec. nict. go. jp/cryptrec_03_spec_cypherlist_files/PDF/02_02jspec. pdf
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3.2 £¢ 9
PLEOREHERIZL Y | BT BOFHESERE B U A MMIREE Sz —3#B o B Hffic B8V,
HARDZET , HAEEOSREDEE X 1TBME L THEERREZ BT XENEIL. DT

DFRDWY ThH D,

* EBEFHRZEAMTEANE

5 B4 fERES I SE (B IERT) fEEES e (B1E#) ©
DSA ANS X9.30:1-1997 NIST FIPS PUB 186-2 (+ Change Notice 1)
DH ANS X9. 42-2001 ANS X9. 42-2003
rqe)
NIST SP 800-56A
ECDH SECG SEC 1 v1.0 SECG SEC 1 v1.0
rqe)
NIST SP 800-56A ¢ C (2, 0, ECC CDH) A3 E ¥ %
A — A
ECDSA SECG SEC 1 v1.0 SECG SEC 1 v1.0
rqe)
ANS X9. 62-2005
PSEC-KEM PSEC-KEM {14 2 PSEC-KEM fHA% &
2002 4£ 5 A 14 HRR 2008 4E 1 7 18 Hi™
(IANBERE DI FEEHH)

6 http://www. cryptrec. go. jp/method. html Z&RMD Z &

I FIORSRMRSSER. TICHTHERICEATIBEENESN-EHREDE
REMNH - (2008F 4 A 14H), TALDBEFFREHICITEENGTVLD LFIERS
nr=f=&. FENTORFTBEREGE. RERMIC2008FE4 A 14 BRTHS.

PSEC-KEM Specification version 2.2, NTT Information Sharing Platform Laboratories,

NTT Corporation, April 14, 2008 (BRUZ®BHAEMR)
NMERSHBELE LTELETHS LHIFHINT=,
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BIZRBFBINH Y AT L2 BEETL56, LVRVWT vy 7RO SMEMT
EHDOTHIUL, 1288y M7y VI SEEIRT 52 ENZEE LY,
3-key Triple DES (%, AT OERMEEZBE L, HEOMHEHELRD D,

1) FIPS46-3 &L L THESNTWD Z &

2) 7777 MARFZ U —RELTOMEEZHFKRSTNDH I L
128-bit RC4 (%, SSL3.0/TLSL. 0 LA RIZEREL CHRIHT 22 &2 MEL TV D, 72
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HTENREE LW,
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BV BUFHEERE S Y X MBS ORWS b E—E

1. CAPREENS HAT

H:\b:

g2 g DSA

7I:7_L
el 175 ik

+ NIST Federal Information Processing Standards Publication 186-2 (+ Change
Notice) (January 2000, Change Notice 1 [& October 2001), Digital Signature
Standard (DSS) THIEINT=H D,

Z M URL <http://csrc.nist. gov/publications/PubsFIPS. html>

W54 ECDSA (Elliptic Curve Digital Signature Algorithm)
BEEL 1 R 1 N — LR—

FO3C 2 http://jp. fujitsu. com/group/labs/techinfo/technote/crypto/ecc. html
L http://jp. fujitsu. com/group/labs/en/techinfo/technote/crypto/ecc. html

FIVEdHi 1

Bkt B BOFHERERE S fWEbEEn
E-MAIL : crypto—ml@ml. soft. fujitsu. com

Pe LA o 2 ik

< ANS X9. 62-2005, Public Key Cryptography for The Financial Services
Industry: The Elliptic Curve Digital Signature Algorithm (ECDSA) THIE &
Ny o,

- Z M URL <http://www.x9.org/> 2B . FREKFIITHIAHK B =
(http://www. jsa.or. jp/) MO AFR[HETH 5,

54 RSA Public—Key Cryptosystem with Probabilistic Signature Scheme (RSA-PSS)
BEHL I AR —L—

« PKCS#1 RSA Cryptography Standard (Ver.2.1)

« 2/ URL <http://www. rsa. com/rsalabs/node. asp?id=2124>
mx: 7L
YL : http://www. rsa. com/rsalabs/node. asp?id=2005

fIVAdbse | T100-0005 HARE TARBXILON 1-3-1 HRERITHSENLF 7 18F

RSA EX = UT A BRABHE VU a—va VEERT BIAHE BHHEE—
TEL : 03-5222-5210, FAX : 03-5222-5270, E-MAIL : ksaito@rsasecurity. com
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W54 RSASSA-PKCS1-v1_5

e A ek ABAA—L—Y

« PKCS#1 RSA Cryptography Standard (Ver.2.1)

« 208 URL <http://www. rsa. com/rsalabs/node. asp?id=2124>
mxx . el

E

http://www. rsa. com/rsalabs/node. asp?id=2125

EilAYEweRcR s

T100-0005 HEHEBTAHXHION 1-3-1 R TS+ 7 13F
RSA B =2 U7 4 Mzttt VU o —va VEEAR BIATE PR —
TEL : 03-5222-5210, FAX : 03-5222-5270, E-MAIL : ksaito@rsasecurity. com

RSA Public—Key Cryptosystem with Optimal Asymmetric Encryption Padding
4 (RSA-0AEP)

R ek AR — A=Y

« PKCS#1 RSA Cryptography Standard (Ver.2.1)

« 28 URL <http://www. rsa. com/rsalabs/node. asp?id=2124>
mxx . el

X

http://www. rsa. com/rsalabs/node. asp?id=2146

T100-0005 HAHERTARHXALON 1-3-1 HAESRITIHE E L F o 7 13F
RSA ¥ =2 U T ol &t V) a—va VEERE BIANE HER—
TEL : 03-5222-5210, FAX : 03-5222-5270, E-MAIL : ksaito@rsasecurity. com

WA HEE

A RSAES-PKCS1-v1_5
BEHLT bk
« PKCS#1 RSA Cryptography Standard (Ver.2.1)
« 2B URL < http://www. rsa. com/rsalabs/node. asp?id=2125>
V&b | T100-0005 A TAHXADON 1-3-1 HFRITH= e /LF 7 13F
RSA ¥ =2 UF (St V) a—v g UEEKRE BIARE BB —
TEL : 03-5222-5210, FAX : 03-5222-5270, E-MAIL : ksaito@rsasecurity. com
W54 DH
BEHLF i 1 kR

« ANST X9.42-2003, Public Key Cryptography for The Financial Services
Industry: Agreement of Symmetric Keys Using Discrete Logarithm Cryptography
THEZIN=H D,

- = M URL <http://www.x9.0org/> 72k . FHKZIXTEAEEH S
(http://www. jsa.or. jp/) OB AFARETH D,

Be LA o 2 ik

+NIST Special Publication 800-56A (March 2007), Recommendation for Pair—Wise

Key Establishment Schemes Using Discrete Logarithm Cryptography (Revides)
IZHBWT, FCCDH 7Y X7 4 7 & LTRIESNIZH D,
« 2B URL <http://csrc.nist. gov/publications/PubsSPs. html>
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W54 ECDH (Elliptic Curve Diffie-Hellman Scheme)
REEL I i 1 N — L—

F3C:http://jp. fujitsu. com/group/labs/techinfo/technote/crypto/ecc. html
T thttp://jp. fujitsu. com/group/labs/en/techinfo/technote/crypto/ecc. html

WA b1

B RSt B BOFHERRE S fWEbEEn
E-MAIL : crypto—ml@ml. soft. fujitsu. com

BEELT ) 2 (=T
« NIST Special Publication SP 800-56A (March 2007), Recommendation for
Pair-Wise Key Establishment Schemes Using Discrete Logarithm Cryptography
(Revides) (ZFWT, C(2,0,ECC CDH) & L THESIN-H D,
« 2 URL <http://csrc.nist. gov/publications/PubsSPs. html>

54 PSEC-KEM Key agreement
REEL {1 NBRR—LR—

Fn3Z  http://info.isl.ntt.co.jp/crypt/psec/index.html
JL3  http://info.isl.ntt.co.jp/crypt/eng/psec/index.html

RIVAbse | T180-8585 HUTHBE R ifklT 3-9-11
AAREEBEGEFEASILE NTTHEREET 7 » N7+ — 2080
PSEC-KEM W& hd&END Y
TEL. 0422-59-3462  FAX. 0422-59-4015
E-MAIL: publickey@lab.ntt.co.jp

2. FIRERT S HAT

w54 CIPHERUNICORN-E
P8 {7 AR — 2=

Fo3C : http:// www.sw.nec.co.jp/middle/SecureWare/advancedpack/
RIS R4 | T108-8558 HUILHEBHEIX 21 4-14-22

HARBSHKASE B AT LY 7 by =T HEDR
TEL : 03-3456-3248, FAX : 03-3456-7689
E-MAIL: info@mid.jp.nec.com
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W54 Hierocrypt-L1

BE1iE AR — =

FN3C : http://www. toshiba. co. jp/rdc/security/hierocrypt/
YL http://www. toshiba. co. jp/rde/security/hierocrypt/

WA HEE

(BR) HE MRt ¥ —arta—F « 2y NI —27FKRT h U —
FEMEE BILTE—AR

TEL : 044-549-2156, FAX : 044-520-1841

E-MAIL:crypt—-info@isl. rdc. toshiba. co. jp

T 212-8582 )1 IR A T =2 X/ N ) B2 HT 1

W B4

MISTY1

Bl 1

http//www.mit

subishielectric.co.jp/corporate/randd/information technology/security/code/misty01 b.html

NEAR— L=y

T100-8310 WA FARHEXALON 2-7-3 (A E L)

WA DEE
SEBMKASH AT AT a VAT AFEEAEARL
Bt x VT o il 2 — FHUEE P LM
TEL:03-3218-4116 FAX:03-3218-3638
E-MAIL:Hayama. Tetsuo@aj. MitsubishiElectric. co. jp
ReE Triple DES
BAELITG it bk
« NIST SP 800-67 (Recommendation for the Triple Data Encryption Algorithm
(TDEA) Block Cipher, May 2004)
« 28 URL <http://csrc.nist. gov/publications/nistpubs/800-67/SP800—-67. pdf >
=4 AES
BAELITG it bk

« FIPS PUB 197, Advanced Encryption Standard (AES)
« 2/ URL <http://csrc.nist. gov/CryptoToolkit/tkencryption. html>

54 Camellia
BE L INBAR— AR—
Fn3C : http://info.isl.ntt.co.jp/crypt/camellia/index.html
JL : httpi/info.isl.ntt.co.jp/crypt/eng/camellia/index.html
fIVAtsE | T180-8585 W ATHRE R ifki] 3-9-11

HABEEMFEASE NTTHERE 7 v b7 +— LWF5ET
Camellia fiW&bOEED #HY

TEL. 0422-59-3456 FAX. 0422-59-4015

E-MAIL: camellia@lab.ntt.co.ip
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e A

AP — L=

FN3C : http://www.sw.nec.co.jp/middle/SecureWare/advancedpack/

FIVA DS | T108-8558 HAUHLHE X 2 T 4-14-22
AARBIHKANSH: F-Y ATV 7 N7 = THED
TEL : 03-3456-3248, FAX : 03-3456-7689
E-MAIL: info@mid.jp.nec.com
m 54 Hierocrypt-3
B R AR — L=
FI3C ¢ http://www. toshiba. co. jp/rde/security/hierocrypt/
YL ¢ http://www. toshiba. co. jp/rdc/security/hierocrypt/
WG bode | T212-8582 231K 52 R/ ) BUEHT 1
(BR) 2 Wit ¥ —arta—% « Xy NI—2FKRT R —
FEMFIEE B —RS
TEL : 044-549-2156, FAX : 044-520-1841
E-MAIL:crypt—-info@isl. rdc. toshiba. co. jp
54 SC2000

%
el i

AR — A=Y

Fnc
E38

http://jp. fujitsu. com/group/labs/techinfo/technote/crypto/sc2000. html
http://jp. fujitsu. com/group/labs/en/techinfo/technote/crypto/sc2000. html

EilAYeyeRc s

Bl B BURHELERG S RVWEbEE A
E-MAIL : crypto—ml@ml. soft. fujitsu. com

54 MUGI
B N PN

Fn3C : http://www. sdl. hitachi. co. jp/crypto/mugi/

P . http://www. sdl. hitachi. co. jp/crypto/mugi/index—e. html
VSO | T244-8555 431 BB IR 11 7 R X 50T 5030 5 1

(BR) BSE8UERT V7 b =T HEER

Xy M= Y7 My TARE HEKRTE
TEL : 045-862-8498, FAX : 045-865-9055
E-MAIL : matsun_k@itg. hitachi. co. jp

FazkFn 5
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W54 MULTI-SO01

BE1iE AR — =

Fo3C : http://www. sdl. hitachi. co. jp/crypto/s01/index—j. html
YL ¢ http://www. sdl. hitachi. co. jp/crypto/s01/index. html

RIWA DR | T244-8555 #hZs) 1| RARIE T P X 0] 5030 Z#

(BR) BSEBUERT V7 b U = T HER

Xy MU= Y7 My TR HYUAEE  ROKFE
TEL : 045-862-8498, FAX : 045-865-9055

E-MAIL : matsun_k@itg. hitachi. co. jp

B4 RC4
A AR

c WS EIERSA B 2 U7 ¢ 4L (http://www. rsasecurity. co. jp/)

fHEERCA DT LT Y X ALIZDUVNTILRSA Laboratories 23317 L7z CryptoBytes
78 (Volume5, No. 2, Summer/Fall 2002) (Z## SN 7=k O LICiEH S TW5D
¥ D, Fluhrer, Scott, Itsik Mantin, and Adi Shamir, “Attacks On RC4 and WEP”,
CryptoBytes, Volume 5, No. 2, Summer/Fall 2002

« 28 URL <http://www. rsasecurity. com/rsalabs/cryptobytes/index. html>

3. "y B

44 RIPEMD-160

7!:7_L
el 175 ik

« 2B URL <http://www. esat. kuleuven. ac. be/ bosselae/ripemd160. html>

44 SHA-1, SHA-256, SHA-384, SHA-512

RS (RS

« FIPS PUB 186-2, Secure Hash Standard (SHS)
« 2B URL <http://csrc.nist. gov/CryptoToolkit/tkhash. html>

4. HPEEAERCR

R PRNG in ANSI
B8 17 1Ak

« ANST X9.42-2001, Public Key Cryptography for The Financial Services
Industry: Agreement of Symmetric Keys Using Discrete Logarithm Cryptography
- 2 M WRL <http://www.x9.org/> 7235, [FA M F L H KB H S
(http://www. jsa.or. jp/) MHATFHERETH 5,
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PRNG in ANST X9.62-1998 Annex A.4

(RS

« ANST X9.62-1998, Public Key Cryptography for The Financial Services
Industry: The Elliptic Curve Digital Signature Algorithm (ECDSA)

- 2 M URL <http://www.x9.0rg/> 72k . RHEHKEZITEAAEEH S
(http://www. jsa.or. jp/) MO AFRHETH 5.

k==

PRNG in ANSI X9.63-2001 Annex A. 4

S
P
2

Ak

« ANST X9.63-2001, Public Key Cryptography for The Financial Services
Industry: Key Agreement and Key Transport Using Elliptic Curve Cryptography
- 2 M WRL <http://www.x9.org/> 7235, [FA M F L H KB H S
(http://www. jsa.or. jp/) MHATFRRETH A,

k==

PRNG for DSA in FIPS PUB 186-2 Appendix 3

AR
« FIPS PUB 186-2, Digital Signature Standard (DSS)
« 2 URL <http://csrc. nist. gov/CryptoToolkit/tkrng. html>

k==

PRNG for general purpose in FIPS PUB 186-2 (+ change notice 1) Appendix 3.1

&g
;

=

AR
- FIPS PUB 186-2, Digital Signature Standard (DSS)
« 2/ URL <http://csrc.nist. gov/CryptoToolkit/tkrng. html>

PRNG in FIPS PUB 186-2 (+ change notice 1) revised Appendix 3.1/3.2

Ak
« FIPS PUB 186-2, Digital Signature Standard (DSS)
« 2 URL <http://csrc.nist. gov/CryptoToolkit/tkrng. html>
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A COEERER T

AAFERTIL, IHHRNEEZITROTEFRETHRRINTCEFERILOEFTEZ, IRD6 DDOHT
Y —IZHFE LRI D,

L~y ¥ 2 BB O MY / T FIEORSE

2. A MU —AREE

3. Tuavy ke

4 NBRSET LY KX A

5. Bf=~7ua bz

6. Z DA

L. Ny ¥ a2 BB ORESIEMRNT / FFEORR
New Message Difference for MD4 [FSE 2007]

Yu Sasaki, Lei Wang, Kazuo Ohta and Noboru Kunihiro
Ny Yo B MDA (2 OWT, RATEZR OMENT 2 TE8ITITV RAIFD K WEZR 2L D 1A S
TERBES N TWEFEREDORADS 5 £ o7, fRE L TREKDDNDFHREZH]
L. RO LVEREROTIELRRE L, FIEETIT 72, MDA Ofsatt2 X0 < Fig
T 28R THD LRI, TN HOKEIFEO MD5 <> SHA-1 ~O H FIREMEIZ B L CIdE
HLTO S BEND D,

Grébner Basis based Cryptanalysis of SHA-1 [FSE 2007]

Makoto Sugita, Mitsuru Kawazoe and Hideki Imai
58 Bx > SHA-1 OFZERA, 7T DU K SHA-LIZ0n2D 2 A RO RES W &R LTz, Bk
TiE, 77y aTT0 B SHA-1 OFRFERZWE LIz v ¥ 2~V — Ko b ER
WHY, TNT Ty ROBETORZIIET D2 B a—F &2 AW ZREIC W TER
WoTeh, BURZKRHEENMLETHLLEOREL Y THDLHN, ZH/ADHERICZEK
Y 2% E O SHA-1 12 E CHHARBIBNRATRETH D E VWO RIETH T,

Producing Collisions for PANAMA, Instantaneously [FSE 2007]

Joan Daemen and Gilles Van Assche
PANMA (ZA R U —ABES L LTHOWONADEE Ly V2l LTHWOh D HE &R
HOHMN, I TEAy 2B E L THY bR GE OEZEIRRICE T 2 i, 1EkIEX
D LR TIEZRE, MLITSHDEEOMET, M, MHIdH 5 —EDED EFFO L 5 22 EIC
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SOWNT, ML), MLIM%) O_XTERDITHZENRHKD, B, RIERHFRITA Y —
fF5 & L CO PANAMA O %2 FIF 56D TIEAR VY,

Grindahl — a family of hash functions [FSE 2007]

Lars R Knudsen, Christian Rechberger and Soren S. T homsen
Grindahl EFFEN D Ny 27 AT Y XADOHRE, HARMIZZ 2 TiE Grindahl-256 &
Grindahl-512 Z AR, fti/ Ny T2 BRI, BEE LD ATV BN/ NSNS EDT &,
Rijndael (AES DIt & 72 o TWAHILMBERT 57 LT U X L) Ol A AL LTBY
collision—attack * second—pre—image attack pre—image attack W4 AUIZx LT HIERIC
I LFHR BT, 2R THDH L LTS, BT AES & RIRRE,

The collision intractability of MDC-2 in the ideal-cipher model [Eurocrypt 2007]
John P. Steinberger

WA 72 28D 7 vy 7 Wz R Ll v 3 2 BB O MBI O —fTH 5 MDC-2 D%

efEAFEA L7z, GEMICIE, 9 I OMIIT 2 40 Y O5EZITIZOWTHT Lc, &

BIZ ANy 7108 U Tt LTz, AEIOFHITIREICIES 20O T, WRTUTLY R

W U RELND Z 2R LT,

Chosen—prefix Collisions for MD5 and Colliding X.509 Certificates for Different
Identities [Eurocrypt 2007]
Marc Stevens, Arjen Lenstra and Benne de Weger

MD5 DEZEMHED A ZFIH LT, B4 2E U T A TR D X, 509 [ZHE > To—kf DFEA )
ENns Z L%, FPNZL > TRLTE, ZOBLXZEL OIS DRHREEIT MD5 O£
B 2® 5y TH Y, Eindhoven BIFKFD 7 7 2 % —F1HM L 2 PC(R T 7 4 7 12004)
ZR|H L7 HashClash 7’1 v = 7 b (¥ — 27 £HE 400 GFlops) TAREF6 W HE»-7-, FLT
WHIE T 7 —71Z K % ACISP 2005 DFEXR TiL, BHKRD H % ER53 2 F5> X. 509 DREMHE 2 — %
AHED Z LTI L TV, BEROHDE 0B TH D LD HilBRAMT & BLEM R
BBIZIZ R 520D T, AEIOMFETIE, BROH DM EEEDORRD HDITT
ELEICHBLTEY ., LVBEBBBENLRLDIZR> TS, SEIOGIEN X. 509 FE
WIEICIRE LZBRHIE, OB EEEMO T 4 L7 vy 751738 RSA &2 2 —/VIZH
WAL Z EIZEVRELNLTH D, SbIZ, HEORRLTE THLEAEZFFOREY
BEEDL VAN T X AARARBICHGAEIOFENEHATEDL Z L2 Lz, b OfER
wEE 2, AR M5 Xl o TR B 722 & Z5REH L7z,

Automatic search of differential path in MD4 [ECRYPT Hash Workshop 2007]

Pierre-Alain Fouque, Gaetan Leurent and Phong Nguyen
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MDA (25T B 2 RIER ZHEL L, & 512 NMAC ICKT A AN AIRETH L Z 2R L
7. ZOHABML SN RREEEEZRIED SHA-1 <0 MD5 12%f L Ci [ TX T euy,

Hash functions and the (amplified) boomerang attack [ECRYPT Hash Workshop 2007]
Antoine Joux and Thomas Peyrin

Ty ISR D S RESEO e LT SN T — AT BB SHA-1 (T3

T2 L2k 0 . AR —MMOBRIZE T 520 ORERICK Lz, ZORRKE Wang

ST & % SHA-1 OFRERFIHE M 2 LFHRED 1/32 [CHIBTE 5 L FR/RLTWD, Zh

PIELWET S L Wang 12K 23N 257200 T, SHA-1 OEHHC IR G &L 2% &7

o AHHENHIKTE 2013, A v o=V EBREDOUEN RO TH 5,

On the full cost of collision search for SHA-1 [ECRYPT Hash Workshop 2007]
Christophe De Canniere and Florian Mendel and Christian Rechberger
70 BRAZHfi/ N U Te SHA- LIS 9- D28 2 JEMEBIE 2 IO RETHER L, 7VvI U B
580 By TdH Y, NI TE Il m BN A CHFZE 7 v — 712 K % 64 Bt (Asiacrypt
2006 THR) 72D T, SHA-1 OWLERE AN E T EFBRERZHFOTE o, WRORBII, &
B OEEFRIZ Greedy 743U XLADOWEIREZFIA L2 Z & T, #HD Greedy 7L =Y X L
TIHEARTLOEY MR L By b THDLEIAE T VY MIUERT D Z & THREDFELED
Too EToo A Joux BIZK DT — AT B HBEI LI, LI SR OBRDRITSE
L7pdhrolzZ & & fRf L7z,

How to Evaluate a Hash Proposal [ECRYPT Hash Workshop 2007]

John Kelsey
NIST (2 &k DNy v 2 B DA GE (AHS) O EE & G REFF-BIC OV TR 2%, SIE
DERAEBN-, AZEOFEDEIY 132008 4F 8 HEHT, AEEFHDOEENOLH 1 HEH%, Ny
3 = BT HMAC X° DSA, ECDSA 72 Kk & 72 O BIA& TR ST\ H DT, BEFD SHA-1,
SHA-2 DEZWI N TE DL I ENRBEANREM LD, T2 BAHTIOT A A%
IR IC BT 2 B O R E L D,

ZRMEICB U Cid, E2ess RIREENE, JREH AR EEE, 5 2 IR EH R R 3 FAH) ©
HHN, EOREOREMEZTRL, EOLIIHITTI0FTRE-> TR, £z, B
TBL AR EORFHDELL T, Ny valB a2 7 X5 - A7 70 E LTRHIHLTEDY,
TUoA LR EOREREMAL, FMET 0 bMETH S, o, BRICH, FIL (EHE)
BB O 0 R LT 1y 7 BB OFMEE— R0 2 FHNH V. NIST DY Y — A0 5l
FITHekRZR W, Fo, RO BEOREEL 720 | 15-20 FREETE & FRIZRIER VAN,
50685 L ONOXMNKEL D, ZIMFEICEBOBEEZBWE Z A, 10 4FiE
DFE ST,

43



N 2 BB A BEAIZ O W T OB EETIL 10 R O E RN H T, HEE ORI To
VBV ANREN TN ERHLNNIRY, %O ey NEENES TRWE
EMRELT BT,

A critical look at cryptographic hash function literature [ECRYPT Hash Workshop 2007]

Scott Contini, Ron Steinfeld Josef Pieprzyk and Krystian Matusiewicz
collision resistant hash function MWK D 3 £ 7= XL &5 RENIAL ZITA
IHAILTNDA, LA XD LT LERHAZERL TR, BEX 2V T 1 OFEHO
%< T, Ny ¥ =Bz Random Oracle R0) & 92T ADBHM SN TND2, EEIZ RO
EEDZLIIAFRETH D, ZOLI RN EREE 2. Ny & =2 B2~ & BRI
ODWTOMREMD 2t o P 2D E RAICED DL XETH D,

MAME: A compression function with reduced hardware requirements [ECRYPT Hash Workshop
2007]

Hirotaka Yoshida, Dai Watanabe, Katsuyuki Okeya, Jun Kitahara, Hongjun Wu,

Ozgul Kucuk and Bart Preneel
ASLE D bU v 7« =R RKEDNHL[E TEREE L7 Merkle—Dangard B N v o = BIELOIRZE,
JEAEBIEL DR EHTIE POV R O PR 28 ] LT MMO M & L. A w & — UH#RE IS5y
Feistel H§i, FZHEMEREZ RO D728 4-bit S—box & XOR DA THERL L7z, /v v =% L
LTI ZeMD~—T %2 ZE LT 96 Btl L7z, hash BA¥LE L COOMZEFRE LIN HEM: &
HMAC D% A RF ¥ FVBEEMME DS RFE T E 5 & ik, ERMIEORN TIx, oK, #
W, mEES B, MR, A7 =T HWRBLE WS TZRBELZZE L T 5, HEMEEE
L SHA-256 & th# LTV 5, /~— R T = 7T DWW TIEL, MAME 28 A L—7" > | 440 ms, Gate
%1 8.2 KGates {Z%F L, SHA-256 7% 2600 ms, 18.0 KGates, Y7 h U = 7T DWW TIX IC 7
— N~ A a2 ~DEHET, MAME AMLBEFREH 49.4 ms, RAM 96 Bytes (Zxf L, SHA-256 73
31.4 ms, 128 Bytes L7225, MAME DY 7 h U =7 TIEE y A7 4 AFEETHEHIM L
TWDHEIZOWNT, Kelsey 2 HIBHE DOEETOMREEZMNNL, F=v 7 LTEL LOREE
7257,

*PGV: Preneel-Govaerts—Vandewalle

Improved fast syndrome based cryptographic hash function [ECRYPT Hash Workshop 2007]
Matthieu Finiasz, Philippe Gaborit and Nicolas Sendrier

B 2258 RN F#EVEDSFER AT BE 7R Augot-Finiasz—Sendrier |2 X > THEE 7= hash B# &k

D2 HIZOWTHRE LT,

s F 2 VT 4 LV HIMEROHGT 0 D K OIS, AR # A BN

Ay VaBENELS R TE 2 K ICKBENIZT o F LDRATHIING T 0 F DI MENEBRAT
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(ZHE AR T
Augot—Finiasz—Sendrier DX, Fast Syndrome OFEHAZFIHAL TEY . FOEEMIX
755 B BT O2MEICwET D,

_@@% LM% SHA-1 (%9 R4 B UM & A5 (%) (2RkE Lz & &, Al o
TR THE - - ED 517 (cycle/byte) 2o 7= D03, 281 (cycle/byte) & BT X4,
fiofEia b Uiz, SHA-256 TiX. 20.6(cycle/byte) &) 13.6 [FALERRERIAMH D5 DT, 9@
N 72 D72 DIiE, B —EOmE PN BETH 5,

Building application—agile hash functions: the MCM construction [ECRYPT Hash Workshop
2007]

Thomas Ristenpart and Thomas Shrimpton
MCM HERIEIT . EFZEMIMERAEE T LV CREB T &, 7o, BB 5ET VA RET S
ETUEAFETINEKFITE ROy Va2 BRI T 5O OMRIETH S, BARR
TiE, ERMEDH D~y 2 BE U, 8T o LR 2HOBKNEG 61, 2 2& L,
ANAyE=VEMELIZEE, 2H( 10D)) EERED,

Collisions for 70-step SHA-1: On the Full Cost of Collision Search [SAC 2007]

Christophe De Canniere, Florian Mendel, and Christian Rechberger
70&¢%$Lk$%1’ﬁT52?¢7P®®%%%ELtOAvVn%ﬁKﬁﬁé%%
BALBIZBT 2/NERUBICOVWTHESHEEDOBELAEE> TS, Hl 2
EuwwmZMBT@Xng%@%%LKS&&%¢ﬂwﬂﬁﬁb\%E%Kiéﬁvff
—HIEAE S 72 ET 8 fFomdE b A ER L TS, LarL, fHx O RIEDVERE A Ll
THDIE, FxDFHEBORES V NB®RART-ONETHL, 2T, BERSFHEE
e 2 HIENBETH D, KT, REDO/ — FE2mUNIFRd 2 725 L.
Py FEFMT 2 HERST — ATV HBEREOFREEZIE LI 2 A, ENRIKIC
LD HHAGE NIRRT/ D &9 ICRBEEZ L5 A S5 LI Wﬁ?éﬁ%#ﬁ%%é%
ZEHWr Lz, ZOFEEFMALT, 70 RIS/ LI SHA-1 O 2 7 ey 7 « A ye—UT
DEFEERL LT,

Attacks on the ESA-PSS-04-151 MAC Scheme [SAC 2007]
Georg [llies and Marian Margraf
%E2%05yh®5%&5606ybA OIFHR & 80-100 FLEED A »2— « SEL DT D
HwR D256, TOMERENNT, BE W ETEORRA vy E—DIzx LTH NAC
%%ET%\ik%@@%@%&%%%mfé_k#m%ékwaéo%&kLT\HL
TNﬁUfA%%%T%<&%VFUy71%¢§&?FUy¢N:mwmmnéﬁ\%
(LR DA EBEEHIBL TWVD
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Second Preimage Attack on 3-Pass HAVAL and Partial Key—Recovery Attacks on
Security-Amplifying Combiners for Collision—Resistant Hash Functions [Crypto 2007]

Marc Fischlin and Anja Lehmann

22 R RLMHE R B 5 2 FHO N~y v a B EFIA LT, L0 mEOE Ny > 2 B A
RT B RESR & LA PERED BN IEA BISE Uiz, 225 RMEN H 2 2 MO~ v v = Bk
ZFMALT, KOO Em Ny &2 BEERERT 5 HEICE LT, Bz 2 B0y
v o BB OERE A I D HIER S D, HMER n €y o~y v =2 BIECH, 0D, H, OD) OfE
ZRRERLICHE T AWM A K 2T, T, & Lt &, MWZ o H,00 || H 0 ofZEz %R 5
DIZHEFT HRIE. (0/2)TtT, THDH Z EM, A Joux IZX > TRSILTWD, KFEFE TR,
TrysEEDbEY ML, AvE—U¥ A1 X% th By b (¢ 1T t<n/4 Zii7- T IEER)
ICIRE L7z, ZOfER, E228AICETARHOTRE LT, o (T04T) BMEFESh D Z &
Woymote, 2L, aldl L REWE, S5, BELAEE O | [H HM HOM T
FIREDRER AL T 5 2 & by ho Tz,

Amplifying Collision Resistance: A Complexity-Theoretic Treatment [Crypto 2007]
Ran Canetti, Kon Rivest, Madhu Sudan, Luca Trevisan, Salil Vadhan and Hoeteck
Wee
AL HE—= RET BT, FHWEREMME LF 2oy 2 B8Efi- T LVl
UWMETZEIME 2 5D & o BIAE D WERIE 2 BRJE LTz, B2kl > MD4, MD5, SHA-1
REDNy v 2 BBOLZ MR T ARBEE 220 | B5WEZEMME LRz 220 v o = B
wffio T, XV FRWEREMMEZFF O Ny V2B ED ZLDBEENPEE > TVD, A%
KT, BNy V2 BENREER THLRIKAT2ET VEZEAL, HEEMED L
AL LT, HEPEZ DMROFERIUCKIT DR RNEEER LT, TORE., HOEE,
ooy v ol @OWERIED 35126t LTRW b b— RA 7 2 EBR T 2L EZ R~ L
7o HAREQIZIZ, N ¥ 2 B0 2 I3 2 AL LR Y RTIERF & 2R3 DA RdE O
2 DOB 2R LTz,

Hash Functions and the (Amplified) Boomerang Attack [Crypto 2007]

Antoine Joux and Thomas Peyrin

Ta oy IR T D ENMRFED R TH D T — AT UK E Ny 2 BRIk D 1l
FERBICHEAT 2281280, MERHEEN TN EE2HE LT, 7 — AT U REBIX
XN HIES L TRONEHSCEEMREZ R L, ThEaEEF L TRTHEZITI Z &
MBT—=A T DAPFNTEHBEETH D, Ny v =2 BRI D 20 ek, K&k
MEREZFFOEDRIEOWER L | R ENIEDRIE AR TZT A v E— U OB D 2 B
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THE SN D, 7 — AT VBT, BEFOBRRIELHERL T, BEORA v E—VHRRICEK
WMDY 5, Eurocrypt 2007 T, De Canniere Hi% 2 71 v/ « A vt—ICxd
%70 BEOEZEAFE AL TEY | FAICHEREREBEBOMFOH LEEIIHE 1 7y 7 &5
27 vy 7IiZxt L, K&, 28 @] 2YEI7Z 570, A UAESGREICK LT — 2 7 B A
MLz ZA FEOM LIEEIIAS 2, 2°0° (3], 29 B &4 1/30 ICHITT 5 2 L A tik7z, &F
FRFMIX, openSSL DZh=AY7R SHA-1 EEEAFIH L, P8 B 7 T A X Zffi T 10 ¢ LA
WN7Z o7,

Efficient Hash Collision Search Strategies on Special-Purpose Hardware [SHARCS 2007]

Tim Gu’neysu, Christof Paar, and Sven Scha’ge
Merkle—Damgard HEKX D/~ 3 2 BAEL & L CTRER 72 MDA BID /N & = B Dl 22 BR 3R 1T
Lion— R = 7THERZ Rt U725, B ASIC 23U CPU C{XAfi# o> FPGA X V) @
MVERBEL 27”9 2 E A BT /2 o 72, Fli. SHA-L &0k &35 MDA Bl v o = B O 1
FERBOMIENEA TN D, I b AN RBBIEITESfRGHEIC RS FIET, RERMEE
EFRFOESRIEOBRR L T OB TROTZEGREEFF T2 A v E—UXOBEE L WS 2
B TR S D, EERIC RV RERFRBELET 2OIFBEDOA v E—UERTH D,
ZORETIE, WHCPUIZED Y7 by =7 328 B ASIC & OMKAHS FPGA 12 & % /N—
R =7 FE0 3 FE TRt 217, EAMERRZ i L7z, ASICHRTIX, 32 8> h T
RKNO~A 7T uty PEEZRA L, AT my 2 D, A€ zG5bE ek
uCS L4417z, ASIC 5% uMD OB HMEREIE 2 e b/ <. Pentium 4 @ 2.9 {572 572,
pMD T MD5 DEZEERIRE 4T/ o> T=fE R, 4.8 X 10" cycles THR AT, BEIEF 4L
228. 8MHz CTHEFIFIIEK 2100 F72 - 7=, HAEIE 1 CS 23 0. 960mm’, 1 MD D AEIFE (T 0. 0266mm?
TuCS D 2.8 CTHEMMDITE A EITAEVICHD B, FPGA F28: & OB HMERE L O bl i
ENTRNoT,

MAME: A compression function with reduced hardware requirements [CHES 2007]
Hirotaka Yoshida, Dai Watanabe, Katsuyuki Okeya, Jun Kitahara, Hongjun Wu,
Ozgul Kucuk, Bart Preneel
B m R CREF ORI KT DR AEMEDR m N > = BEH O FEARBI S MAME % A% L 7=,
LRIy v 2 BEIE, JRAGGEHRIREENE . 5 2 GG R IR e 18288 RN e 2 i 7= 9
TEDNERENDN, TFEOHIROFEIZL D | MD5 & SHA-1 ORZEMNRFEDL VTV, K
D LZEMED @y 2 BT SHA-256 238 5728, 32-E'w |« Frk v HITIEmN TN D
DAKY Y — ABRBE TG 2 2 F3E, E 7z, SHA-256 X° SHA-1 DAL & 72 > T
% Merkle-Damgard #iti H AR DZZ M b BB FF-N TS, ZO LX) RN S, @NE
AL BB ZFONy Va BN RO LN TWD, £ 2T, ENMRailsn L OB &k
(ZXT D R AT LoV K D12, M0 (Matyas—Meyer—Oseas) #iE 2R M L, A v &
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—UT7 0y LT —F OV A XE 266 By hE Lz, TORE, EhofEaiiEE B L
T HEREOBCE 6 B L EMEINMERECE | SHA-256 & [F55E D E THEY 4 KON E 0o
v ¥ a BB ORREHI RS LTz, REFIURIERR CToH 503, BEFORBILIZX T LML L
SMY M E TV 5,

Cryptanalysis of the Tiger Hash Function [Asiacrypt 2007]
Florian Mendel and Vincent Rijmen

Tiger |% Anderson & Biham 7% FSE 1996 TRERK LIy v aBHTHY . 777 N
24 Bt T 192 By FO/Ny VT %, fKiT, Kelsey 5% FSE 2006 T, 16~17 BtD
/NS KT~ D BZE 2 FE AL L7228, 24 BSKT D28 AIITFE B REI L TV 7Ry, 2o
HRTIXTNT T RO Tiger IZxF L, 2" [543 OFHR & T pseudonear HENHERTE 5
Z L&V, ZO pseudo—near L, HBMEBEIZB T HEN—ETL 60D, HHT5
BRCIIHIEN R SN D7D, BERHEHRICRLRNENI LD THD,

Cryptanalysis of Grindahl [Asiacrypt 2007]
Thomas Peyrin

Grindahl 1£7 7 7 7 b OIBEERT 5 AES DEFR EMEEZ A L Tixet Loy & 2 B8
TZ7IV—ThHVO ., Ny a8 256 £ FD Grindahl-256 & 512 ¥ F @ Grindahl-512
W%, FEF T Grindahl-256 2% RIC, EZRIRER & UIaS 0 2200152 R LI @28 R o
WIRARNFER SN2, ZONFEOREIL, B L ITRRY | RIIZETONA PR
DIRBENDIGE D AR ERBRNRE LT EZATHD, ZHIZINA, RRIZB T HHE
HTORSFY G 0EH 2 LT, a2 md, /Ny ¥ = B 2 Bl OFHR & ClijZe & 5% A
TE DI EaHmMIIE N, 2T, Ny Yot s Ekan 2% EE THE S,

A Simple Variant of the Merkle—Damga*rd Scheme with a Permutation [Asiacrypt 2007]
Shoichi Hirose, Je Hong Park, and Aaram Yun

/N v o B% 0> SHA-1 <0 MD5 (% Merkle-Damgard (DM) B! &\ 5 #iE & FfD, = O & FFo

Ny Y a RS TA v =R 21ED 1L TH 5 IMAC BIK DTV D25, 1

EIZERET DSt D - D AED TSR S T D, ZORRTIZ, M Roik v ik

LBHHIEIZ BT D B DERNC B AT T L7213 T, 1 FL A EF——~y F2LIZ,

REMDOWENFRETH D Z L 2R LT,

Seven—Property-Preserving Iterated Hashing: ROX [Asiacrypt 2007]

Elena Andreeva, Gregory Neven, Thomas Shrimpton, and Bart Preneel
FSE 2004 T Rogaway & Shrimpton {3/~ ¥ = BIRS 723~~~ S & LT #2858 Rk,
3T O DG FHRINEENE & 5 2 FUGFH E RO 7Tl RE L, ZORKRTIE, 7
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SOMWEZE-T D TOERYIE LR Ny o 2 B O ROX ##2 L7, ROX 1.
Random—Oracle—XOR DHF T, Rt EE L L CHIEILENTT Vv F L AT IV Effio TS
RERREAY., Nl LT,

How to Build a Hash Function from Any Collision-resistant Function [Asiacrypt 2007]
Thomas Ristenpart and Thomas Shrimpton

MD5 <>t/ MR SHA-1 D258 FLIC & - T, Bi28 58 FLMHE (CR) A ERRRIICRE T& oy v a

B~ DERBE T D, Z DOFEFE TIE, Mix-Compress-Mix (MCM) RO A CR & KB CTX |

WANT o E L FT 7 NVEFRTERNZ LR LT,

Boosting Merkle—Damga*rd Hashing for Message Authentication [Asiacrypt 2007]

Kan Yasuda
Ny Y a BBEMM LIZA v — V38R OREKIE & LT HMAC & NMAC 23 < i T
%o ZOFFTIE, HIAC/NMAC XV FHAZVRNE | 2o, FEREF1MELL T v &4 2B TH
DIy ¥ 2 BRI T T R E RPN THEOD TR LT,

On Efficient Message Authentication via Block Cipher Design Techniques [Asiacrypt
2007]
G. Jakimoski and K. P. Subbalakshmi

7wy 7 W OGN 2 G U TEHREAIRDO R WA v — URBREf 2 KT 2 kAR
BT MEINT-FIEIZMACH &4 31 Hiv, Wegman—Carter "y AEEAZFIFH L T\ 5
MACH IR % 7 1w 7 55 O BLBISLIT AES, Feistel !, SPN D&« & FII ] L 7= 3 FE¥H
%fﬁ%ﬁ . %% MAC-AES, MAC-FES, MAC-F64 & 44313 T\ %, MAC-AES I o> 2 - & b

BT ERNE T 2/HEHEN L OOBEIT M ES>TEY, bL— N THREY L
S TWAH,

Collisions for Step—Reduced SHA-256 [FSE 2008]
Ivica Nikolic and Alex Biryukov

SHA-1D&AE N o 2 BIETdH 0 HELERE 75 T b & 5 SHA-2561Z %69~ D i 229 L OB 21TV,
TRy JIRCAART v T DL A, 21 AT v I/ Uiz b DIk 2282 51 LTz,
BT Z2ARA > ME, #ERL/3THRNLT 29AT v T DOEZNAERB L2 L THY,
SIZAT v TH AT TR, RVREVWESRAOREANRNKEL D, BB, &MEE2ED.
AKEEDOYHANY 22 —HABIZL, Ny Y affEOVEE Yy FOBENETRT H L2562
Ty TETHITE, Ny v lR256E Y FHIEE Y FLNEDRWA v =T AR D
HiLd,
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Collisions on SHA-0 in One Hour [FSE 2008]

Ste’ phane Manuel and Thomas Peyrin
Ny Y o BBSHA- LD B RATOD/N— 3 0 Td HSHA-00D 7 )L A~y 712kt LIEZEIE%8 L &
TV, SEIORERRTIE, 7— A7V HEBOFM R EDOWRZITV, #2785 I HLEE
IR E ANy ¥ 2 P MmN E CHIR L7z, ZhE@E OPCLTHIE L Z A, 1y
IFREE CRZEN T L C& 7,

MD4 is Not One—-Way [FSE 2008]
Gae tan Leurent

Ny Vo BEICER SN OME & LT, EER IR, 5 IR R IR R
WD =ZFEEHR & 5, MDA Tlx, BHIO 2 OBMENTND B OO, FRFHHE KN £ C
I TWRNEEBZX BN TE T, ZOREKTIE, 2" EOFHRETHND Z & %2 Himn
IR L7e, ZAUE, M4 IS HO Ny 2B E LTI —UFHTRE TRV L2 R
R 5, ZORMBITBGRFHHICE £V, FREICHEBZHE L CTRAEZDIT TIERna, [FH
CRREHFERIZ IS < SHA-1 X° SHA-2 7 7 X U OJFUGEIHRINEEMEZF% 25 239, EERRER T
H5,

Cryptanalysis of LASH [FSE 2008]
Scott Contini, Krystian Matusiewicz, Josef Pieprzyk, Ron Steinfeld, Guo
Jian, Ling San, and Huaxiong Wang
Ny BELASHIE, ZEMDPFENTE 2y ¥ 2 B ORIEGCHZ Tl Loo, FLEMEEE
EEO DD REM YIS L TES L, £ OROMHT T, LASHIZ R L THEZ25 K
B LFGHAERBNAETH D Z ENghoTon, ZOBEBEO— 237 Mroe
RSO L W D RERRRIICH 72, £ 2T, THEEET 5 2 L TLASHOZ &M M L
T D DMENT LT2, B ERIRBENTHR R MG BT,

New Techniques for Cryptanalysis of Hash Functions and Improved Attacks on Snefru
[FSE 2008]
Eli Biham

SnefrulIMD4 & [RIFFHIC R S7cy 2 BTH D08, BERBE TCEIMBHEC L -
T TZ 728, MDA L ZDBMNPRSFIH SN D L DZ7eo7z, LinL, &it, MD4I3FES
MEFEEIZ £ > TSnefrul D ZEMENMMENZ ERH LN/ -7, T DOFRFE Tl Snefrullxf
TOUEROKEEZLR L, {EROBEFIEIIK LTI E AT Y ZM0E LT ZSnefrui?
BEERIRE FiE A e LTz, F72. paddingD FIEIZ L > TEOREMENRKRE S ER VLS
Zgpadding O HIEIFFBEHEKBEDO YV R 7 2 @D LITRDZENTFRIN TN,
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NMAC/HMAC-3-Pass HAVAL [FSE 2008]

Eunjin Lee, Jongsung Kim, Donghoon Chang, Jaechul Sung,

and Seokhie Hong
HAVALIZ19924R1ZY. Zheng KRB LTo Ny Va2 BTH Y | EEEF LT HDIZIEFITH
IR H BN TN D, ZORKRTIE, A TRREEIN TR - 728 2 JFUREHA
RADOHEZREL, ZOTHEZMM L TEHRAUTHAVALZ R L7z A v & — UREGEF- A%
J5 A HMAC & NMACIZ 6§ 2 SRR B 2 SR L T,

A (Second) Preimage Attack on the GOST Hash Function [FSE 2008]

Florian Mendel, Norbert Pramstaller, and Christian Kechberger
GOST Hash Function(Im & 7BUFIZL > THIH SN TV E Ny v 2B TH 5, EH OME
MBI A, ANA v =T ay 7T 5F =y 7Y LE2FHEL, Ny v afio—
HETHLETREMEZRD DL LRV INTWVD, ZORETITEEIRRE LV D720 GHE
BT, FGBAOE2FRBIABAcCELZLaRLT,

The Hash Function Family LAKE [FSE 2008]

Jean—Philippe Aumasson, Willi Meier, and Raphael C. —W. Phan
Biham & DunkelmaniZ K AHAIFATZ L — AU — 27 ZFEKSW=, Ny V2 fHEDOH A XD3256 £
MESI2E Y FO Ny Va2 BBOBLAKEZIER Lo, &t LOF LT AT 7L LT, Ah
TR 4 — R7 4 U — R E NIRRT T4 R« S THEREZEAL T 5D,
A BF o A B8 81T HEUE LTI ST D, SHA-25617 S, /AT U TiE/ <7
H N AT E 7850 NISTOAFASDISSE HEFICANTND LD L,

SWIFFT: A Modest Proposal for FFT Hashing [FSE 2008]

Vadim Lyubashevsky, Daniele Micciancio, Chris Peikert, and Alon Rosen
B 7 — U S A R LTI R D@y o o BIEOWIFFT 2 3% G L7z, E 721518
BUSH L7ZAREAEMR L TR SN TS, REMICE LTI, 20y = BT
IR Z R FEH STV D &V Z o7y, ZIUTIATIRON Y V2 DT A XHK
L RDOMPTOFETHY . EEOHRY A X TOREMEDRIEIZITZR > TRV, P
WP I XSHA-2561Z s > T B,

(Short talk) Accelerating the Whirlpool Hash Function Using Parallel Table Lookup
and Fast Cyclical Permutation [FSE 2008]

Yedidya Hilewitz, Yiqun Lisa Yin, and Kuby B. Lee
BRIN DI 55l 7" 7 22 = 7 ENESSIETEIZN 72/~ v & = BI#Whirlpoo LIZ &3 % w7
7 N =T HEIEE T o7, BEARNT AT TIEIRISCT —F T 7 F ¥ DEY 2— /LB T,
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T—TNEREWIULT 52 & TH D, ZFWhirlpool 23— R & L TU5HAESKCDESEE D
EBFEIZB WS FETH D, AFEOBEAICLY ., 7.2 cycles/bytes & SHA-272% 12
cycle/byte [ZH_EH{L A2 FEH L T\ 5,

A One-Pass Mode of Operation for Deterministic Message Authentication: Security
beyond the Birthday Barrier [FSE 2008]
Kan Yasuda

JEMEBAE A o e IRTEFRIN 2 A v B —VRRRESF A TH VD | FEFRNR R BN —
AT =« N T HBZLWEE— FERE L, ZOBEE— MIXEEA IR OFEZ
VB LBAEICKRT D EEEALR & R, ANICKT 5 F = v 7 A L tweakZ I L7271
v IS ORERIEZRFIF L TW\Wb, 2O statelessH Dsinge—key CHERLFIRETH D
BT 7 DB E~DOEINCAEZTH 5,

Improved Indifferentiability Security Analysis of chopMD Hash Function [FSE 2008]
Donghoon Chang and Mridul Nandi

SHA-1-°MD5 7 & TR ST BN 3 = B O ZEA M 1EMerk ] e-Damgard (MD) A3, #xilt
DI TLREVDOTRPERH SN TEY . SRR E LTy Y aBBOHT (N y ¥ 2 1H)
D—HREEHETTHELS T L LI LV LeEotEZ HiE LIcchopdMERZ S T\ 5, Z
DIELRTIL, chopMDIZHTF % Fe B DL AMERHARRE RS iz, indifferentiabilityll
HH LIRSl ZIT-o TR0, F20BELLH Ly ¥ o B OMEKIZ DN T
HIRE LTS, EMEIEL. 7= U OEZEDS 2" / 3n +1 L0 72T, BogsE
XL TR THY, 2000 L /b72iFiud, rrmulti-collision WEIZH L TLETH
%, (ZZT, nidHIE Y FR)

2. ANV —LHEE
Analysis of QUAD [FSE 2007]

Bo-Yin VYang, Owen Chia—Hsin Chen, Daniel J. Bernstein and Jiun-Ming Chen
QUAD 127 7 AT L a AENFTIRE LIZA M) — A5 TH D, KEHOE Y Min (2
K U CHREBIBANCLZ 2RI L n 2+l RES BT LZETH D Z L BFEARETH
D&V OB R 2R, ZORELTIE, REMICET LI ERIZELVEOD, )
STWDRBPESIZENESL n Z0RYREWERTNITRERNE NS Z L2l
LM LT,

Differential Cryptanalysis of the Stream Ciphers Py, Py6 and Pypy [Eurocrypt 2007]
Hongjun Wu and Bart Preneel
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eSTREAM (%, BRM OHF S5 HMi%E) ECRYPT O —Bg & L CA b U — AR5 DASE « Ffi 21772
H7uY =l FTHY, 2008 45 HICHRIGESKIR - MEENRRINDLITETH D,
Py & Pypy I Biham & Seberry 253 &t L 72 RCA ICHABLOHEED A Y — AR5 T, Y7 k
U= T E & LT eSTREAM (255 7z, Py % 2.85 cycles/byte, Pypy I 4.88
cycles/byte L EMENEH TH D, Py6 I% Py ONERIREEZ /N L 7o/ NIRRT & 2 1) g%
EDKEHIY Py O 1/3 L@ Th D, Pypy 1TZEMEZ&ED D729, Py OH D55 % Al
PrL7-. 2400 S{EHOKE B3 T 2K EBIL, WEHREE M SN 28X M) — 203723
TRRALMS Z kD, ZOREKTIE, AT 20T ZOREH{LTZLick o
BN R 2 E LTz, Py & Pypy ICKIT 2B TITEE, WIHIRT Z DY A XA 16 bytes
D& & 13 bytes OEEAN 222 DR TRINTE 7z, £io. #E W7 Z OH A X3 32
bytes D & X, 29 bytes DEEN 2P OFERCEHTE 2, TNUDHOHBOFEE., Py & Pypy
I% eSTREAM @ Phase 3 (2D 2> 7,

Differential Cryptanalysis of the Stream Ciphers Py, Py6 and Pypy [Eurocrypt 2007]
Hongjun Wu and Bart Preneel

eSTREAM 1%, BRI DHF S-FEMIEE) ECRYPT O —Bg & LT A b U — ARFB-DAZE - FHfi & 1772

7MY =7 FTHY ., 2008 5 HITHRKEERE - HEFNRERSINDTETH D,

Py & Pypy IX Biham & Seberry 253 &t L 72 RCA ICHALLOHEED A Y — AR5 T, Y7 k
U= T TS & LT eSTREAM (ZJ5E S 417, Py 1% 2.85 cycles/byte, Pypy % 4.88
cycles/byte EEWENEH TH 5D, Py6 1% Py OWNERAE A /)N L 7o/ NIRRT & 2 P11 gda%
EDKEHIY Py O 1/3 L@ Th D, Pypy 1TZEMEZ&ED D729, Py OH D55 % Al
PrL7c, 2D SEOKESITHT 28I, WEIREEBL SN DA MY — L3727
TRRAEMS Z BNk D, ZOREKTIE, FIHT 20T ZOFEELT LItk o
THFHN R 2 E LTz, Py & Pypy (CKT 2B TITgE, WIHI_T Z DY A XA 16 bytes
DL x| 13 bytes OFEN 2B OIEFETHEMCTE I, £z, . PR T Z O A XH 32
bytes D & X, 29 bytes DEEN 2P OFERTCEHTE 2, TNUHOHBOFESE., Py & Pypy
I% eSTREAM @ Phase 3 |ZIEdED 72057,

Passive—only Key Recovery Attacks on RC4 [SAC 2007]
Serge Vaudenay and Martin Vuagnoux

WEEL: RC4 D2 A SRIEI1E BB O MR MERE A TERIE L 0 B8 L7z, RC4 1T HERRIEIE O FEFEH
¥ TEEE 802. 11b THIE S 417z WEP & WPA Z5FAT2OIZHHISND A b U — AR5 TH 5,
WEP |Zxf L Tld, WBEEDNKBEHICARER N > MR TREBIKXENRARETH 72720, HE
BB A R AR LT BRR2S WPA TH D, L L, WPAICH L CHZBIENEHTH S
T ENGIN0 | 2004 FITHEE T RUT RCA DD D IZ AES $38X % WPA2 7% TEEE 802. 111 &
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L CHMBIL SNz, RREFETIE., BOMHEBEZFIH LT, REEKICET 25 EDOE S O
WAMOER S LTV EE L CHEE L=, T OREE., 20 [l 7 v b 2 EBE U figse ¢ &
Too F7o. BRRICHERFFEIIMERE LV 25~ &b Lz,

Permutation After RC4 Key Scheduling Reveals the Secret Key [SAC 2007]
Goutam Paul and Subhamoy Maitra

RCA TR W TIREE R DA A MEHUCEET 22X & Ao, N AFIH LTtz R 5 5k
ZPAFE Lo, RC4 X8 By MEF DI 2 NHERIBZER L £F7 5 Apk L7 BHLEL &2 R 4
HA MY —ALWESTHD, BANDOHHULZAT O BEX ¥ 2 — VAL (KSA) & Z i < 2L
ELECA ARALEER (PRGA) THERL S AL D, ZAUD OB TR 72 DI, FeHI R Z By EE D
I L CANEE 2 5 shuffle-exchange BN HOAIEEIZ R L TWAZ &ETH D,
PERD RCANZXFT DB EEIL PRGA DG5S 2RI T2 b DAL D o7z, 1995 41T A. Roos 1,
KSA B DEHDOI AN A R DBRERDOH D5EG L MOHBRZ RS Z L 2B L7223, 2D
T EEBURCEEAT 5 ORI L a A2 R LT e, AFEETIL, KSA (2B D
(swapping) D#NRZ R L TN 2, £ OREF. KSA [E&R DA A MTEITAFE LTo5R
WHHBERYH D | SOOI O FIREFRE DGR E TRARE CTE 5 2 & ZHamMITR LT,
S5, ZZTRLTZ KSA OF951%. shuffle—exchange ¥t A FI| FH 4 2 B ELEL B RUIEIC
FARbDOTHDLZ LERLT,

Two Trivial Attacks on Trivium [SAC 2007]
Alexander Maximov and Alex Biryukov

BRI DA B U — LB S/ABERE T 1Y =7 b eStream (IR S 72 TRIVIUM (2xF L, KfE
IO DB 2 5 o R 24TV A AR T 5L L biZ, T b DBER
AR TROVEERES TRIVIUM/128 #122E L7c, RINOKEBFHi~ 7 < = 7 k NESSIE Tl
BTV IT 4 7O E L, HEREESOU XA MERE LN, A MY —AKSIZBE L TX
ERETNITY ZANIRZEEOKRMBENRH Y . 1 OHERRD 5T, $hikd ECRYPT (28T,
AR — A SOAETHME T 0 =7~ eStream ZFEfEL7-, T T, N— Rz 7 HE
A MU —AKFS T, TRIVIM 25 e 4 FRPEE > T D, ARFER T, WEIRES
WIT 5 FEL ., BIEOMIF (distinguisher) # W FiEE2MAAE CEA L, £
DOFER AREDE AT x2S [ DOFE LD B VBB IEZ B Lz, ZHUdnekk v,
2 fEEETH D,

Distinguishing Attack against TPypy [SAC 2007]

Yukiyasu Tsunoo, Teruo Saito, Takeshi Kawabata, and Hiroki Nakashima
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TPypy MARKT 5 2" 31 N O#FEIEE & BN EZ XA TE 52 L a2R LTz, A MY —A
5 TPypy (7 4 — /L E =) X BRIND Z N U — ARSI 7 2 2 = 7 ~ eSTREAM TZ24MEIC
B9 o MR ER SN2 PyOb—) OB RRTH Y | E. Biham & J. Seberry {2 & - T 2007
FICRRE I N, BEEEERICIT Tolling avay” & W) AR lbh T\, Z0
Tat XX 2HEEORSNE 1 SDOEBAENEEH L UTREBER 2170, #EELE A Rk
TLLDTHD, AFELTIE, BRI Py ICHT 2K BELEM Lz, £ LT, B
BT B A A FE OB L BT S A NERIREBICBI 2 & KON Btk
KRBT 2MEEL TR LI, TORME, A N — A0 22 vy hdIUTEELE L #5]T
XL NGl

A fast stream cipher with huge state space and quasigroup filter for software [SAC
2007]

Makoto Matsumoto, Mutsuo Saito, Takuji Nishimura, and Mariko Hagita

VT MU =TI LTeEmEDO A Y — A AR L, H&iIED PC TlE, miEd CPU & &
BRATYPFHTEDLOT, ZNEENLIEEEOR N — A S EZREE HiE LT,
FRESIT. BRINOA N —AGEFHfti 72 =7 b eStream (25 ERIEEDO A Y — A
e aRE L TWD, FIHIEREICK D2 72 EMRBORI NENTA Y —= 7
THESNTZEWVWIRIER DV | o2 B LR THEODRNEH T VT Y X ADRR %
HIEL T\, ABETIE, 74— KXy 7 « 7 FL Y AZ(LFSR) D 1% A€
FO—FLHERE T 4 V2 Z B LT8R N U — AR Uiz, TORER, BN 2991 LIk
T, 1248 WILZEMCHIEIIHAMT HME Z oA N U — AOAERICHEI) Lz, AEFXiT
eStream D EEEMEM L 72> TV D,

Full Key—Recovery Attacks on HMAC/NMAC-MD4 and NMAC-MD5 [Crypto 2007]
Pierre-Alain Fouque, Gae tan Leurent and Phong Nguyen
Ny Y2 BRI MDA A L7234, HIMAC & NMAC 1X & b ic, $E2MIET 2 BN ETH
DT ENIRE T, HMAC & NMAC X, Ny v =2 BBAEFIH L7z A v B —VFRREFAERIETH
D, Ny Y aBEMERUPES T 7 Y ThDH L EZ R TH D Z LA CRYPTO 2006 (2 Bellare
Kiofﬂ%éﬂf%éﬂﬁﬂﬂﬁ$®%@%KiéWM&UE%@M%MQMﬂSM%
SHA-1 72 E D~y ¥ =2 BABUT T D28 KBS XV Ny v 2 BB T 7 2V
EFTDWENMIL L 72 o TN D, AFEERTIL, m%~7&1v%@mbjw IRAF LT
U LR TESRBEER L, ZTOMEE M > THREZEE L, TORE, 2%
DR MAC H /)T NMAC-MD4 DFENEIFE T & 72, [A] U4 C HMAC-MD4 D#EEIE X T & 72
WH DD MAC DIEICHEREHRITIAF TE o, BERANCSLIRRAERTZ . BTV E R
SHREBENROSEIEREZBZTNWDHDOT, BHEMREKRITE,
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Hardware—Assisted Realtime Attack on A5/2 without Precomputations [CHES 2007]
Andrey Bogdanov, Thomas Eisenbarth, Andy Rupp
GSM TEEH STV DA R Y — A5 AS/2 IXIT DM BENEGTIRE SN TWDH N, KT
AT 9 HENTRRIE HRE D =M 1E Td 5 Gauss—Jordan JEDEH ASIC Fv I &&&Gt L, T
REZ Al L7z, PRIN TIA DN TV D IEHERE DR GSM Tidotx A b U — Al 5 A5/1
PEDIL TS, BRINAMT GSM 58 Zdmt 3~ 2 B, S B R & L TR Z 2t
A< L7z AB/2 D3R « FIE &SIz, A5/2 DALARKIZY N—=AT P =TI2 LY 1999 4RI
ARSIz, A5/2 1Tk DI A OBEEIE 1999 4D Goldberg HIZL D H DT, 1326 7 L—
LT 2 OV T L— L EFIAT 5 H D72 572, Crypto 2003 T Barkan & Biham 51,
guess—and-determine {£(Z X2 A5/2 IZKI T HWE S HMMBEZ R LTz, ZOKETIT,
2TO guess (TXT 2 HAGIRENBBEE 72, £ 2T, A6/2 DKEBEICHERBIE H AR
RO THES M N— R Y =7 2 Fi% L7z, LSE Solver #3R A 3284 % 728, Gauss—Jordan
TNTY ZLOWHN— R =7 O ASIC F > Faikitd b, Y —AIZ VHDL THE X, VST %
o347 7Y %ffioT, UMC L1880 0.18u 1P6M m¥ vy 7/ Futv A TEHK LT, AkIZIE
Synopsis Design Compiler version—2006. 06 % {#H L 7=, LSE Solver O EHERE I 1% 256MHz
& L7, FRGEHEEL T A1 CREOEMRELE T LT,

A Key Recovery Attack on Edon80 [Asiacrypt 2007]

Martin Hell and Thomas Johansson
Edon80 (IR DA RV — AR SFHli 7' 7 = 7 hTh D eSTREAM ITHRE S 4, REHEA T
THZ e, BUE, BREBIE STV AOIN— R =T HITA N — LS THD,
R8O By b HINZ PR 64y FTHY, 80 HOMMER ZHEE LI LG Z
BHLTWD, ZOFETIT, NERETHLIERDNEWVIER THIK LBIN S Z & 25
THIEICE-T, 2YEOREFEHOFAETRHEBEICTEL 2R LT,

(Short talk) Differential Fault Analysis of Trivium [FSE 2008]

Michal Hojsik and Bohuslav Kudolf
BRINOD A b Y — LSl 7 12 2 = 7 FeSTREAMIZIRR S, i TV D A= Ry =7
& A b U — LR S TriviumlZxf U, B0 R B2 Lz, ERORR, 74 L7 L
& Tt & 2 43[R ORRENE (HFE) THHEIRAE & B #t 2 FFE T & 7o, BUBITIEIRNG 5 S0
WA EICA R CThH D, WBIIKEL R HHA A MINE EFRAHICELERER
WEFETHD,

Guess—and-Determine Algebraic Attack on the Self-Shrinking Generator [FSE 2008]

Blandine Debraize and Louis Goubin
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Self-Shrinking Generator (SSG) IZEurocrypt 1994 CIREINT= A b —ARFE T, BT
A=Ky 7« 7 F L PRZ(LFSR) AR STV 5, SSGITHRF LT, HEH « IR7EHEER S
AEETHDL I EDRINTWVDN, ZOFEKTIX, LFSRONI  TEHAEBSLLT &9 iR
DI THBENR 2SO L HIEERE LT, ZORBEETIE, S R Z I 7=
DT Y —Y T N T DHSAT solverNFIH I 5,

New Form of Permutation Bias and Secret Key Leakage in Keystream Bytes of RC4
[FSE 2008]

Subhamoy Maitra and Goutam Paul
RCUZIESFIAENTWD A b U —LRFFO—>T, #ty b7 v 7 (KSA) D%, HUEEK
ARk (PRGA) 24T 9 L9 2 BeBEOENMEZAT 5. TERM G, KSAEOIRRES [T Y 23 d 5 =
LB, ENEFH LB BENREINTE D, BmTIERVnEZEZ 6N TE
7o ZOFRKRTIE, BICETLHEBRICEDY 22< | SISY]IIZmY 84T, 1% [, 256%H
FORBTEZ A DS R T REBORY b RE< /DI EEZW LN L,

Efficient Reconstruction of RC4 Keys from Internal States [FSE 2008]

Eli Biham and Yaniv Carmeli
A MU —LRESROUTK L, GE L HERZFINT 5 2 & THREZMER LD B LK BIEL
RE L, FHEMERORR, 408y METITO0. 028 CHUEIMEFS6. 4% THEGm TE . e
WCRL72SETH, #ICET BRI EONDL 2 L 2R LT

(Short talk) Some Remarks on the Salsa20 Core Function [FSE 2008]

Julio Cesar Hernandez—Castro, Juan M. E. Tapiador,

and Jean—Jacques Quisquater
Salsa20 (MDA R Y — ABFSFH 7" 1 ¥ = 7 R eSTREAMICFERE S 4L, K& A BB S F#
SNTICHKERE 7 = — X T ->TWDH, ZOFFKTIX, Salsa20 O =7 BEMN22EHD A
TN L TRIR2MER S UCTIRE S MEEZ R R L. & 2 g EREE AW S v & %
fafe L7z,

New Features of Latin Dances: Analysis of Salsa, ChaCha, and Rumba [FSE 2008]
Jean—Philippe Aumasson, Simon Fischer, Shahram Khazaei, Willi Meiler,
and Christian Rechberger
eSTREAMIZ R S 7= R b U — AR5 Salsa20llld, 7V Ay 7 D208 A& 8B/ N L7z
Salsa20/8bHEN T D, Fo, eSTREAMIZITFHEA STV 7RV ASalsa20 2 R L7
ChaCha & Salsa20 DK EFE ZFM L7z & 2 B Rumba b R SN TV 5, ZORRKT
TN E Y FEFIH LSSk AT 5 2 LIk - T, Salsa20/8 & ChaCha® 7B
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INCZERR Y . Rumba D 3EEHE/ NS X3 5 #2203 %8 7L C & 2 AlReME & BlER IR LT,

Correlated Keystreams in MOSTIQUE [SASC 2008]
Emilia Kasper, Vincent Rijmen, Tor E. Bjorstad, Christian Rechverger,
Matt Kobshaw, and Gautham Sekar
MOSTIQUE i%, eSTREAM IZJSEESNT=A MY — AR GD—D>Th D, AR TIX
related-key attack T 2% OF/ETHEHA NV —LANELAREL 2> TLEIZ L ERLT,
ARHEET, WREFZIMERE O TER SN 5L L ZOMEHD related-key THERL
SNTMES LD 2 DOMNZBNNT D 2 ERHRD WO RED N TiE, 2% OEfEELIT -
T, 96 By FOFEA N —LDOETLNARETH D, o, ERRICMAKBEEITEICS O —
DD related-key THEMRSNIHEEXOBNAETH D L WO RED FTIE, HE= X
N 28T 52 L HkD, £, ZOHFROFTHEDLDI TS related key I,
non-related key OFXE F T > THEOEEIRKD 3 X b 00T 5 Z ENHKRD,

An Improved Estimate of the Correlation of Distinguisher for Dragon [SASC 2008]
Joo Yeon Cho

Dragon % eSTREAM D#k 7 = — Xk > 72 A ) — AR 5D —>Th 5, FROPFTHN

LN TWD F BEEUL, #4AERdS JONEREED EHNC BT 2 2t 2 A AT 2 L 7 B

BThHD, AFERTIE, 20O F BEEICHIBMBIHEZ B LR, 10k R I~, 22651

ERWHBEIBRA H D Z E0VRS T, AR TR LK BEFIEITHIZREEIC X 5 HEE

FRaFiO &9 RIFRIEBIB ORI TE 5,

On the Security of Optimal Decimation Components [SASC 2008]

Blandine Debraize
A R Y — ARSI HOW B S EELBER DOTRE % 1T 2 72012 W B 5 EME T
—RENCE DI L — R EZEDORIZIZ N L — FA T OREAH D, 2 TIL eSTREAM
DEFAET = — R0 T2 A N Y — ABFEDO—2>TdH 2D DECIM OHTH B D JEM T
ABSG Z#—4 > k& L. equations retrieval attack 2 X W fifAT 247U VPESEHE Sz b,
AEY TR M 0QVHIZHSR, 0V ICHIETE D Z L AR L, ABSG [EME A AU, SSGI1F
ERETHN 2R LT,

Chosen IV Statistical Analysis for Key Recovery Attacks on Stream Ciphers
[SASC 2008]
Simon Fischer, Shahram Khazaei, and Willi Meier
eSTREAM DEHE 7 = — X2~ 7= A b U — AKE 5 Grain-128 B L O Trivium 2%t L. IR M)
W2 2 (IV) 2 PO TR AR IC K 2 B R SR STz, TV DRV I LSy
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256 5 180 LA TFIZ L2 D, 72 1152 205 672 IZHIR L 72 b DIz DWW THRT L, b
v hOFEA N —ADOHEE TlE, EBIER LY bMEGIRNB O E W) il A S, IV O
HOE LSRN 7V E Y hOBEFARTETIE, fHE 2 A FOFIITH 22D,

Analysis of Grain’s Initialization Algorithm [SASC 2008]

Christophe De Canniere, Ozgul Kucuk, and Bart Preneel
SSTREAM DIk 7 = — KT -> 7oA b U — A7 Grain (S35 2 FEROMITRIR 27~ L
Tz 1OIFHHUEDE S D AT A FRHEZIRR L. ZNZ2FH LEEX b Y — ADREHEIC 2K
BROKPEDOBRBE A N CTRIEARETH D Z & 2R Lz, 2 DHIX, WIHHEE D 07250 FF
Pafaf L. ENWEE VT 2 20 related key & 2P OBR IV AT 2 A5 & 2°fHD
AN —LDEENRAETHDL Z L 2R LI,

Comparing and Optomising Two Generic Attacks on Bivium [SASC 2008]
Tobias Eibach, Enrico Pilz, and Sebastian Steck

A MY — ARG Bivium (23 LT 2 MOROPA K EIEKBIEZEHH L, A2 MEE L7,
Bivium /% eSTREAM Dk 7 = — XIHEATE Trivium OFE/NRTH D . PFERIREED 177 B
M EENSOE Y FTHD, HIHIARZ FLITH LT 4177 BOBBEZIT-> T, REDOAIH]
bzAT 5, 2THOKEL L IE, Bivium OEEZ FLil 4 2 AE 7% SAT Solver THES
B S IREEW T & 1N - & 54 % BDD (Binary Decision Diagrams) Z I LU CHz
SHETH D, FHAEEIER CHBBIEIC L 2NEREOHE ICH R A L7z 2
%, SAT Solver ZHWJJEMNT - L <, 200 By hDOF—R b U — A HAH 0 HO
JiFER 2 iR < WERE X SatElite preprocessor 9 &, 0.26 B TH 5,

RC4 Keystream Always Leaks Information about the Hidden Index j [SASC 2008]
Riddhipratim Basu, Shirshendu Ganguly, Subhamoy Maitra, and Goutam Paul
SSL X TLS Z#)6D, IR I & TV D A b U — A5 RC4 DREFHEIC SV TIEZE < OE
WHY ., By FT IR0 Y —AICBT A0 MORY BREfRS LTS, Z
DFEFTIE, ISR S T, FIZER N Y — 20D MEONEER j [T SR ENL
TWD ZEDWRENT, 2D DFERIL, ONEER 1 X j L oERADOETRIND,

Treatment of the Initial Value in Time-Memory-Data Tradeoff Attacks on Stream Ciphers
[SASC 2008]

Orr Dunkelman and Nathan Keller
Time-Memory Tradeoff MHE|Z, Hu@HENF S RIS T 2O LEIRK L FANGIE LK%
MWD Z TR T L HETHD, ZORETIE, RO~ T Z (V) 2 ABAF#R &
LTS ZLT BEE VA Yy b &, K, ATV, F—FOEMEL 2" 1M

59



ZBHZ LI LT, TR 2 2 W) TIRAFEH L7 DO Th 5.

Algebraic Description and Simultaneous Linear Approximation of Addition Modulo 2°n
[SASC 2008]
Nicolas T. Courtois and Blandine Debraize

LIBHERS o O FEARTHTIZIE, FERIE S-box L7 — VHFICIA, RIAMER LM S5,
TR DFENTICIB VT, BRI LIX LIRS A 23, RIRIEREDIL TV 55
A TNEED L DITHIBALT 2 DN REEDNT T 0> TV, FHEOIX, ZHE - [FRHR
FEAEEIOBEEZEA LT, HAOELBFIATTO—F RS LK w3 & X2, FRmE%Z
T —/VHA LT E IR RIIHIAE TE D 2 a2 L, T ORIEALE SNOW 2.0
ALY —HZEA L, 22 EOEEOFEETHEA MU —LANEILTE 5 &) ikl 215
Too ZHIUIBOREEROHEE 2 LV REVWLOD, AEEOREITHY , BI{EDOH
RefMET N TRVWI L 2B T 2,

I 0> o OF

N

Equivalent Representations of the F-FCSR Keystream Generator [SASC 2008]
Simon Fischer, Willi Meier, and Dirk Stegemann

F-FCSR (% eSTREAM Dk 7 = — R > Ten— R = TR ERE S CTOME 7 4 — RSy 7 -
7 MUY RAZITH Y U —% M AT FCSR 2| LTV 5%, fft, F-FCSR IZ Fibonacci %
7213 Galois DFMEIN Lo -> TRV, N6 DOERBAEZFT D Z & THRIDRNUE
REVEETDNENBRBEE 7o TV e, ZOMCTIE, B 2B MRBUKT L THIE
EERFM LB 20 M LI R, S ROUGEIITEES 5 L &0 ) il 72 -
Too 220, BILWRBRIIASED S LRLMTIITARTHDL L LTS,

Construction of FCSR algebraic equations and empirical analysis [SASC 2008]
Benjamin Pousse and Marine Minier

F-FCSR 1% eSTREAM Dk 7 = — Rk > Ten— U =T ERS T, FvV—f&D7 ¢
— Ry 7 e 7 PP AZ(FCSR) ZFIH LT %, F-FCSR IZxf L Cidk, IV E— RITHT
DRBEN 2 TR B SN TWT, BWBIZITHII L THRWR, RTA—=FDROFG RN
BN MR ER DD TSR STV D, ZOFK TIX, FCSR Z il 5 A%k
HAZLT, WS 20O R S1Tx U TR TR ML MO Thlz, £ ORIR,
eSTREAM |Z#effi S 4172 F-FCSR D/3 7 A —Z PWEERS BEINTZ b D TH D Z L P TE
7

Cache Timing Analysis of HC-256 [SASC 2008]

Erik Zenner

Fyrva A IVTHEIX v v Y2 ZHNDRROMEEZMAT 2HBIETH D,
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AES D X 9 72 S-box ML ZFIH T HB S ICB TH D Z ENMbNTWVWD, Z DI
HRIME LT, BEOMEFEZTRT D LEMREINTND, ZORKTIET Tn—F%
EZ, FENRFEE LOMRE LW E LT, EOX TR FZRTIEF Yy v 2 - 4
AT R LTI 72 B>, oSTREAM Dk 7 = — R0 - 7= HC-128 % 5t 12 kst
L7z, ZORE, RO LSRG EHER L7z, (1) S-box 07 — 7 VB HIL#ET 5, (2) 7 —
TNBRETDHEET, 1 EIOBEFOH L THELIZTE DT —TVEERT 5 L9
2T %, G)F ¥ v vasBTHLNDLHERREL NERES A XARKREL 2D X917 5,
4D F ¥ v 2B TLSBBREETHLHFEEEZFAT 5,

Susceptibility of eSTREAM Candidates towards Side Channel Analysis [SASC 2008]
Benediky Gierlichs, Lejla Batina, Christophe Clavier, Thomas Eisenbarth,
Aline Gouget, Helena Handschuh, Timo Kasper, Kerstin Lemke—Rust, Stefan
Mangard, Amir Moradi, and Elisabeth Oswald
eSTREAM (ZEFR SN2 Y 7 F U =T AT R OAN— Ry = 7T, & 8fH, 3t 16 HDO A LY
— LIS LT A FF v VKBRS D et & R UL E TRt L7z, AFfi oMl
FHFTIRODEY
- YUBEFII RO 3B AT,
(DIVEHEA NY —2RBMITE 2, IVERIRT HHRAITA TV a v &3 2,
Q)EMED U &~ FAYATRE,
(3) ARy DE T,
- WL
(DFA I THE
(2) BAENT — IWIE T /b, SPA, DPAIZOWTHIE,
XD 3 A b
T Rz AN R TRHMEAmW O, Y7 b Y =TS T CryptMT & Rabbit, /»—K©
= 7 A} TiX F-FCSR, Grain, Moustique, Trivium 7277,

Comparison of FPGA-Targeted Hardware Implementations of eSTREAM Stream Cipher
Candidates [SASC 2008]

David Hwang, Mark Chaney, Shashi Karanam, Nick Ton, and Kris Gaj
Xilinx Spartan 3 FPGA R — RZ MW THRMKIEZIZHEK > TWDHETOA b U — AR5 E X5
ELT, "= R =T ORI EAT oIz, /b U7 /iR ) 7 TORBEEIT Grain
BEO Trivium 2SEEMEICE L TERL TV, R0V U 70T 2B LT Mickey &
BTz,

Hardware performance of eStream phase—-III stream cipher candidates [SASC 2008]
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Tim Good and Mohammed Benaissa

BT 2= RS T2 A N — A5 DO/ — R 7 3 flifE R, 0.13 um Standard CMOS |
(ZRER L. B EE, T — MG WHEESN . BRRAV—T b 7 SRR x 2R G 2 1T
S TND, MR LAN OFMMBREL T 28808 L7 % B OPEREL#ESC Tow—end 72 RFID/WSN 72 &7
TV = a Y TOMMRE F20E LIS EOMERER E2R L TnD, iR, ke
7wy 7 80E Trivium, WLAN Z40E L7256 D/ 7 +—< o AL L OVRFID 24878 L1256
D/XT F—=< 2 A% Grain 80, Flexibility i% Trivium, Simplicity IX Mickeyl128 &1 9
it oo

On the Parallelization of the MICKEY-128 2.0 Stream Cipher [SASC 2008]

Deian Stefan and Christopher Mitchell
eSTREAM DFfE 7 = — K2 > TV DH A b U — AlFHS MICKEY O m st o F28RE R, Xilinx
Virtex-IT Pro FPGA AR— hZRIMI L, 2 WAHILEEZfEd Z LI2L D, A—T> bAY 560
Mbps, erea—efficient 73 392slices & W9 HE R 2457,

Lightweight Implementation of the S-Box in Pomaranch Stream Cipher [SASC 2008]
Cees J.A. Jansen, Tor Helleseth, and Alexander Kholosha

Pomaranch [Z##A bV — AR GICTEMR BRI REEZET N — Ry =7 FEITH L2
A MY — LS5 THDL, BE O TIL F—2/LTHI 6300 7'— FLEEE T 5, AFKTIT
TAAY ZLOFTHNTND S—box D7 — MHIA S Z LI XD £ffkE LTHKI200 7
— b ( 2 AJJBoolean 77— M) FREEIZIN D D Z & 03K D, S-box 1% GF (2°) EOFREFED
W aFH LTRSS, Zngd GF@Q) LTORBREZMMT L LICRVMELRDLS
— MRAEHIS 2 Z &R,

A low—cost implementation of Trivium [SASC 2008]

Nele Mentens, Jan Genoe, Bart Preneel, and Ingrid Verbauwhede
VAT U FOEWNZELDTF v T A XOENERHEEL, RNV AT D bahid Z LI
L0, FoT I A X/ S<KMMADLZENHKRD Z LR LTz, R E LTHW=D
I%. Standard Cell Core BILNC2 MOS 7V w77 a7 %H 7= Dynamic Core. 1 F®d
F o 7O LICET YA D core ZERLIAME, C2M0S 7Y v T 7wy Fafuni
Dynamic Core D HMWZEDH A XE/NIL< MR HILD T ENFhoTz,

A New Approach to Keystream Based Cryptosystems [SASC 2008]

Orhun Kara and Imran Erguler
JAREBHYETEFAEZRHLIZA N — AR5 OH LWEREZIRE LT, ZOREERT
X, ARRIREEET AV TIESTZBA N — DT U F L) A A2 MA THEBEA DR R Y —
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LEED, BOFTERATCHELEINTE I NEME LT SXETH, 22T, &
BEREZEEZEZ T VI L IAZXNED LD R — VI RESINDNOFEREZLAL TEH
<, Z O A FEH S 5 HELE LT, Accumulation Model, Confusion Model, Feedback Model
O 3L R L, BEMARE LT,

Stretching the Speed Asymmetry of Edon80 [SASC 2008]
Danilo Gligoroski

eSTREAM D gk 7 = — Xk > 7= 8 H D /~N— K7 = T AT K 5122V, Xilinx  tool ISE
WebPACK ver. 9. 2. 041 | CoOIEETERITIEE OIEXTFRM:Z7H~7- & T A Edon80 2% 725 Thy
RiZole, ZOIFMPEL X, VT FU =T FEIET 1 A MEFLT 2 DIZHER cycle
BaNn— R =27 FEETOD cycle #TEI-7=H DT, Edon80 TiX., %% cycle %1% 5,800 &
8 72572, Edon80 D/3A 77 A ALEEH 80 & 507 Z & T, FERFMENEZE T ER LN
KL THIZ, FOREE, AT T4 MFE 8000 T 72587 L7gh . ZThEMBADH LAY —
IVINE EBICEIN R 72D Z Dot

EnRUPT First all-in—one symmetric cryptographic primitive [SASC 2008]

Sean 0’ Neil
EnRUPT (334 MENLOFE LAMED RV, B TR —I ) 71 OH DT 17«
TTHY, Tay s, AN —AES, Ny Yo BB LICRHTE D, B r 12k
FTOKREEL xr, #BZ kr LT L REBEHIKROATEYE D,
x_rt+=rotr (2%x, tx,. tk 1, 8)*9+k, 8 B bt v TOEEMEL R LIZEZ A,
L0720 RAM T, AES @ 4 f5LL E, SHA-1 O 30 {5 DMBLEE Z# KB Lz, S50, BE
BRI ZOFNFE, FiHETE 2 HERITFA TRV E EEL TN D,

ChaCha, a variant of Salsa20 [SASC 2008]

Daniel J. Bernstein
Salsa20 {% eSTREAM DIk 7 = — R~V 7 b U =TT THD , 7V Ay 7 T
20 E THDN BEEWD LIzt X2V T 1 2K 5 b 0 IZHRIENMREZ M 6D 7 Salsa20/8
R Salsa20/12 bREL TV D, ZDOFETIE, Salsa20 OLZENER LD OILHEIA % &
W7z ChaCha20 Z 2% L7z, MlG S & LCRR, BEREIIFRE TH -7,

3. 7uvyJiEE
Related—Key Rectangle Attacks on Reduced AES-192 and AES-256 [FSE 2007]
Jongsung Kim, Seokhie Hong and Bart Preneel
Related-Key Rectangle Attack & MR D MEHEREICHHBME01H D Z L 2 E L=
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B DY FIRIIRT D INTRE R, 2 related—key Z40E L7258 D AES-192 {22\ T 8 Bk,
64 2 L < X 256 related—key Z4HE L7284 D AES-192 [ZDW\T 10 B, 4 related-key %
HE LIS A O AES-256 IZDW T IBEDENTMT A5 Z & &R LT-, AES-192 2B L Tl 4
related-key ZAHE L72HETD 8 DM PRI N TN, ARETIILELERD
related-key & 4 725 2 ([ZHIET 2 Z L 3 HRTW D, F72. AES-192 {125V T 10 ZET
DIENTFERIZ DWW TIIHD TORERTH D, AES-256 DFRNTHRE RISV CTUEIHE RS R I L
~_ data complexity * time complexity iz /N7 MNPz D Z ENHED HFE o
TWn5,

A New Attack on 6-Round IDEA [FSE 2007]

Eli Biham, Orr Funkelman and Nathan Keller
6 B (A L7 IDEA (SxF LT, kLD bW iR TRIEE N WRETH L Z L 2R LT,
5.5 BiTxt LTk, 2° (HDIEPCEIC LW 54k 217 [m15y OFHE TRV HEE FTRE T 28R
RITHAFERNRIL 2 51272 D, F7o, 5 BTk LTk, BEEESC 21%° {8 & s =kfy 2'%
[y OFMEL E72iE, BERIEIC 16 il & b 2 [l OFHR TEPHEE TE S,

128 bit Blockcipher CLEFIA [FSE 2007]

Taizo Shirai, Kyoji Shibutani, Toru Akishita, Shiho Moriai and Tetsu Iwata
CLEFIA 13V =— LA WBRFENEFEFFE L 128 By b7 ry 7S THY | BRI 128
By b 192 By b+ 256 By bO3FEREHT, TNEIRIST D BeAkiE 18 Br - 22 Br - 26 Bx
Lo T, Feistel #EDFIH S TWD 2, TERE S HWHRTWZ 2 7Tl <
4 3 HAEEZ R L, FBEBOF THWD s-box & 2 FiSHIZ T 57 EO R THEMEDL H
Do RAEMIZET 2 H O T, IERMER SN TV D HBEFENEMIZITEN TE 2n
ELTWND, FEENFIT, AES R EPERIEE AL LT, V7 by =T IZB L TR
EPRRELBDOD, N—Fy=TIZHLTITAFE LTS,

New Light-Weight DES Variations Suited for RFID Applications [FSE 2007]

Axel Poschmann, Gregor Leander, Kai Schramm and Christof Paar
DES % ~_— ZZHLIA R L7 7 b T Y XA ERRE, HW OfF/IMED %12 8 Fli¥H & - 72 s—box
Z—FEHD S-box TRET 5, Kim HIZ L > TORINTW D EMZ 729 S-box 424, &
g5, 2 S-box TRER L4, HW OfEIKE 20%M2 5 2 & Ak,

Feistel Networks made Public, and Applications [Eurocrypt 2007]

Yevgeniy Dodis and Prashant Puniya
Feistel ®l7 v v 7S OZRMEICEALTIX, 70 FEBEELT ¥ L L7584
Bl T v # N L 72 5 2 & AR LTz Luby-Rackoff O#FERH 5, LinL, EEOZ
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T2 RBEEIIEML T v & LB TIZ VWO T, ZOERFEEM LT, 7 vy RESE TH
ABE (unpredictable) BIIC 95 L9 An-Bellare OT7 A F 7 HNHEN TV, flimi
MW ienote, AEETIEZ, 70Uy FEERTFHAERBRETHLLE, 7Ry ZIEE 2n
By h&T 5L, Feistel &l o (log n) R THELLT X LREEIZR D Z & &R LT,

Linear Cryptanalysis of Non Binary Ciphers with an Application to SAFER [SAC 2007]

Thomas Baigneres, Jacques Stern, and Serge Vaudenay

HANATY - T a7 B LI RHEZ R LT, AT U THLT ey 7S
LiEEy NEALOYMATERIEEFI &S S-box 2T THERL SO DO TH Y | FIREFEST —#
KFOEy NEliE/ P2 B b DI T Y - Ty 7iEE LS, FEASL T VRSO
PTG &R LT SCiE 4 £ T, Granboulan 512 X % FSE 2006 OaSC L7 < . A4 fRHiik
BT 2 O T, BIMGHEICET 25U EN o 7o, AFER TIE, MPHGREETED
EAITHIG ST, ZOREE, SAFER 1T 5 b B W ENEH TE 72,

MRHS Equation Systems [SAC 2007]
Havard Raddum

RN S—box 721 DT 1 v 7 W5 &Rk 35 MRHS SRR AR E T 5, ITHFEOR S
BT B CIIIERRIE FRRAMEIC L A WBOWENEA TH D, GF(2) EOZEHZEHA (P)
Z RACHIREYETE (ANF) TREIR T2 O3 EIRIZN, EEICIFHRIE I RXE ED X 5 12 ONn
BRI T, LR UIEEHERBEA R E < ERMTRN -T2, AFETIE, FQ) E
DEFH RN L CTHEEOBIERE A CTIE- EANTEEOEEZ D, 2D X 5 IZHIE RN
THEWCE XOHUNEHOEETY 9 5 ThH 2 Multiple Right Hand Sides (MRHS)
ZRIFA LTz, ZORE., 7EkD N Courtois DHIER/ VT F—HEZFALZSHAE LY.
fi e RO FLAR S EA L S D, DES IZ oW T BRIz ik 2R L7z,

Cryptanalysis of White—Box DES Implementations with Arbitrary External Encodings
[SAC 2007]
Brecht Wyseur, Wil Michiels, Paul Gorissen, and Bart Preneel

DES @ White-Box FE&M LISkt 21509 5 LA B L1z, White-box FEH &1L, K5
bSEZESFH -0, SEHRE LIS T L IY XAEEMBRBRT —TNVOFRy NT—71C
T D Z L CHFULT 2 FIEETH D, ARRKRT, EoMatiEz#aib L7 v N2
WH LTz, ZOfER, 2HOEETHHETHZ LN TE,
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Improved Side—Channel Collision Attacks on AES [SAC 2007]
Andrey Bogdanov

AES IZx}3 2 NI RE Tl = 228 2 FIH L 72 BT 2424 L7, K. Schramm 5137 2 v
7 W5 D S—box ANNTHT HEEEFIH L HBEZHEZL L, FSE 2003 T DES, CHES 2004 C
AES (2%~ 2 B/IMMNTHRE R A 7R LT, AES OFFNT TIE, 55 2 Bt H O % S-box IZxt9 5 1 /34
NN Z BN OB L, kT3 2L THEHEOAELZHEE L-, ABETIZ. AN
MECDE D D (BROF ) 2B LHET D354 Be D S-box TR LT, %
7o, SEHEEICIZIE N 2T T 2RI LIeBRR 2 T o, T ORR. 6 BIORIE & 2715 27
YT DFTTA LFRICEY | 0. 85 THEGLCARE) LTz, WIEZ 7 [BINIH0T & Mg
FTTAREZ AT T THEF 0,99 TOMFHIKRTI LTz, Z 0K T AT ) TR
TEXHIFELEL LR,

The Security of the Extended Codebook (XCB) Mode of Operation [SAC 2007]
David A. McGrew and Scott R Fluhrer

20044FICHREE ST ZXCB mode of OperationDZEMEF M Z1T > 7, EAMICIE, TEEE
SISWGIZHEZE (20064F9H) + Key storage D=L « LML DO FAL « nonce mode DFE/R
L ZFOHTOXCB mode DEARFFAZ E %4778 >7-, nonce mode TIXEXLDOEEINT o v
IS DORIDAUEE YD /NS RGETH > TORABIFMT 5 Z EAHIKD, XBCmode 13
WETES% & LT, Galois Counter Mode (GCM) of operation ZFJH L CkH, ~— R =
T VT MY =T WETOREDOFHNE—FTHLELTND,

A Generic Method to Design Modes of Operation Beyond the Birthday Bound
[SAC 2007]

David Lefranc, Philippe Painchault, Valérie Kouat, and Emmanuel Mayer
#Hr L\ mode operation DHEZE ALE D generator D minimal distanced 23 1LL D linear
code D~ ~VU v 7 AN PRF (Pseudo Random Function) ZA&pk4-5 = L 23HSkk, = @ PRF
ZFIH L TH LV mode of operation TS MEMO MRS 2 2 L AHIK D, MEMO Dt %
2 U7 4 bouid, MRS & 72> TV D PRF OEF 2 VT 4 LRV ERETH D,
PRP (Pseudo Random Permutation)7*® PRF ZAEACT HILHBI R FIENRE SN THY | BE
f7)7: & LT PRP 725 PRF 24T 25— R & L THIG S CENC B4R b DFIEDOFRRI e 7
— AL LTHADZ EBHRD E LTINS,

How to Steal Cars — A Practical Attack on KeeLoq [Crypto 2007] (Rump session)
Eli Biham, Orr Dunkelman, Sebastiaan Indesteege, Nathan Keller,
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and Bart Preneel

KeeLoq &\ 9 @ik B2 EOBEAFHICITFEASNTWVOBRED T 1 v 7 5363 5 K,
KeeLog (I7 0 v 79 A X 32 'y b, 64 By MET QM- R Z « hIFRERFREOH
DEEIZEBAINTWS, BRINTZDIL. Key Recovery Attack T AT A Rk L

meet-in-the-middle W& L ZHlAHOHE, 20 OBEEEL(H L < IR Z30) = v, 21°

R OER L MB L TOAEY 2T 2 E Mk E LTWD,
1 He& 50 D dual core machines N&HILIX, 2 HRERE CTHBENARETHDL LD &,
AAERIL, TERR STV RIT A 500 fEFREH < < 2 & 3 HIk 5,

Invertible Universal Hashing and the TET Encryption Mode [Crypto 2007]

Shai Halevi
TET( for linear-Transformation; ECB; linear-Transformation) & FEIXAL 25 mode of
operation M #EZE, MEKIX. hash-ECB-hash RO A2 L TEY ., 2R L 595 K TlE
hash-CTR-hash (23T VY, hash-ECB-hash Z k3 5720, Hizic7 v v 7 BALTO
universal hash OREFKZRE, TET OPITHIAAL TN D, £z, OMAC DETOURREE
ZL TET oFIZFHAL TV D,

A First-Order DPA Attack Against AES in Counter Mode with Unknown Initial Counter
[CHES 2007]
Josh Jaffe

AES DA D ZFE—FRICH LT, B ZOMHIEE 70y 7 SOH N EZMD Z L7 <,
WAEEITT HESENMNTE R Lz, (6RO 1 R DPA T, FEXELEREXOEL DL
DB STe, A7 BE— REeRBERRE L, XD TAL16 By MIHYT 5 2 D

%5 1 Bt S—box AJJOMAWEIZAE B4 %, i d 5 216 HO AT L HEEBIY 2 il
72 DPA T, Wio (bt 128 By M ARFE CE 7z, ERRICH S5 7 — 2%, 216 LB EH AT
BT D 213 fHTdH D, DPA T 0 7208 B « W5 L DM S & RNHE & 2 KUTHHUEDR &
2,

Differential Behavioral Analysis [CHES 2007]
Pascal Manet, Bruno Kobisson

ITEN ST (DBA) &%, /17500 it (DPA) (2 BRI BB D —FE Td %5 safer—error
BrabE, VA FF v FAKEO -FTH S, DBAILAES OFEIEITHT LI 2 b—
VarOfER, FEHICADTHDL LR Lz, A~— M — R SITki7 5 FILH 8
(Z0E. DPA D & 9 722 BB | [ ORRENMEZ R 9 2 8 fE K&, Fv 7 - THA U &2 E
HENT DBERER R D, MEREOT THR AL EFICFIT LGN ET =y
7% %D safe-error WE(SEN) 12 ThHh D, £ 2T, BMFEKED M TH S SEA & DPA
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P HA Y- W5 % Differential Behavioral Analysis

(DBA) A BH%E L. AES % 24 L7 [mIBRICHHEH L7o kb R, BUERZREREE T DBA 23pEh 975 2 &
Moo le, BIZIE 8 # TR VDR WREMEAMIR LAl S Z 32 &L Tafte y FAVET
T&7z, £72. 1 By MNETOREMENG IS ¥ 5 & &, FiX 16 BEIOHIE TILRED 8
By PREITTE,

Collision Attacks on AES-based MAC: Alpha-MAC [CHES 2007]
Alex Biryukov, Andrey Bogdanov, Dmitry Khovratovich, Timo Kasper

7y 7S ERH LUERRREF AR T D Alpha-MAC (Zxf L, WEEZICE H L72E 1K
BTV, BAOBEICHS) Lz, Alpha-MAC 1% AES © 7 v > REIEAFIH L7 MAC(R »
T—URBRES) TH Y . BEIC AES OFZERHIUTEH T MAC DHEREDSBINTE %, S HIZ,
LZEMIZBE L CHR U MACEZ R ORI LY A XD XA vt — 5 7uy /U EA 7ay s
[T 128 By M) THDL T ENRFESN T D, DPA ZEMH L72 L 245 Alpha-MAC D#Ef &
BHEE LA OWERRAEZ DPA THEE T 2 HiE & BR TE, 29 OB A v & —2 2T %
HEZT T, A, 47y 2L 170y TRILMACEZFOA vy -V 2R A L,
ZEREFLICERRRE RIS 27 A4 77 AE AV,

Secret external encoding do not prevent transient fault analysis [CHES 2007]
Christophe Clavier

WHOT 1y 7 EORIREMEOF TR LTy 7SO AN 2R 2 & T%
BUENEED LEBEZLN TV, MFEKEIC K > THETE 5 Z &% DES & Triple DES
OFITR L7z, Boneh 1%, Burocrypt 1997 TWHEITOFHERY 25| H L CHE AFEISRE
B2l o 7o RSA MG 5 DELENHEETE 5 Z & %R L, Biham (L DESIZXf L CTH [AARICH B
TEHZeamlic, 20X REENMAKRIIET 570y 7 5OiiEE LT, 7
By 7 W5 ORR 2 B8 O 15 1 G THRETIENER S, FEERIZ GSM X2 pay-TV THEER
ZHEPN TV D, FEDOREICBWTEHAERY 285 LIEL., £DORY DRz
U CNERIRREZHEE 95 Ji1E 2 BA% L, DES & Triple DES OB CHZMMEZMGEL 72, K
HI DI A 3 Lo SAUIZ 9 5 iR 3T LV,

Two New Techniques of Side—Channel Cryptanalysis [CHES 2007]

Alex Biryukov, Dmitry Khovratovich
2 OOFLWH A RF ¥ FNRGHETH D, NATREE LK E & L EEIZZUEZ T L, AES
3D 128 By MEREEHMZTL2VLENAZER Lz, 70y 75 218 OE
TIFERT Tl Fel) & Fete DEBR DB RITI2 5 DT, RN 2121%. &l & &
BORETI T~ AT T HHEREZEZND, ZO X5 ITHEX R A M L= 328&1%, BEFno
Ms 2 RHD 1k 1 B THRATZEMEZ®EO LD LFAFEOHRNH D, ZNHITH L,
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TRy IR OREREIE T D ARREE S R &y BB SE A B A FE R ISR L T
EEEH L, TORE, &YIO 2 Bea 584~ A7 LIz AES (29 5 R A REfEf 294 8 G,
75 BIORE & 22 [BIOFHHE CTILRHED 32 By "BHEE TE 72, IO 4 BEEeIZ~v AT
L7z AES |Zx19 5 Z B2 8 C . 2% Bl ORE & 2" [ OFHE CHOREE 96 By F3MEE T
T,

PRESENT: An Ultra-Lightweight Block Cipher [CHES 2007]

A. Bogdanov, L. R. Knudsen, G. Leander, C. Paar, A. Poschmann, M. J. B. Kobshaw,

Y. Seurin, C. Vikkelsoe
F BT, EFICHE I A FBMERW, 64 By T a w7 O7 a7 IS PRESENT % §%
Gt L7z, W bIEEEL eStream TEEHRO by FLULDRA MY — A5 LRAI%ETH D,
NIST |2 K % AES OFEME(LLIRE, #7727 v v V5 OBEMEIFIRT L7z, LarL, §ilKa
FHEFWICRKREWVWRFID LYY « Xy NU—7 O L) REEEETILAES b+ & 13527, LY
BELRT 0y 7S OMLEMLBAET D, ZOEKRITSA, BeEIIBET 5 2R 2w
MR, 7my 7R 64 By b, K80 'y hd7 1w 75 PRESENT ZBH% L7-, &K
I3 31 By SPN AT, 324D 4 £ b S-box & 64 By MEDEHZEY K, #X7rY
2 —/L'% on—the—fly THE MR D K HIT LT, VHDL O Y —RIZVSTIEHET 1 757 U Zffivy,
UMC L180 0.18u 1P6M m Y v 7 « b ATHELE, I 2 b — 3 IZIE Mentor
raphics Modlsim SE PLUS 5.8c. &f%IZI% Synopsys Design Compiler version Y-2006. 06
M LTz, BEFOBRIETH %80t MG, B, BRI 4 5%

EVEEER LTz, A—T"v MITF v 7 A X 157068, BESIHE 51 W T 200Kbps % K L

77, 128 ¥ M AES O/NVRISEEECIE, 0.35um, 3400GE T 12. 4Kbps 72D TIL 5 MIZiK &
Th 2, BEMTIE AES [TH> TWDMR, ZNETFICZEMTMAEE DITITRETS 2
FREE DRI LETH D,

On the Power of Bitslice Implementation on Intel Core2 Processor [CHES 2007]
Mitsuru Matsui, Junko Nakajima

AT ND Core2 7t vy HORMEZIENLTEE Y AT A4 AT I - T, 3GPP X GPS
772 E O TR T D KASUMT SC[EIBREEHERS 5 AES /N FEEE A FH Lz, By b
AT A AT, Biham 2% RISC 9~ 7° | C DES O EAb &2 WA L CEEIZT 5 72D1248
RINlz, By FATA RFEEEIL S-box OTFT —TNBRENEL LML, XA I T
BWERICIER D Z &0, 7Ry VB EON T ZE—RZHELTNWDZ Lnb, ITFEE
HIfnuTwad, Lo, FEEIZIIE Yy 2T A4 ZTEHAIC ik/ykﬁibﬂ’(b\&b\o
ZOHHIT, By FAT A X :M\EfxT—&ﬁafW)%ﬁ&&i?é@:x FRREWVNLLTH -
7z & Z T, Intel Core2 mt v ¥ SIMD HEAFH LT, 7 — B XNOEHABhHE(
T 52 L&A T, KASIMI OFEEET 4 5o mE# b, AES TIiX 9.2 cycles/byte &9 AR
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AES Encryption Implementation and Analysis on Commodity Graphics Processing Units
[CHES 2007]

Owen Harrison, John Waldron
GPU ~T7' 1 7 55 AES & Bl T 28 LT 7'e—F &R Lz, GPU OABMRED
X CPU % B b 0D, 4FETT R T7 AOHMBEMED -T2, BHRLIELISMNIITH
FORP SN o Tz, FlrlE—HERm Tﬁ{tﬁﬁﬂ%é‘ﬁ&boozhé# B NBUR L
BHHTTT, WS AEZ B LG HIIE 2 > TRV, GPU 28R SB[ N T D &
EBEZONDHHEBIC, WHLE 2 Sd blsiEE 5 2 & & CPUICK &1k - BB DI &
TERT DLzl D &V ORHEN D 5, WHIBEZTENE D570 LT AES ZEW
GeForce 7900GT L TT7 A XA = MIES T 7' v —F T 870.8Mbps ZiERK L7z, Z
n&%@wamt;%%ﬁm#%:i&f&wﬁ GPU 23K < —fREICHFIH ST,
CPU OB faf 2883 5 DIZIE A TE %, GPU IZHF BB A OmaE ~ MBHE SR
WAL BRMERE B 1 B35 EHIfF T B,

Multi—Gigabit GCM-AES Architecture Optimized for FPGAs [CHES 2007]

Stefan Lemsitzer, Johannes Wolkerstorfer, Abrbertfb]ben Matthias Braendl1
afb & A v —UFRREE[FIRFIZIT 9 GOM B — RC, 7 u v ZKEIZ AES Zfi> -4
DWW, FPGA BT, fEMmfE, 10 @ED ~ L — N4 7 Z il L7 B IEZBR L
7o AES IZ 2001 4E{Z NIST (2L D FIPS 197 & L THEE¥E(L S 41, AES @ GCM E— R [RI4E,
NIST SP 800-38A |ZFC# &AL7=, AES O GOM &— RO E R FELE T, ISCAS 2006 THERENFE
F L7 0.13um CMOS ASIC FEEEIZ X5 42.67Mbps & W FERNH 5, WA, HmE. 10
BEDOMD F L — R4 7 Z2EH << VHDL T=— Rk, Synplify Pro TAR L. Xilinx
ISE IC5EE L7, Xilinx Virtex4-FX100 |Z 3 DY A XA AR — K~ L7= AES @ GCM &
— FZ&FE®EL, 2L —TF v b 14. 16bps, FELEGEL 13. 2k-slices(31%) . 110MHz Bh{ED
114-block RAMs Z 3Rk L7-,

An Overview of the ECRYPT AES Security [TFC 2007]
Henri Gilbert

AES DZZAMEIZDUNT ECRYPT 23 & & D7 @S E OB/, NIST (2L 5 AES DREND 5
EPRES T2 Z W LT, ECRYPT TIIde T DWFFERUR 2 S U 72 AES (29~ 2 22 Rt o>
BRSBTS E SO B, 2006 4F 1 H AT T “AES Security Report” & LCABR &S, =
DFRITMEEOMELEN LI b O T, famlL, ¥4 FFYy 2V HBEHTLHE, 4
FCRBESINTZKBIET AES OREMEEZENT HOIERNEWN D L DEo7-, HffiiC
< B L7201, msw%L\ﬁ#%&£$f@5#A%bﬁ/ﬁ%%ﬁﬁ/7~x7y
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W %ty PR (Square WERE), RBHE, Ty v a A IV THERY, 128
By N AES 12k L CiE, SEEMICIT 6 Bk CIWEEATRE T, & b RERA L OIXER sy Fn s
(Partial Sum) C, 2% HOBPFIC L WES(L 24 B3 OFHE CHEBEAEE &Gl ST\ 5,
Z O 6 By AES (2 ATRE 2R BB VAT, Square HUER (2, 27 [E]) & T — A T LK EE (2T
A, 2™ [E) Tdh D, 7B AES (%L TH Gilbert-Minier B (% 2% {H DR ESCTRELT 5 &
LTV 2, GHREDSEOEEGERO 215 [ L 1ZIFF U720 THREMRBRILR WV, 7272 L,
Gilbert-Minier 2% 192 By Mgl 256 B MED 7 BHZIZAN T, & HI12 22 HDIRIR
Ll 2M el DR R THBEARETH D,

Algebraic Cryptanalysis of the DES [TFC 2007]

Nicolas Courtois and Gregory Bard
71y 7 W5 DES (2R DRI D FEFK, DES (2K L CHUCBI T 2Ny A g < ik
ELT, HUABEEEEZHWD kS SAT-Solvers # WD Hika Lz & 2 A, FiFIE
BEAN-SC 3 BT 6 Be kT, A TREM P 1 T 6 Bk THRIT 7o, 7V Ay 778 16 Bers
DTELHFERTITRVA, BIREWRIR TIEdH 5.

On Tweaking Luby-Rackoff Ciphers [Asiacrypt 2007]
David Goldenberg, Susan Hohenberger, Moses Liskov, Elizabeth Crump S
chwartz, and Hakan Seyalioglu
tweaking &%, AU T NVOBE AR OBHITME /L EOWLIEABINT 5 Z LIk > T
e M% F 5 )15 TT, R Schroeppel 3 NIST (2 &% AES ABEDBRIZEA LTz, 71 v 7K
512 tweaking ZEHT 556, BRFORSIZE L GEHTH LD, &IN5 tweaking &
ANDZ L ZBELTHITD2ONRMEHNE I NEIAWL o7, ZDOREKTIL,
Luby—Rackoff #i& #FIH 35 Z & T, tweaking N4 F TR OLIERRIZEMELKETED
BENDHDHZ ENRINT,

Symmetric Key Cryptography on Modern Graphics Hardware [Asiacrypt 2007]
James Goodman and Jason Yang (Advanced Micro Devices, Inc.)

B H O vt v Th D GPUIE, CPU LY ETHREDOHONAEHTH L DD, B
HERERECFIH Lod W' e 7T o APT N 72720 IS 3R shiginoTe,
LU, BB GPU CIIs/ 2 BN i S ookl 7 m v 7 5 CTh 2
AES & DES %524 LT 7z, AMD ££0> HD 2900XT 2°F 7 ¢ » 27 J1— N 1 e & AV, il 920k
KOy hAT A RAEREEToIzL A, 3~306ps CHEA TE 72, T, E% O mHE CPU
WX L CIRI CNBEDSFEEZ T 72D XLV 6~60 5@ TH 5,

Known—Key Distinguishers for Some Block Ciphers [Asiacrypt 2007]
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Lars K. Knudsen, and Vincent Rijmen
distinguisher &iZ, BHAWS Lo vy 7 WS- T AHIBIRO 2 & T, B 5k
EAEET DK EICHM SN D, @, distinguisher [FEIC L LT 2 b0 Z2FIMT 5
. ZOFERTIIBIMORIST 2 b0 FIM L, FrE OBEGR & 72 3723 - 5 3o~
TaROF5EW MBEARE Lz, BARFIL LT, BOoRBEELMMLE 7 B/ LTz
AESIZxIT 56D E . 7B/ UT- Feistel BURFEICxI4 5 & D &R LT,

Generic Attacks on Unbalanced Feistel Schemes with Expanding Functions
[Asiacrypt 2007]

Jacques Patarin, Valerie Nachef, and Come Berbain
Unbalanced Feistel (Z7 0 v 75 DHEED—>T, OV 770y 7 OIREEZFED O
170y 7 nbOIERIBHIMEZ INE S 20 %2 1 B & LT, ZnZaivikd Z &L Tk
TR 5, ZOMEOR G E LTI, AES OR#&PBAH & 722> 72 IBM O MARS 2K EREHEIC b
72 o7z Skipjack WEA TH D, TOHRETIE, 2 KB, RIVKE, HERETVKED
SHHAZBEM Lz, 7y 2R kEdonEy hOYV 77wy 7 THEINLD L&, BRTTBR
BIZL o T, Bifb 2 By O R E T, 3k-1 Bt TRERE U B BRI R S, 6~8
BTt U CIEEH R SR THAMED R S 47z, TERDFEEkIT. Crypto 1998 TC.S. Jutla
PAFEFR LTI S BEZ L % 3k-3 X2 DT, WEORITEmE > TV D,

Bit-Pattern Based Integral Attack [FSE 2008]

Muhammad Reza 7’ aba, Haavard Raddum, Matt Henricksen, and Ed Dawson
AESIZH ¥ 2 i b RIRINRBEEIE L LTGRO BN TV OB BIELEZ IR L, 7 r v 7S
?Noekeon & PRESENTIZJ# ] L THEBE DM A #ERE LT, HEROFI B TIE, S-boxdD
AN RE =B DDEEDPD EL LN D X IR AN LnEZEZ TR ole, 4
BEIDOFETIL, By b R = FTRBITH LW IBEEZITo 72,

Experiments on the Multiple Linear Cryptanalysis of Reduced Round Serpent
[FSE 2008]
Baudoin Collard, Franc, ois—Xavier Standaert, and,]éani]écques Quisquater
MR ARSI IDESIT )T % Bie b 2D D RUMiRiE & L TR TN D 28, BN TIZ & SAPN
%ﬁlomﬁ%%%%ﬂﬁbfﬁmm%%%mﬁéo_®%%Ti\@ﬁ®ﬁ%ﬁ%@ﬂ
I L DfRGENROUET H HRNERET L, AESEBRFORKE S5 I E 77 1 v V5
Serpent|ZiH L CHZMEZMER LT,

Impossible Differential Cryptanalysis of CLEFIA [FSE 2008]

Yukiyasu Tsunoo, Etsuko Tsujihara, Maki Shigeri, Teruo Saito,
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Tomoyasu Suzaki, and Hiroyasu Kubo
V== AHBRFES LRI L7 vy 7 K55 CLEFIAC X 2 RaB 2 BB 27l A, 128
By MEOGA . TVARy 7 OI8BITK L, 12B0E TR D KL ) D72 nGHHEET
KETEHZ LamLic, REROREESKBICHT H2MEHIAT->TEY . HBHRO
RWAREEDREII DT T2y, EER L7 A= E HIZHERO BV OF RLIZ
P LTz, 272U REM BT BERNRHBITIT R > T,

A Unified Approach to Related—Key Attacks [FSE 2008]

Eli Biham, Orr Dunkelman, and Nathan Keller
Ta oy JWESICKT DA BRBBIED — DO Th L FEBKBEOR RICHET DK, AkD
B JEL B NS Ry b D O G NR 5 TW DT, Ji #iPH 2 IR 2 72 7&57
TR MBI ST, ARIORER T, MBEORFTZIEN L TGS 5 HIELRE
L. 78 v 7B IDEADSELE/ Nl (7 /v A~ > 77 138, 5By) DfRFHZRLEN LTz,

Algebraic and Slide Attacks on KeeLoq [FSE 2008]

Nicolas T. Courtois, Gregory V. Bard, and David Wagner
KeeLoqld, A=AV 7p@D0 0 ICHERFRIC KX 2 EREBECTHEI RO R 7 Ot & 2B
FHYAT LATHHENTWD T 0y 7S Th L, LT — Ry 7 -7 by
2B ZFIH UTeiEH T BRICHBEN WS OB R STV, BEANESC 2% E & 3
ThHDHRTHIENTRNoT, SEOFEELTIIAT A FEBEERBEKLBEZMAEDED 2
& T BRSO TR T & S kAR LTS,

A Meet-in—the-Middle Attack on 8-Round AES [FSE 2008]

Huseyin Demirci and Ali Aydin Selc, uk (presented by Orhun Kara)
distinguisher & [ZMEBOMERBEHREN T L & LA TR L2 HBITH20 OB TH S
P, AESO BeBISE5 B %t 3 2 Bi#loddistinguisher A8 AL L. AL FIH L C256 £ v ik
DAESIZHT LT8R ET(Z/VT U Nidl4B) . 1928y METIHTERE T(Z /LT 7> Ridl2
B KEBETET,

Block Ciphers Implementations Provably Secure Against Second Order Side Channel
Analysis [FSE 2008]

Matthieu Rivain, Emmanuelle Dottax, and Emmanuel Prouff
RAIRYA FF XY RNVKED —DTHD 2RO (F257) BRI L TRERT vy J 5D
D FILEZRE LTz, 70y VW EOFEBERBHRDO—DTH IS -boxDE
HrTRTAHZEICEY, BOVEEEET VO T CEEMENEHTELLOICLTWVD,
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An Improved Security Bound for HCTR [FSE 2008]

Debrup Chakraborty and Mridul Nandi
HCTRIFNEANABID AN T A —F tweakZ MM L72 T o Z AEH L LTRREL 70 v 7
W5 D—>Th %, HCTROEIEMERITIFFIZE NS DD, $REH DN K 27O
FRIZHEF I L2 EMBEER D 3 RIZHAIT DL 0D DT, ZaMiT+oThhotle, Z
DRETIE, BEMEOTRN, 4.50%/2" (ZZ2Thn F7 v ZiEORS, o FEMEKR)
THIZAONDZLERL, MEFORBEGY LV, LV EWLEMENRIETE L &
Zas Lz,

How to Encrypt with a Malicious Random Number Generator [FSE 2008]
Seny Kamara and Jonathan Katz

HIBEERE BRI DI BRIL T o F Dl ad Y aR RO AT 7 WSk LTERT 5%
BHELLTET/MEEND, ZORERTIE, Z0aAf BT X AIRLNRVIGEITD
WTHD v, BT AL Z ATV IBIRELBOLEE (CRA) Z 88 L. CRAIC KT 5 M A 4
e L7c, F72, CRA-secure & 72 2 BAKM 72 F A2 0B L7, —Di%, BER O T,
CPA-secure/gif 57 /b A Y X LINOIEIRT D, b0 =2, AIERDOA v E—=IITHIET
& % &£ 9 IZCTR-mode % {ii& D 5 AU LA & 722> T D,

4, NEEET N TY X A
Towards a Separation of Semantic and CCA Security for Public Key Encryption [TCC
2007]

Yael Gertner, Tal Malkin and Steven Myers
Non-Black Box DEaEZCTlL. Semantic Secure public-key primitive Tdh-o7-& L TH %
UL E A L7 2L, Chosen Ciphertext attack IZXf L TCEETHAHLI LEZRL TS D
LlZiE e, L) ZE AR LT, Semantic Secure 72 encryption primitive 25X
CCAl secure (F 72> CCA2 b)) 72 HARE T D &L 5 72 black-box reduction [F/F7E L 72
WZ & &R L7z, Semantic secure 72 encryption primitive % &2 CCA ZAHRLT 2 ik &
L ClX. non-black-box &3 257h, Kek725:M % Wi7=J encryption algorithm %, FFAH%
T oxtg b 7Y XAOHFD decryption algorithm O FTHIHT 2 Lok, &
LTW3,

Deterministic Polynomial Time Equivalence between Factoring and Key—Recovery Attack
on Takagi’s RSA [PKC 2007]
Noboru Kunihiro and Kaoru Kurosawa

RSAIZHET B E LT, RSA LD b EFHEENERE 25 FANEHARRICEIVIREINT
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W5, ZOEHFXTiX, N=p' q, ed=1 mod(p-1) (g-1) DAV TS,

ARFEFE T, ed=N"""1, |p|=lq|, r=0(log log N) THDH L IREEIZ. N, e,d ( HL.
ed=Imod (p-1) (q-1) ) 72°H N (=p" q@) DORKBMEZ LR TRD D Z LA ATRETH
HZLERLE, ZOMRITEARROERET D RSA IZHAFATRETHY . LFLOSRMETH-
THEICEDOWMERERD D Z ENHRKDZ EER LT,

BEFD May HORERIZ, ARFXOERIZBWT r= 1 L LEGAICHE L TREY, A%E
TR LICRERIT May HOFRERDOARBRIETO— b 7soTWDH EEZXLND, ITOR
{KEJFVE L L TIE, Coron & May 573 RSA OFENTOBIZ VN LLL 2 W= FiE2FH L
TWn5,

Toward a rigorous variation of Coppersmith’ s algorithm on three variables [Eurocrypt
2007]
Aurelie Bauer and Antoine Joux

Coppersmith (Z X > T/RESA TV D lattice X—ADLIAD small root & f2IF 5 Fik
IR 2 AR E RO EN S D% I heuristic RPIKICE EE o TD, Z DML TIL,
Hi-ISHFERE 2. AW TO short RSA exponent attacks % SEESERAT-, T
2T A5 47 & LTIE, lattice reduction technique T2 L 7 —REZFH L CTHERR
LTW5s,

An L(1/3 + epsilon) algorithm for the discrete logarithm problem in low degree curves
[Eurocrypt 2007]
Andreas Enge and Pierrick Gaudry

— A7 FE R B D6 DT XY OWED T D genus (HiE DL (T LT/ha<, (F
FricE 9 &9 7)) 7 o3 T v A 2e b OISk L Cl AT RE 7e BERC B R RE 0 h =8 i 2 figg ik %
AL, RIHMEEO DI LT TE 508 Z D% A X genus ([THARTEIIZERL
ML WE DI LTEMTE L HNER-TERY, ZohG., BEBoHRMEL . ¥R
BHFHRECHIERRECTHD L LTND, ZOmE, EFmCEIRIINT,

Non-Wafer—Scale Sieving Hardware for the NFS: Another Attempt to Cope with 1024-bit
[Eurocrypt 2007]
Willi Geiselmann and Rainer Steinwandt

BIRSDVERAN—F Y =7 25, ZHa W TEBERIZS D WD O EdE bz - T
Wb, RCEon—Ro=T7Z2FMHLZLDE LTI TWIRL (a wafer-scale design) 73
BEIZER R STV D23, TWIRL (CHARAS AT 2~3.5 [FREEEVA, A U BEHIEL T
W5, DRAM Z 458 L. memory b CHHRIMAIREZR #7202 20 RANICFIH L TV < 2 & TRET
VEERDAEVEZBOLTCND, Fy7OREEIE, 172 cn® LD L, A MNIE
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DL BN DENE DB, T35 AOMERKIZ 10 55 Kb, b—4 /LT 20 {7 K4
MmHEDZ L ThHoIZ,

Edwards Coordinates for Elliptic Curves [SAC 2007]
Dan Bernstein

Edwards JEIEZAE 9 Z LIT XD T BF v RV BCBEIZTRY W [ fh s 5 0 F24n EBL T &
%o FEM BRI 5 ClE i D Jacobi FEAETIX, 2 (AR L INE N R ZBOREICR D
TOFHARRICGEVRELD, ZNEFIHLIEZ A I V7 RBERRIERIZR S &0V ) [HEN S
72, Edwards FEFECTIL, 2 {55 EMENE U 2O THERRIZZEZNELT, ¥4I
WK U CRARFEENFEBR TE D, /o, flx OFEFICHT 2 mHEE L R TH D,
ZIMBFEODIFE A ERHD THIZT DO X H T, 4%E 3 FHICL DBAENFFZiL b,

Another Look at Square Roots (and Other Less Common Operations) in Fields of Even
Characteristic [SAC 2007]
Roberto M. Avanzi

EHROFE D EIRIZETCE ABENZHEXOED F &2 L7z, 2004 412 A Menezes ©
(T e BB 3 THAZ RS Z L CEHROFENEGEMTE D Z & 2R L, ARFK T,
TR ORISR L, FHROFENELS 272D TR M2 RD T2, O
R OEHIROFHREN@HICETTE DN ZEHAOGE MR T 5 & &bz, FL—XG
R 2 kEHEAOm L bR LTz,

Cryptography with Constant Input Locality [Crypto 2007]
Benny Applebaum, Yuval Ishai and Eyal Kushilevitz

FOCS 2004 (28T, DK 2 D vy MEI (S FRUEIZES <HE) AT O EEFEE D
By MIUNDL LNEEEZZ T TR, W FERIRENTND, AEEKTIZ. AR
WCEBT 5, BEMRMERE LTI, nonmalleability OMEEIIASI DK 4 DYy h3E
BREOHAE Y MU ULINZDORENE K LW E, T 52 ERAHETH D Z
LHERR LT, 7. BERRKER L LU TIL., error correcting codes TOAEHANERMEZ K
FE LA, (725, random linear code @ decode DRSS McElice FEH- D %24
L) ANNDOFE2DE Y M, EEBREOH I LNEEPBE L LWL REETH-
Th, —HmrEREs, BOEE RS, =y b AV b, semantically-secure 7272
B ENEBRFTRE CHD Z a2 Rm L, ZNDlE, £5DT 7 N7y OBy MR AT
DALAZ L MREEDOE y MEOFZE L2 T TRWIGEICOMEARETH DL T L a2l
2o TR DOFRERITHN TOMRIRMERZ FBFREL THLOTH L, TOmXIE, 54
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A Hybrid Lattice—-Reduction and Meet—-in-the-Middle Attack Against NTRU
[Crypto 2007]

Nick Howgrave—Graham
INBREERE 5 NTRU Ot 2 A BASE D 3RO 2 WEBIZIH N T, BB L8 x
MEEDZ L CHBICHLERFFEELZHI L2, NTRU 131 LoRE~7 MVREE 24
PEDIRIL & 3 2 ABHEENE 5 Th D, ABRENOMERZ KD D HiEE LTI, FH—HX%
B FRETEFH LI BEO 2HEA MO TV, KR TIE, PR E LT
BILEAHLEE D, TOMNE, WRICVNERFHEEL 252025 29 [THIR L 7,

Finding Small Roots of Bivariate Integer Polynomial Equations: A Direct Approach
[Crypto 2007]

Jean—Se’bastien Coron
2 ZROHSIIEEUR IS HA D/ N S e RO 20RO B WHIEZ B Lo, 2 ZBHOEE
B HAD/NSIeff 2 RO D Z L1d RSA W5 L X DRV 2 KEST 2D0ICFIATE 5, Bz
X, REBHHERE d, EE N L Lzl & AP Ao T RSA BE SN CTE H 2 LY,
Eurocrypt 1996 |23V T D. Coppersmith {2 L > TRENTWD, 2 TIIBFIEITCOFIE
ML T 5, Coopersmith ORI IZ < S EHETZ 72D T, Coron IF L v Bifize
SRAFTE % Eurocrypt 2004 THEFE L7z, WIiI722h3R 1% Coppersmith O HEL W H -7,
ARFEFTIL, BEURE D 2 BRI Z R 2o T BB OXT 2R LTz, €D
fitifi. Coopersmith 771k & NN HT AT [RIFE T H D B2 SRAREE SR T & 7o,

A Polynomial Time Attack on RSA with Private CRT-Exponents Smaller Than N*°7
[Crypto 2007]

Ellen Jochemsz and Alexander May
RSA HF =128\ T, private CRT F8EAY & 1T AN OB 2y 7=~ & & . AR D RVEHAE %
TECIRFR TR 5 2 & 278 L7c, RSARE 13, R HEEE d 28 dN* 2 L/h &b & | AR
6 AR CRO HALD Z L 23 1990 4F M. Wiener (2 & > TR &4, 2000 4F(Z D. Boneh
& G.Durfee 2% dAN*#2|ZHERE L7z, —J7, RSA OF2EZiE, 3E ARIAEEE (CRT) ZFIH L
TR R RIS 5 HIERD Y | 3N OFEEEL p, a N=pa) (2% LT, private CRT $55k d,, d,
DHMFFE TREEEE LTRSS, d,d, A& HIT/hSWE X RSA BESZ2E5 2 &
DIFTHED &9 DI ARMERRIRETS > 7o, AFEFE TIX, D.Bleichen & A May 23 PKC 2006 CT7x L
T2 R N—AZ LT, KV RIOEWEFEZFIH LTz, ZORER, private CRT #5572 &
BT AN Ao L & NEHEE DR S AR TR D 2 ERE T, FREO
0.073 LW S BTN S W DRERAIOM R E LTEKRDEH D,
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Deterministic and Efficiently Searchable Encryption [Crypto 2007]

Mihir Bellare, Alexandra Boldyreva and Adam O’ Neill
REFRNREST VT XL TOTTANTZERL, TNEEBRT 22 RE, 1FH
1%, “Encrypt—with-Hash” & Xifi, ﬁ%mu BN R b3 508, BEefb7 3y X
DI~y v af{E ol af LV RITFICK - TREST D, FVF AT 7 VEHWDL TV
TY XA IND-CPA THDHZ & %{Ecﬂa LTW5%, 2 &FHIX, RSA-0AEP Z#X—R[ZL, /37
A T T DR ITRERMANABLE LD A3, 2 B Tld7e < 3 BdD Feistel RUDHERKIZ L TV
Do FUHLATINE RSA B—HEMETH D Z EEEL TV D, 3FEHIT, SHITH
KH)TH Y . searchable encryption scheme & FEIEHL 5,

FPGA Implementation of High Throughput Circuit for Trial Division by Small Primes
[SHARCS 2007]

Gabriel Southern, Chris Mason, Lalitha Chikkam, Patrick Baier, and Kris Gaj
BUREREIC £ 2 BN 2 mdb T 5720, BiOAT > 7B /0 S FHTHITER
FAAT O WP Z FPGA 2 CTmdifb U7, BuREEIT, mURIN, PRI, SIBREGT
BLOEHREHBED A RT v 7 THER S, FHREOREIIBIRINE & EREG R IR
Ehd, BRIV (relation collection) &, ffiflbBR & 43K 1-/0f# (cofactoring) (243 ML
%, cofactoring 1T, B RiDFEEL (R TIX B=100, 000) I L 57— k7 4 — 2B DK

ITBREA & 2L EOFREUT T DM 515 (p 15, p-1 15, FEMHIERE) M ORED . MR
FHiEE e T 272D OFHAN— N U = 7 FEOHIUTIEATRDOI TV LN, BATRE
H— Ry =7 FZEOHIITH E VT TZRd)ole, £ T, 100,000 AJDFEE
9592 I L ABRAE AW HML T2 Z & T, /N KU = 7T FEOEBNMEZTENT Z LI Lz,
FEALEIT Xilink FPGA 77 S U TITW, 7oy 7 RAM E@mE Y v 7L« v U - ndy s %
&M%, FPGA |23 2272 Spartan 3 XCS1500/2000 & @EififiZs Virtex 4 XC4VLX25/40 o 4
FREE T L, B HIVEREL 2 Hele L7z, Spartan 3 XCS2000 234 b W\ HVEREL 2Rk L,
1 R DAN—Ty b3 512 By MEFORITIRAE 2 JZRE T 178 BI/f L 7e o7z,
A CALEE% Intel Xeon XP 2.8Hz Z{H~7=Y 7 b o =734 1.09 [l/F7en T, &M
RELL TR 170 fF N TV 5,

Elliptic Curve Factorization Method: Towards Better Exploitation of Reconfigurable
Hardware [SHARCS 2007]
Giacomo de Meulenaer, Francois Gosset, Guerric Meurice de Dormale, and
Jean—Jacques Quisquater
KRB HRE M RIS (ECM) % #HL7 A doF, FPGA TIFFIFERET 5 2 LI X 0 FISTRA % il
b2 Z EITHRI LTz, BIREREIRE RERBORERB I EORKR EIRORNWTIETSH
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HIENMBNTWD, BEEHEOEELERED —>TH 5 BRI (relation
collection) &, EALEREE & A REOR KRB CTRERL SN D, YA XEDFEKIL
S3fRA FEATT B 7 & LTiE, K s (BOM) 23 i 3 2 WREfE & I A Tl b 21RO
BVWHo L LTHLILTWD, MM ERFEITHANE & W HERE L, N— R = 7 FEET
XY 7 b T EEL Y EAMELSNEV LIRS TWS, Ll B 0% 720
FPGA FEXE DG L Tl KM% D FPGA (2 L D By Mlifst 7 —x 7 7 F ¥ e b & FAMERELL %
FFol &N TWe, ZOFREKTIEL, KLOEMERE FPGA & 2 OMIAL TR ZIEH 35 Z
& T, WEKD FPGA FE4E L H~ 15 fF D0 B FHMERE L 2 35k L 7=,

CAIRN 3: An FPGA Implementation of the Sieving Step with the Lattice Sieving
[SHARCS 2007]

Tetsuya Izu, Jun Kogure, and Takeshi Shimoyama
RIRBOFEHN— R =7 & LT m\WEBE R £7-D FPGA S22 CAIRN 2 % & Hi@)s
B LT ey, A FEREOMEMIC X - THRIBENED FZEDR A4 m 7= CAIRN 3 A% L
Tz FREDMOBIEA LN TV DR HNEDO BWHIEITHAEEFETHY, 4DDRT v
7 ZIAGRIN, BB, IAEGHE, EARFHE TR S TWS, BRI X Dl
LA BT, B S BB BGEIRICE D, LB ON— R T = 7 %EHE Bernstein X°
Lenstra HAMER L, #EMREHEH — R U = THREIZIE, Geiselmann 512X % DSH &
YASD, Shamir & Tremer @ TWIRL, Franke %@ SHARK 72 E3& %, LvL. SERERIZ ASIC %2
FPGA |Z X B H i NN— R = 7 EEE I e o tz, £ 2T, J[BIRNBEDMORE1T 768 £ b F
TOEEE L, FoFERHE LT/1 7 F A fi(the pipelined sieving) ZBH%E L.
FPGA (Xilinx Virtex—4 XC4VLX200) TIE¥E L7z CAIRN 2 ZB#% L7z, L2>L. BAZEHIRI O
75 CAIRN 2 CIEFFEICHIERIEE L2 b o0, BTiEEFIHAT 2 itk - T,
EVEHEIETE D Z LMo Tz, £ 2T, CAIRN 2 ORYEETIVELEE 2 k& - Eif 15 | Z B
Z 72 CAIRN 3 ZPBi% L7z, ERALFELIZH\ T CAIRN 3 |% CAIRN 2 O 38 fF@Edic e ~7=, 16
@ CAIRN 3 Tli&, 1 HDRERAZE ) 3.92 FIZ 1 BIR DT 5D T, 768 £ b RSA DIED
RN PRI T 72 2. 1T X 10 H O BIRAZE R D 5 DITKI 270 40D L9 BFES D IZ72 -
77

CAIRN2: An FPGA Implementation of the Sieving Step in the Number Field Sieve Method
[CHES 2007]

Tetsuya Izu, Jun Kogure, Takeshi Shimoyama
FIRE RN D B R 0> FGPA 5% CAIRN2 ZBH%E L, BIEIZEH N— Ry =T 3%
LT Rm Z2ER Lo, BRSO BUEM DTV DS RO BV BT EIE
fiETHY, 4ODRT v 7 ZHEARIR, ERLH, SUBAREGHR, SEREHR TR S
NTWD, HRI X FDIFE A LI, GO EBBAEGHRICHE 5, LD N— Y
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= 7% 5T Bernstein X° Lenstra HRNER L. MIBAEFAEH A N— T = THREITIL,
Geiselmann H1Z A DSH & YASD, Shamir & Tremer @ TWIRL., Franke & @ SHARK 72 &3 &%
Do LorL., FEBRIZ ASIC X° FPGA [Z X DM N— RU =7 FEIE T e holz, 22T, #RH
B ROXIGIE 768 By FETOREEL L, FROFERINE LTHRE LIS T T A~
i (the pipelined sieving) ZFF L. FPGA (Xilinx Virtex—4 XC4VLX200) TZE%E L 7= CAIRN
2 ZBA%E L7423 By M OBBOFZ BRI AED LT, BIRBIF 2 HIK S Tinicizd,
663 £ hR 768 By h&EWoTot A ZDOBEORREIRILTE RN oTo, T HDOFER
BRI, BAEFILER A X0 bR O @S FEFLEICEIZ 5 Z L RAETH Y | BEICE
& EBL L7 CAIRN 3 BB EATH Y . EOREFITE RN 4172 SHARCS 2007 TH&
FLTND,

Collision Search for Elliptic Curve Discrete Logarithm over GF(2%) with FPGA
[CHES 2007]

Guerric Meurice de Dormale, Philippe Bulens, Jean—Jacques Quisquater
GF (2") L DFg M AR IZ 36 1T 2 BE O BRI 2 i < 7202  BHEY 7 b =7 Tl b X = X b
PERELL D B, WAk &7z Pallard O 7 L) X A% FE LT, FHEREESICB 0T
FEAEMERE L LM DR FL— RA T 2 HB S DEOV A XA E2IRET DT, F
[T i1 b o> BEHOR 2R (ECDLP) % i < 720 DFMR 2 A N &2 5 M b 5, 2006 42 FE TIZ
FFR S/ ECDLP OHWEITZHNHN— R =7 ZHHLbDZIFThY | HEHAN—FU =
THERAALEZEEOFHRE I X MIFHMES N TR o7z, £2C, HfITRETE —
R =7 RIERG e 2 OIEKRKIZIRE LTeHHA— Ry =7 258G LTz, WBEDOHIEL
L ClX, Pollard @ p#E L Shanks O Baby-step Giant-step EICHEH L. FEIEIZIX, van
Oorschot & Wiener (Z L A3 N/ o IEEFIHT A, K= A N D Spartan3E FPGA TD
FAEL YT MU =T FE R GFQY) THIET 5 & A=A NT 35 5, B T 500 £
DFENH > 7=, SECG MK D GF (2'°) X TR 1223, GF (2'%) TOFHERFRIL 4. 7%10°
ERBbIZ, 163 B k@ ECDLP Zfif < DIFBUEDHANT L~ TIINETH %,

Highly Regular Right-to-Left Algorithms for Scalar Multiplication [CHES 2007]
Marc Joye

AR S THEDLONLD AN T —RFHEEEZENBTICH L TLEZRIIRD IO
Right-to-Left 7 /L3 U XAZHIE LTz, 7 — VBt O FEEILI@E A 7 —FF & I
T, VY —=ANRROENTZT A A ETEHET HBRIX, @, double-and-add 7 /L2 Y X
LDFHSND, ZOT T Y R AT 2 (55 L NRE TR R 5 723 BIE T (SPA)
X safe—error KB CMEDMENPHEETEX DL VWIRENH T, 2T, EIRAY - F
F—iEaFH LT, HAMERESWENGENGET 27T ) ALk L7zL 2 A, Hifl
S IEMT (SPA) R° safe-error BT HMMAH Y . IEFWICER THRELTIAEY b
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Arithmetic Operators for Pairing-Based Cryptography [CHES 2007]
Jean—-Luc Beuchat, Nicolas Brisebarre, Je re’mie Detrey, Eiji Okamoto

FEMd# Lo~ 7 U o Z W0 FPGA 3L LT, Mk, T, 3RELY FT ETH I
KT L Tma{b Le, AR EOXT U U IS NEEEAIC > T, LY hE
W72 T ROBERED SN TND, RONIERSNIZ Weil X7V 7 LD Tate X7 Y >
TIVINHENRE L, FNEIEE/SGRB L= n, X7V 7 % Barreto L HEZ L7, Beuchat
S, B EORATEBEIZI VT Barreto H OFHEIEEZK R Lz, <7 U 7 OHEIZ, Y
7 hU =T TIHES, N R =T FEOWIRNEATH D, Fulx]/ (+x+2) LD n
7V v 7 OF R % Xilinx Virtex-11 Pro 4 FPGA CTHE%E L7-, SiEIZIX VHDL, ARLIE Xilinx
ISE WebPACK 8. 2. 031 A FlIH] L7z, 1888slices & 6 AEY 7wy 7 7wy 7 K 147z
TP, Q DFEA 222 4 s THEIT LT, WKLY, MEENHH TR D70 < Tl IEd
1275 TV 5,

On the Implementation of a Fast Prime Generation Algorithm [CHES 2007]
Christophe Clavier and Jean-Se bastien Coron
EIROFEAERT LT Y X LB W TEEDNEY)TRVNE | A RF v RAVEENRAIEET
LMo TND, ZOFKRT, NV T 4 - By NPEBEMENFT CRETED &
&, 1024 £ b RSA LT L 1/1000 OFEREITLTE D 2 & &2on Lic, BN OB
FL L THEBENMEZDHRTH Y | #AKITITIZE A EREH S TR0, RSA B 5 Ot
ERTIER, T & DA S VB O FBECHIEIZ#E > TR D FB AR 5725,
ZOWERY A RTF v RVKEOXIGR & 72 0 1525, ARFF TIL, CHES 2006 T Joye & Pailler
DIER LT Ml BN T VT ) XL Z WG L LT, SPAIZ Lo THEE LB ECHE T
ooV 74 - By hEFMALT, ERINDIBZ R EZHE LT, NV T 4 - By MR
ELLHEETE DL, 1024 By MED RSA B S OHA . 8. 4% 10 DERTEY 27 A% E
L HEE TE 72, AREHIERIT 1/1000 SRS, BLEMZREE TIZH 5.

Space—efficient identity based encryption without pairings [IEEE / FOCS 2007]
Dan Boneh, Craig Gentry and Mike Hamburg

_XT Y7 EHNe IBE & LTIX, Cocks 28 IMA-ICCCOL TIRE L HOBH LAV TN D,
ARERTIE, XTIV TZE2HONRVH LW ENT v 7 R 2k L, £z VT Cocks D
FHiEE VRSOV A ZP/NE < THEe IBE FROBRFHILII Lz, LE Y FOWITH L
T, B XXDH A X% L+1+ a single element FEEEICHNZ 2 Z L3RS, 72720, FHA
NRITHA D, LRI L T, MR E S Quadratic residuosity [ (FJ7 R4 M)
WZEDSNWTEBY, HILWRZ y 7 RTBRESNZZEICLY AR INEISH LTk~
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IRMFERE RN T B & PRI ND, F72, ARiw3LIX FOCS07 @ best paper (Zi&(XL7,

Construction of a Hybrid HIBE Protocol Secure Against Adaptive Attacks (without
Random Oracle) [ProvSec 2007]

Palash Sarkar and Sanjit Catterjee
DBDH (Decisional Bilinear Diffie—Hellman){KE® F CT. Boneh-Franklin(2001) 23 ~% L 7=
O LR~V DR EFFD | adaptive 1D and CCA secure DZEEMEREHN T v & LAt T
I N7 L TCREATCTE, KN T A= DOV A AN LV /NS TELHFREZRELT,
(H) IBE %2 LT, Hi#-Desmedt (2004) THW b ALRIE AT L7281 ToLATIZ L
FRLTWD,

A Kilobit Special Number Field Sieve Factorization [Asiacrypt 2007]

Kazumaro Aoki, Jens Franke, Thorsten Kleinjung, Arjen K. Lenstra,

and Dag Arne Osvik
1039 B> h DA RE 2191 DR IKE g 2 R B ER 5 (SNFS) 281 L CEBL L7, BRI
ZOAREEA 5080711 E W) FRREEFFOZ LI o TV DT, AEIOREEKTIE, =
NTEIST 1017 By MEDOFRRESMNTE 5 2 L &R Lz, 5080711 &) RIAKTHE
S Th, 291 D SNFS ZE G ITIXLARND T, 1039 By b ORKES % FEAT LD L1
BONEES IR C7ZEERELITTRLTWD, Ll FFEREURER LI DA BBt
L CEMATEZR2WOT, 1024 B> MMED RSA B 5 OREMERREMIIKRT Lz & v 5 bl
S ESZY AN

When e—th Roots Become Easier Than Factoring [Asiacrypt 2007]

Antoine Joux, David Naccache, and Emmanuel Thome’
RIS ERD S| RRRCTHEEBIMHEY e RBOFENHRTHD Z LIRS, £
DEMEE, ¢ ZER. x, /NS Lt &, x., D e FIREZMERLKRRH TS 4T 2
ABFETDH L ThD, ZOREIL, RSA BRSO SICEE L2 5.2 5,

Miniature CCA2 PK Encryption : Tight Security Without Redundancy [Asiacrypt 2007]
Xavier Boyen

GDH(Gap Diffie-Hellman){KEIZEDE, T X AT 7 )VET )L T CCA2-secure 72 %

R, BEHFNL, XA Xoar "7 Mz L, IEMEEZ RS TRHAZ LT

Do TAT 47T & LTIE Hybrid ZA 7 OREIZHNFIC, El Gamal B5 O &2~ — A

Fo 220y Va2 lBEMM LT, 2 BICHESLAEZIT O L O ki &£ 52 LT, El

Gamal TS % A 7O DEFD malleability OME 24 L. redandancy—free OME % Ef
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Bounded CCA2-Secure Encryption [Asiacrypt 2007]
Ronald Cramer, Goichiro Hanaoka, Dennis Hofheinz, Hideki Imai, Eike Kiltz,
Rafael Pass, abhi shelat, and Vinod Vaikuntanathan
NBRGERE S0 ML LT, REEIRREBER (T 2 Kt E LTCCA2 3 D3, 22T
(TR CCA2 DET N ZFES L, KBEEDRHWEDEDS Z LOHKD 7 =) O E q (2l
PR L 7= bounded CCA2 % /E# L7z, Z @ bounded CCA2 {Zxf LT, black-box &7 /L T
@ IND-CPA-secure 72HF5 )75 H 5 g-bounded IND-CCA2-secure 7¢ i MR FIRE/R 2 &
L. non-black-box FETF )L TIEE D IND-CPA-secure RIFS 55 g-bounded NM—CCA2—
secure 727 AMERRFIBE/ZR 2 & 2R L7, & 612, 2@ bounded CCA2Z (2B L Tid,
non—malleability & indistinguishability NEMTRNI & HoR LT,

Relations Among Notions of Non-Malleability for Encryption [Asiacrypt 2007]
Rafael Pass, abhi shelat, and Vinod Vaikuntanathan

Non—malleability (ZBH L Tix., FEHAYZ indistinguishabile-base DEZFD T & . Hin

72 simulation-base DEFDHEH LN B D, AR TIL, EOMFHE TR ST EFR M OB

RaBRE L, WERRREELRL TS, AT, Lid 2 BEOERIIKH LT, H4D

ERNT LD I VEREZ R L, TOPOEREARDORNER & ORIRMER L

HOFETEREIT., TORERKREZTL TS,

Faster Addition and Doubling on Elliptic Curves [Asiacrypt 2007]

Daniel J. Bernstein and Tanja Lange
F5 BRI B O FTr LV MEYEL Td 5 Edwards AR 2 5 & | S FRIEFE DS HERK D Weierstrass
JERER® Jacobi ERE L V) @i CIATTE, FRICIE L 2EENRFE L THETE 22 000
PA RF ¥ FAVBBEIZNE W) BTEZR>TND 2 EaiilE, FEHEO/MMALTER,
AlEl, GRS e A JRFEFH ORISR LT T2 72, R TCOHEKE T Edwards JEFED &f C
oD LERED L LD, WMXERBEITKBIN Ao ToTod BRI O Inverted
Edwards FEAE 2 BT 72 IZBASE L. AL 2 fEdR LT,

5. BfE7m han

Tackling Adaptive Corruptions in Multicast Encryption Protocols [TCC 2007]
Saurabh Panjwani

Non—adaptive TZ 472 Broadcast Encryption & k =L |{Z-2W T, & @® adaptive

corruption (Zxf L COLZEMAZFMT 5 RO TFILEEZIRE LT, 8T OHEZE =
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L L TCHE%ET 5 BE (Broadcast Encryption) 7 H h=/LicBWT, =—V%E n b L. &
Fli% chain MRS L OG- A I VEWM T T 7 kb & £DV 770 sink TS T
LE85r DFE (corrupt L TIFHATZH#ENBIERE S L Thil W) (2T L2
SEAM U 7=, Adaptive 2% Non-adaptive ~DIFHENR 2n)t L7225, fEIX passive
adversary D& EIZDOWTORKY LD, BE SO T v b 2 /WIS TE 2008 5 0vid
KR ORIETH 5,

Long—term Security and Universal Composability [TCC 2007]

Jorn Miller—Quade and Dominique Unruh
Long—term ¥ =Y F 4 (Zva hza)L® transcript [ OWTOEIEL. 7 v ka2 )LEST
HOWBRFIIFHENTHIRZFFOM, 7o b a & THITKBEE D ERIROFHE %2 T
HE1 %) & UC (Universal Composable) Framework TH: 9 72812, UC Framework D%
SVMEE £ T, Real-life & Tdeal &8 W T Environment 218 5 view O # %
statistically close (Z3RIL L7, ZDOFEF /L TIL, CRS(Common Reference String) &5
JLC® Bit Commitment <° ZK(Zero—Knowledge) I[IXFEBARFETH Y. X HIT Setup
Assumption & L C Coin-toss *+ PKI « ZK Z{HETHLE O AARETH DH Z & ik TW
2o
Long-term UC MA[EEIZZ2 Dt v T v 7 Ofl L LTiX, Signature Card Assumption (%%
2—PNRAGOT A VENELEERTED N — REFRO0N, 1— FRNIZH D H 5 OME
HIEI D 1F720) b, ZOETATO ZKP ("1 know Sig(w) or I know SK” %34T
T2) WA THLZ &R LT, ZK & BC LShd 7 m ha/Lhs Long-Term UC T& 57
9 23 Open Problem,

Secure Linear Algebra Using Linearly Recurrent Sequences [TCC 2007]
Eike Kiltz, Payman Mohassel, Enav Weinreb and Matthew Franklin

Matrix @ singularity ZAMFICHUIMTHHEREFTO T L <HHITLZLDTES
interactive 1 h =)L O, 0(log n) @ communication round & total T D
communication complexity 2% 0(n 2) FEEDOEME S TR TEX A (input 1T n"2 TH5), HE
FIFLNBRSERE 5 & Yao @ garbed circuit protocol ZFH L TW5, Yao @1z k= )L)%k
approximate symmetric key encryption & semi—honest ZRIBEEIZxI L TZ& 47 OT
(Oblivious Transfer ; fyRIEIEHE) & A2 MWTHEKRT 2 Z & HkKD, LT m FaLvk
FIF L CKaltofen HIZE o TIREINIZT A ITY XAEZML 70 F 2V EERT 52 L)
FRECH D, BIMIIZZ DT VT X8I~ Y 7 ADT U 7 IKFELTREY . 20+
N w7 20T 7 OEITTa halvOT T4 R EET L, 2 TR ISz~ b
Vo 7 ADT v 7 DREBEITD 7 r el 22 Licky, ERROMESATHS
TIANT R OOT N TN XA LOMRERZFEBRT 570 b a/V et L L,
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Towards Optimal and Efficient Perfectly Secure Message Transmission [TCC 2007]
Matthias Fitzi, Matthew Franklin, Juan Garay and S. Harsha Vardhan

F X XN En, D5 corrupt SN TWDHT ¥ RVt T, 2 DA, MR TWH
HRERLLTIE, 277 7 e halolps, %@ coomunication complexity (4 0(n®h)
Boole, (ZITLEAYE-VORS, ) ARERTIE, Fraidhn 2@2+e)t (22
T ¢ 1IMEEDO/NEREE) 7235E12 2T, communication complexity 23 optimal (2725
TubaraRR, BRTAOLE. WRBEREFAFOF ¥ X LOEMEDO T T
communication complexty 23 0(L) &9 52 ENHESD,

Designated Confirmer Signatures Revisited [TCC 2007]
Douglas Wikstrom

Designated Confirmer Signature DO LWEEA TR L, FDEZRITES < LZaMEEA T
BT RERE LT, WERDOEFKTIE confirmer NWAREZITRI ZEEZBELLLIRE
BELTUITATRPST2D IELWEDNHWVWONRWGAEDIFROTH A7 T ST
Rinole, AERTITRICEADPELSEBMINTWDEN - #231E L < BUE ISR o 728
ThHHZEOFNICEATLIERZRE L, TNOLDERLT T L AR TR %
HIEE L7z, R 7HUL strong—RSA Assumption & DH(Diffie Hellman) Assumption (2%
SR ER->TND,

Unifying Classical and Quantum Key Distillation [TCC 2007]
Matthias Christandl, Artur Ekert, Michal Horodecki, Pawel Horodecki,
Jonathan Oppenheim and Kenato Kenner
HAHA L CWETF 4 VLT —F L quantum T —F IS L CHEEE 21T/ ) T a b=
NVERE, WBEHE A L B ROBEE E O state DA EL—0LESNLIEOE v MED
upper bound % b AFE S o7z, S HICHEATHRAEZLEL LW STA~DUREZ B RLE, £
7o, TOREVEMHTZAT 0\, WBEFH O A E VIZxi7 5 assumption DEXED QKD DEE %
IEMICAEO 2 R/ICEHETHDHZ &R,

Message Freedom in MD4 and MD5 Collisions: Application to APOP [FSE 2007]

Gaetan Leurent
A—NIR EDZRERORFERE L LTHNONTND, Fy L VL ARZHT M5 %
FA L7 2 F L APOP IZB L COfENTHER, 7a harofTHNTWDH /XA T — RiZ
DONT 3 WFETHENRIEMN THETETH L 2 Lam L, EERBITV, Tnr 7
b A ST,
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Full-Domain Subgroup Hiding and Constant-Size Group Signatures [PKC 2007]

Xavier Boyen and Brent Waters
IN—TBALTHRHLTOWAROEREN L AX  MREDOHAEIZONT, BALYA AN
RENELS A BI, standard £7 W TR EMIEWH TR T N2 RRE L, kD
Boneh-Water & DR G TlE, AW TW7z bit Z & @ NIZK(Non—-Interactive Zero
Knowledge) Z7R S RUL7R B 2R o 72 hy, AFRETTATIT 1 5D NIZK THk 5 Z L 23wl hE
72> TUV5, bilinear group 22V T Hiding Strong Diffie-Hellman Assumption & W\
9 Strong Diffie-Hellman assumption £ ¥ H008VMRER EE L., F1& AW T NIZK
DL ZITIR > TN D, BAIT 2 BEO IBS O ZFIHL TRy, 1 BEH c=—¥o
ID ZHE L (Z 0 CLERROB /2 NIZK ZFH L T0D), 2BEEHE TA v & — 107
DEN R TE DHMA L RoTND,

AR, AEOSHEORESwCHIZEITN T,

A Direct Anonymous Attestation Scheme for Embedded Devices [PKC 2007]
He Ge and Stephen R. Tate

Direct Anonymous Attestation (DAA) & 1. Trusted Computing Group TELR I TV 5B
BEA M 2 FFORBRE S a6, ABERTIE, MIALT A X & Eik U 7 & o 5 st
FIREZR DAA K AZHEZE, Camenish & Michel MR L7 7V — 7 B4 O ZFIA L2
Ko TWD, M8 DI AT, FBALEMREITR IBRIC2 =T UOBEAEZ KOS
ElGamal ME7ofb7g E DB AN L CW i p 2 daE L, = —FNZEI D B THA TV 54t
(2T U H MIZERATZ blinding integer 2 U A MBI THRIF L T\ D, fEF L LT, AT
REFEBAET 22 EAHKD L LTS,

Anonymous Signatures Made Easy [PKC 2007]
Marc Fischlin

BLE DELEZ R TE DB TRAOERFIEIZONWTO—(bE TR o7, #FEHK
CO 5 LI, T H DA T I AT TR B TR WD T LT TS |
FLAZHE = FETIVTHNFEMEITED Db DODLERELSTOBENFRETH D &
LTWS (AZ o H— RETIVOGEEIT Ny 2 BRI U CEZEINEMEORE 2 L2 L
T2), (HL, REOFRME L THEENFEH L TV RWNAyE—Y n BEMAINTND
LIGELTESGEICRObN D, BAED IDIFEHRZTD L TLE I DBIERNTRER B4 I
L 25EA Sigsk, Hm)) BHo7eliE . T BB OEAELZIRFFTE 5 B4 ~DEH
RO L HIITEZDZ ENRHKSD, Sig’ (sk,m) = Sig(sk,H(m)) xor Ext(m), Z DRRITS
& LTl Ext O 1T randomness extractor TH Y . Extm) iZm ZE S22V RV X7 & L
TfiE & KBIAS B2V S O TAR L TR LAV, E7-, H(n) O % bR REETH > T
b Ext(m) OSBITT > & LB E KBRS D TR TR B ARV, RFEERTIE,
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ERED M2 TSR T TEO — ik 2R LT,

On the Generic and Efficient Constructions of Secure Designated Confirmer Signatures
[PKC 2007]
Guilin Wang, Joonsang Baek, Duncan S. Wong, and Feng Bao

2005 4£|Z Gentry, Molnar, Ramzan (X—#kAU72%E 4 H5 % DCS (Designated Confirmer
Signature) IS L TIEZRE L TV D, AFEEXTIE, WOEDOHIEIC L > TR S L
DCS DM AT L, AR 52 FIWiE 5 b7e & 2 B & LRV 2247 DCS O 7
BEEFIZICRE LT, MR Tk, BAMRERDIAvE—VEa Iy NI LBRICHWET
VELMEKRNEDT v H MMED KB ERE AL LT EE BRI L CRIOES Z AT 5 2 &0
AfEE 70D, ZOBELEFIHLTConfirmer & DRIFEEITR D &, DCSAITND A v —
T 2 BABRDONEENT D5 ENHERTLE S, FlcRE T 253, Eido ko
RERMAPTRAILNE T A DMED A Iy b A R EIFHWFIZ, Confirmer O
JNBRSE L OR FER & VT DCS Z 4R L T 5,

Cryptanalysis of Non-Standard Key Agreement Protocols [PKC 2007]
Adi Shamir

A5, subgroup distance function Z A L7z#EIA 71 b = /WCx4 2T, Zh
W2kt L, F£7 distance-based attack OPEFHHIR 7 L — AT — 7 ZHERL L., BRI
DOV LT, Thompson™ s group ZAF|f L7= Shpilrain-Ushakov 7'w& bk /L DfEMT
TR0, Wik, —AOT YUMo THEMTROYEDEZRET LI LN TE L, BE
IRIITUVW D length-based attack ZI1XA M2 FEIAENTFER L 2o TV D, ZOFRRIZ
B 556G & LTI, Asiacrypt 2006 O 7 > 7 v ¥ =3 2 C Shamir % OKFEFIEE TH
% Jacques Stern |2 X D #EIrZd. F£72 2007 £ 4 AIZiE IPA O 7 #—F AT Shamir Hi%
IRV sz, o, ZOMEEO TROBRLBEEGHR L TH D, ZO%RMEIND
Eurocrypt 2007 (ZIZAMIIEITHT DHKERDS Jacques Stern EdR DAL OBk S
TV, 70k, BHHERITBIAE, Shamir Hd% & Jacques Stern HRDOILEFH L L LT
Crypto (ZERHF LD L THD, Flo. ZOXATORBIIRSHTHEER -T2 J.
Ding, C. Wolf, and B. Y. Yang {22 % “l-Invertible Cycles for Multivariate Quadratic
Public Key Cryptography” (ZHEHAREL BEX DN TR, ARKOEE L bR 1E
MEOMBIRNE D Th-oTz,

Length Based Attack and Braid Groups: Cryptanalysis of Anshel-Anshel-Goldfeld Key
Exchange Protocol [PKC 2007]

Alex D. Myasnikov and Alexander Ushakov
Shamir ##DFANZ L DK, Anshel-Anshel-Goldfeld |2 L D8IE 7 1 k 2 icxt4
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B FEAT T4, Length-based attack [ZDOW T ZALE TIZH BN TW 2 HRUTK 5 B L5217
o7 BT, il 2 O 7 v 2 Y X5 (Generalized LBA with conjugation, LBA
with dynamic set) Z#2%E, FELITRONTIEY | BIMEFENFHE ST\ e, FEERAER
L LU CIE LBA with dynamic set OFENEWERIIERZ R L TV,

Efficient Ring Signatures Without Random Oracles [PKC 2007]

Hovav Shacham and Brent Waters
T B LT T I N IO EMEREP P REZR Bilinear Group ZFIH L72V 7 E4 (&
HHEDEAMEZ R TE 2 B4) OMEGIEZRE, AL THT L) 7B %
2L+2 DRED TR TR CE . BAMAEOBRIZNEL L 72 % paring DR BT 2L+3 TH D,
FAHERL I, Eurocrypt 2006 T Boneh & Water (2K VIR I N7/ V— T B4 ORI
PLTnD, BL, HOOMKTIE, BAMRDOA v - VIS LESNTARSH DD
L, REFROV VI BLTIEA v E—VIFARINTWD, —F5 T, BLORIE
BITELF L > TSI, WS ESNIZRIETAR LD, ThEND A RO,
setup—free TlE72< Trusted Third Party IC L VW AR I G EIN DI VLERH L, £,
FHDORSITY T BT DA L NOBIRAFT D,

Traceable Ring Signature [PKC 2007]
Eiichiro Fujisaki and Koutarou Suzuki

tagZFIH L CY 7B T LTz, BAE T tag TLIC—EZT Y VBB AEKT D
TENHKRD, BAENFEL tag ZHWTHIOA v =V OENERERASRTHE. €D
BLERRET D ENKD, £lo, VU T BAOHERA LN ThHDEBELELINOF N
ZDV » TEBELDERIZANW tag RA v =V L TEOEAEITRY T L TEL
ZAEML LD & LTHIERT 2 2 L3tk e o Tns, Zo k572, 4
ZAFEFREFHH LG, BREAOEAMELZRFF L2 BT, 2 HERER ELIBHT
D AHEREEAHIETE LR EOREND 5, FAftER L LTI, @ o) 7 B4
CTEAENELZAERT DIRICRSEE L tag &V 7 SETZHDLEM T TRINLIZET
REL, RENELTEEADO L —AZAREIZL TV 5,

Chosen—Ciphertext Secure Key-Encapsulation Based on Gap Hashed Diffie-Hellman [PKC
2007]

Eike Kiltz
PKT ZRiff L IS A v =T 2l 5k - 5§ D7 & LT KEM/DEM ORERR AN 1 54T
Wb, RERTIIAZ X — RET NV TEZEMTEP ATEE 7L KEM(Key Encapsulation
mechanism) ZH#ER= L T\ 5, FROREAKIZ, GHDH(Gap Hashed Diffie—Hellman) &€ % F|H
LTCW5, Z®KEM %\ 7= Hybrid encryption (X3 23 FREE A BEZR public verifiability
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OMEEHETDHENHKRD, T2, Wk FXE D E LT Kurosawa—Desmedt (2 5V
Crypto 2004 THFE SN TR ROUENK LTV D,

A Closer Look at PKI: Security and Efficiency [PKC 2007]
A. Boldyreva, M. Fischlin, A. Palacio, and B. Warinschi

BUED PKI D2 AT K K0 RO BV TIEC T 287, 1EKkD CA @ certificate
WA Y9 5857 % Schnorr signature THEK L., T OBL K2 —VFOMEHFO—HE L
THiEK L. ElGamal BEE% A OGS T3 Y X AORERSC Schnorr signature Z A 70
BALATNAY LD AR LTz, BEOHKEZHND &, Kk PKI TITRbil o5
b« BAOBEBEAHIZH AR, ZOHEARZEBRTELL LTS, ZaRMEIZHOVWTH Ei
DAL T MRS TZETTVOREEZLTEY, £OETT/LOP T, PKI N=ZATHNS
NDERKOT L TY XLINZINZEI IND-CCA-secure » EUF-CMA OMEE A= H1X, il T
RRLIET LT ZALZONTHEOREMEZRSZ EBRHKRD L LT D,

Mesh Signatures [Eurocrypt 2007]

Xavier Boyen
Vo7 EBLDE DI, EAMEZEED XD REFEDHERE PFELRWE D B TTAD
R, BEHFATIE, XTIV U7 E2FHLTHEKRT 20T, £BFAICHYT L2 0%
certificate chain |[ZEE#AZ 52 LMK D AR EIRY 7 EL OREBITHLEL L - Fr iz
LlpoTnD, BAYTA RE, A O liner [THMT 5, F7z. SDH REZTICH
90U relax LIAREZRR L, TNEDET U X LA T 7 V& HWTICZEMREA T
2HHFAER->TND,

Cryptanalysis of SFLASH with Slightly Modified Parameters [Eurocrypt 2007]
Vivien Dubois, Pierre-Alain Fouque and Jacques Stern

SFLASH 1%, 2003 42 NESSIE C#®{Ih /=7 4 VX NVEL S AT, A~—F I —FDLH7%
1KY Y —ADEEE TORFIAN TV D, SFLASH (34 TR Eo 22887 — ik RO fi
EORENEICIE S CAXF—2D—FETH D, SEIOFERTIL, £ D/RT A—HRRUC
KL CAF—ANLEETRSKERETH S Z L &, SFLASHD/XT A —X [ FHBEIZITES
RPN EAURE NI, B, ZO#FZE., A Shamir & OGO ILFEBFFEIC LY . SFLASH B
EHHBEATRETH H Z ERH LN > TER Y, 8 HIZHMEZIL 5 Crypto 2007 THE I
5D BRI E T,

Divisible e—cash systems can be truly anonymous [Eurocrypt 2007]
Sebastien Canard and Aline Gouget

bank, marchant (2% L CHLEAL M EZHR TS K 9 72, strong unlinkable anonymous
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divisible off-line e—cach system D%, 2R HF XN TIINRFEDL S BMIE L TV
TTP (Trusted Third Party) Z#EE L7aV, HAKMIZIX user OfEHEE Y 7T 5 X9
75 tag ZAHE L, 2 HEH OIS withdraw 72 £ % user OFREHEHEIZELSUWTIT 9 DO TiEAR
<, ZOREGZY 7 LTWD tag ZRIHLTERT LI ENTEL IR ER->TWND,
F - AREEETF LA Nakanishi B OFEZE U7~ diviable e—cash FX, (bank <° merchant (2%}
L TiX unlinkable Tix7Z2Vvy) (21 A L. bank =° merchant [ZxF L CT% unlinkable
anonymous Z R TE, £ TP ZHE L LRWHAZMKTE L L LTND,

Indigestion: Assessing the impact of known and future hash function attacks
[ECRYPT Hash Workshop 2007]
Eric Rescorla

Ny v aBBITEFEARETRSAM SN TEY . 40 M5 <> SHA-1 (57 5 285
ANNETRS 25255 2 LIFEHTERVWIETH D, LrL, BEEHIATH
DY AT LTI, BFBELDASTLREAFEOTRITLSNDOFIEN D 5720, DNy =2
BRI T 2 BBIXZNIZ EB B e > TRy, b H A, BEMICMEDH 5Ny v
2 BB HMAITED ZLERH Y IETF TH7 1 a3/ VOEFHIEEET-> T 5,

Revisiting security relations between signature schemes and their inner hash
functions [ECRYPT Hash Workshop 2007]

The French Saphir Project
7 Z Y ATEERTREZMNT T BNy & =2 BRI 2 HENE B4 DL EMEIC
ED X ETDHINEHLNTT D French Saphir vy =7 FaHEL TS, 4
TEDTFHEFEROFERTHY . v ¥ = BB Merkle-Dangard B D356 O fEHT#E 4 %
F LT, FFRERVEL DR ERES LRI CLZEMEIZ LR 6RNT & HR I,

Practical Cryptanalysis of SFLASH [Crypto 2007]
Vivien Dubois, Pierre-Alain Fouque, Adi Shamir and Jacques Stern

SFLASH v2, SFLASH v3 & & IZfiliL 5 Z & 3R &7z, SFLASH 128485 2 YaENr e s 5
S EBLFAT, #¥13 Patarin, Goubin, Courtois ® 34, KENNP 52 THDH Z &
Ao TWAHSER 2 RS HRRANR—R Lo TE Y, 2282 ks o —
MaeAFfEE 325, 2 TOENFRANEZAR L CcAX— A L5 AR N0 T,
HRAD—HZ R LRN G- A F— L Z ML TWD, LD FAEFLH7DIT, McEliece
O LFRFIH ST D, SFLASH IFFHEDBIEF IR, n—2 RORA~v— I —F
|Z38 LTV %, SFLASH v2 13 2003 4E7> 5 NESSIE #ESEE 5T, & HIZL2MED &V SFLASH v3
23 5, Burocrypt 2007 T, SFLASH v2 D/RT A —H ZEHEIH LKETE D Z LNEE
SALTUWTA3, SFLASH v2 ZD b DIFHE H AL TW oo, AFEEK TIL, Eurocrypt 2007
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TARBEOES ZFH L BRESMER S, A RN USTHREEEE A (polar form)
ZRIAT 2 2 & CENL RO 21T/ > 72, FEH: SFLASH v2, SFLASH v3 & & I1Tfk
NDZENRINT, ZITORBELIIBELEZHBET DI L THY, AR 285
BOHBEAZLTELL LT, EHEDOA v E—VIIK L | BTHREBL AR TSI %
~ LT,

Universally—Composable Two—Party Computation in Two Rounds [Crypto 2007]
Omer Horvitz and Jonathan Katz
CRS (Common Reference String) #{KE L C. UC(Universally Composable) model T static
adversary (2%t U CLAMEIEH FTBER  single—output Z /195 2party 712 k=)L % 2
T RCHERT A HFR AL, Yy —/E LT, Yao @ garbled circuit & Tauman
® the two—round oblivious transfer protocol & De Santis & @ the non-interactive
zero—knowledge proofs ZFIH L CW\W5b, ZOHFXAEX—Z|Z L, Goldreich 77 =
7 &5 L twooutput Z AT L7 0 AL a3 T FTHRTE S, 277 RT
DA A2 RELATEEIC LB OMIC LY. 207 v h=ardls & LT, UC-secure 7
TIA Y RELERKT D2 LTk D,

Indistinguishability Amplification [Crypto 2007]
Ueli Maurer, Krzysztof Pletrzak and Renato Kenner

BEO AT LAOMETICLAEES T AT AIXT 5D information theoretic 72 upper
bound |2 DWW T DEMTHE R, HE T AT ARIKOD distinguisher @ advantage [X52 B 72K
BPLAETELIZELTYH, lx DY AT LD 4 D distinguishability @ advantage D&
D 2 FREICMAOND, o, BB RKEEZIE L2SE. lHx DY AT LOFHN
B AT DOWEEENTKT D4 % D disinguishability @ advantage OFIFRE Iz D Z &N
TEAHZ AR LT, HiffiAy7erE R A & LT, distinguishing advantage & SFRARIEED
game-winning probability ¢ reduction ®BEHRZ tight (TR T I ENTEZRITH D

How Many Oblivious Transfers are Needed for Secure Multiparty Computation?
[Crypto 2007]
Danny Harnik, Yuval Ishai and Eyal Kushilevitz

Honest 72 A U /NINEH A D720 K 9 72 party T, BF a7 REFEEZITO 2DICLTELE 7R
% 0T (Oblivious Transfer) # TX ARV D72 § 2%, FHRENLEMEIZE S HEIL,
t = (1-¢e)n, (niLparty DI, 1L 0 LV REXA/NSRLEOE) O party TOFE TIX
0(n) @ OT channel THREFFETH D Z L &7 L7z, Beaver (2005, 2006) Oifif LAlAEH
DL MNEOMBAEHETLOICNEL 725 time—complexity IE 0(nk) TH D Z & %ER
L7z, F£7-. information theoretic 7285& % L <IL, party DN/ NI WA, L2
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DALAHTL OO 0T ZHOTHRT 27 1 b a L TEREOBEEN X 2 TIHHETES
ZEERLTNWDS, ZNHOREEIT. information theoretic (2B X o 7T REE 1T H 728
ICABE L 725 0T DD necessary condition X, % & @ party D A A BRI L TH7RL &
H1ODTEHNHZ L THDL I EEZEKRLTNDZ LIV, MR LEEEEOT A Y v
k& L Cld time—complexity 2% party ®¥ n (Zx%} LT?E?&EQ%IE/‘J HEIMT A2 ETH A,
B2, 2O time—complexity DHMAMZ HZ LD TE LD Y T AL RL TN D,

Secure Identification and QKD in the Bounded—Quantum—Storage Model
[Crypto 2007]

Ivan Damgdrd, Serge Fehr, Louls Salvail and Christian Schaffner
bounded storage model Z# Hift & L C, =2 — ¥ NE AT 22 MLEL LN
identification scheme 2%, HiZ., AWIEWWT Y hu B —&FodBOMEH k 23t
A4 52 LICEV, man-in-themiddle HEICH W HFRZ]|E, WFholXb
sequential ZRXFEZE L TV D, MEHICHWD/NSRT =2 (NAY — R &) M4
LMEEHR Kk FHAMATETHDL., 2L O EF ML, QKD
(Quantum—key—distribution) Z K 3+ 25 Z £ BN TX %5, Wk o kAT~
authentication channel Z WM &4 FEHELHFIH TE 572 ORI R Z RO,

A Tight High-Order Entropic Quantum Uncertainty Relation With Applications
[Crypto 2007]
Ivan Damgdrd, Serge Fehr, Kenato Renner, Louis Salvail and Christian
Schaffner
bounded-quantum-storage E7 /L THDEF o 7 72 E+F 1-out-of-2 0T (Oblivious Transfer)
L &F Bit Commitment Z#£%, F7-. bounded—quantum—storage ETFT /L COE R ZTHIL
BT AR EN B E L #R, standard model OFAITELTEVY error rate
THRERAIEETH D, F£7-. min—entropy IZH-3< uncertain—key @ lower bound # KD
TWn5,

Reducing Trust in the PKG in Identity Based Cryptosystems [Crypto 2007]
Vipul Goyal

IBE (ID-Based Encryption) T® PKG(Private Key Generator) DHERRZ 558 b 415 =Tkt
T HRIr, Fii-7piIr & LT accountable authority IBE ##&Z, YV—/L'& L5 IBE
L L Ti%, T-IBE(traceable identity based encryption) Z A 7=, 1 DD T 7' a—F %k
Gentry (2006) 237~ L7 FREZFMMA L, Zhz T-IBEICAH L CHALTWD, ZoHAE
NEHITEDRNME A B L $ %, 2 DEOT 7 v —F 1% BDH(Bilinear Diffie-Hellman)
IREIZEDZE | Waters (2005) 2322 L 7= IBE & Sahai-Waters (2005) 234222 L7~ Fuzzy IBE
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ZRH L THRT 206 TH D, ZOHAE. —RIREEICHES SR TE 22032 RITdH
F0 LA, BEOEICEEEIORT ) v 7 EEOWENBNE L 725, EBHA T,
OE2D ID B ET 518 583 EBEFE L., = — L key generation protocol Z i@ L
TPKGIZ E DA ERD privatekey & LT Z2HOND Z E72< . B4 ® decryption key
EHOZLNTE D, PK6C BDAREILHD2—VOEGHEEZAERLL S L LTH, £DOITH
BT D2 ENTED, R EDHEEFFO,

Scalable and Unconditionally Secure Multiparty Computation [Crypto 2007]
Ivan Damgdrd and Jesper Buus Nielsen

ZhERF 72 multiparty computation & b )LDIE, C 2V —F%y FOF— L L. n
Zoparty DA E L, kZHEEOE Y ML, DEHEZITO Y —F vy FOEI L L,
kEEXa2 VT 4T XA —F L9425 adaptive Tactive RUEHIIXI L T, WEEDE t
N t<n/3 OBA . BE=2 A b (communication complexity) X 0(Cn)k + 0(Dn®)k + poly (n
K)IZHNA BN D, passive REBEHEOLE, WEHOHD t <n/2 1T LTHEaR M &
0Ok Iz B2 LN Tx 5, BT adaptive T active RICEEE X LT, WEEHEOHN
t< n/2 DA, everlasting security EFEFEN A HAHINTEICHSE, ZOWEaA M
0(Cnk + poly(h k) IZHMA D7 H b 2L HIEE,

FPGA Design of Self-Certified Signature Verification on Koblitz Curves [CHES 2007]
Kimmo Ja rvinen, Juha Forsten, Jorma Skytta”

FeM B4 7 X CEBAMRIED BE LIC L U7 FPGA 3235 2 3% 5 U 7=, A5 BRI 5 D FHEIT,
NIST 7% K-163 & L THUE(E L7 Koblitz i ETRIEICEITTE D, B4 RAEIT AP SERT
TRDIEARNRBAED DO Th 5, EF, W57 /LAY XLDN— Ry =7 FZEOHZEN
REANTTR > TR Y | BRI FPGA 2T W THE Th 5, FlFH R O @ LI BRI 26t —
HIIMBAE DA AEE | 3 HOANR—ARBAOERGFHROFT LT L TY XLEBRFEL,
F& M AR B CoOWFIEFHRICIS T 5 FHRE R & AR N OWLBREIR D s L— A7 2 5
T LTz, Altera Stratix IT FPGA [ EFIEHR M O @h=RELGEZAFE L, 1 BRIC
166, 000 [A]DZFE A BREZ BERK L 72,

Power and EM Attacks on Passive 13.56 MHz RFID Devices [CHES 2007]

Michael Hutter, Stefan Mangard, Martin Feldhofer
AES %Y 7 bU =7 bon— KU =7 CHRIELUZEI RFID O 7' 1 b ¥ A k3 5 B
fENT R 2 AT 72 L 2 A, 700 [BIFEEE O ERLBIIN THE L TE 72, RFID OISHITEE
BHIZIEA Y 2oV | BERBIXEERHRS 1S0/1EC 14443 (CHLE S 725 BhAY RFID % F)
M U7 Efih A ~— M1 — R CToh D, RFID OFIHITIAE > TEZENTIT, BRINTZY A
RF ¥ FNVEEDOMTERERII DR, A I T BN, BRI N A 72 &
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EBZDHIVDHD, RFID Zxfgt & L b OIF4 £ TIZ 3w LR ST e, RFIDSec 2005
T® Carluccio HIZ K% RFID ITKFT % BHLE AT, Handshuh 75 web | CZABH L 72 RSA 4
ARk D FEREfE SR IR B T U A IS B (Radio Frequency Analysis). Oren & Shamir
58 web ETABLIZ, BAMHTOFIETREID Z Z D/RA U — RE S LIZAZE, L
2L, ZAUH % 900MHz Riffk o UHF S D AR BT 2 EM L7cb D TH D | EFRIZIE o
NTWDH DX, HF i &4FH L7 RFID TH D, UHF K TORRITZ DL £ HF #4710/ T
720N, £ ZC, 13.56MHz O RFID # 7D 7'v ¥ A 7%t U, BN & BRI MNT % 1
L7z, BHENTIZRFID D7 v ¥ A SR T LT 4 VX NVERE T S a ZEEOBEHIC
BHA AN TEIRIT 5, BlFZO RFID ITITEH TE RV, BREAITIC L DR & DB
MICHFIHS 2 RGN D 7 v — 71T v — T ROty 7 v — 7 & 1S0/1EC 10373-6
\ZHUE &7z Helmholtz 727 U R L7z, AES 2V 7 b U = 7 335 L7 RFID IZXF L
TFEEN DR BEZRA LTI 2 A, WTILbAEI L7z, RFID U — X Ok &) 7= &)
> RFID Tid, 700 [E DO TEEH CHNEICTE 72, TAUE, 13.56MHz @ RFID (237 5%
PA RF ¥ FNVBEONH S NI ORIFERTH 5,

RFID Noisy Reader How to Prevent from Eavesdropping on the Communication?
[CHES 2007]

0. Savry, F. Pebay—Peroula, F. Dehmas, G. Robert, J. Reverdy
ZE) 72 PFID OfE 2 LRI DHIEEL LT, BMEOBRIZY —F 0 ) A X2 Mz 5 iE%x
R L7, RFID |[ZMBEA RN R T, BN AESIRETE 2 L Vo R R H 5,
LarL, WiCHICIBIRE 7T A N UREFEOBBRIENES , WK E L UI\ET—4 0
AP —PRERED H AR RIETH 208, RPUT L » TE = 2 & IT b nga
WD, ZEZREIEE 5 U THET 256, WEE O R RN AT 52 LN
ARETH D, £ T, RFID 1T LT = NELENIEHOEZIZ /A AeBE QDL &
WZED, BEEDNBEROD DIEREAFT L2 HEZRAB L, V—FIT/ A4 X
ZERELTRFID MO DISEEZT D, BEEDOT 0 —T N — RICEML, h—F& V) —
FOHBED 3em D L &V —FIZXDHAMY Oy b= —3(BER) 2% 107 TEED BER
R 0.3 ZEERK Lo, ZEMD L VERESE L D LRV, £z, BEREENZ O
DEFFFEZFTA LT 5,

Round complexity of authenticated broadcast with a dishonest majority [IEEE / FOCS
2007]

Juan Garay, Jonathan Katz, Chiu—Yuen Koo and KRafail Ostrovsky
REFH t BAAEE n O 1/3 UL ETHDIRW TLA broadeast 21772 9 1ZIE, {16
MDYy 8Ty TOFRMEPUEL LD, RIS bD L LT, PKI &7 1P
JVEZTHY ., authenticated broadcast & FEIEILD, deterministic (REFmAY) 77 b
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aNEHWLGAE, Ve tbttl JU L RUEOBEAVLELTHIENMLATND,
IR T HMMEDBEFERMD D Z EIZEDHDOKRE SITONWTELEE T oz, KR,

RIEFZFOHIS n/2+ k ORHE, 0KDREDO T U RENRMLETHD , t BDREZE n/2 +
0(1) DGH. ®OIBEOER T VY FTHL I sz, £o, RIEEXFEHU Lo
BAIIRIKIR Q @n /nt YREOT v REIEISLETH D Z LRaEhi,

Stronger Security of Authenticated Key Exchange [ProvSec 2007]
Brian LaMacchia, Kristin Lauter and Anton Mityagin

BT 0 A ONT, IERIER SN TWEZ MR ET L& LTE, Xy T«
K512 &Y Eurocrypt 2001 BRI TWD, /o, 770 F =y 7RICEIVEICEZGN
9 DHEED Crypto 20056 T/REN TN D, AERTIE, TNLIEROLZEMNEET L THE
ENTVDLHELZEJE LI LEMRENT T V2%, (EROETT VI~ a7 b T
SR E L AT LR LTIZET VLo TED, B2, TORREET VO FTEE
PEREIA AT EE72 J7 0 NAXOS % #2%%, GDH(Gap Diffie-Hellman FRH) Z @ L= 5=, BL W
Paring Diffie-Hellman B Z (E L7270, Z#RE LT,

An Hybrid Approach for Efficient Multicast Stream Authentication over Unsecured
Channels [ProvSec 2007]
Christophe Tartary, Huaxiong Wang and Josef Pieprzyk

Merkle hash tree & TWMDS coding #1ff (Tartary—Wang 23#£% L 7= Maximum Distance
Separable ( TWMDS) coding) DHifliz A G CRMRFRGEF X2 E, 4V U
D TWMDS [ZHARTHTNICHEFE A PDOA ==~y FPRHDHOD, FEREICLE LD
FHAE X FABETE, MERRIES RN R E T2, T BEOHNS L S &R
FTOWT 4 VENELAD XD 72 1k% & 2D TIE7< hash tree OMERAEZFIF L THRIEIC
VELRDFRELBRET 2N TE D, AFXOPRMREMN L LTE, 7e—F
¥y A MRERENETOND,

A CDH-based Strongly Unforgeable Signature without Collision Resistant Hash Function
[ProvSec 2007]

Takahiro Matsuda, Nuttapong Attrapadung, Goichiro Hanaoka,

Kanta Matsuura and Hideki Imai
(Bilinear) CDH{REIZHSL ID R—REA TEUF-CMA ZRMFEA STV 58051 72 %
4 )7 & LTI, Boneh-Shen-Waters (2005) 23% ¥ . I THW D/ & = BISAY CR (77285
SINEEME) 285 Z L A E L TWe, RIERGTATIE, Ny v = BEICx 2 ER %255
® T, TCR(Target Collision—Resistance) Z & L. EUF-CMA ZZ43FEB AlHE/2 B4 H %
BELL, TAT 47 L LTE BADO EHHDT7 X LER, TTHOLNDS keyed
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hash DEEIZ/2 D L KRR A LV, T2, DLRX—ZADOH A LAy o b O THER S
nfb\éo

Does Secure Time—Stamping Imply Collision—Free Hash Functions? [ProvSec 2007]
Ahto Buldas and Aivo Jurgenson

AL TIE. Simon (1998) 23 Black—box &5 /L T one-way permutation (2% L C{T72 7= D
ERIBEDFIEEHWT, collision—free 7oy v o BABMNIFELRWHR TS 27704 A
DAB TIPS D ENREDL LI RAT IV ERL, BRI Y V2 tree ITL D1
FTIEIZ KD | collision—free 7oy ¥ 2 BIEFE LIRVRIL F ChZatEa ko2 &
DKL HA LA T O AR LTz, Z0OZ &%, collision—finding attack A{FLE
THEY ey VallEHNTHERINTWDL XA LAZ T Tholcl LTH, 20
Ny ¥ a B DWETIEN Z A DA Z T DREEMITE 2 DRI TS, L) 2
LTHDH, LERLTND,

A Non-Interactive Shuffle with Pairing Based Verifiability [Asiacrypt 2007]
Jens Groth and Steve Lu

P, R E LTIRESN TS Yy v 7L (RIZE 9 Mixnet Z4E3) 0% X, 7%
V2 RFET D T2 OX R B v MEGEA 2 VT o, Afe T, ¥ v v 7V OEaERE
FICHW D B e HEGEHIC W T, JEXEE TR R D ERE, . REFERIT
Groth, Ostrovsky o (2 X VW £ 2 S L T %  bilinear group T @ I % iF
witness-indistinguishability OFEBFE (GS proof LFES) ZFIH L TW5, BETHIE
SFERERICMEE L 22 2B IT, AN n 1ITHOWT, 16n BEMLETH S, Zhid. AT
— A PDOYA XN bn THDHILEEZDLLBFEMNRREITHD LERLTND,

On Privacy Models for RFID [Asiacrypt 2007]
Serge Vaudenay
REID DX 7 OFEFEICIER L, Wi7c S o NS REMEOZERFIFC LY 8 S LML ~L %
ERL., TNOOERMOIFERRZ R LTz, 2 2 2~340M. RFID OFRFERFR DR TIE
BLZHTWDINRLEMEIIEAL TEHbALERSN TV HDIEHE D LR, AfER
(X, 5% O RFID OFGESFRAREL TV ETHL 20 R D L EZBND, B35 %
TICEEINTWVAEEELMEL )L L, 7 strong” , “destructive” , “forward” ,
“weak” | ” narrow-strong’ , “narrow—-destructive” , “narrow—forward”
“narrow-weak” TdH b, F£7-. 2008 4 3 B I B AsiaCCS TIIARMG R A L L.
FIZ) =X OREZE LT 9 2 TCOREMEL NI OWTRIBEOBERERDIRIND T

=~

Eo
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Obtaining Universally Composable Security: Towards the Bare Bones of Trust
[Asiacrypt 2007]

Ran Canetti
BERRESEZZFH LT, ZER ST e harz@it3 5 ik e LT Universally
Composable &9 HIEGRH AN, EBROVATAIEAL LY 5L, EHTE 5%
TE (set—up) ZIRET DMENH o7z, ZOFETIE, W< ODPDREIEIT DOV TR
RZHE Sz,

Group Encryption [Asiacrypt 2007]
Aggelos Kiayias, Viannis Tsiounis, and Moti Yung

TN—T B LR a7 N OREEHFRORE, I FOEAEL AT LS
o, Rk, T _NEME & LT Soundness & Anonymity ZHER L. EAKAY
TRRERR B AR, BARRY 7 MR 121X Paillier encryption % N— A |Z, Decisional
Composite Residuosity (DCR) {REF L . UOWF (Universal One Way Function) ® target
collision resistance MMEE Z M E L CTHEK 4T %, LLAI, anonymous encryption &
LT, Moti K52 e—print ICHEH L CW-EHXOFEHFIRK E B b,

Identity-Based Broadcast Encryption with Constant Size Ciphertexts and Private Keys
[Asiacrypt 2007]
Cécile Delerablée

ID R—RAT7H— RF¥xr A MNERFIZOWNWT, 2L RAZ Y M A XOREE L, ROREHETE
a2 AR LTz, ERIETIE, BB XDV A XEMEROY A XL IX L — K47
DERICHY | B Ea L AL MTT 5 EEROT A XiFa v 2AZ 2 MITLH e
NREETH o7, ARETIE, TOM G2 AL A X CTEBAAERTRERELT
W5, BAREIICIE KEM-DEM D = v 7 k&2 FfBiAZ IBE &M@ 5 & TR STV D,
ZTEMIZE L TiL, 00— TR UVME (General Diffie—Hellman Exponent Assumption)
PHONSBNTWD, Fio, ZaMEL~LE, IND-sID-CCA £ THAREN TN D,

Blind Identity—-Based Encryption and Simulatable Oblivious Transfer [Asiacrypt 2007]
Matthew Green and Susan Hohenberger
A FECl%. DBDH (Decisional Bilinear Diffie-Hellman) K7€ IZ %50 % . Boneh—Boyen
(2004) X° Waters (2005) D AF—L%EX—R & L7zT T K IBE %K, SIHIZ, £0D
774y IBE FRZMALT, EEEBLOZEHFOWMEZ Y I 2 L — bAlgER
OT (Oblivious Transfer) Z7/R L T\ %, 77 > N IBEIZBI L Tk, IND-sID-CPA Ziiij7=9
S & IND-ID-CPA Zmi/=§ e b %, RESFATHL7 T4 F IBE DISHE LT
Privacy—preserving delegated keyword search., 7 7 A v RE4 . partially-7 74 K
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E4 . Temporary anonymous identities 72 EWRE x LD E DI &, Open problem & LT,
DBDHR EIZ D& A X & — RET /L CTadaptive REEH K L CTEERT T A > R IBE
DRERR DR E Tz,

Information—theoretic Security without an Honest Majority [Asiacrypt 2007]

Anne Broadbent and Alain Tapp
LB OBEEITK L CBMBEDKRSE OGS TH->Th) information—theoretic IZZE4A
7a ko)A RS, veto, vote, anonymous bit transmission, collision detection,
notification, anonymous message transmission ZE BAKMJIZ;RENTWVWS, BIE X
PSR aA MIVWTN O ZHEARE IR 5NN RG> TS & FIE,
party DZFNZEILDRXTIHR LT, 2 HEOMEHE L . 2 i authentic channel % §f-o
TWAHZ &, BXWbroadeast channel WIFET 5 Z E 2T L T\ 5,

Anonymous Quantum Communication [Asiacrypt 2007]
Gilles Brassard, Anne Broadbent, Joseph Fitzsimons, Sébastien Gambs, and
Alain Tapp
active RUBEH OBIMEE DA IT information—theoretically secure & (B4 DE{E
FEEADZEERELD) BErWEMERY e ba Lo, £/, #25L quantum
message DT T ANV ESFLHIENPHKL FXER->TWD, ETVEERL, R 1
F AN DEAVEICOWTIEAZ/R LTS, DR E LTI, 2IEOFES 2381E 215
FEILZLENHR, 7w a2 ELRSELZERHRTLE I R THD,

Authenticated Key Exchange and Key Encapsulation in the Standard Model
[Asiacrypt 2007]

Tatsuaki Okamoto
DDH(dicisional Diffie—Hellman) {7 * TCR(target collision resistant) 72/~ 3 = B%k
DA TE * PRFs (pseud-random functions) REIZHDE, A H U F— RET )L TLEMEH
"JHE7¢ Key exchange 3 X O Key encapsulation D# LU MERK T IEE RS, R IER
redundancy—free (& L < 1% validity—check free) lZHEpKT 5 Z &0 HFKSH, F7-. DEM #
57 & L T redundancy—free 72 LR LA EH Z LI XLV, CCA-secure T
redundancy—free 72/NA 7V v NEF 52T 5 Z &Nk S,

SQUASH — a New MAC With Provable Security Properties for Highly Constrained Devices
Such As RFID Tags [FSE 2008]

Adi Shamir
RFID7p & m— > FOBRELTHIREICEET D A v ¥ — VRBREF I ASQUASHDH2 R, I 75
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13 A S (SQUARE) &/~ & = (HASH) Z Bl L72 & D, RFIDFETHW D A v & — VRBREH
MICRHME L TR L Th DNy V2B ChH D 4. /v~y = Dceollision-resigtance 72 &
Pl T X ol S iy, FRUZHWAEY 2T &2 n 121X, Mersenne D4
A2 d L < IE. Cunningham prohject number ZF|HT 2 Z EEEIN TS, ZDOHK
(TFELENERED BARRICRHl SN TR Y . £7e 2 DR AT, RabinARHEENE 5 & [MF D24
PEAEFF>Z LG TE 5,

6. Dt
Does Privacy Require True Randomness? [TCC 2007]

Carl Bosley and Yevgeniy Dodis
fFaerm hailBnWT, 7 Z ALY —ARRHTE2WiEE Extractable source (JEW
BL%A> 5 PRNG TH VY pseudorandom string Z H 9 ) TILE TZ %, Soundness X°
Authentication I DWW TIEZRNZE 25 source 3H 5D Z ENHISILTUWAD D, Privacy/
Indistinguishability IZ DWW TIXHE HILTWAR o 7=, AFEFE TIX Info-theoretic
Private Key Encryption IZIZIFIX5EA7R randomness MMLETHHZ L, £/~ seed DE
v FE% n & LT (og n - log log n) & & & + 43 B\ X 0 W 5 1L 12 1%
Extractable-Source 133 L HMLBERWT & 2om LT,

Universally Composable Security with Global Setup [TCC 2007]
Ran Canetti, Yevgeniy Dodis, Rafael Pass and Shabsi Walfish

kD UC Framework TiX, & b7 v 7 TRk L7~ CRS(Common Reference String) %
FIATELZ &ML LT e ba vzl T 52 eMIELAEThoTen, Brd 7
B haLETOMT CRS 2D LTS T oTe, XoT, =20y
G VRERENDTZCIT—DD (RS BLEL o> TV, 52, RS 21ED
Functionality X Real-life |ZDOZfFEfE L. Ideal-model TiII I =L —& 7 CRS &4
F9 5728 Real-life & Ideal-model T® CRS 2% FHREMICHBITE 2V F—T
Fhodz,  (BIORBZTIUL, WEEE LTI 2 L—F OMICIERFHRERFEL T
7oo ) ZAUTRR BRI & 2 57200 T < FEEEE v FIEGEA N AR REIC /R D7 & 1
R EORE LG & Z LTz, ZOFMLTIHE Real-life & Ideal-model TE» F7 v
M@ functionality Z3LF T 25 GUC LFHINDET VERE LI, SHIZ, TXTH
=P RREEGEEE SR LA EL BN - OMERSIEND &V D Gk PKI 7V
PREL, FOETNTHEED 2 h2/Lh GUC(Global Universal Composable) FpRL RS
BETHD I Eamlic, ([CLOSOZ]DHERLAY GUC THEY SIS & &RLTz, )

Perfect NIZK with Adaptive Soundness [TCC 2007]

99



Masayuki Abe and Serge Fehr
NP EBEESFEICRHT HIERNGERTN Y 2 ik arqument O AR HE %2~ L 7=,
NI (Non-Interactive) S 2 S BT 5 SNIZK (Statistical Non—Interactive
Zero—Knowledge) ZHERLT 5 Z L IXRFORMIEED —>TH>7-, Groth 5L 2006 4F
(2 Subgroup HJERBEIZESWT SNIZK Z MR L7223, £ o 42 CRS (Common
Reference String) & FFEH® statement AN TH A, b L IE, FFBHD statementCRS (Z
HEARTHBINELRITNER DRV ENSHIIRE B o To, RFEROEEHATIEL, @
PEICHIBR2ME < | PR FRE R RER p T LTH Zp LOEHFRIRZ S RAFEH
T& D, (RS DEMNESG D re—use TE D, CRS ZMGEE D RILT 256, ZAP & L TH
HTED, 70 &K E RO,

Universally Composable Secure Computation Using Tamper—Proof Hardware [Eurocrypt
2007]
Jonathan Katz

UC( Universal Composable ) EF/LC, 71 ha/)VEDOZEMEA % 72 L2 5412131105
MD setup assumption ZMHE LT 5, TERMEFDZ <L, CRS(Common Reference String)
FaRELTWLHENEND, ZHUTRFZEOHFTIE, ME1DEHTE L% 3 HITK
LU ZARET DD T, FEHTEDLH 3 F~DEGFNBRKRENVEDOTRENS, MICBHE
HJ72 setup assumption & U CHHRRYZRMZ L /XT3, R ZRE L, FHUZHE S W= UC £
T TOREMFER 2 EZ R LTV D,

Generic and Practical Resettable Zero—Knowledge in the Bare Public—key Model
[Eurocrypt 2007]

Moti Yung and Yunlei Zhao
(sub—exponentially strong 7¢) fE& D —J7mMEEIE % (& L 7= bara public—key E7 /LT,
NP M2 % 9 5 constant -round concurrently sound resettable zero—knowledge
(rZK-CS) argument DR TTiEZ R Uiz, $#REITAUL, weak (black-box) 7R TIL,
concurrent knowledge—extractability property bHi7=d3 HE 7o TW3, #ROFT
X preimage—verifiable OWF 72 & & W T3,

Zero Knowledge and Soundness are Symmetric [Eurocrypt 2007]

Shien Jin Ong and Salil Vadhan
zero—knowledge argument % #f-> NP fIEED 7 T A DN 24T -7, TDFMEE LT,
zero—knowledgeness & soundness & ORISR HH Z EEZFEHAL TWD, T7bb,
zero—knowledge argument %52 NP N coNP ORED 7 F 2 3FDWMEED 7 T ZIZH T
TWAZ xR L., WIZ, computational zero—knowledge proof 23 5 & & D A

100



statistical zero—knowledge argument Z 2L 972 NP RIEENTEET A Z & &2 LT,
Z O, AREFBOREFHSCEICE T, BRI 2 FoEHiR L E & HIZ Journal
Cryptology OFehIIFIZfa# S5,

Non-Interactive Proofs for Integer Multiplication [Eurocrypt 2007]

Ivan Damgard and KRune Thorbek
Universal composable 7 verifiable 723EXIEERIER AIHEZR secret sharing O Fik% 2 FEfH
R, 1 DOHXITIZ[ACF] TREN TS pederson VSS MM L7z G EZHA L,
Shamir secret sharing 2MFIOILTUNZH4r % Integer Secret Sharing I[CE&E#ix . ZhE
&> TW\W5, Pederson VSS T% Integer Secret Sharing |CEZEH#z HZ L3RS
ELTWD, 22001F, HBEEDOHEN1/3 LV /NSWEEICEHRER T NL 2> TEY,
pseudorandom secret sharing technique % Integer Secrete Sharing D47 — A IZERH L
TEFREEFIAL TS, Zhbo AL, MPC(Multiparty Computation) IZHZHTH Y |
set-up assumption ZHift L L, 7 ¥ LA T 7 VBT MIHWTICL MG TRE TH 5
ELTW5%,

A Fast and Key-Efficient Reduction of Chosen—Ciphertext to Known—-Plaintext Security
[Eurocrypt 2007]
Ueli Maurer and Johan Sjodin
FHWEREL T o & LEE% ek (WPRF: weak pseudorandom function) &%, #ElT o & LB DS
2D ETH D, ZOMmLTIE, RO 3REZHH LT,
L. WPRF O HH 1 #fiJH & KT % i b 2h=R O B M KE % 5 -2 % (Range Extension),
2.WPRF Z R L Tl o PRF MR 5 HiE AR ET 5,
3.HT2HHIZ L V| Damgard-Nielsen AMEZRL72b D XV BRD B, BRI 5 ORI KT
L CRERIE 5 A X — L85,
* EPEZRBATIE, 7 o F DR ATIN T 2 AP OBLRE RN D, —HKT & 4
B% & DRI =AW BEEL,

Improved Analysis of Kannan’s Shortest Lattice Vector Algorithm [Crypto 2007]
Guillaume Hanrot and Damien Stehle’

Kannan |2 & D/ ME1_7 MVRRT VT X LOEHEO FIRZUE L, 5 &1
FoFER7 SVERSR M (SVP) 1L, NTRU, GGH, Ajtai-Dwork 72 & DZABRGERE 5 DZAMED
RP L 72> TS, SVP Z2ff< J5ik & LT, /ISR N O+ 8 2 2R R T D E iR
(HER DY | BESFEE 21T Kannan O 7 LY A AL LTHLBN TV D, AR T,
KT OBERF L LT, HATZmEOMRD 0 ITHMEEZFRIH Lz, ZORE, BRRFEHO
EHI K o TEIRICZEMN T O AR ik S 41, Helfrich |2 X % Kannan 7L =Y X4
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D EEEHERE D EIRAEY d*o%d+o (d) 7> 5 d Bxd+o (d) ICekz#E LT-, = 2 C. d T T D4ERK
/A NIY

A Security Analysis of the NIST SP 800-90 Elliptic Curve Random Number Generator
[Crypto 2007]
Daniel R. L. Brown and Kristian Gjosteen

NIST OHEME L TV % NIST SP 800-90 d#5M gl 2 F)H L7~ random number generator IZ
BT 2 fENTRE e IR 3 DORE 7= L &, ECRNG (Elliptic curve random number
generator) IZ R ThH D E Vx5, T72b5H, FEMMh#R L To DH FEDOKEENE, 2 SO
7= RRE IS 2 IR (k-7 v =) X ARRE, truncated point problem) ., truncated
problem {ZB LT, NISTHAHE L TWAHFFHNTI K /NS By LA truncate AL TUY
DB ThoTh, T TLEIZERHLILERLE, ThbL, XA M) —AKFIZ
HOBNTND L5 B3t OREMERETI RN L2EHRL TS, TE DR
RiTd o7z LTH, nonce & LTOMEMLHEA R EDLAITITEETH S,

A Generalization of DDH with Applications to Protocol Analysis and Computational
Soundness [Crypto 2007]

Emmanuel Bresson, Yassine Lakhnech, Laurent Mazaré and Bogdan Warinschi
—fft L7z DDH RIEEOFI A DWW T O3EZE, —fix{k L7z DDH R 5 1E3k o> DDH [~
JRETEDH AR L, 2Ot L7- DDH RIEZ B 5 Z ik v, Hlx1E DH_— =%
O T 1 b 2 )L DO MEZIEIAXC computational soundness DIFDfEFE(LZ 17729 =
EMTEDL AL, 26 DOFERIL, B (Passive) HEBFHICHOWTOASF KL TED
BEENAY (Active) RITEEZ T DWW TIES D Open Problem & 72> TN 5,

On Secure Multi-Party Computation in Black-Box Groups [Crypto 2007]
Yvo Desmedt, Josef Pieprzyk, Ron Steinfeld and Huaxiong Wang

fit3k. black-box groups [ZDWTIX, 7T —YULEEIZRB 72 H DIZ DWW TIIRE RN R I T
W5B, RERTIL, 7T— LTI WEEICE T 5 black-box groups DEHEW FIZ-2WT
D—ALEATV, B F 2 7 IR lE 2 BT 5 %121E honest 72 A L /N—3 453 L) RIZMELT
HHZEERLE, 72, k-of -k OMESEHTRITHES< black-box 7'&2 b 2 /L OERL S
ERLTc, 2B OfER% planar graph OOE Y 431 e SICEH T2 & FR KD,
Z T2 EEOMR A RS, 1 DHIZ, #Bf52A b (communication complexity) 23 E#A
— X — 272> TLE I collision resistance I optimal (t< n/2, t 1T RIEHK. n ILTEIK
BT B, 2 DHIL, collisionresistance [T90°E 5 (t <n/u, ulX2.948LLF)
. BE=2 A b (conmunication complexity) % O(nt?) FEEEICMZx A Z L3k D,
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Crypto 2007 BoF [Crypto 2007]

NIST |2 & % “Standardizing New Public Key Crypto Algorithms” & RSA £hiZ X %” THE RSA
CRYPTO CHALLENGE” 7234 Siv7z, NIST O TIX, ZMEOEIAIIKRE: - £FE 4 Th
ST, HmIIERA T E O, SBFTIATR O NED, T2 9 & LT bZ O FIED X ¥
VAZREDRRICT HRE ), FORELEEFTERBLIEFEHET 20, HILIHTETHY
% IBE 72 EHRFHIAN TN RED ete,,, 2OI—T 4 VN T K L2 [REFER
CIFEELS, AZ AL LTNIST REL OFEBREDAZ o ARE R 2RO, Lol

Better price—performance ratios for generalized birthday attacks
[SHARCS 2007]

Daniel J. Bernstein
Wagner 7324 L7flE BIBIIZIHENRE NI ERMBNTNDH, ThEIiFihT 52 &
THE MR Z @D FEORG 21T o 7o, —MALEE B RIE & 13, k8 (k=2) OFHE
B2 B By hOBAEL £, £, -, T TR L, £ (x)) 4, (x,) +-+ 4, (x,) mod 2° = 0
2729 m,my, o, m RO LHMETH D, 7ed6, B=1 DL X mod 2° 2 L, IEZHE
MAREFCE Z A T2 b DI D, ZORKRTIE, FHEDEN LD, Wagner O Hik
E AR EZET (my, my) X2 (mg, my) DEEL (X7 FALOH A X)) ZHBEKOFEICEDET
L L, ZORSE, Wagner O FIETER SN /-FHER & GRS A X03% 2282 %1
TholeD%k, SEIOREFIETH 22V oW DT L7, FHRMY A X OIS
DENEDN, FHREFHIIRIBIZ TR -7z,

Side Channel Cryptanalysis of a Higher Order Masking Scheme [CHES 2007]
Jean-Se’bastien Coron, Fmmanuel Prouff, Matthieu Rivain
Schramm & Paar (C X 5~ A7 Z W omIROPIENED . 3 IROE 17200 fffr T 2 2
LR LT, DPAIRE LT NE AR AL AEORIZ T & LIZ55EIF 2 mik (d k)
v AX 7 ENSH D, CT-RSA T Schramm & Paar (X, d Ik~ A% 2 C d ¥k DPA 3 HE2hIZ 7
HBiEE A #- % LTz, Schramm & Paar (2K 2 d IR~ AF U 712 3RO RIBFAES D 2 &
ZFIH L. combining 3 ¥k DPA & profiling 3 YK DPA &9 2 FlFHD 3 Yk DPA A FIF L
2o 2FEIHD 3R DPAITVT NG d R~ A% 7 i L7 BIKISH L TAITH 5,
[f] U528k C combining B TIXIE UWBHEE 1T B2 0 7L 4% 105 ELL ETH - 7= DIz %t
L. profile B TiX 2800 fELL LT A, profile AL DN E VY, v AF 7 DR
DE L THOMTLREMENm LT 25010 TRWD & 2 %EGE LTz, profile BYUISEHEE DO ZhZR N
BV, BEBENFELHEIFERAS - 2B TEDL L2 RELTNDDT,
combining B4 UHME 2 22U R b A 72 < 7oy,

High-Speed True Random Number Generation with Logic Gates Only [CHES 2007]
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Markus Dichtl, Jovan Golic

Yy A= EFERAWT, =2 a3 E < AR E RO EL R ks A R R LT,
FRER T — N2 ORER S TR OEMUEL A AR, BB KR8 & 50, ZERY
LSS 2 Z RN R T m e R EFIH LI b D o7, 22T, 2 O Y v JiRE 1,
Fibonacci ! & Gauss BAFIH L, FPGA THEIEL- L Z A, F U X VERELRIEK ST 2o
A ERS T, EREv b Tt EmnTy ot —2EH Lz, EHEO X &R
BWVEEIEL B AR DR R SN D AREME D H VO | ZHBREMRD E D D EREE & & T
Wi 2 MENH D,

FPGA intrinsic PUFs and their use for IP protection [CHES 2007]
Jorge Guajardo, Sandeep Kumar, Geert—Jan Schrijen, Pim Tuyls

FPGA @ IP (Intelectual Property) 575 7212, WPANCE AR ATRE /2 B %% & Fi\V V7= FPGA
Wb U7 5 K& BHJE L7z, FPGA L IP(Intelectual Property) Z %> hU—2 TF
$az 554 . cloning BEEIZKIT BB L L TR SLITMETH 505, FPGA 23#EZ K X
INRET D PRIEE 725, R L LT, FLASH O X 9 e AR f#% A€ U % FPGA (255 1F
L AMETF Ry T ) —ZHE L CFPGA ND RM 2FIHT 572 EOFIENRH DN, 3 A K
D0 BN Tl o7z, £ 2T, SRAM ZFH L CTWEE 7 v — o R A BE%L (PUF) Z1E 0 |
TV BEBERVFTIER EZRM L TRZED | IPR#EH O 1 b a)LE 2 ICKE L
FEERIC KX VEMEA B L=, SRAM @ 1023 £ kb, 278 By NOSERENTZ, 77V«
BV ETIEA R L TR Y, ZEBEIXRMTHY . BRELILRICRDIND, TV
FTUT g iEm,

Evaluation of the Masked Logic Style MDPL on a Prototype Chip [CHES 2007]
Thomas Popp, Mario Kirschbaum, Thomas Zefferer, Stefan Mangard

BN BRI T DL CTHH~ AT Yy 7 « AXANTHDMWPL #FEEL-7 1
N2 A AT DRl 24T o 72, DPA IZ6F 2BNEL LT~ A7 rY vy 70— THD
MDPL (Masked Dual-rail Pre—charge Logic) 2MEZR I T\ 5, 8051 AHfi~vA /7 m=al kb u
—Z%EF 0. 13um D71 M XA TITMPL ZFEEE L, DPA AT/ -T2, TOREE. N
HAEY B 13 MR 2 MOV BAEICH3 5 DPA TRERIGFRIFRA R Sz, 3
2= a TR LIEE 2 A, ZORNITYIHEIED R (early propagation effect) A3
FRKTHDZ ENHLMNTe -T2, £7-. DPATMREEL#T 5 MDPL OB bR L7z,

Masking and Dual-rail Logic Don’t Add Up [CHES 2007]

Patrick Schaumont, Kris Tiri
DPA (2T HBENECH DV AF L 7 E ZHL— A r Yy JRERTF ¥ —VOMAEDLE T
& % MDPL % 5423 2 B 220 RATIC BN LTz, DPA iR E LTv A7 m ¥y 7 RHRES
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NTWDR, BHHERENO A7 By MERHEE TE 5D T, R T 4V Z LB
£ o T DPA WATREIZZ2 D, HMIR~ A7 OHRE LT, vAZ _HL—Lr Yy 70T A
PV Fry—2ul v IR RBEISNTWS, =T 4 T DT RF U AFEALTw
AT Ey NEHEE LIZEZ A, ABS 23 LIV T icxtL, ~AZ L TEHL—a Yy
JEBINETE DI EN Y I 2 b —a r ORLET, EEOREICE SNV HBIETH
VISR E D,

DPA-Resistance Without Routing Constraints? A cautionary note about MDPL security
[CHES 2007]
Benedikt Gierlichs

N—T 4 U ZIVZHER L7z MDPL 77— MO 2 B8 L2 7R L, DPA (T4 2 B3I —7
AT T HHIRERTLERSH D Z L AR L7, DPA %3 & L T MDPL (Masked
Dual-rail Pre-charge Logic) MRE I, TNEENT L HEL LT, 77U v FLORY
{5HEZI R (early propagation effect) #FIHT 2D Th o7z, AFFK TIL, MDPL [EIFED
T NG U RIp—T 4 7 EEUELE A A (PRNG) O D IZTER L, MDPL TRl S 47z
AES-128 Z#J24E L7 VLSI F v x4 5 BRI I 0 | ARMEEZER LTz, RiDFER LT
NWETH DM, BHUSLEERARDR Y ZIE L TWDRBER S,

Information Theoretic Evaluation of Side—Channel Resistant Logic Styles [CHES 2007]
F. Mace, F.-X Standaert, J. -J. Quisquater

YA FF v ROV D5 2 L 723288 v &7y 7 O SO 2 1 H A i L At 9

5k EAL Ule, AR, HEBIBIY. BREBES 72 & 2RI L T 5% DR

HMEFL A RF ¥ FVIEE L Z UK T D AR AR ST D, Y7

N7 2 7TIZ K DR TIEL, FHET — 2 O 7 o X MEIZ X O BRI RIEE ® EER & 7 5

T—HOMBAZHEO LD L LTEY, BERREICITR>oTWVDHDIEF RN DD, KE

AWNEIZT 20D LZITANLNTWND, N— T =72 X5 PETEIT RO E

EEFTLHZETEBRIN TS, 2006 42 Standaert SHIXEHBGHAINEL X2 U T

A DREZMEDETHA FF v FVEE L 5T 5 BamO M A 2 Rk Lz,

ZDRILTIXRD 3 50 BIEEHRE LTz,

(1) 1 HRBGER AR 2R L 725 H 8 — R = 7 B R O o3t

@ v Ial—va il txal T iDL E

@REDOEF 2 VT 4 Gl T 2R AT v T 7 r—F DR

FH A2 pH il R L & L TR 6 FFH O 2 5l L 72,

+ Sense Amplifier Based Logic (SABL)

+ Wave Dynamic Differential Logic (WDDL)

* Dynamic Current Mode Logic (DyCML)
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+ Low-Swing Current Mode Logic (LSCML)

+ Masked Dual-Rail Pre-Charge Logic (MDPL)

+ Gammel-Fischer Logic (GF)

3O HIEDHK 2 IZOWTIROFERZ 15T,

(DA AAGHEZ W CHEFEO X R K 2 AF#E O =28 H L,

(2) FAEAR & LIZH— 7 — MIB T fF#E 2> 2 b—ya VTRl L7,

@) vIalb—ralEREMHALIEAR NAT v 7T 7 a—F ORI Z B LT,

T A RF v XVHEEZAIRE & T 2 G i O B B AR 2 5t G & 5 5 A& 72198 T
HD,

Lower bounds on signatures from symmetric primitives [IEEE / FOCS 2007]

Boaz Barak and Mohammad Mahmoody—Ghidary
one—time signature % black-box B ZEHEHLWT T U XA LA T 7 U BREERT 850
7% —A % upper bound &, poly (q) 2¢ &5 Z & &R LTz, ZI2°C, qidBLA T
Vo BREEA T v BERT T I NI EH DWW L7 =) OB TH D, T OfERIE,
random permutation =2 ideal cipher oracle ZIZHILETE ., /-, ZhITF 4 PHILVE
4 & symmetric algorithm(yy v =2 B8%, 7'v v 7 W55, mac 72 &) & DIRAR 72X ¥ v 7
EEWRTDORMR Lo TND,

Post-Processing Functions for a Biased Physical Random Number Generator [FSE 2008]
Patrick Lacharme

BRI IR0 L IO G 3o o720, RILHEPME L 70D, ZORKTIE, LA

TR & Zrate K LT, YATYT 4 v 7RV OREEL LTHIAT 2K/ br

—IC R DA AR < 72D KO RBABEZRRE LTc, AEEMRUT. ~N— FU =7 Ok

M8y MTHDKR, ICH — RE~OHERITE L T\ D,

(Short talk) Entropy of the Internal State of an FCSR in Galois Representation
[FSE 2008]

Andrea Ro’ck
FrU— T b VPRI RSN T 4 — BNy 7B (FCSR) 13, I OBl ELBUE R
BT DA E R & LT LIXLIEEIN D, M [, FCSRO NHERIKRE OO e iE 75 A i
RZEMEELVD, ZRIZIEIREREO= Fr B —RNEmn 2 EREREIND, ZO%
FTlE, NERREEO = b e E—DZLIZ O W T L, 1 ROREEHFTCRE 2Tk
72— (L/2 bit, 22T L 1HIIVZHEAL Ocarry bit &) 2RV, KEIZITE S
WREBIZHD Z &, o baE— 3 AL > « LY RZOFA ZAUTITIINEL 2B &
AN,

106



f+ik 4

I BHEEIS S HANT I B3 5 A

LRk 2 04 3 H
W ST Y — % o 7 7 —7" (BT =)

107



W BT T — % 7 A — T (BN FEEMR

I

T K ek A SEIEpNES

]

ZE: ML RE EH R B
EE B M PN v
EH: B AR
FE: MK H— H 7 SRR
FE R EE (L Ty = eris
ZE: A B IR [E A
FH: ED Al i S N

Zaxt (10 A)
HAFME (AAREEEFIEASIH)  — EWEE (BARBEEGHHESHT)
T E (& m@arzepT) —  NEE (F margeeT)

108



H X

= W N

DH {(Z DU\ T

ECDSA 25U T

ECDH (=W T

PSEC-KEM (22T

KDF 72 eIz 2T

HHHIERE R A A X T A —=FZ DOFPUZDONT

109



1. DH{IZDWT

1. 1. XFSEHF

e DH in ANS X9. 42
ANS X9. 42, Agreement of Symmetric Keys Using Discrete Logarithm Cryptgraphy,
American National Standard for Financial Services, November, 2007.

e DH in NIST SP 800-56A
NIST Special Publication 800-56A, Recommendation for Pair-Wise Key Establishment
Schemes Using Discrete Logarithm Cryptography (Revised), National Institute of
Standards and Technology, March, 2007.

1.2. B E

ANS X9. 42 | ZBUEDTE T BUFHELERE 5 U 2 MBI 5 DH OILEES R L L CHRES L TW
%, DH OftkETH S, —J5, NIST SP 800-56A (LA R, SP 800-56A L Fid)dHi%, DH &
ECDH (H5 F th AR 1= DB ot s 512 255 < DH) Z 3B E T Bk TH 0 | JIT4F CTId DH LAk &
LCEREND ZENEL o> TWD, Z 2 TlE, ANS X9.42 & SP 800-56A ¢ DH (2B
DERSr DRNCAFAET 5, Hffiftkk B L O EoZERIZO W TIR~%, FToR 1
IXDH Offiie 7 v vy 7K Th 5,

1. 3. Btk

NIST SP 800-56A Appendix A: Summary of Differences between this Recommendation and
ANS X9 Standards (Z1%, SP 800-56A & MiodftAk L DFAERNHED TV D, ANS X9.42 &
SP 800-56A DMNCAFTET D, DH OARICEET 572284 | Z @ Appendix 22 HHhH 35 & LA
TOEITmD,

1.3.1. RAALUNRTA=X

o FCC RAA U NTA—=ZAEKROBITHEHT % Hash 73U XAIZHDWT, SP 800-56A
Tl Hash 73U X AZHFFE L TWDH 28, ANS X9. 42 TIEBAMe 72 BLE DS,

o FCC AA 2 /RTA—=HDERIZBWT, SP 800-56A TILH LA « HIED =D D
Shawe-Taylor 7 /L= U X LDERAEH Z AR — K LTV 525, ANS X9. 42 TiI PR —
KL TW Wy,

110



[a—

p—

FCC RAA L RTFG A —=HARFED—>E LT verifiably random generation % SP
800-56A (VAR — K LCTUWBHA, ANS X9.42 TiE¥aAR— b L TR0,

FFC RAA L RTG A= DD 6, HREDOA—4—p O A X220 T, SP 800-56A T
1% 1024bit 1% 2048 bit (ZFRE L TV 52, ANS X9.42 Tid 1024bit LA 256bit %7
THDFFC RAAL L RT A—=2 DI 5 p-1 DFEREL q 122V T,SP 800-56A Tl 160bit
7> 224bit 7> 256bit (ZPRE LTS5, ANS X9. 42 Tldf/h A X% 160bit & [RET D
DHTEH D,

FEC R A A 2285 A —HZ OBl F- 122U T, SP 800-56A TI& ANS X9.63 & —EH L TW5
23, ANS X9. 42 Tl Annex A T SEED, pgenCounter L 235 4L CTUh7auy,

static key AEFITHEHT D R A A /8T A—2 DF A & ephemeral key ERIHEH T 5
RAA LT 2 =2 DFLBIZ2OUV T, SP 800-56A TIL ED AF—ATHIE UFL(A=B) &
R L2 AUE722 572028 ANS X9. 42 TIXBIDOHL (A#B) 7880 5,

.3.2. AF¥—L4

DH D A 2 — A DOFEFEIZ DU T ., SP 800-56A Tl dhHybrid2 Z#8 TUW 72U A8, ANS X9. 42
TITERH TV D

. 3. 3. KDF Bg%%

KDF BE%%1Z-2\ T, SP 800-56A & ANS X9. 42 TH&iE LA — Td 5 A3, KDF BE% NS Hash
B~ DN DR IEDN T2 D,

KDF B8%4? OtherInfo (25T, SP 800-56A TITi(E T %% (party) DikiEH 4 & Te
T EHHERT DAY, ANS X9. 42 TIEER L7y,

KDF ZFEA 72 TH Y . D>, DerivedKeyingMaterial #3474 AR T Shard Secret
B e iz oV T, SP 800-56A TIZZERT 55, ANS X9.42 TIXER L7220,

3.4, At

INBHBEDRREEIZ DU T, SP 800-56A TIXMZA T D23, ANS X9.42 TIHTE Th 5.
BB ETFEIZ DUV TSP 800-56A TIE AES key—wrapping @ & 9 72 Approved key—wrapping
TN XLOMHAERE L TWAH2S, ANS X9. 42 TIHEEN W,

#7112 Z|231F D Key Confirmation (KC) (25U T, SP 800-56A TIL KC %47 5 7=
D ORI R AARNZE NI TV DAY, ANS X9, 42 TIE KC Oiam A,

ephemeral key DFFER7RIGEITIT D HISNIZ2EE] LIZ-DOUW T, SP 800-56A TIEid®
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TUWBA, ANS X9. 42 TITFED TR,

[a—

4. VR

O RA2BD D 22 EOZERICEICROZENE X D,

e DHDFCC RAA L I/RT A—=HZOWTIL, ANS X9. 42 D FCC KA A /3T A—X (%, SP
800-56A [T A LRV A 238 D A3, SP 800-56A O FFC R A A L /37 A — & 3 ANS X9. 42
WG 2,

o KDF B OWTERNHEET D, fE L IFAHREED KF B OEEZ ST 52 &,

o T DM, DH DA ¥ —LDFIH, REAFEORKGE, $EAETIE, BT 1 RTHON T,
SP 800-56A D728 X 0 FRNHIIRZFR L T\ 5,

[a—

5. Fe&®

BE DB T BFHELERS B U A MR D DH OARS LT ANS X9.42 THY . TDL4a
PEIX CRYPTREC Report 2002 [ZFWNTHGEES LT %, ANS X9.42 & SP 800-56A DRIZAF
TET 2 Btk EOZEFNZHOWTLRMFEG 7223, KDF BIEASMZ I Tl SP 800-56A D
FRXVEBELWREZREL TS EF X, £ KF B>V TH et EoETE (B
2N SP 800-56A MDAk L < #LE L TS (Shard Secret Erik) b %), £ DML
DUNTIE SP 800-56A DTN K 0 gk LWHBLEZ TR L TV DT, SP800-56A (T DWW TLAaME
EoRIEITE,

2% 3k

[1] ANS X9.42-2001, Public Key Cryptography for the Financial Services Industry:
Agreement of Symmetric Keys Using Discrete Logarithm Cryptgraphy, American National
Standard for Financial Services, March, 2001.

[2] ANS X9.42-2003, Public Key Cryptography for the Financial Services Industry:
Agreement of Symmetric Keys Using Discrete Logarithm Cryptgraphy, American National
Standard for Financial Services, November, 2003.

[2] NIST Special Publication 800-56A, Recommendation for Pair-Wise Key Establishment
Schemes Using Discrete Logarithm Cryptography (Revised), National Institute of
Standards and Technology, March, 2007.
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2. ECDSAIZ2W\WT

2. 1. XEEAMT

e ECDSA in SECG SEC 1 v1.0
Standards for Efficient Cryptgraphy, SEC 1: Elliptic Curve Cryptgraphy, Certicom
Research, Ver.1.0, September, 2000.

e ECDSA in SECG SEC 1 v1.7
Standards for Efficient Cryptgraphy, SEC 1: Elliptic Curve Cryptgraphy, Certicom
Research, Ver.l.7(draft), November, 2006.

e ECDSA in ANS X9.62-2005
ANS X9. 62, Public Key Cryptography for the Financial Services Industry The Elliptic
Curve Digital Signature Algorithm (ECDSA), American National Standards Institute,
November, 2005.

2. 2. BHEE

SECG SEC 1 v1.0 (BAF, SEC 1 v1.0 &F¥) IXBIEDOE - BUFHERER S U X Mk T 5
ECDSA DATAES IR & L CTHRE ST\ 5, BCDSA OfERRTH D, — 5, ANS X9. 62 D 1%,

ECDSA DAL TH U | ITH TILECDSA DRk E LTI ND Z &% < o> T 5, SEC 1
v1.0 OHETIRT&H 5 Draft SEC 1 v1.7 (LAF, SEC 1 v1.7 L5E7) & ANS X9. 62 (Zffkk%
VST 5 H B THET SN TWD, SEC 1 vl. 0 OFE AR L Ot > W T
CRYPTREC Report 2002 |ZFEik STV %, Z 2 Ti, SEC 1 v1.0 &, ANS X9.62 ¢ ECDSA
2B 5 OMICHFET 5, HEfirHek Bk L OR2MHE EoZRIZ >\ Tk 5,

2. 3. BAfAAR

PAFIZ, SEC 1 v1.0 @ ECDSA 2R B EB45r & . ANS X9. 62 @ ECDH D fE DZER A 4284 5,
TEHE., SEC 1 v1.7 L DFEREIRAS, . ANS X9.62 &9 34 1E ANS X9. 62-2005 A 54
HDO LTS, FTOX 21X ECDSA OffiE/e 7oy 7 Th 5,

2.3.1. Security Level

e Security level t 22U T, ANS X9.62 TiX 80 LA L 5 B¥f5IzfRE (Z#UIL SEC 1 v1. 7
ERIL) LTWAA, SEC 1 v1.0 TIL56 DL ESEEAEEL TW5H,
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[\]

[\]

[\]

3.2 RAALUNTA=H

HIRAF, BICHEH R Z DA DECC RAA LT A—ZD—D>THDHpDbitRd
FHGIZDOWT, SEC 1 v1.7 Tl p @ bit £1% Security level tIZHE- TH D HL,
ZOfEIZSEC 1 v1.0 LR UNZENLLETH D, —F7, ANS X9. 62 TILZDHIRIZIN R,
G O n 122V T Security level t IZ L AHIENH 5,

ECC RAA U /NTG A—=HD—DTohDHHN GITONT, ANS X9.62 X° SEC 1 v1.7 Tik
SEC 1 v1.0 IZH, MOV SRR EEBEB LI LV LWSRENHEI L TWD, £z,
ANS X9.62 TiX., G DA% n IO\ T Security level t 12X BHIRENRH 5,

AR Fom EICHEH IR A IS A D ECC RAAL L RTA—=2ThbHn &, HREEZER
B4 25 HIENX F(x) & GITOWT, SEC 1 vl.0 & SEC 1 v1.7 Tl Security level t
> THRD BN TWD, —JF7, ANS X9.62 TIXZDOHIRICI A, HE G O n iz
W Security level t IZLAHIBENRH 5,

ECC RAA /8T A=K DT X NIRAERIFIEIC DWW T, ANS X9. 62 TIXHEZHEL
TWDN, SEC 1 vILOBEOSEC 1 vI.TTIX [FUHF LI RAAL U INTA—=F%ET D
B LWHETANS X9.62 1CE/K L TNEDAHTH D,

ECC RAA /3T A—H O BARMEIZOW T, ANS X9. 62 TIE NIST FIPS 186-2 (ZFt# &
NIZb D&M< HELEL TV A28, SEC 1 vl. 0 TIE SECG SEC 2 IZRt#i S N7z b & HELE
LT 5%, FIPS 186-2 |[ZFa# STV D ECC B A A 23T A — & BARE DAL, SEC 2
IZREE ST D BECC RAA 23T 2= BIREDHEL DT 78> hTH D,

3.3. BEIELE

ST H D RESE d I2DV T, ANS X9. 62 TiE, HMAC Zffi~7- DRBG Z#E L., Zh %
o TAERT DL EHELTWD (Z D HMAC Zff - 7= DRBG % ANS X9.82 & L THIE
INTWD), —J, SEC1vl. 0 TITEEIELE AT OV TORIEIT I, SEC1v1. 7
TlX. ANS X9.82 <2 NIST SP 800-90 [Z¥EHL L 7= DRBG & A > THARKT 5 Z & LHEL T
W2,

3.4. E DAl

B ERRBARGEIZIB W TE 9 Hash BIIZ- DU T, ANS X9. 62 TiX X9 Registry Item
00003 SHS |[ZHEHLG% & LTV 5725, SEC1v1.0 TIX SHA-1 LHEL TW5H, SEC1vIL.7
Tl SHA-224, SHA-256, SHA-384, SHA-512 MBME TV 5D,

72¥. SEC 1 vl.7 TiE. SEC 1 vl.0 = ANS X9. 62 |21, Assisted Key Generation,
self-signing, APH#ED recovering R EDFFHEXDHEIN TV 5D,
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2. 4. REMIE

VL EDFERZMRD D L 2l EOZERIZOWTEIZRODZ ENEZD,

o ECC RAAUNRTA—=HIZOWTERNGEET D, TOLEMEFMIZ OV TR, ARy
EOFEMMFR R A A VT A—=HDIHEEZBRTHZ L,

o security level &HEEIELEAERZRIZ-OUVNT, ANS X9. 62 D F 8 L 0 IR A LT
%,

2.5. £&®

BUE DB BFHESERE 5 U 2 M) D ECDSA OALEEBIRSEIZ SEC 1 v1.0 THY . £ D
2 42PEI CRYPTREC Report 2002 (ZFHWTHGES 4L T 5, SEC 1 v1.0 & ANS X9.62-2005
DENAFAET D HE A EER EDZEFIZHONWTOR MRl 7223, ECC R A A /R T A—Z|Z5D
T ANS X9.62-2005 28 SEC 1 v1. 0 (TR TREMEMET L CW D Eenote, —i%
AIIZIE ANS X9.62-2005 DALV gk LWHIEZR L TWD, Ko T, ANS X9.62 (22T
et EORBEITENEE 2 5D,

2% 3R

[1] ANS X9.62-1998, Public Key Cryptography for the Financial Services Industry The
Elliptic Curve Digital Signature Algorithm (ECDSA), American National Standards
Institute, January, 1999.

[2] ANS X9.62-2005, Public Key Cryptography for the Financial Services Industry The
Elliptic Curve Digital Signature Algorithm (ECDSA), American National Standards
Institute, November, 2005.

[3] Standards for Efficient Cryptgraphy, SEC 1: Elliptic Curve Cryptgraphy, Certicom
Research, Ver.1.0, September, 2000.

[4] Standards for Efficient Cryptgraphy, SEC 1: Elliptic Curve Cryptgraphy, Certicom
Research, Ver.1.7(draft), November, 2006.
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3. ECDH (Z2W\T

w

1. X SR B

e ECDH in SECG SEC 1 v1.0
Standards for Efficient Cryptgraphy, SEC 1:Elliptic Curve Cryptgraphy, Certicom
Research, Ver.1.0, September, 2000.

e ECDH in NIST SP 800-56A,
NIST Special Publication 800-56A, Recommendation for Pair-Wise Key Establishment
Schemes Using Discrete Logarithm Cryptography (Revised), National Institute of
Standards and Technology, March, 2007.

3. 2. BfEE

SEC 1 v1. 0 (IBUEDOE FBUMHELEIRE 7> U A MZI1T 2 ECDH OB IR & L THRES
TV %, ECDSA & ECDH # 3l EieftikETH D, —J7. SP 800-56A D J7i%, DH & ECDH %
HICFLARETH Y . EHETIZEDH Ot L LTBRIND ZENRELRoT0D, T
ZCl&, SEC 1 v1.0 @ ECDH \ZBF7 %5 & SP 800-56A ¢ ECDH |Z B9~ %y D I AFAE
T 5. B R BB L ORIl Loz BRI OV Tl RS, TOX 3 1% ECDH Offj /e~
2y 7 THDH,

3. 3. BiffrfAr

LLIFIZ, SECL v1.0 @ ECDH (2R84 2 %B4y & . SP 800-56A > ECDH (292 4y D] D7
BAFZHT L, 728, BIE, SEC 1 O Ver. 1.7 AN draft & LTRERBEINTWDHMN, Z D SEC
1 v1.7 L DFEHESL . ANS X9.62-2005 & DFERIZHONT HIEEIR~R5,
3.3.1. Security level

Security level (SP 800-56A Tl Security Strength & BEE) t 122U T, SP 800-56A T
1280 DL oD 5 BEPEICIRE (ZAUE SEC 1 v1.7 &R L) LTWA2AS, SEC 1 v1.0 Tix 56 LL I
SEMEAZIEL TWD,

3.3.2. RAALUNTA=H

ECC RAA L INTA=ZIZONT, RN THE ST 2DERMFOHTH Y | ERTTIER
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BRMEIZ DD TR EZ S L T D & 2 Ak, SP 800-56A T SEC 1 v1.0 THIE L

Thd,

ECC RAA LT A—H DT H ARV, SP 800-56A Tl ANS X9. 62-2005
Annex A.3 ITRENDFHETHLZ LA HELTNDA, SEC 1 v1.0 TiX IZ X AICK
AAURTGA—=E T HEEITIE] LD TANS X9.62 IZEXR L TWHLDORTHD,

ECC RAA /85 A—Z O HEREIZ-OVT, SP 800-56A TIX FIPS 186-2 (it SN b
D AR HELEL TV DA, SECL v1. 0 TlE SECG SEC 2 IZit#iSN=b D& HEE L T\ 5,
FIPS 186-2 |[ZFC#k STV D ECC R A A 23T A —& BAREDOHE A 1X, SECG SEC 2 (ZFL#E
INTWDECC RAAL U RT A= BAKEOELSDOY T2y N TH D,

3.3.3. BLIELEK

SLECTH D RESE d 122, SP 800-56A Tl FIPS 186-3 Appendex B. 4 (Z7E 8 % Ak
FReEI2hE > & HE L, FIPS 186-3 Appendex B.4 TIIERLELE L RS2 DT NIST SP
800-90 |ZFEH S NT= b D EHE L T D —J7, SEC 1 vl. 0 CTIHEEELEA KR IOV T D
FUE I,

3.3.4 DHF VU XT 4 7

DH 7’V X5 4 722\ TIX standard & cofactor @ 2 FEEANN S 575, SP 800-56A Tl
cofanctor I LU D3ERD TWR2WDIZxE LT, SECI v1.0 Tl standard & cofactor O 7
RO TWD,

3.3.5. KDF Ba%k

KDF BA%&IZ-oW\ T, SP 800-56A Tl concatenation—KDF & ASNI-KDF &9 2 Fl¥H 2 HE
L. S 5HIZNIST FIPS 140-2 [ZHEHL L 7= & DIFEH FTAE & L TUW A3, SEC 1 v1. 0 Tl ANS
X9. 63 I[ZHENH 25 KDF B A T2 & LT\, 215 1E KDF B o E 1R — 7223,
KDF BE#NER D Hash BIE~D AT ORERL T IES, £ D ATIDO—EToh 5 OtherInfo D = —
RNFE72 5,

KDF B> NERCffi 9% Hash BIEUZ DT, SP 800-56A Tl FIPS 180-2 [ZHEHL L 7=
HOLHELTWAA, SEC 1 v1.0 TILSHA-1 EHEL TV 5,
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3.3.6. L AXF—L

static key & ephemeral key & ECDH D A F— A DOFEFAIZ DU T, SP 800-56A Tl static
key & ephemeral key [IZ DWW THFEICXBIL TV 2D, £DETZDORBNZE>TAL S 5 FE
$HD ECDH A ¥ — A ZHE L TW5H, —J. SECL v1.0 TlX, static key & ephemeral key
OIAREZRXANIEZR <. 1 O ECDH A% — L2 HEL TV D, TOERFIT OV TIRRIC
ESUNC RSN

3.3.7. key DEKHIE A F—ADOFEEITDOVNT

SP 800-56A Tl key % . static key & ephemeral key S IZXABIL TWA,
e cephemeral key : FT UV T g VEICEZ DL (BiEE T D) key
o static key : RO TV T 4 7 4 RWEHDO A —F — LFE O 2 key THD |
ephemeral key £V EFHM7L key

ZDETEDRJPNZ L > THEL S 5 FIEHD ECDH AX— A EHE L TWD, FlxIE, $#2
BZBIMT DT 47 4 28IHONT
o [l 7 (7 (M ephemeral key DA ZARL, AHLT HAF—LA5 C(0,2)

o (M T 7 M static key DA EHRR, KT H A F— A
o WMITLT 4T 4 static key & ephemeral key DO fF A2 AR, K4 HAF—LA
EWVWIOTREHDO AF— LN 5 FEHDO AT — LI EEND,

—J5. SEC1 v1.0 TlX, static key & ephemeral key OB XBIILWV, LLFD 2
JEDA5 ., SECL v1.01Z81F % key 1% SP 800-56A (ZF51) % ephemeral key (ZFHY T 5 & & %
bivd,

e SEC1vl.0 T, key @ development (Section6. 1.2) & KDF B4k % {# - 7= key agreement
(Section6. 1. 3) IZHMIZES| L TiTHOILD, DF V transaction (2 key DMK SN D
Z &b

o ZERE L7 public key @ assurance of validity OFEFHEE L WIBLENORSL &,
SP 800-56A @ public key IZ DWW T D FHix1E, SECL vl.0 @ ephemeral public key (T
DNTOFMEELLVHL LIZbDTH D

SEC1 v1.0 @ ECDH A ¥ — A%, FE3E E, SP800-56A @ C(0, 2) A ¥ — A (ephemeral key ™
F D B B HREED A X — L) IZOWVWTHIREZRRBEM LT D EE X HiLD,

SEC1 v1.0 @ key & . SP 800-56A @ ephemeral key & . SP 800-56A @ static key & VY9 .
ZFEOMIFET HERIZHONT, FRHDAERR, assurance of validity #1585 Ffix
EWVWIBLENDE L OTEREZLTIZRT,
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/NBA%EQ @ validation

Q& RAAL U RTA—=H DI
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Q& RAAL L IRT A—=Z DS

Fhex GMETF =y 7T H5FmE | BMET 2w 7 T5FRE | a2 F =2y 7T Fiw &
(3.2.2.1) (5.6.2.5) (5.6.2.5)

BEA BT D F BB T DT 4 | BREUISMT 20T 4 | BZWIISNMT 50T 47
T4, BT T4 4. BN
trusted party TTP

VT 4T 4 k| FCHEET FroBEET BtRd 5 L BE

Indentifier & DESFR

Ass. of Val. ##5/A

FA

ST T 4T 405

ST HL o 7o AN BR

RWHFEZ T 4T 4005

ZAT B 7o N B

KWHFTLT 4T 40 Db%
T HL > 7o B
H 4y DB (Owner TH B4

FA#E)

INBHSED ass. of val.

w55 FE - Hik

WoOWFNn (3.2.2)
validation Ffi X (3.2.2.1)
A

trusted party GE% 1% CA) 23
validation F fii & (3.2.
2. D&M TR/ DAL
%o

trusted system Zffi > THE
7z key &5

trusted party GE% X CA) 23

trusted system Z{#i-o THIE

272 key B# 9

WDWF A (5.6.2.3)
validation Ffi % (5. 6.2.5)
g o)

TTP 5155

wo oo w T »
(5.6.2.1) (5.6.2.2)
validation Ffpi & (5.6.2.5) &
5

TP 22545

TTP 23 (5. 6. 1) DEEAERLTHE &
(ZHERL L CTHE > 7= key 485
B L, #HFOD Identifier &4
BA$E A trusted manner TZZUF
5L (Owner OABEED
ass.of val.|%, (5.6.1) D#EAE
BRFAE & AT L U C A AR
LizzeTfionicedsz
&b ARE

#5y val. R8O D70

B 5 (3.2.2)

B 5 (5.6.2.3)

R

WERICELTHED

ass.

BIEHEL

BUEHE L

1E LM o Fik 25 g 0 T AT 12 [

9% ass.

ass. IX assurance O, val.lE validity DB,
4y val. &%, AF#EEA Q E LT, nQ=0 OF = v 7 #1772\ validation,
(3.2.2. IR IC BT D EAF S ETRT,
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3. 4. VEFMM

UL EORER AW D L RAME EOEBIZONTEICRD Z EBE X D,

o BCC RAA /8T A—H DN TERNEET 5., £ OREVFHRIC OV TIE, A
BEDORAL L RTA—FOEEBRT 5L,

o KDF BIEICOWTERMIET 5, 7L < IIAMEED KIF B0 EE BT 5 2 L,

e security level, #ELELEA SR, standard 72 7Y 27 ¢ 7 O 12D T, SP800-56A
DIFNE 0 ENHIRZ L T\ 5,

e ECDH AF— A2 T, SPBO0-56A ICHIEINTWVWD b FEHOAF—LD I b
ephemeral key D% 5 fir &M O Bifli 22 2 3 — L%, SECL v1. 0 D A F— A (Z LT
L OBRNHIREZFR L2 b D) ITHS T 5, static key 5, SPB00-56A O D 4 Ff
DA X — NZHOWTIL, static key D assurance 2 LW ZFR L TWAH H DD,
ZOREMITLD THRIESND Z EBMETH D,

3.5. £&®

BAE DB T BFHESERS 5 U X MBI 5 ECDH DAEEEBIRSEIL SEC 1 v1.0 THY ., £D
41 CRYPTREC Report 2002 IZ3WTHREES LTV S, SEC 1 v1.0 & SP 800-56A DfH]
\ZAFET D HAfr AR B ZFIZHONWTOREMERHI7Z23, ECC KA A L /XT A—=Z 2D T
1% SP 800-56A 75 SEC 1 v1. 0 [THATZAEMEIMET LTV 5D sildZe <. KDF BEUZ >\ Th
et EOZEITE N, ECDH R F— A2 Tid, SP 800-56A @ ephemeral key DA% fifi 5
AF—LIESEC 1 v1.0 DAF—AZHY L, Z2att EoRBIZRV., Zh b o Rz
UNTIE SP 800-56A D 5728 XV ik LWIEZ TR L T 5, - T, SP800-56A D 9 & ephemeral
key DHZAH 5 X F—LIZHOWTIL, Ll EORMBEITENLEZEX b D,

2 3R

[1] Standards for Efficient Cryptgraphy, SEC 1:Elliptic Curve Cryptgraphy, Certicom
Research, Ver.1.0, September, 2000.

[2] NIST Special Publication 800-56A, Recommendation for Pair-Wise Key Establishment
Schemes Using Discrete Logarithm Cryptography (Revised), National Institute of
Standards and Technology, March, 2007.
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Security Level t

AIRAFp EICAEM iR & 556
DECCRAA N T A =X

AIRIAF," EICAEH iR & D56 0O
ECCRAA L 8F A—X

p  FEE

RAAL L IRTG A—=HD m, £(x) : £ IZIEKREF_2m%
| FrFLRERFE | D Hmkbinary K2 HER

a, b FEHHFRED /T X —H

E:y?=x*+ax +b (mod p)

a,b @ FEAHFRED /XF X —#

) . E:yHxy = x>+ ax + b in F.2"
G,nh : E(Fp) EDIHAG R E
ORI (3% -
RGO R LR () -

n{ 26D (5750

LI A R
(DRBG) LLF D RKEIE IS

\

key pair

Static key pair

Ephemeral kevy pair

T

Shared Key Material <

DH A % — A (Shared Key Material OAf%)

|| DH primitive

Key Material D — KDF A%k |H Hash BA%L ||

JLAY

INT A—=H

" Tl LTV Y XA ||

Validation BEfRITE NS
3 ECDH (2B 5., /3T A —H P i & O o R4
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4. PSEC-KEM {Z-DW\T

4. 1. XA

ISO/1EC 18033-2 DFFFMRIZIB N T, =7 4 X WK ENOD a3 A MEZRINT 5
T TRE S NIRRT —HEENINA B, RAENTHIL S 72 b ODVE T BUFHELERE
TV A NREROL DO EET R DML oo, & 2 THAREOEE O R Y12 Hk©
E DGR EAERRT 5 1o OICA R ERRMERE AT DTz, RIS Y 7o o Tk, $REEFITH
TIZE R ORI A2 RO T,

e  PSEC-KEM!
PSEC-KEM Specification version 2. 1, NIT Information Sharing Platform Laboratories,

NTT Corporation, January 18, 2008 &

4. 2. BHEE

KEM 1Z, BIEREFR 4D DEM EfAGHE D Z L1k, IND-CCA2 DFEN] rIREZE %
AT DFWAONA T Y > NWE 524 % (KEM-DEM ##%5%) . KEM-DEM #RE Tld, £,
KEM 12XV | ABEERT 5 N—2A Tk v v a VA2 EZEE R THRAET 5, —J7, DEM |3t
G 5550 (SYM) & 15 DR AN ZARIET 5 72 OFBFET- A A MAC) 2> B 72 5, B{E 1
E, X E SWMICBW TRy v a V#TlES L, £, P30T LT MAC TRREF &4
L, MEZEMEEG LTS E LTRET 2, ZEMIE, BEXEaEL, £7 S 2k
WTEyva U THES LESCERD S, RIT, H53Tx LT MAC TRRAEFZER L
T, EHERLALEEFE SN bO L L THEN—H L ThiuE, B X275,

KEM-DEM AR i%, fo> IND-CCA2 Z i/ T HIEITHA BV EZRMICRE S TE

U http://www. cryptrec. go. jp/method. html 2> &5 AFFA[HE,
A B ICIBEEMRETEAER. EICRERBERICET IBEENEIN-EEEDE

REMNH-oT- (2008 £ 4 A 14 H), TNOoDBEZFFREMICEEZEN TV DO LHIES
Nz, FERNTOREEREHE. KEMIZ2008FE4 B 14BIRTHS.

PSEC-KEM Specification version 2.2, NTT Information Sharing Platform Laboratories,
NTT Corporation, April 14, 2008 (BUZF®HAREERR)

RIS AEL LTEATHS LHI ST,
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F-RE ATRE R M AT 723 KEM & DEM ZMNZITHR T 5 Z &Ik, mnr Lo ey

T4 EAT D, KEM, BLODEM ZHET 2 SYM & MAC DFEF ATRER BMED A v 7 4 —~ )L
FIIROEY Th 5,

KEM @ Wn/p 2 (AR O) WBEHE A &, KEMORESX C L vy MK Bz b7 s

. \BEATIVERNT, By M AN KM IZE W LN D IE LWIEGHEE Key 20, 5

VMET U LI DO E A BEIRMERTHBI T E 220

. D HEBEEADNRAT2OD A o= OWNTINIKG LIRS SIS BTz & &,
ZDOREZINHEHEDA v E—=VDWNWTNTHDNEHBRMERTHRTE 7220

® {%U‘?\T@%Tiﬁkéhéone tlme@nunﬁ%iﬁggﬁfﬁé

4. 3. AR

PSEC-KEM ODffAk BEE) IZLL T O#E Y TH 5, sFIc oW TIL, fHEEEESR IV,
PSEC-KEM X, VL Flcd R A 84k 7 /L =Y X . KGP-PSEC, BB L7 /L2 YU X A
ES-PSEC-KEM-ENCRYPT }¢ OME 57 /L= 1) X A ES-PSEC-KEM-DECRYPT 7672 5,

AT LY X A KGP-PSEC
PSEC-KEM CIIFEH R LR 21T H 720, £3°, W72 MR E L OR— AR A
NP &ZIRD D, FD%, LA FOWBEETT - TABRSE PK K ORI SK 2 H 119 5,

1. #%s € {0,...,p ~1} &2/AE/RK

ZIZT, plER—AFRA U MNP O ET D
2. W= sP&FH
3. xRk PK Z PK
4. BEHE SK & SK

W& LTHA
s & LTHN

BB/ 7 /L2 ) X A ES-PSEC-KEM-ENCRYPT
Bk 7 L= U X A ES-PSEC-KEM-ENCRYPT |, PK Z A1 & L. W55 3¢ C 2 W keyLen F 7
v NOFEK 2 H T 5,

1. hLen =7 7 v FDOELE r &AL
2. (pLen + 16 + keyLen) 427 7 v k@ H = KDF(0x00000000| | r) & 4=k
3. HZH=1t || KELT,. HZ (plen + 16)F 277> hdD t & keyLen &7 7 v DK IT%
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Iiﬁ-

a =t mod p ZEHE
Q= aW, Cl = oP %3E
hLen #7275~ ~® H = KDF(0x00000001| |C1]|Q) & 4k

IS

hlen Bw Fop 02 =+ © B %Ak
B3 C = Cl|[c2, RUSLAHK 2 H )

® N

#5721 X I ES-PSEC-KEM-DECRYPT
57 L3 Y X 2 ES-PSEC-KEM-DECRYPT (%, SK (=s) XK OWE 5L C &# AJ1E L, keyLen A
77y boAHRK (L L<IE “invalid” ) 21717 %,

1. BB C (= C1]|C2) & Cl & C212%3E] C2idhlLen 427 T v b

2. Q = sCl Z#tH

3. hLen 47277 » h® H = KDF (0x00000001 | |C1]| Q) % A=k

hLen A7 7w ko = 2 @ HaA4Rk

(pLen + 16 + keyLen) 427 7 k@ G = KDF (0x00000000| |r) % A j%

Gx#G=t || KELT, Gx(len + 16) 47T v hdDt & keylen 7T v D K24

o S o1

a =t mod p ZEE
Cl = aP DRALT D00 E 9 DKk
AL T AT AR K 2 (AL LA uE “invalid” #H 7))

© o N

S

4. ZAEMFHE

OKEM D Zz 4k
KEM (Key Encapsulation Mechanism) @ IND-CCA2 (G )is AR 4R 2 LR 12 55f U CHRTLE)
DEFIL, AR5 D IND-CCA2 DEFKE HRV, UTOXLICEREND.

T/ (ZTEARFRE]) WBE S, KEM O S L Ly MR G 2 bl b &, B4
DRFEXZBRVTHBICEEA T 7 V2 HNTH, By NI KM THLRSIE LV A

BNT A LRE Y M ERERERTHNT D 2 LR TE R

@ LM L 5 2 DA 5y
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CRYPTREC JEENDRLE & LT, HBF

YA

# 1. 2 DDOIERER DSy

B8 M ORRIBPEHEE D AFKR I NI TEBUFHELERE
B Sl PSEC-KEM AEERSE [2] (BAF, IHfEAR) &, 2R H{KIH D & - 7= PSEC-
Specification version 2.1 [3] (BAF, #rflkk) LR AEFK 112

FLEOD.

KEM

x5 | HH [ERRES GERARES

1 T— A K By MHEAL 27 > NHAL

2 T a— R ECP20SP ECP20SP, PECP20SP
3 7Nk PK=(E, W, KDF, hLen) W

VAT IINT A—H

L

E, KDF, hlLen, keylen

4 WMBRDY T )L—F Ak | H Y L

5 Ny 2 B SHA-1 SHA-1, SHA-224, SHA-256
SHA-384, SHA-512

6 GEMEDINT A —H pLen=160, hlen=128 plen=20, hlen=16

7 HELEAE pLen=160, ALer=160 plen=32, hlen=32

KDFENGF1 (SHA-1,

hashlen=160)

R=Compressed

KDF-MGF1 (SHA-256,

hashlLen=32)

R=Compressed

keyLen=256 keylLen=32
8 g (=G AER) Bk Xl ROl L
9 8% (ASN. 1) RLfZe L Al v
10 | EERO=T —HE | E5HY E XA

K 1 OEZWEEVEIC

1. T—2RE FraRL,
LZEMEOETITEZ 5720,

CHZABHEBIZONWTELED A,

[HEARZ 8 By MEALIZIRE LIZALBELTH D,

ZOEWIZLD

2. Tra— K BEWEHEHICBWCT VX LA T IV ThD EMNET D KDF ~D NI
7B, FEBHORBELALEL RS, EEE, SR CIIELRMELRE L CEets

2 http://www. cryptrec. go. jp/list. html R OKREBOfIEE 1 2RO Z &,
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FEHT 5. ZAMEORILL U CILLTOFEREE L SN 2REEZHWD
HMHHE oD List DHARE : AR OZIHAREHLEE 4 TR D 725
PriList = {Q,..., Q} <« 4P, aP, W): aW € List] = negl®
I H#R o> List xDHARGE : A O LA KBEHE A TRNRY 2o
PrixList = {x,, ", x;} < AP, aP, W): x,; € xList] = negl

ZoLE, B EHAROLREMITILL T O L O IZFEH S D.
- IAH:AR
- FEMh#R Eo> List DHARGEAY 22V 72 TIX,  IHfIARIX IND-CCA2 % A2 7= 7
- BTtk
- FEM bR £ o> List DHAEAY 22 0 72 TiE, F5MHh#R £ List xDHREN 72 0 72>
- FEMH#R B> List xDHARED 722 0 72T, #rftkklE IND-CCA2 % F 7=
- FEMH#R o> List DHARGEZ 72 0 72 TiE, HrftAkix IND-CCA2 % A 7=

3. N - VAT ANRTG A—F BIEORZEMET BV TIL, AR HE KT
LW EHsZEH L THERMEITIE T L2V,

4, WEDOYTN—F A LEEFINEDOFEIR DOFEFR DR TEEMIZITRE L 720,
5. ™o 2 BE¥ SHA-224, SHA-256, SHA-384, SHA-512 Z V% = & T, BlEM 22 oM % 1
EEEDHZENTED. Ny V2 BRITE AN NWT T VX LT 7V ERET D

KDF D—E TV, FEAAREZ M OBLS D BT E L.

6. BEMDNT A —F F—ZRIUTL DBUEDES DA T, BIENLBLE TS, FEHA
REREMEOBIATY, ZaeITRE LR,

7. HESRME HERLEAMAR T2 2 & T, BIEMARLZEMEZN LSEL LN TE D, GERA
EVEOBURTIE, 2L LTHEmRAED N DT, ZaEMITZE L.

8,9. & LR ONFITFEICHTHIERTH Y, LEMEIZITEL V.

10. BERFOTT—HE BEXDORIN hlen LHELWEE, IR TIIEMHEDE S

S HERNIREPABEN N E LR D T L B EKT D,
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MR 2D Z & T T —MBNFATIND . FEERTIE, FMAFHE TII= 7 — LB ET
SR, 0S2ECPP (AR IEZR G BN ST 7 — BN AT S 5 7= DEMEIIAREIIC
FUCIZd. 2o, ZeltsET b T 5 EThR—HEND T, Zatkic
3L 720,

@ 22 R PEFTAMfS

BrLRE D Z2 M, 1S0 M IZ 722 > TN % PSEC-KEM D22 MEZE (1] & [FRRITRT Z &0
TE 5. IS0 BitkiE, PSEC-KEM Z#ERLT 2 HEAFE M iR LoOINERICIREE T, Briltks
WETHERICHD. Thbb, SCEK[1] OFEREZ MR EOFECIRE L Cilmd 5 2
& T, RO R EMERET H 2 &N TE 5.

FERRL, UTOEHITRT LIS, U F 4T 7 VBT B NT, A Eo List
DHAREMN 2V 7=272 51F, IND-CCA2 ThDH Z LR TE S, IHHAAREL T, LoVt
i B DIRE LN RN 2 EREIR T T 50, BRME~DOREBII/NEWNWENZ 5.

EH 1
BrERICELH Z 7u72 PSEC-KEM @ IND-CCA2 % SEATIEM t, AL e THE D BUREBFIET
572 60%, M o> List DH R (U A hOEROMEEIL 0(q,+qy)) & FEITHRERH t7, Bl
Wi e TS T ATV AAPERTE D, Thbb, VX L4 T I NVET BT,
B H#R B> List DH AREN 720 72272 HIX, HrlARICEEHE S 4172 PSEC-KEM /& IND-CCA2
ThbH., ZDEx,

e’ = 1/{2(1+27%}) } {e— (qg+2qy) 278757 (14271%%) = (qp+aqp) 277}

t = t+ (gt ag)T

MR TeD, 72720, ap a X KDF % T X 54T 7 v & Z7e LT 120SP(0,4), 120SP(1, 4)
ThEE D2 AT 2EMOELE, o 2@ 547 7 V~OBEMESE T 5. TI3ksM iR -
DA T —fEICET DR Z H 5T

4.5, &

— AR I LD, GEA AL RMEICB W T EHORE LR LE L 255D D,
ISO/IEC 18033-2:2006 DO#k&ZE D E E TiI/e< ., FEHMIHR LORICIRE L Tiimd 22 &
T, R EFRRDZRIEEZ RS Z LN TE D, BUTER L AT, RRMiHEiR RO RAED
RN 2 ERER T T 50, BEME~OEEITNENE N D,
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-

X > T, ISO/IEC 18033-2:2006 |Z331F % PSEC-KEM (2 DWW Tlks M it EOBEICIREET 5 2
et EolEITnwEEZOND,

235 3Lk

[1] V. Shoup, A proposal for an ISO standard for public key encryption (version 2.1),
Cryptology ePrint Archive: Report 2001/112, Dec. 20, 2001,
http://eprint. iacr. org/2001/112

(2] AAREEEFIRASH HREE 77 v 7 4+ — L5887, PSEC-KEM fIAE#E, 2001 4 9
H 26 H

[3] NIT Information Sharing Platform Laboratories, NIT Corporation, PSEC-KEM

Specification version 2.1, Jan. 18, 2008
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5. KDF 0Z&MIz 2T
5.1. IZL®IZ

AEEEEIT, KDF OFFEZITWEEMEIC OV TRET L2 RIS OW TR 5, KDF (X545
IR R DB RESNTWDHRIICHY . o, EVAT LATOMBIELSZHETH D,
FOORBETIILLTO L H Ik L TR L=,

c AN EWEEFZ L o TRIOEH (random) & BEFN O (Other Info) (24317, BAR 72 %
BMEICEENETIVUIAN 7 +—~ > MZOWTIEE L LAV,

- KDF AR 2 EREAT T L, B CEEMEDORFT 21T,

PLED X 5 70 i b ofE 5. SP 800-56A, ANS X9.42. SEC 1 v1.0 @ KDF {2 >\ CIFE L
SIS N D DT, 5 2 Hi Tl KDF OfE & Lt oM EZ R~ L, $3HiTIh
HaEXGE L-atiE R a7z, &8 4 8 IR o022 M2 B4 5 2008 4E 2 H iR
WMEEELH, BELHICTELDERL,

5. 2. TEVEFHMmEEE

5.2.1. KDF #f=

KDF 1% DH & A L7z icic, L0 LZetzib Loa T+ 285 Th %, 11z
MRS A 2 7T,

pH %} SKM—[KDH KM
1 KDF WA 1

SKM I DH % 7> & D Hi 77 (random) & ZABH S 472 1% # (OtherInfo) 7> 5k B KDF ~D AT1TH 5,
SKM= (random || OtherInfo)

OtherInfo ®N%E., F 7= random & OtherInfo @ SKM N COREEIIHAET L IZLEETH 5,
KM (X KDE B0 Tdh 5,

KM=(K1 || K2 || K3 ]| -~ || Kn)

KM 225 MBER ey MEAEEID H L, gL L TRIHAT S, KDF OfEEEIC K - Cramsss it
DOREZEKI(G=1,...,n) DRETIPERIGENRSHD KL ODRKRETIN160 By hTHDHD
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WXL, BEROREIN 128y N THLGERE), AREETIE, MERHOKRE %
Ki OBBEORE S LET D, ZOWRED T T, MELFORE I L K ORE IO
BERBEEDIRIT D OICRFHINE L R 5T — X BEXHEREZEE L2, TO®
WEEFIIAR 23 E S 42, KDFIZE » TR M2 ER LIZRG s 2> T s,

5.2.2. FME LB T 4 L EeEEH

BBEDPFIAGROMEIC L > TUTORENREZ BN D,

1) SKM D53 16 & BURE G156

7'm b OMEFHEEZFIH LT, SKM O— O RE LBEE NG LET D, HKBEEHEDOH
FHIAT L7 SKM OFER D KM 2 #ET D2 & ThDH, Lo TKFICRDOLNL%4E
PEIL SKM OB RN D KM 2HEET HZ 2RI T 228 THhDH, b LEBEBEN
random R Z 157272 513 KDF |32 O Re % R SRV D T, ZOLEITOWTIIME L
|

2) KM K% BB E PG T- 556

W N ST RSO 2R (KW) 2157 L RET 5, BURHE O H AL KM 25 SKM DOER
STEMRAE RS L. SKMAERIZED D EREBS T2 L THD, Ko TR D SKM & E
TERNWZ ENKFICRO BN D,

KM D— & W BEH PG e

YA NI SN WEBHO—E Ki) 2577 S RET 5, XBEDOHIZ, Ki 26RO/
BHEKi(F1D)ERDDHZETHD, KDF RO HNDH LXK 2K ZlcflEEIND
ZEEREICT AL THD, FiE, WEEOHBMN KL 75 SKM O IEHRE BET 5
HBaEbEZ LD,

5.3. NIST SP 800-56A, ANS X9.42, SECG SEC 1 O&2tE

SP 800-56A, ANS X9.42, SEC 1 v1.0 THJH &3 T 5 KDF O#EE A X 2 12779, OtherInfo
IR ENDINEBEKL DA 7 +—~ > MIEEETRR S,
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Random || Other Info

1 (courier)l

| /\‘yvlﬁﬁﬁ|

!

KM=K: | K2 | Kz IK 4l - . . [Kna

X 2 AFHEHAIT D KDF Hik

1) SKM D i & W H 3 MG T i D2k

random 2R D K & Tk L CHEBEE M 57- random DEFIE RO K& & TLEMENRIET
%o b LIKEEDN random 2K Z 15772 51X KDF 1XF ORERER F7- X722\, | random|=N,
Ki | =M, BCREDNEEHZ 0 &TUE, REON-n By hEHEELARBS Ki 23R DI
BFUANREBEZOND, ZOBRITFEEN 2" TH Y | FHEBIERNETARETH H i
NS WD THIVUTHEE LTHRNT D, RELEBENAFTE D EIRET 2 DI
W72 n ORE Z L random AT HETOT 1 b a)LORZEVEIHKIT L, KDF OZEVERE
fili & Berp 2 DO TEIFES 5,

2) KM 221K % BB DS 72 56 D22 2k

I TOKEFREOHBL SKM OEFEREAFT LI L THDH, SKMAERICEAT D E#RE
AFTHZEICLVHORZHIZEIE TS SKM ZHEET 5, E7I3BEIC T - I8 #alz 1T
5 SKMAHEE T D EWVHWEL TV FREZbND,

KM 2% random Z R T 5 Z Ly VaBEOREBEERD D Z LIZELWX 2 B2,
random ORE I BNy V2Bl /S WGEIT, BERRICLV ZOEZED D Z LN
TE %, L, BEORYRLE 2 FEBRAHNT 5 0ENEL 5D, SP 800-56A, ANS X9. 42,
SEC1v1.0Cid vy =it L TSHA-1 6 L <L SHA-1 2 o 7 HMAC MR ST b,
ZnBlTxt LT,

L AR & 0 R 2R R GH R TR R S Tunen

2. A DO—EDBBER O5E T O RB R FAGEH R BT 2 G172 0

MM ATIO—EHTHHEEARE TH D & W ) iEIT FIEN T A S LT e

4. random MK & XL H ., DH DAL 1024 ¥~ FLLE, ECDH 041 160 ¥y RELER
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RSN D720, EERRICKDBENFITRETH D

EWIONRBLIZH D, — T 1) DOHEL TV F LS R, SKM ORI H 2 BEE 1S
TV ERET T, BUBEBEA O TEHRO K E S2G U TRRBIC LB 2 3 H & %2 B
TZ 5,

3) KM O —FR & WBEH NG DR

BEOMERE KL ZHEENAFL, ZhEFH L TRAOER Kj 2HET 52 L0
KEHEDO A TH D, SP 800-56A, ANS X9.42, SEC 1 v1.0 XX 2 OfEEZEFFH>DOT, ZD
BA I TOREFIEREZ HD,

a. D Ki # T rondom B L, T A HWTK] #5HH T2

b. D Ki % W TELIERERZFH LT Kj 2HET 5

AT w7 AKE i EREENRMOLGET, TNEHET H-0ORMEENRGHINLE
272 %, UTTIEHBEMTH D &) ARIREME 52 THETT 5, $£72, a. DREFIEIX
AIEi D 2) DG LFAETHLOTEHKT 5,

b. DBEETH D FELEZE & 13 > & 2 BB OB (R B ICB1T 228 THh 5,
ZDX )R E CO/ % & LT, NMAC <° HMAC DR # 4 B H 5 B FIER N D
NHREIN TS, TNOHEFEZISHTHZ LI2X V| random 2R D DITHEREE
REAZ2ERERICHATHIRCE 5 ATREMEN H 5, FFIC MDA Zff - 72 HMAC X OV NMAC, 7=
IEMD5 A A > 72 NMAC IZ DWW TR FE OB A RNV R STV D, 7272 LEHELE 22 2 F 1
L7EBBIIANZ AHIZEARD ZEDREMEERoTnDId, A7 4+—~ v EBRRES
TS KDF ~EH T 2558 X EO BRI 207z LT AR TERWATREE S &
5,

SP 800-56A, ANS X9.42, SEC 1 v1.0 Tid/ Ny = B%ce LT SHA-1 & L < % SHA-1 Zff
572 HMAC 3R S CTuv%, SHA-L 1T DU TIE 80 Bt 70 Bt CORREIEZE 233 L X T
%o Lo LEELLEZ2 2RI L7z SHA-1 & > 7= IMAC (2513 2 Zh R M e BO Ty F 723
STV LY,

5. 4. BB DR EME
SP 800-56A, ANS X9.42, SEC 1 v1.0 TiI v =A%k e LT SHA-1 & L < % SHA-1 &1
S 72 HMAC R ST 5, LLUTFIZ SHA-1 J TOF SHA-1 &1 - 7= HMAC DZ 4 EIZ B9 5 Bl

RezLol,

[SHA-1]
< 2008 4F 2 HBIECIE, B2 RICHERFREEITI OEE L REINLTWD, FI—YK
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PRV y Farva—F 40 o272k 5 SHA-L OFERER a7 ST hbil T3,
s e R ORE 21X 80 BE T0 R TH 5,
SR A E I 2 FRGHEICE L IR EIRR L 0 IR FENE R I TV,

[SHA-1 % > 7= HMAC (HMAC/SHA-1) ]

« HMAC/SHA-1 {295 7 /b3 U X ABEDORE T2,

« 34 BElZI 5 L7z HMAC/SHA-1 {22 T, HMAC DFME A1 T3 2 FIENIE ST b,
- 43 BEIZIH D L7z HMAC/SHA-1 (2 DWW\ T, ARk S ALT2 MBS HMAC/SHA-1 ~ELE )2 7RI 3 %
WANBEPRESN TN D, 2720, BOKBIZL D KF OREME~OREEITEN LB 2
bihd,

5.5. ZEMEHREFTOE LD

KDF ~DW BT, & v > a 87 CREEE A WEE AT LT21% TITHi1 5, SP 800-56A,
ANS X9. 42, SEC 1 v1. 0 T f 415 KDF D24 1X SHA-1 OJF R R NI R T 5,
2008 FBUE CILR G FH R IR EEMEIZ OV TEREIRB LN 2 FEIIFHE A I LT e,
F 72, SHA-1 Zffi 572 HMAC 25FIH STV A5G 1%, SHA-1 OFHEIEZE 0% RN KB 128
MDA DD, 80 Bt 70 B OHEHMUMERR ENF R INTWDHN, TbafMH L7z
HMAC DOIEA~O A FNIIHE S TE 59, SHA-1 &4 > 7= HMAC ~D B8 &, 2EFRFR LIS
ICAZ 7 FRIIR R ST,

LI b, SP 800-56A, ANS X9.42, SEC 1 v1.0(Z2WTik, fH LTV % SHA-1 DfEFh
LR OBATEHEI22 EITEBEPMBETH 200, EHIZZEERENIN R TIERNESE
bbb,
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6. HEHBBR RAAL LT A —FZDFRIZHONT
6.1. #FE=E

BRI B A A L RF A =5 L3RG B 5o AT L& 2 DICUEEIR/NT A —
2THY .,

o HRRIKF, & ZDFRE (GLEROFEECIER 724 w2 HEH)

o fEMEIMRE = (F, a, b).

o EEDHRDR—ARALKG = (x5 vo) EZXDMHEN = 0(6),

o ZOMh, AFvar LT, a7y ¥—h=4H#EF,)/n O SEED%

MBI 5, ZH OIS M R EoBERC SR (ECDLP) (ZBET 2 BB HiEZHEH T& 72
WE D IZEIRENDMED B D,

BURF KU I W TECDLPIZ 63 2 BEAF OB BT 1L 2 W TE 20 KX 9123 5121,

(a)  NIEHE (GF (@) MR EFHn (O 292k vEvEIhs Z &

(b) MOV ZE =32 &

() T/ ~=TAEMEWTZTZ L,

(d)  a=2"O%HFE. MIFHTHDHZ L,

DADHK DD Z EMMETH 5, BIRFIETKBT D &

o T UH NTEINT DA,

o NEEkIR U T AOFEH R A5 )75 (Complex Multiplicationi%<PKoblitzHifR)
D2FEFAN B D, ANS X9. 62-2005(2 81 HAFMHIHRE KA A L NTG A—ZDEROT VT Y X
LHEHTERTELUTORIOLHITRD,

F 72, ANS X9.62-2005 (Z331F DA EIAR K A A 2 /XT A — 2 OFYHERGED FAFHIZLLT
DI >T V5D,

e n>=max ¥, 2% (siFEXF2 VT4 RXTA=F)IO, nFEKTHHZ L

o FHHELI-AIRAERZAGTHBHME = F, a, b) (KU, FESEED 2352 51T

WAL RIZIZENEEDT) PEYMEEETH L

o« W :K%}HYﬁﬁ<=W@#O\3777&~hﬁ52%h(%6%@ﬁ\h:
h’ )

o MOV S EG-T L

e Anomalous &= 2 &

° NR—ZARA LV MG = (XG) Y(;) (FE SEED N 5.2 HNTWA EXEFNEEDT) BN
YHEEETHZ L
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21 ANS X9.62-2005 (28T DFEH AR KA A L /3T A —X OAERR O E

“Verifiably random” 72/ERk % V%72 2

Y N
SEED % 4= i
AR F, OREEOFEREL 2
fEA L2 TPB, PPB, GNB
q \3AFEH (@ = FHp, p> 3) QX 2 ODFEEF (q = 2° m1TFEH

EH B E ORI “Verifiably random” 2>9
Y N

“Verifiably random” T E % /ERK CM 5, Koblitz HHRIC LV E ZAERK

ERECAER SR R E=(F,, a, b) D% PERGE

HH A E OREu = #E OPIE

fr#u = #E 1% “nearly prime” 7>?

né&hZHRE
RX—=2ARA > b 6 DERKIL “Verifiably random” 7>
y N
“Verifiably random” 72X—2A KRBENTZFEIZLHRX—AKRA
ARA DG = (x vo) DAERK RG = (xe ve) DA

ERECAERR S NI B B A A 8T X — 2 DR Y VERGE

6. 2. MOV (Menezes—Okamoto—Vanstone) FRfE B

MOV B & 1%, GF (q) EooFEH Rz I8 1T 2 BEBOS BRI 2 A TRIK GF (¢°) (2381 2 BiEHoo
BRIENTET D52 LIRS b DO TH D, BIfE B 1%, ARIK GF (d”) (2317 2 BEBO R
RE O KX 73 GF (q) Eo#E M Ei I 350 2 BEBOH S EO R S (2 A7 < & B R% T
boHrEoIckdonD,

ANS X9. 62-1998[1]<° SEC 1 v1.0[11] DFEERICI W TIE, B = 20 LHE STV,
ANS X9.62-2005 %> SEC 1 v1.7(Draft) [13] Ti&, B = 100 L ZEH TV D,

6. 3. ¥5H Bhi#R DR
ANS X9.62-1998 TlZ. “verifiably random” 72 5L TR Z T 5 HFIENHESINT

W=, Ny o BB SHA-1 DNy v 2B A X160 (B ~) 28 (B2 9 H12) EER
DI TV A AN RET B, ANS X9.62-2005 Tl. HANHERI LA Ny > 2
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BOERED D720, THICAE ) KO ICRENFTER SN TND,

6.4. G (Base point) DOER

ANS X9.62-2005 Ti¥ “verifiably random” 72 5k CA AL (Base point) &K (LR
AE) T HIEDHTCICEE S, BINSiz, ¢ ORRIZEBWNT, 6 DA n(>160) 23K E
REBTHHRV X2V T 0 LI Z EIFHLNATWHARY, L LAERRL, fF3K
DI bMNRNVKHESEE FOT T -5 U 5 M5 &80T 5 ER T,
“verifiably random” 72 H{EIZE D G OBIRFIEEZHND Z ENBEINLTWD, 2k,
SEC 1 v1.7(Draft) IZHBWVTH, ZDHEFK ANS X9.62-2005 LFEAMENRH D Lt ST
WD,

6.5. h (cofactor) (ZBH3 AR

277 7 #Z—h (ZHE(GF(q))/n) 2O\ TI&, ANS X9.62-1998 TlI K& X (2BH L THEIZH
FRIZZ < (REFIHMAR B A A 23T A =X K EICEIT D smooth SIZBIT D H A K74 1%
Ho72), SEC1v1.0 TiX 4 LLT EHEIILTU V2, ANS X9. 62-2005 K OV SEC 1 vl. 7(Draft)
TIEELLL, hidEF2 VT 4L Uk s b Lzt &, 28U TEREIN TN,

6.6. g=2"DHE DR m (ZBHT 5 &

ANS X9. 62-1998 CII B FiX, q=2" O L & m3 B TH D Z EZHERRL T oz,
CRYPTREC Report 2002[3]IZBWTHEHEHE N H -7 Y . mBIE DS, Weil descent
WEENNRANE A CTX D ARBERH D720, ZOHAEEHRL TT 20 ERH H, ANS
X9.62-2005ClX, mEzFEEETDHZ LITR-T=DT, ZOMITEESI N,

6.7. #E

ANS X9.62-2005 (28T H2bE LTE, X2V T 4 LRV EED DT A—H s 1T,
80, 112, 128, 192, 256 7> 5N L CHEIESTH Z L iz~ 7- ([2]DOMfiiE A. 3. 1.4), F£7=. SEC 1
B2 LTUE, BEXa VT A L_XVEEDDLNT A= s OEED, SEC 1 v1.0
Tl¥. {56,64,80,96,112,128,192,256} Tod > 7= DIZxf L T, SEC 1 vl.7(Draft) Tk
{80, 112, 128, 192, 256} (272 » 7= Z L MZFETF L DY,

CRYPTREC Report 2006 T #8#k L 7= & 912, NIST IZ SP 800-57[9] ?® 66 ~<—< ¢ Table 4
IZBWT, R2ITREND L) 2 HERREE 5 2 T\W5, F£7z, ECRYPT Tk, AR E[4]

T SECG SEC 1 TIEEF 2T 4 RXTA—=H|IXTFt NMEHIIL TN,
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ZANFLTEY ., Chapter 7. Table 7.2 IZBWT., F 3 ITREIND L5 /MBS HIIC
BIFANRT A=Y A XD RINTNAS,

# 2 Table 4: Recommended algorithms and minimum key sizes

Algorithm security lifetimes Symmetric key FFC IFC ECC
algorithms (e.g., (e. g., (e. g.
(Encryption & | DSA, D-H) RSA) ECDSA)
MAC)
Through 2010 2TDEA Min. : Min. : Min. :
(min. of 80 bits strength) 3TDEA L=1024; L=1024 =160
AES-128 N=160
AES-192
AES-256
Through 2030 3TDEA Min. : Min. : Min. :
(min. of 112 bits strength) AES-128 L=2048; L=2048 =224
AES-192 N=224
AES-256
Beyond 2030 AES-128 Min. : Min. : Min. :
(min. of 128 bits strength) AES-192 L=3072; L=3072 =256
AES-256 N=256
3 Table 7.2: Key-size Equivalence
Security(bits) RSA DLOG EC
Field size Subfield
48 480 480 96 96
56 640 640 112 112
64 816 816 128 128
80 1248 1248 160 160
112 2432 2432 224 224
128 3248 3248 256 256
160 5312 5312 320 320
192 7936 7936 384 384
256 15424 15424 512 512

7235, ANS X9.62-2005 TlX[2] OffE K 2.4, SEC 1 v1.7(Draft) TIX[13]DOME B 2.1 12
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BT, NIST & [FERARHERED G- 2 T D,

& Z AT, NIST Tl&. FIPS PUB 201 [8]1Z 8\ THKE DBIREFHigk ~D T 7 & A %47 H
Tk B M OB A ZEE O W OfE NFRBIE #H OIRGE (Personal Identity Verification) (Zf
T OEMEZ ED TN D, FIPS PUB 201 #E4ET 5V A7 AOMAEMNMLZ FEBLT 57200
A RTALE LT SP B0 Y —XDXLELLHEFITLTEBY, TOHD—>, SP
800-78[10]IZFBWT PIV HOK BT /LT U AL LR ZHEL TV 5, SP800-78 DZDH
IZBWT, LLTDER 4D L5 ITHEMROHERIELZ 52 T 561030 5,

# 4 Table 3-6. ECC Parameter Object Identifiers for Approved Curves

Asymmetric
Object Identifier
Algorithm
antix9p256rl ::= {iso(l) member—body(2) us(840) ansi—X9-62(10045)
Curve P-256
curves (3) prime(l) 7}
antix9p384rl ::= {iso(1) identified-organization(3) certicom(132)
Curve P-384
curves (0) prime(l) 34}

Fo, EHENARIZ LYy b= R 7T REENRE L, SRNTFICBT 5 ICH—
RESARICET kA EO - EHENRT 7 7 7 MEKETH D EW R E WD OB 5,
BIATOMAR EMV 4.1 TIL RSA OFEREAZ EFR (1984 By b)) BEE SN TND728H, RSA O
BENSH, TV ELS R ZEZMHEL T, EREZKRE S Linl — AR08 M iR =5 & £
ML —2% W OO ERE LB TV A 5], £ 2 CTRBEDLEZ A, ¥
M AR & LT NIST 23 HELE4 2 k5 #h#R Curve P-256 & Curve P-521 (ansix9p521rl) 7A3%
FonTnd,

6. 8. {R&iF (assurance) B

FH BHAREE B ICIR 5, ABEEC R A A VX T A= 30T L HRES N TORNVER
BTFCBWTREINEVEZEINTEVT 0T, TNULEFAT LIRS T LAY XA
DEITORNIL, BERICIEYS R ERTH L0 E 2 D OMRGENSGD Z ERLETH D,

PRAEDHE 2 7 % BUF L)L TIERUT SCEAL LTV A BIIEKE NIST (BLF, NIST) (280
THROLND, SEBICET 2 HESE L% B 72 3CE NIST SP 800-57 @ 5. 4 fi T,

(1) seeME (Integrity) OFREE

(2) RAA L RT A —=Z D MEDIRFE
(3) INBREED 28 P DIRFIE

(4) (BAFEIZL D) WEEROFTA OIRGE

D A4AONRFET LN TWD, X6, BETELOHEEZ E T 3CE NIST Draft FIPS 186-3[7]
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TIIBIATO NIST FIPS PUB 186-2[6] & T, BAMGELR WWEL O ML BEET 2 Hik
ELTHHBUCHRGED R MA HNTETNWD, TADLICETHH A R7 A 1% NIST SP
800-89 IZFB W TRtk S LTV 5,

ANS X9.62-2005 (21X, Rk (2) ~ (4) OBEMENPBEXSENTWDHOD, FEMIZR
Fht & ORETBRF R TIXEL RV, 7ed, SECC OAEERE SEC 1 (2T bxkod (2) & (3)
IZOWTOFLRITH 5,

6.9. "N aBEDOF T =7 FID

2000 FEEE E TOAE & T, B/RAIZ SHA-1 DISN D Ny o 2 B AR L7= ASN. 1 @
Object Identifier (A7 =7 Mighl¥) HIEXIHEINTETNAS,
ANS X9. 62-2005 2 TNSEC 1 v1.7 (Draft) Tik,

ansi—X9-62 OBJECT IDENTIFIER ::= {iso(1) member—body(2) us(840) 10045}
id-ecSigType OBJECT IDENTIFIER ::= {ansi—-X9-62 signatures(4)}
ecdsa-with-Shal ::= {id-ecSigType shal (1)}

ecdsa-with—Specified ::= {id-ecSigType specified(3)}

ecdsa-with—Sha224 ::
ecdsa-with—Sha2b6 ::
ecdsa-with—-Sha384 ::
ecdsa-with—Sha224 ::

ecdsa-with-Specified 1}

ecdsa—with—Specified 2

{
{ }
{ecdsa—with-Specified 3}
{ 1

ecdsa—with—Specified 4

DOEIICHESN, £/, IETF T, L7 /LI XAZIBEEAEREL I T b=
IWEOHENEH SN TE TCWAHIRH 5, 728, IETF O PKIX 1B W CIEBIRE R TITE
RECILIIRED L 5 Th 5,

6.10. EE{LIELEAE RS (DRBG)

ANS X9.62-20057Ci, #xt 2 AT DB, HMACZ il - 7= $#{LlEL B E alcds  (HMAC_DRBG)
DHELET LT X LD—o L LTEHEEIN TS,

6.11. F &
CRYPTREC Report 2002i281F 2NAE LA EIOREEF L O b DN, £5THD, SEC 1

DVer. 1. 0 OWVer. 1. 7(Draft) IZHBWTH ., ANS X9. 62-200512B W\ TH ., 1. DM (a) ~(d)
72T K OIS TWD,
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o T, EOMERRICE ST MEE R A A /R8T A —2 24 L THER N ClLs
ThbdEEBEZXLND, 728, SEC 1EANS X9. 62DHARICEB T HAEMHEIHR KA A /3T A —
DR « BEEDO T VT Y XL OWTII R D50 N5 5 DT, AHMEICEENLET
»H5b,
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K5 AR O 72 AT BIT D b

CRYPTREC Report 2002(Z331F HHH

SECG SEC 1 Ver. 1.0

SECG SEC 1 Ver. 1.7 (Draft)

ANS X9. 62-2005

= DOHER

BX 2T 4T A= tOFH:

{56, 64, 80, 96, 112, 128, 192, 256} .

- KEE RS

HEHpDOY A R1E, 1425672 51E2t, t=25672 5 (E521.

- D2

t’ 1% 1{64, 80,96, 112, 128, 192, 256, 512} DH Tt L Y K& 7
B/, FOFE, miI2t<md2t’ ZWmd XL 0%

{113, 131, 163, 193, 233, 239, 283, 409, 571} DH DI T b
5.

X T 4T A—2tO®H: (80,112, 128, 192, 256} .
- KER RS

BB DY A KL, t=8072 51F192, 80<t<25672 & 1E2t,
t=2567¢ 5 1X521.

- s

t7 X {112, 128, 192, 256, 512} DHF Tt LV KX 2 f/ho%k.
Z O, miT2tdm<2t’ Zimd k97

{163, 233, 239, 283, 409, 571} DH DK TH 5.

X2 UT 4T A—F s OFH:
{80, 112, 128, 192, 256}

n >= max (271, 21%9).

MENDPFEETH D Z L DR

HY.

(FEED 2056) BRI Z EHA DR

(m=239 D413,

f (X) :X239+X36+1 & X239+X158+1

fR)PMEETH LN UDEZ BN TWAGE(2) [x]IZBIT 2mROBENZHATHL Z L.

JFLJEEIT TPB, PPB, GNB DWW & 5. PB DBFE .
TPB Z1ES L, fE(E LR WAL PPB &5 5. PBD
A, BERUAOHEERORE A TE 57217/ &E

DB HBD. FNLSMNILEY ) CELA.5
I D 1R DO HEFR RS 4@+ 2T b # 0 (mod p) L EMONFER: 42+ 2T b # 0 (mod q)
CLEEER 2 b£0 in GF2Y
HH AR L NR— R R A RGO JEE AREDIFEE 0 <=a, b, x, v <= p-1 - R FE
FRofEmes | 0<=a, b, % ys <= q-1
c FEEAN2: a, b, Xg yeASGF(Q2) [xIZBT - 1R TFTOZEATHD (FREEZZEARIL TND) . - N2

a, b, X, VelIREmDOE Y MITHD (FIRIEZE
mbEy FRELTND) .

NR—ZAKRA » FCOJEFED R GEOIZELDHETHS.
GONLEL D HER nG = 0.

a7 5 7 Z —hDRER

h<=4, h= t(\/ngl)z/nJ

h <= 298 h = [(\/EJrl)z/nJ

B TR 5 DR MOVZ&efE: (B >= 20) & Anomalousgeff: MOVEf4: (B >= 100) & AnomalousZefd:
Z Dl - HESERRAR & LT, SEC 2[12]1 3% 5. cn-UIRERFHAREELE L THLOZE (EREDE) .

- BLUELBCE BRI, ANS X9. 82 F 7-1INIST SP 800-901Z4¢
HZ k.
- HESERRAR & LT, SEC 2[12]1 3% 5.

« HMAC “X— A @ DRBG 23 &GRS 4172 RBG & L CHLE
S,

CHERERERRE LT, EF 2 VT A RNTA—H T LI
30T, BEFIBEET LTV,
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Table 4: Recommended algorithms and minimum key sizes
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