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2.1

2.1.1
NICT 1PA
2004
2004 2003
2.1.2
2.1.3

2004 2.1



2.1

ISO/IEC ISO/IEC JTC 1/SC 27/WG 2 Singapore 2004/4/19
2004/4/27
EUROCRYPT | Eurocrypt Interlaken, 2004/5/2
2004 Switzerland 2004/5/6
AES 47 Advanced Encryption Standard Bonn, Germany | 2004/5/9
) 2004/5/12
(AES - State of the Crypto Analysis)
YACC 2004 | Yet Another Conference on Cryptography | Porquerolles 2004/6/1
Island, France 2004/6/5
SAC 2004 Selected Areas in Cryptography Waterloo, Ontario | 2004/8/9
Canada 2004/8/10
CHES 2004 | workshop on Cryptographic Hardware and | Boston 2004/8/11
USA 2004/8/13
Embedded Systems
CRYPTO Crypto Santa Barbara 2004/8/16
2004 United States 2004/8/19
SASC The State of Art Stream Ciphers*3 Brugge 2004/10/14
Belgium 2004/10/15
ISO/IEC ISO/IEC JTC 1/SC 27/WG 2 Fortaleza 2004/10/18
Brazil 2004/10/22
ASIACRYPT | Asiacrypt Jeju Island 2004/12/5
2004 Korea 2004/12/9
PKC 2005 International Workshop on Theory and | Les Diablerets 2005/1/23
Practice in Public Key Cryptography Switzerland 2005/1/26
TCC 2005 Theory of Cryptography Conference Cambridge, MA 2005/2/10
USA 2005/2/12
FSE 2005 Fast Software Encryption Paris 2005/2/21
France 2005/2/23
SHARCS™ Special-purpose Hardware for Attacking | Paris 2005/2/24
Cryptographic Systems France 2005/2/25
*1 AES4: 1998 2000 AES1 AES2
AES3 2001 AES  FIPS197 4
*2 YACC 2004: Meier EUROCRYPT 2004
Courtois AES
*3 SASC - The State of the Art of Stream Ciphers EU ECYRYPT

*4 SHARCS: EU ECYRYPT
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2.1.3.1

Eurocrypt 2004
2 Naccache

GNU Privacy Guard GPG

CRYPTO 2004 Alexander May  RSA
NTT Pentium CPU
PKC 2005 Steinfeld-Contini-Wang-Pieprzyk
RSA Wiener RSA Wiener
(e,N) d < NY* d

Steinfeld d=N"*"  p>0

Wiener Wiener Search Variant

(Verheul-Van Tilborg1997 Dujella04)

Boneh-Durfee00 Lattice d < NO#?
RSA d
d>NY4 d < NY4
d CRYPTREC Report 2002
d
SHARCS

1024bit RSA

2003 SHARK

SHARK ASIC

1024bit RSA $200M

WSI TWIRL $1.1M
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DSA variant RDSA!

Fouque-Poupard RDSA (known-message attack)
RDSA
DSA
DSA Naccache-Nguyen-
Tunstall-Whelan (
) PKC 2005 DSA
k k
0
Howgrave-Graham Smart Lattice
DSA DSA
2.1.3.2
)
CRYPTO 2004 Biryukov
Courtois Bilinear
Biryukov
DES
Courtois Bilinear 1
Bilinear 2
(algebraic attack)
algebraic attack
a) XL attack
1 RDSA  Biehl 2002 Designs, Codes and Cryptography
Root problem(n )
DSA DSA
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b) XSL attack

Faugere YACC2004

c) F4, F5 algebraic cryptanalysis
d) algebraic attack
a) XL attack «c¢) c)
ASIACRYPT 2004  AES4
Ars
b) XSL attack T method
eprint
YACC2004 Courtois
XSL attack  AES
c) F4, F5 algebraic cryptanalysis HFE

algebraic attack

AES4 Faugere
sparcity AES

d) algebraic attack

filtering generator

Algebraic attack
CRYPTO 2004 Hawks  Rose Courtois
ASIACRYPT 2004 Diem
XL
IPA Faugere XL
Faugere
F4 F5
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Vaudenay CRYPTO
2004 ASIACRYPT 2004 Bluetooth

EO Fast Correlation Attack Courtois

LFSR filtering

generator

MUGI
Biryukov ~ Shamir FSE 2005
MUGI
MUGI
2 Truncate 2-138
Coppersmith MUGI
3 Truncate
2-96
2-128 truncate
MUGI

2.1.3.3
CRYPTO 2004 Joux SHA-0
Wang MD4,MD5, HAVAL-128, RIPEMD

SHA-1

Biham SHA-1 80 36

SAC2004 CRYPTO 2004
2005 2 Wang (Collision search

attacks on SHA14) 269 SHA-1
ASIACRYPT 2004 DCSSI Muller
MD2 Muller
2104 MD2
MD2 RSA PKCS#1v2.1

2 H.Sekine, T.Nosaka,Y.Hatano,M.Takeda and T.Kaneko:” A Strength Evaluation of a
Pseudorandom Number Generator MUGI against Linear Cryptanalysis”, IEICE Trans.
Vol.E88-A, No.1, pp.16-24 Jan.2005

3 “MUGI "  SCIS2005

pp.1933-1936 Jan.2005
4 http://theory.csail.mit.edu/~yiqun/shanote.pdf
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ISO

SHA-384/SHA-512

SHA-0, MD4, MD5, HAVAL-128, RIPEMD
Wang SHA-1

SHA-1 NIST
SHA-1 2010 SHA-224, SHA-256,
SHA-384, SHA-512

2004 8 SHA-0, MD4, MD5, HAVAL-128, RIPEMD
2004 9 8
NICT IPA  Web

CRYPTREC 5
SAC2004
CRYPTO 2004 CRYPTREC
H1I6 8 9 SAC2004 Biham SHA-0
New Results on SHA-0 and SHA-1 SHA-1
80 36
H16 8 17 CRYPTO 2004 Joux SHA-0
Wang MD4, MD5, HAVAL-128,
RIPEMD
H16 8 27
5 SHA-1 2.1.3.3 2005 2 Wang
269 2005 3
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CRYPTREC

HI6 8 31 CRYPTREC

HI6 9 6
HI6 9 8 CRYPTREC
CRYPTREC

SHA-1 RIPEMD-160

CRYPTREC

SHA-0 RIPEMD MD4 MD5 HAVAL-128

CRYPTO 2004
SHA-1 RIPEMD-160

CRYPTREC

CRYPTREC

16

256
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2.1.4

2.1.4.1

2.3

2.1.4.2

2.4
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2.2

2.2.1

2.2.1.1
SHA-1

NIST
FIPS PUB 140-2 NIST Special Publication (SP) 800-22 DIEHARD " The Art of Computer

programming " D.Knuth

D
2)
NIST FIPS PUB 140-2  NIST SP800-22
2002
CRYPTREC
2003 CRYPTREC
250
2004
2004
1) FIPS 140-2 SP 800-22 DIEHARD
2) CRYPTREC

3) CRYPTREC
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2.2.1.2 2004

D
|
2)
CRYPTREC
CRYPTREC
(  CRYPTREC
CRYPTREC
CRYPTREC
3)
2004
1) FIPS 140-2 SP 800-22 DIEHARD
2) CRYPTREC
1)
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2003

4)
2003
T
(DFT)
(DFT)
CRYPTREC
6 NIST SP800-22
DIEHARD
2002 7
CRYPTREC
2
2.2.1.3
1) (DFT)

6 http://cryptrec.nict.go.jp/PDF/wat-rep2003/rep 1D0207.pdf
7 http://www.ipa.go.jp/security/fyl4/crypto/pseudo rundum/test-tool.html
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http://cryptrec.nict.go.jp/PDF/wat-rep2003/rep_ID0207.pdf
http://www.ipa.go.jp/security/fy14/crypto/pseudo_rundum/test-tool.html

NIST  SP 800-228 (DFT)

{—1-]} X :(XO’Xl""’Xn—l) DFT
(S, S0 S01)
S, [ (i =01m) m{gj—l 95
ZJ
Z, (j=0L---,m) p=0.95
(DFT)
NIST
ISP %° 950 T=+3n
Z, (j=0L---,m) p=0.95
E{Z} =mp V(Z) =mp(1- p)
|S, § x°
T = /= (In0.05)n ~1.73082/n :
{-1,1} cos sin
n |SJ |2 ZZ

8 http://csrc.nist.gov/publications/nistpubs/800-22/sp-800-22-051501.pdf
9 K. Hamano, The distribution of the spectrum for the discrete Fourier transform test

included in SP800-22, |IEICE Trans. Fundamentals, vol. E88-A, no. 1, pp. 67—73, 2005.
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X
95% T =,/-(In0.05)n Z,
Zi
n-1
IS F=n?
=0
Zj (J IO,].,"',m)
11
z,  (i=01-
n Z (j=0L---,m)
NIST
(DFT)
2)
SP 800-22 16

Generator-Using SHA-1

SP800-22

10 “

http://cryptrec.nict.go.jp/PDF/wat_rep2004/rep_1D0202.pdf
, , NIST SP800-22

11

ISEC2004-50,pp. 61-64, 2004.

12 “

http://cryptrec.nict.go.jp/PDF/wat_rep2004/rep_I1D0201.pdf

Generator-Using SHA-1

DFT

22

oo, - MO0 D)

{_11 1}

M)

0% 100%

M<m

NIST
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(DFT) Lempel-Ziv

(DFT) Lempel-Ziv
(3) CRYPTREC

1. o
2. o
3. o
4. o
5. 2 o
6. (DFT) X 1
7. o
8. o)
9. Maurer o
10. Lempel-Ziv X 2
11. o
12. o
13. 3
14. o
15. o
16. o
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2.2.2

2.2.2.1

10118-4)

2.2.2.2
D

(1S0/1EC 10118-3, FIPS180-2)

24

(MAC)

(1S0/1EC 10118-2)

(1S0/1EC



2)

3)

4)
D

IETF, 1SO/IEC, FIPS
RIPEMD-160, SHA-1, SHA-256, SHA-512

MD4, MD5,

2.2.2.3
2.2
2.2

(bit) (bit)
MD4 128 RFC 1320
MD5 128 RFC 1321
RIPEMD 128
RIPEMD-128 204 128 1S0/1EC 10118-3

_ 64

RIPEMD-160 2 160 1S0/1EC 10118-3
SHA(SHA-0) 204 160
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SHA-1 2%

160

FIPS 180-2
1SO/I1EC 10118-3

SHA-224 2%

224

FIPS 180-2 (Change Notice 1)

SHA-256 2%

256

NESSIE Portfolio
FIPS 180-2
1S0/1EC 10118-3

SHA-384 2128

384

NESSIE Portfolio
FIPS 180-2
1S0/1EC 10118-3

SHA-512

2128

512

NESSIE Portfolio
FIPS 180-2
1S0/1EC 10118-3

2256

Whirlpool

512

NESSIE Portfolio
1S0/1EC 10118-3

RIPEMD-160, SHA-1

MD4
220 MD4
[2] 2004 Wang [7]
MD4
MD5
2004 Wang [7] I1BM P690
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RIPEMD
2004 Wang [7]

RIPEMD-128
128
264
RIPEMD-160
160 280

SHA (SHA-0)

2004 Joux SHA-0 [5] Wang SHA-0

240 [7]

SHA-1

2004 Biham 36 SHA-1 Rijmen

53 SHA-1 2005 2
Wang 269
2005
3 SHA-1
2005

SHA-224/256

Gilbert [3] SHA-256 SHA-2

" differential collision pattern” 266
SHA-256 2132 SHA-256
Hawkes [4] differential collision pattern”
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SHA-224 SHA-256

SHA-384/512

SHA-256/224 Gilbert [3] Hawkes [4]
Whirlpool
2000
[1] E. Biham, R. Chen, “ New results on SHA-0 and SHA-1" , Short talk presented at

[2]

[3]

[4]

[5]

[6]

[7]

CRYPTO’ 04 Rump Session, 2004.

H. Dobbertin, “ Cryptanalysis of MD4” Fast Software Encryption — FSE' 96,
Lecture Notes in Computer Science Vol.1039, Springer-Verlag, 1996, pp.53-69.
H. Handschuh and H. Gilbert,” Security Analysis of SHA-256 and sisters”, Selected
Areas in Cryptography SAC 2003, Lecture Notes in Computer Science Vol. 3006,
Springer-Verlag, pp. 175-193, 2004.

P. Hawkes, M. Paddon, G. G. Rose, “ On Corrective Patterns for the SHA-2 Family” ,
Cryptology ePrint Archive, Report 2004/207.

A. Joux, P. Carribault, C. Lemuet, W. Jalby, “ Collision in SHA-0" , sci.crypt,
August 12, 2004.

V. Rijmen, E. Oswald, “ Update on SHA-1" , Topics in Cryptology - CT-RSA 2005,
Lecture Notes in Computer Science, Vol.3376, Springer-Verlag, 2005, pp.58-71.
X. Wang, D. Feng, X. Lai, H. Yu, “ Collisions for Hash Functions MD4, MD5,
HAVAL-128 and RIPEMD” , Cryptology ePrint Archive, Report 2004/199.
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DSA

ECDSA

RSASSA-PKCS1-v1 5

RSA-PSS

RSA-OAEP

RSAES-PKCS1-v1 5¢ %

DH

ECDH

PSEC-KEM( 2

64

CIPHERUNICORN-E

Hierocrypt-L1

MISTY1

3-key Triple DES¢ ¥

128

AES

Camellia

CIPHERUNICORN-A

Hierocrypt-3

SC2000

MUGI

MULTI-SO01

128-bit RC4( 9

RIPEMD-160¢ ©

SHA-10 ©

SHA-256

SHA-384

SHA-512

PRNG based on SHA-1 in ANSI X9.42-2001 Annex C.1

PRNG based on SHA-1 for general purpose in FIPS
186-2 (+ change notice 1) Appendix 3.1

PRNG based on SHA-1 for general purpose in FIPS
186-2 (+ change notice 1) revised Appendix 3.1

( 1) SSL3.0/TLS1.0

( 2) KEM Key Encapsulation Mechanism -DEM(Data Encapsulation Mechanism)

(3
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( 4) 3-key Triple DES
1) FIPS46-3
2)
( 5) 128-bit RC4 SSL3.0/TLS1.0

256

30



DSA

ANSI X9.30:1-1997, Public Key Cryptography for The Financial Services
Industry: Part 1: The Digital Signature Algorithm (DSA)
URL <http://www.x9.0rg/>
(http://lwww.jsa.or.jp/)

ECDSA (Elliptic Curve Digital Signature Algorithm)

http://www.labs.fujitsu.com/techinfo/crypto/ecc/
http://www.labs.fujitsu.com/en/techinfo/crypto/ecc/

E-MAIL crypto-ml@ml.soft.fujitsu.com

RSA Public-Key Cryptosystem with Probabilistic Signature Scheme
(RSA-PSS)

PKCS#1 RSA Cryptography Standard (Ver.2.1)
URL <http://www.rsasecurity.com/rsalabs/pkcs/pkcs-1/

http://www.rsasecurity.com/rsalabs/submissions/index.html

1-3-1 13F

100-0005

RSA
TEL 03-5222-5210, FAX 03-5222-5270, E-MAIL ksaito@rsasecurity.com

RSASSA-PKCS1-vl 5

PKCS#1 RSA Cryptography Standard (Ver.2.1)
URL http://www.rsasecurity.com/rsalabs/pkcs/pkcs-1/index.html

http://www.rsasecurity.com/rsalabs/submissions/index.html

1-3-1 13F

100-0005

RSA
TEL 03-5222-5210, FAX 03-5222-5270, E-MAIL ksaito@rsasecurity.com
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http://www.labs.fujitsu.com/techinfo/crypto/ecc/
http://www.rsasecurity.com/rsalabs/pkcs/pkcs-1/index.html

RSA Public-Key Cryptosystem with Optimal Asymmetric Encryption
Padding (RSA-OAEP)

PKCS#1 RSA Cryptography Standard (Ver.2.1)
URL http://www.rsasecurity.com/rsalabs/pkcs/pkcs-1/index.html

http://www.rsasecurity.com/rsalabs/submissions/index.html

100-0005 1-3-1 13F

RSA
TEL 03-5222-5210, FAX 03-5222-5270, E-MAIL ksaito@rsasecurity.com

RSAES-PKCS1-vl 5

PKCS#1 RSA Cryptography Standard (Ver.2.1)
URL <http://www.rsasecurity.com/rsalabs/pkcs/pkcs-1/index.htmi>

100-0005 1-3-1 13F

RSA
TEL 03-5222-5210, FAX 03-5222-5270, E-MAIL Kksaito@rsasecurity.com

DH

ANSI X9.42-2001, Public Key Cryptography for The Financial Services
Industry: Agreement of Symmetric Keys Using Discrete Logarithm

Cryptography
URL <http://www.x9.0org/>

(http://www.jsa.or.jp/)

ECDH (Elliptic Curve Diffie-Hellman Scheme)

http://www.labs.fujitsu.com/techinfo/crypto/ecc/
http://www.labs.fujitsu.com/en/techinfo/crypto/ecc/

E-MAIL crypto-ml@ml.soft.fujitsu.com
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http://www.rsasecurity.com/rsalabs/pkcs/pkcs-1/index.html
http://www.jsa.or.jp/

PSEC-KEM Key agreement

http://info.isl.ntt.co.jp/
http://info.isl.ntt.co.jp/

239-0847 1-1-609A

NTT

TEL 046-859-2437, FAX 046-855-1533, E-MAIL kanda@isl.ntt.co.jp

CIPHERUNICORN-E

http://www.hnes.co.jp/products/security/index.html
http://www.hnes.co.jp/products/security/index-e.html

108-8558 2-14-22

TEL 03-3456-6436, FAX 03-3456-5819, E-MAIL soft@security.jp.nec.com

Hierocrypt-L1

http://www.toshiba.co.jp/rdc/security/hierocrypt/
http://www.toshiba.co.jp/rdc/security/hierocrypt/

212-8582 1

()

TEL 044-549-2156, FAX 044-520-1841
E-MAIL:crypt-info@isl.rdc.toshiba.co.jp

MISTY1

http://www.security.melco.co.jp/misty
http://www.security.melco.co.jp/misty

100-8301 2-2-3 ( )

TEL 03-3218-3221, FAX 03-3218-3221
E-MAIL Binji.Komatsuda@hg.melco.co.jp
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Triple DES

FIPS PUB 46-3, Data Encryption Standard (DES)
URL <http://csrc.nist.gov/CryptoToolkit/tkencryption.html>

AES

FIPS PUB 197, Advanced Encryption Standard (AES)
URL <http://csrc.nist.gov/CryptoToolkit/tkencryption.html>

Camellia

http://info.isl.ntt.co.jp/camellia/
http://info.isl.ntt.co.jp/camellia/

239-0847 1-1-609A
NTT

TEL 046-859-2437, FAX 046-855-1533, E-MAIL kanda@isl.ntt.co.jp
104-6212 1-8-12 Z13

NTT NTT

TEL:03-6221-2634, FAX:03-6221-2771
E-MAIL: fumitaka.tomita@hg.melco.co.jp

CIPHERUNICORN-A

http://www.hnes.co.jp/products/security/index.html
http://www.hnes.co.jp/products/security/index-e.html

108-8558 2-14-22

TEL 03-3456-6436, FAX 03-3456-5819, E-MAIL soft@security.jp.nec.com
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Hierocrypt-3

http://www.toshiba.co.jp/rdc/security/hierocrypt/
http://www.toshiba.co.jp/rdc/security/hierocrypt/

212-8582 1

()

TEL 044-549-2156, FAX 044-520-1841
E-MAIL:crypt-info@isl.rdc.toshiba.co.jp

SC2000

http://www.labs.fujitsu.com/techinfo/crypto/sc2000/
http://www.labs.fujitsu.com/en/techinfo/crypto/sc2000/

E-MAIL crypto-ml@ml.soft.fujitsu.com

MUGI

http://www.sdl.hitachi.co.jp/crypto/mugi/
http://www.sdl.hitachi.co.jp/crypto/mugi/index-e.html

244-8555 5030
()

TEL 045-862-8498, FAX  045-865-9055
E-MAIL matsun_k@itg.hitachi.co.jp

MULTI-S01

http://www.sdl.hitachi.co.jp/crypto/sOl/index-j.html
http://www.sdl.hitachi.co.jp/crypto/sOl/index.html

244-8555 5030
()

TEL 045-862-8498, FAX  045-865-9055
E-MAIL matsun_k@itg.hitachi.co.jp
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RC4

RC4
CryptoBytes

RSA (http://lwww.rsasecurity.co.jp/)
RSA Laboratories

(Volume5, No.2, Summer/Fall 2002)
Fluhrer, Scott, Itsik Mantin, and Adi Shamir, "Attacks

On RC4 and WEP", CryptoBytes, Volume 5, No.2,Summer/Fall 2002
URL <http://www.rsasecurity.com/rsalabs/cryptobytes/index.html>

RIPEMD-160

URL <h

ttp://www.esat.kuleuven.ac.be/~bosselae/ripemd160.htmi>

SHA-1, SHA-256, SHA-384, SHA-512

FIPS PUB 186-2, Secure Hash Standard (SHS)

URL <http://csrc.nist.gov/CryptoToolkit/tkhash.html>

PRNG in ANSI

ANSI X9.42

-2001, Public Key Cryptography for The Financial Services

Industry: Agreement of Symmetric Keys Using Discrete Logarithm

Cryptography

URL <http://www.x9.0rg/>
(http://lwww.jsa.or.jp/)

PRNG in ANSI

X9.62-1998 Annex A.4

ANSI X9.62-1998, Public Key Cryptography for The Financial Services

Industry: The Elliptic Curve Digital Signature Algorithm (ECDSA)
URL <http://www.x9.0rg/>
(http://lwww.jsa.or.jp/)
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PRNG in ANSI X9.63-2001 Annex A_4

ANSI X9.63-2001, Public Key Cryptography for The Financial Services
Industry: Key Agreement and Key Transport Using Elliptic Curve

Cryptography
URL <http://www.x9.0rg/>

(http://lwww.jsa.or.jp/)

PRNG for DSA in FIPS PUB 186-2 Appendix 3

FIPS PUB 186-2, Digital Signature Standard (DSS)
URL <http://csrc.nist.gov/CryptoToolkit/tkrng.html>

PRNG for general purpose in FIPS PUB 186-2 (+ change notice 1) Appendix
3.1

FIPS PUB 186-2, Digital Signature Standard (DSS)
URL <http://csrc.nist.gov/CryptoToolkit/tkrng.htmI>

PRNG in FIPS PUB 186-2 (+ change notice 1) revised Appendix 3.1/3.2

FIPS PUB 186-2, Digital Signature Standard (DSS)
URL <http://csrc.nist.gov/CryptoToolkit/tkrng.html>
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