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20010 6 27
WG

2000 7 16
2000 7 19

WG

SSL S/MIME
2001 8 1

SSL S/MIME
20010 8 27
2000 9 19

SSL
2001 11 30
2001 12 25
2002 1 15
2002 2 8
2002 2 18
2002 3 1

SSL




SSL

RSA(1024,2048) SHA-1,MD5
RSA(1024) SHA-1
(2001.7.6)
RSA SHA-1,MD5
RSA SHA-1,MD5
(2001.7.13) TDES, DES
RSA SHA-1,MD5
RSA SHA-1,MD5
RSA SHA-1,MD5
TDES, DES
RSA(1024)
RSA(1024) SHA-1
(2001.7.13) RSA(1024)
CAST,DES, TDES,RC2
RSA(1024) SHA-1
RSA(1024)
(2001.8.1) RC2(128)
RSA(CA:-2048, EE:1024)
RC2(128)
IC Common Access Card
(2001.8.1) RSA(1024) SHA-1,MD5

DES, TDES, Skipjack




SSL

(2001.11.13)

TDES(3key)
Pre-Shared
DH(1024)

IPsec

(2001.11.13)

CA CA RSA(1024)

RSA(1024)
RC4(128,64,40)", RC2(128,40)", DES, TDES

BCA
BCA RSA(1024)
RSA(10240r2048 ) SHA-1
TDES RSA(1024)
(2001.11.14)
CALS
(2001.11.14) RSA( 1024, 1024)
CA 1024
SHA-1
RC2(128)

PPI

RC4(56,64,128), RC2(40,128), TDES, DES




FIPS140-2



®CHC)



G HC)

@®CHC)



3-(D



10



SSL  S/MIME

SSL
SSL
SSL
S/MIME
SSL
SSL
SSL SSL
RSA DES
TDES RC2 RC4
SSL
SSL Web
SSL TLS
SSL/TLS
SSL/TLS
SSL/TLS
SSL/TLS SSL
SSL
SSL/TLS
SSL
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(

SSL oSl ( )
Web

SSL3.0 (http://home.netscape.com/eng/ssl3/draft302.txt, 1996)
Netscape Communications
TLS(Transport Layer Security) Vr1.0 (http://www.ietf.org/rfc/rfc2246._txt,

1999) IETF (Internet
Engineering Task Force) SSL3.0 RFC2246
SSL3.0  TLS1.0 IETF TLS
SSL
RC2(40,128 ) RC4(40,128 ) DES(40,56,168 )
RSA
RC4
« )
DES 1 ( ) RC2 2
) RSA5 ( ) 2001 10 14 2
SSL/TLS
SSL/TLS
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RSA PKCS#1

PKCS#1V1.5

PKCS#1V2.0

V2.1

SSL

man-in-the-middle

SSL2.0

version rollback
rolIback SSL

SSL/TLS

SSL/TLS

SSL/TLS
TLS  SSL

SSL

SSL/TLS
SSL/TLS
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PKCS#1V2.0

MAC

SSL3.0

Version

version



DES

40 DES
56 DES 168
3-key TDES
SSL/TLS
DES
CBC 2%2
1
RC2
40 RC2
128 RC2
128 RC2
SSL/TLS
SSL2.0 40 128
SSL3.0 40 40
DES
232 1
RSA
512 2001
1024
SSL/TLS
SSL TLS RSA
SSL/TLS
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SSL/TLS
SSL3.0

SSL

Internet Explorer
CRL ( )

version rollback

SSL3.0
TLS
SSL/TLS
RC2 DES 40
56 DES
168 TDES
SSL
64 RC2, DES, TDES
1
128 RC2
RSA 512
2001 1024
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SSL2.0

Netscape Navigator
CRL

SSL/TLS

TLS1.0

TLS

TDES

232

128

RC2



IFCC

Entrust

Baltimore

Web

GtoC

Internet Explorer 6.0
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Web

SSL

FirstGov
http://ww._firstgov.gov/

Electronic Access
Service (EAS)

https://www.landregistry
.ie/

Land Registry

SSL 3.0
RSA(1024)
TDES(168)
MD5RSA
RSA Data Security, Inc.

SWISSREG

https://www._swissreg.ch/
index.jsp?sessionid=1013
041605202114009&lang=eng

Swiss Federal
Institute of
Intellectual
Property

SSL 3.0
RSA(512)
RC4(40)
MD5RSA
RSA Data Security, Inc

Public Opinion
Messaging System (POMS)

http://www. legis.state.a
k.us/poms/

Revenue On-line Service
(ROS)

http://www.ros.ie/

Irish Revenue
Commission

CA Baltimore
Irish Revenue

Commission
Web
NETFILE SSL
(Canada Customs and RC4(128)
Revenue Agency)
http://ww.netfile.gc.ca
/ 4 10

electronic signature

Electronic Filing
System (EFS)

http://ww.uspto.gov/ebc
/efs/

(USPTO)

Entrust  PKI

Electronic Filing of
Patent Transaction

https://www._epatents.gov
.sg/FormSubmission/

On-line Services

https://pericles.ipaustr
alia.gov.au/home_page/ec
entre/eccs/index.cfm?fus
eaction=logon

(IPAustralia)

SSL 3.0
RSA(1024)
RC4(128)
MD5RSA
GTE Corporation
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SSL

KI1PONET

http://ww._kipo.go.kr/eh
tml/elndex.html

(KIPO)

Driving Test Application

https://www.drivingtest.
ie/drivingtest/secure/dr
ivertestapplication.asp?
status=new

SSL

MD5RSA
Thawte Consulting cc

ServiceArizona

https://servicearizona.i
host.com/renewal/cgi-add

SSL 3.0
RSA(512)
RC4(40)
MD5RSA
VeriSign/RSA Secure Server CA

r/addrupdate ( )
e-OFCOM SSL 3.0
Federal Office of RSA(1024)
https://www.e-ofcom.ch/e | Communications RC4(128)
ndb/servlets/com.eofcom. | (OFCOM) shalRSA
servlet.resource.Resourc Swisskey AG
esServlet?lang=E
Defense Finance and TLS 1.0
Accounting Service RSA(1024)
RC4(56)
https://ecweb.dfas.mil/n shalRSA
otes/MainPage.cfm U.S. Government (DoD)
GeBIZ Partner TLS 1.0
RSA(1024)
http://ww.gebiz.gov.sg/ RC4(128)
MD5RSA
VeriSign Trust Network
Ireland e-Procurement
http://www._e-tenders.gov
.ie/cmod/Tenders.nsf/Hom
ePageEnglish
BillPay Girobank SSL 3.0
RSA(1024)
https://www.billpayment. RC4(128)
co.uk/ MD5RSA
VeriSign Trust Network
e-PAY TLS 1.0
RSA(1024)
http://ww._iras.gov.sg/ RC4(128)
ePay/Promotion_htm MD5RSA
VeriSign Trust Network
NSF FastLane NSF SSL 3.0
RSA(1024)
RC4(128)
https://www.fastlane.nsf MD5RSA
.gov/fastlane.jsp RSA Data Security, Inc
MAX1 SSL 3.0
RSA(1024)
RC4(128)
https://www3a.maxi.com.a MD5RSA

u/devs/Main.maxi

VeriSign Trust Network
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SSL
GSA Auction GSA SSL 3.0
( RSA(1024)
RC4(128)
https://www.gsaauctions. MD5RSA
gov/index._htm RSA Data Security
Statistik-Shop SSL 3.0
RSA(1024)
RC4(128)
https://www-ec.destatis. MD5RSA
de/ Thawte Consulting cc
SHS (Secure Messaging SSL, S/MIME
System)
CA

FIPS 197
AES

SHA-512

Manual for Protective Security

NIST FIPS
2001 11 AES
TDES  DES
AES NIST

FIPS

http://csrc.nist.gov/encryption/

SHA-256, SHA-384,

FIPS180-2

CSE
DSD
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FIPS
SECURITY REQUIREMENTS FOR
FIPS 140-2 [CRYPTOGRAPHIC MODULES 2001
DES FIPS 46-3 |DATA ENCRYPTION STANDARD (DES) 1999
Triple DES FIPS 46-3 |DATA ENCRYPTION STANDARD (DES) 1999
AES FIPS 197 ADVANCED ENCRYPTION STANDARD 2001
DES FIPS 74 GUIDELINES FOR IMPLEMENTING AND 1981
USING THE NBS DATA ENCRYPTION
DES FIPS 81 DES MODES OF OPERATION 1980
DSA FIPS 186-2 [DIGITAL SIGNATURE STANDARD (DSS) 2000
RSA FIPS 186-2 |DIGITAL SIGNATURE STANDARD (DSS) 2000]|ANSI X9.31
ECDSA FIPS 186-2 |DIGITAL SIGNATURE STANDARD (DSS) 2000 |ANSI X9.62
DAC FIPS 113 COMPUTER DATA AUTHENTICATION 1985
( ) |FIPS 171 KEY MANAGEMENT USING ANSI X9.17 1992
SHA-1 FIPS 180-1 [SECURE HASH STANDARD (SHS) 1995
EES(SKIPJACK) | FIPS 185 ESCROWED ENCRYPTION STANDARD 1994
FIPS 186-2 [DIGITAL SIGNATURE STANDARD (DSS) 2000 3 DSA
APG FIPS 181 AUTOMATED PASSWORD GENERATOR 1993
FIPS185 SKIPJACK 1998 declassify
FIPS
TripleDES ANSI X9.52 |Triple DES Encryption Algorithm Modes of Operation specifies the
acceptable methods of implementing DES
CAST5-80 RFC2144
CAST5-128 REC2144
SKIPJACK SKIPJACK and KEA Algorithm Specifications

RSA (Rivest, Shamir, [ANSI X9.44 |Key Establishment Using Factoring based Public Key Cryptography
Adleman) & RW (Rabin, for the Financial Industry
Williams)
modulus >= 1024 bits
KEA SKIPJACK and KEA Algorithm Specifications
CSE
D-H (Diffie-Hellman)  |ANSI X9.42 |Agreement of Symmetric Keys using Discrete Logarithm

and MQV (Menezes, Qu,

Cryptography

Vanstone)
(field size >= 1024 bits,
prime)
Elliptic Curve ANSI X9.63 |Public Key Cryptography for the Financial Industry: Key Agreement
Cryptography and Key Transport using Elliptic Curve Cryptography
SHA-1 X9.30-2 Secure Hash Algorithm (SHA-1) (REVISED)
RSA (Rivest, Shamir, |ANSI X9.31 |Digital Signatures Using Reversible Public Key Cryptography for the
Adleman) & RW (Rabin, Financial Services Industry (rdsa)
Williams)

modulus >= 1024 bits
Digital Signature ANSI X9.30-1 |Public Key Cryptography for the Financial Services Industry: Part
Algorithm (DSA) 1. The Digital Signature Algorithm

El-Gamal
ECDSA ANSI X9.62 |Elliptic Curve Digital Signature Algorithm

DSA ( 1024 ) + SHA-1

RSA ( 1024 ) + MD5 DSA

[IN-CONFIDENCE, PROTECTED ] DES ( % ) CBC CF

ECB
[IN-CONFIDENCE, PROTECTED ]
DSD
IDEA. RC4, RC5, BLOWFISH

[CONFIDENTIAL, SECRET, TOP SECRET ] GFE

GFE (Government Furnished Encryption)

RSA ( 1024 )

Diffie-Hellan( 1024 )
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Web

DSD  Web SSL
SSL
sensitive classified
SSL

DSD SSL

SSL 3.0 SSL 2.0

RSA 1024

TDES(168) CBC
RC4(128)

SHA MAC MD5 MAC

NIST Web

(http://csrc.nist.gov/publications/drafts/PP-SecuringWebServers-RFC.pdf)

CMVP  Cryptographic Module Validation Program NIST CSE
FIPS140-1 FIPS140-2
NIST

NVLAP NATIONAL VOLUNTARY LABORATORY
ACCREDITATION PROGRAM
CMVP NVLAP CRYPTOGRAPHIC MODULES TESTING
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NVLAP
NVLAP

NVLAP
NIST  CSE FIPS140-1 FIPS140-2

CESG Communications-Electronics Security Group
Thames Bridge Red Pike

DCSSI Direction Cenrale de la Securite des Systems d” Information
DCSSI
ITSEC

BSI Bundesamt fur Sicherheit in der informationstechnik

1977 DES

Web
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FIPS

FIPS 5
NIST
http://csrc.nist.gov/encryption/kms/
key-management-guidel ine-(workshop) . pdf 2015

2016
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GtoC

GtoB
GtoC
GtoB
GtoC
SSL
thin client GtoB
GtoC
thinclient
GtoC SSL
GtoB
IC
IP-VPN IPsec
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SSL/TLE
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(©))

®)
@ @ 3) (6)
RSA(1024)
) 2048bit
v.up
SSL RSA(1024)
RSA 2048bit
46 v.up
SSL
) TDES, AES
SSL RSA(1024)
RSA 2048bit
46 v.up
SSL
TDES, AES
RSA(1024)
2048bit
v.up

MB
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®)

) ® (6)
- RSA(1024)
SsL 1SDN:128Kbps RSA(L024)
RSA LAN: 10Mbps
46
5 VB 1SDN:128kbps RC2(128 =
LAN:10Mbps az®
. VB 1SDN:128kbps R52§10i4)
LAN:10Mbps )
RZiL 1SDN: 128Kbps RSA(1024
LAN:10Mbps ¢ )
46
1SDN:128kbps RC2(128 .
l LAN:10Mbps @
1SDN: 128kbps ronCoz
LAN:10Mbps S
RSA(1024)
B MB
B MB
RSA(1024)
j SHA-1
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http://ww.kantei.go.jp/jp/it/network/dai3/3siryou6s3.html
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3
2 3 4 5
@ @ ® ©) ) ©)
1 TDES(168bit,3 )
512Kbps IPsec Diffie-Hellman
MPN 100 byte (1024bit)
TDES (168bit,3 )
VPN 100 beBte 512Kbps IPsec Diffie-Hellman
(1024bit)
1
100 byte PC SSL V3.0
Kbps RC4 128bit, RSA
Mbps 1024bit
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(€D) (©) (6)
SSL
) B
SsL
RSA RSA(1024)
46
RC2(128) SSt
KB
SSL
RSA RSA(1024)
46
RC2(128) SSt
B
SsL KB RSA(1024)
MB  TB
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