Evaluation Report on the
HIME-2 Cryptosystem

1 Introduction

This document is an evaluation of the HIME-2 Cryptosystem. Our work is based
on the analysis of documents [11, 12, 13]. The present report is organized as follows:
firstly, we briefly review the cryptosytem; next we discuss the security level of the
cryptographic primitive which underlies the scheme and analyze its relation to the
difficulty of factoring; finally, we evaluate the security level of the scheme itself in the
light of strong security notions such as semantic security and security against adaptive
chosen-ciphertext attacks. This is as requested by IPA.

2 Brief description of the scheme

2.1 Specification review

HIME-2 is based on the hardness of factoring. It is a modified Rabin encryption
scheme and uses integers n of the form n = H;i:l pi, where the p; are prime numbers -
approximately of the same size - such that p; = 3 mod 4, and where d is a small integer
> 2, typically d = 4. The basic function on which HIME-2 is based is defined by

f(z) = 2> mod n
We have the following:

Theorem 1 Let y a non zero quadratic residue modulo n. There are exactly 2¢ ele-
ments © such that 0 < z < n and f(z) =y mod n.

Proof: This is well known. We have, for each 1,

z? = y mod p;



This equation has two square roots. Since p; is congruent to 3 modulo 4, one is com-
puted as x; = yplTH mod p; and the other by —z; mod p;. Using Chinese remaindering,
we come out with a choice of 2¢ possible values for z mod n.

Before explaining how the HIME-2 cryptosystem applies the above transformation,
it is useful to introduce a more formal framework, that will be useful when we later
perform the security analysis. A public-key encryption scheme on a message space M
consists of three algorithms (K, £, D):

e the key generation algorithm K(1¥) outputs a random pair of secret-public keys
(sk, pk), relatively to a security parameter &

e the encryption algorithm & (m;r) outputs a ciphertext ¢ corresponding to the
plaintext m € M, using random coins r € {2

e the decryption algorithm Dg(c) outputs the plaintext m associated to the cipher-
text c.

Let k be the size in bits of integer n. The key generation algorithm K(1¥) of the
HIME-2 Cryptosystem produces n as a product n = Hle p; of d odd primes p; such
that p;, = 3 mod 4 and d is any integer strictly greater than 2. The public key pk is the
modulus n and thus defines the above function f. The secret key sk is the list of prime
factors (p;)i<i<d, which helps inverting f. The message space is M = {0, 1}F~ko=F1
where ko, ki are appropriate parameters. The encryption algorithm Epy(m;7) uses two
hash functions G' and H:

G :{0,1}% — {0,1}F%0 and H : {0, 1} %0 — {0, 1}

Tt takes m € M and a random value r & {0,1}*0, and computes a k-bit integer
x = al|b, by OAEP formatting (see [3]), as follows:

a=m0" @ G(r) and b=r @ H(a)

where @ is bitwise modulo 2 addition. The ciphertext is ¢ = f(z), with z = al|b €
{0,1}*. The decryption algorithm Dg(c) extracts the 2¢ square roots of ¢, z; = a;||b;
and computes:

T, = bz D H(CLZ) and Mz =a; D G(T’Z)

It checks whether M; is correctly formatted with its k; trailing bits zero and returns
the k — kg — ki leading bits, if it finds such a properly formatted M;. Otherwise it
returns “Reject”.

We refer to [11] for a precise definition of G and H and for an accurate choice of
the parameters.



2.2 Comments on the specification

Document [11] needs further editing. There are ambiguities. For example, the restric-
tion p; = 3 mod 4 is not mentioned in the description of the algorithm (section 2.2.1.
Key generation) but only in the implementation section (3.2.1. Key generation). The-

orem 1 above is true, regardless of this condition. However, the computation of the
pit+1

square root of y modulo p; as z; = ¥y 2 mod p; depends on the restriction: it is still
possible to compute square roots in other cases but the algorithm is notably more intri-
cate and, presumably, not appropriate in the present context. Also, the key generation
algorithm (section 3.2.1 of document [11]) is vague: it is explained that four prime
numbers p;, with 256 bits are generated but nothing guarantees that n = ngl p; is ac-
tually 1024 bit long (it could be slightly less). There are inconsistencies. For example,
notation ¢ is introduced at the end of section 2.2.3, as a ring isomorphism defined on
the product
Ly @ Ly

whereas p, ¢ are undefined in the document and ¢ applies to d-tuples. In the same
vein, notation

QD({I’" y’ m’ n) Z)

is used in a totally inconsistent manner throughout section 3 (Implementation). It is
clear from the use of ¢ in the pseudo-code of section 3.2.3. Decryption, that m should
be the modulus related to x, n the modulus related to y and z should be n=! mod m.
This is not what appears in section 3.1. Symbols, where there is a mismatch between
m and n. A different mismatch also appears in section 3.3.6. Chinese remainder
theorem, even though the roles of m and n are swapped. Most ambiguities and errors
can be corrected in a straightforward manner by cryptography experts. However, they
might induce errors from implementors.

There are more serious concerns. Exception handlings in the decryption operation
are simply not addressed. The pseudo-code of section 3.2.3 correctly covers the 16
possible square roots that can be found when d = 4. However, the formula

= (mo* @ G(r)||(r & H(m0* & G(r)))

that defines x from m by OAEP formatting, outputs an element of bit-length k. Such
element can be > n. Still, no mention of this case is made. Actually, if values of x
which are > n but < 2n are allowed, there are 2¢ additional values to test, obtained
from the original 2¢ values by adding n. It is possible to avoid considering such values
by taking k = |n| — 1 but this is not proposed in the specification. Even in this case,
incorrect ciphertexts are not properly handled by the decryption pseudo-code since the
last trial value of m will be output anyway. There should be a rejection case included
somewhere, which deals with the situation where all values of w returned by calls to the
convert™! function are non zero. Such mistakes are particularly embarrassing as they



might pollute the subtle security arguments that have to be provided in favor of the
cryptosystem. As a result, we have found impossible to carry our security analysis with
the proposed specification of the scheme, as it is in document [12]. We have chosen to
set k = |n| — 1 instead of k = |n|, so that

2k <n< 2k+1
Accordingly, we have restricted the range of f.

f:{0,1}* — 7Z*

x — zmodn

We will keep the convention k£ = |n| — 1, throughout our report.

3 Security level of the cryptographic primitive

In this section, we investigate the security of the underlying cryptographic primitive,
both in terms of complexity-theoretic reductions and with respect to the recommended
parameters. As explained in section 2.2, we use k& = |n| — 1 instead of £ = |n|, as
proposed by the submission.

3.1 Complexity-theoretic arguments

On page 5 of document [11], it is claimed that

the encryption function of the basic scheme is a deterministic trapdoor
permutation.

and, in theorem 1.1 of document [12], its is stated that,

HIME-2 is semantically secure against the adaptive chosen ciphertext at-
tack, under the assumption of the difficulty of the factoring problem.

These statements needs some clarification for reasons that we now develop.

The mathematical definition of a permutation applies to one-to-one functions whose
inputs and outputs have the same range: for example the RSA permutation operates on
integers smaller than the modulus. Here, the basic function is certainly not one-to-one,
in view of theorem 1 above. Also, the range of the basic function is the set of quadratic
residues modulo n and does not equal its domain. Thus, the wording permutation is
improper.

Even though the word permutation is misleading, the basic function f is hard to
invert under the assumption of the difficulty of factoring. More formally:



Theorem 2 The function f is one-way, based on the factorization of n: if a machine
A is able to invert f with probability £, within time bound t, there exists a machine B
that is able to output a non-trivial factor of n with probability ' > (e—1/n)x (1—-279+2),
within time bound t' < t+7, where the overhead T accounts for performing computations
with integers of size |n| and is bounded by O(k?).

Proof: Let us consider an adversary A able to break the one-wayness of this function
f with probability ¢, within time bound #:

Succ®(A) = Prfz & {0,1}F,y « f(z),2 < A(y) : 2 € {0, 1} A f(z) = ¢] > ¢

where probabilities include the internal random tape of the probabilistic machine A.
We use the above adversary A to factor n, by describing a Turing Machine B that
makes calls to A:

1. B chooses z & {0, 1}*
2. B checks whether ged(x,n) € {1,n}, in such case, it returns the non-trivial ged
3. B computes y < f(z);
4. B runs A on y, and gets z;
5. B returns ged(n, z — ).
Let us study the probability that B returns a factor of n:
v = Prp« B
= Prlo & {0,1}5,y « f(2),2 + Aly) 2 € ZLA f(2) =y A 2 # ]
+Prfz & {0,1}F,y « f(z),2 < Aly) : z & Z2 U {0}].

For any quadratic residue y € Z*, we let SQRT (y) denote the set of square roots
of y in Z¢. For any z in SQRT (y), —z = n — z is also in SQRT (y) and one of them
is in {0, 1}*. Thus, for any quadratic residue y,

2% > s = #SQRT (y) N {0,1}F > 2471,
Therefore, with the probability distribution {z ¥ia {0,1}F,y

F
=2 — k
Prif(z) =yAz# tx |z €Z;] > Pr[f(z):y|:v€Zfl]><{ e é{—x,xg}{(il{}ok’l}



We get:

e < Succ®™(A) =Pr[z € {0,1}F A f(2) = 9]
Prif(z) =yAz € Z;|+Pr[f(z) =y ANz & Z; U{0}] + Pr[f(2) =y Az =0]

<
< Pif(z) =y Az €T+ Prla ¢ ZU{0}] +

from which we can bound v:
v = Prlz €eZ; AN f(z) =yAz# L]+ Prlz ¢ Z; U{0}]

> Priz € Z7 A f(2) = y] x (1—%) + Pr[x ¢ Z) U {0}]

> (e—Pr[mQZZU{O}]—%) x (1—%) + Prle ¢ Z U {0)]

. (_%> . <1_%)+Pr[x¢zzu{0}1x%z (—%) x (1—%>

Therefore, the probability of success of B is greater than (Succ®™ (A)—1/n)x (1—2-%+2),
This finishes the proof.

What is crucial in the above is precisely the fact that f(z) has more than one
preimage and actually more than two. Finding, with significant probability, a preimage
of f(z) different from +x allows to find a factor of n. We note that applying the same
reduction repeatedly allows to factor n, but we do not include an exact analysis of the
resulting algorithm.

3.2 Size of the parameters

As was just observed the security of the basic scheme is essentially equivalent to the
hardness of factoring even if there is a tiny security loss in terms of exact security.

Thus, the security of the basic scheme is basically equivalent to the hardness of
factoring integers n of the form n = H?Zl p;. It is unclear whether or not factoring is
easier for such numbers than it is in case of integers with two prime factors. In order
to state an opinion, we briefly review the performances of known factoring algorithms.
Such algorithms fall into two families, according to their sensitivity to the size of the
factors.

Before entering into a more precise discussion, let us mention that the idea is of
having more than two factors in an RSA (or Rabin) modulus is quite old. Thus, it
duly appears in the RSA patent (see [16]). This remark is not in terms of intellectual
property but rather in terms of the novelty of the idea.



3.2.1 Factoring techniques sensitive to the size of the smaller factor

Pollard’s p-method. The idea behind the method is to iterate a polynomial P with
integer coefficients, that is to say computing x; = P(zy), o = P(P(z0)), etc. In
time complexity O(,/p), where p is the smallest prime factor of n, one finds a collision
modulo p, i.e. two values z; and z;, ¢ # j, such that z; = z; mod p. Computing
ged(z; — xj,n) factors n.

Although there are several optimizations, the p-method can only be used to cast
out “small” factors of an integer (say 30-digit factors). As far as we know, it has not
been used to find significantly larger factors.

The p — 1 method. Let B be a positive integer. A number is B-smooth if it is of
a product of prime numbers all < B. B-smooth numbers are usually used through a
table of primes < B. The p — 1 method relies on the use of Fermat’s little theorem: if
p — 1 is B-smooth, then the computing ged(n, a“®) — 1) factors n, where £(B) is the
product of all prime factors < B.

The security against this factoring method is adequately addressed by the require-
ment that each p; — 1 has a large prime factor r; (document [11], page 9).

The elliptic curve method. The ECM is a generalization of the p — 1 method,
for which the above simple countermeasure is not sufficient. Consider an elliptic curve
modn with equation
y2 =2 +ar+1
If the number of points of this curve modulo p is B-smooth, then a factor of n can be
discovered along the computation of the scalar multiplication of My = (0,1) by ¢(B),
according to the group law of the elliptic curve.
The success probability of the algorithm is as follows: Let

L(z) = exp(y/InzInln(z))

Then, the curve is L(p)*-smooth with probability L(p)~t/(®+°(1) This is minimal for
o = 1/4/2 and gives an expected running time of L(p)‘@“(l) group operations on the
curve.

There have been several improvements of ECM factoring, notably the FFT exten-
sion of P. Montgomery. Furthermore, several implementations of ECM are available.
The current ECM factoring record was established in December 1999 when a prime
factor of 54 digits of a 127-digit composite number n was found with GMP-ECM,
a free implementation of the Elliptic Curve Method (see [14]). The limit used was
B = 15,000, 000.

In a recent paper [4], Richard Brent extrapolates the ECM record to be of D digits
at year about

YV =9.3%VvD +1932.3
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This would give records of D = 60 digits at year Y = 2004 and D = 70 at year 2010.
Such record would need B ~ 2,900, 000, 000 and require testing something like 340, 000
curves. It can be noted that, if Brent’s prediction is correct, parameters of the scheme
under review will become insecure at year Y = 2014.

3.2.2 Factoring techniques which are not sensitive to the size of the smaller
factor

Quadratic sieve. The quadratic sieve method (QS) factors n by gathering many
congruences of the form
z? = (=1)%pi* - pi

where p1, - -+, p, is a list of prime numbers < B, called the factor base. This is done by
finding B-smooth numbers of the form Q(a) = (y/n+a)?—n. Tt turns out that there is
a very efficient sieving process that performs the job without division, hence the name
QS. Once enough congruences have been gathered, one obtains another congruence of
the same type with all exponents e; even: this is done by Gaussian elimination mod?2.
Thus, one gets a relation 22 = y? mod n and, with significant probability, computing
ged(x —y, n) factors n. The time complexity of QS is O(L(n)'*°™M) but, as it uses very
simple operations, it is usually more efficient than ECM for numbers whose smallest
prime factor exceeds n'/3.

Many improvements of the basic method have been found, notably the multiple
polynomial variation (MPQS) and the large prime variation. This has led to very effi-
cient implementation and, until the mid-nineties, was used to set up factoring records.
The largest number factored by MPQS is the 129-digit number from the “RSA Chal-
lenge” (see [17]). It was factored in April 1994 and took approximately 5000 mips-years
(see [1]).

Number field sieve. The number field sieve (NFS) is somehow similar to the QS
but it searches for congruences in some number field (algebraic extension of the rational
numbers). The method uses two polynomials with a common root m modulo n. These
polynomials should have as many smooth values as possible. The time complexity of

NF'S is
O(e(lnn)1/3(ln In n)2/3(C—|—o(1)))

for a small constant C' (about (64/9)'/% ~ 1.923). This is asymptotically considerably
better than QS. In practical terms, NFS beats QS for numbers of more than about 110
digits (see [9]). The number field sieve was used to factor the 130-digit RSA challenge
number in April 1996, with an amount of computer time which was only a fraction
of what was spent on the old 129-digit QS-record. It was later used to factor RSA-
140 in February 1999 with an amount of computer time about 2000 Mips-years. In
August 1999, the factorization of RSA-155 from the RSA list was obtained ([6]). The



amount of computer time spent on this new factoring world record is equivalent to 8000
mips-years, whereas extrapolation based on RSA-140 and the asymptotic complexity
formula for NFS predicted approximately 14000 mips-years. The gain was caused by
an improved polynomial search method. The final linear algebra part took 224 CPU
hours and 2 Gbytes of central memory on a Cray C916.

The main obstacle to a fully scalable implementation of NF'S is actually the linear
algebra, although progress has been made (see [15]). In [6], the authors derive the
following formula

Y =13.24D'? +1928.6

for predicting the calendar year for factoring D-digit number by NFS. The same formula
appears in [4] and produces Y = 2018 for D = 309, i.e. for a 1024 bit modulus, as
proposed in HIME-2.

3.2.3 Conclusion

Based on current estimates, it appears that the proposed parameters for HIME-2 should
remain secure for at least thirteen years. Surprisingly, the use of moduli with four fac-
tors makes ECM factoring the main threat to the cryptosystem. Although predictions
should be taken with great care, it seems that this shortens the “lifetime” of the pro-
posed parameters by something like four years. One might even argue for a larger
estimate since, contrary to NFS, ECM factoring does not face the bottleneck of linear
algebra and, accordingly, predictions might be more accurate. Using 1024 bit moduli
with six prime factors, as mentioned on page 7 of document [11], should certainly be
avoided as it is already insecure today in view of the current ECM record.

4 Security Analysis

The self-evaluation report [12] does not includes a serious security analysis. It simply
refers to [3]. Thus, we have found necessary to undertake our own security analysis.
This appears absolutely needed in view of the recent flaw discovered in the analysis of
OAEP (see [18, 10]). We have to check whether or not the security analysis can be
performed for HIME-2.

4.1 Formal framework

An asymmetric encryption scheme is semantically secure if no polynomial-time attacker
can learn any bit of information about the plaintext from the ciphertext, except its
length. More formally, an asymmetric encryption scheme is (¢, )-IND where IND stand
for indistinguishable, if for any adversary A = (A;, As) with running time bounded by



t, the advantage

Advind (A) — 92 x PI‘ (Ska pk) < K:(lk)a (mOa ml?a S) — Al(pk)
bBroay | €4 Ep(mp;r) « Aa(c,8) = b

70

is < €, where the probability space includes the internal random coins of the adversary,
and mg, m; are two equal length plaintexts chosen by the adversary in the message-
space M.

Another security notion has been defined in the literature, called non-malleability [8].
Informally is states that it is impossible to derive, from a given ciphertext, a new cipher-
text such that the plaintexts are meaningfully related. We won’t discuss this notion
any further since it has been proven equivalent to semantic security in an extended
attack model.

The above definition of semantic security covers passive adversaries. It is a chosen—
plaintext or CPA attack, since the attacker can only encrypt plaintext. In the extended
model, the adaptive chosen—ciphertext or CCA attack, the adversary is given access to
a decryption oracle and can ask the oracle to decrypt any ciphertext, with the only
restriction that it should be different from the challenge ciphertext. It has been proven
in [2] that, under CCA, semantic security and non-malleability are equivalent. This is
the strongest security notion currently considered.

We turn to the security analysis. We want to prove that the HIME-2 scheme is
IND-CCA in the random oracle model, based on the assumption that factoring is hard.
More precisely, we establish the following exact security result.

Theorem 3 Let A be a CCA-adversary A attacking (K,E,D), within time bound t,
with advantage €, making qp, qg and qg queries to the decryption oracle and the hash
functions G and H, respectively. There exists an adversary B inverting f, with success
probability €' and within time bound t' where

, € da qu ile} d 1 ge +1
€ 2 X (1_%_219—%)_%—3_%'2 X <2k1—1+ ko
t < t+(gp+1)-qu-(T+7)

where T is the time needed to execute the encryption algorithm, which is bounded by
O(k?) and vy is the time needed to execute the Coppersmith root finding algorithm

from [7].

To prove the above, we follow [3, 10]: we first show the semantic security against
chosen-plaintext attacks (IND-CPA), and next we prove the existence of a plaintext-
extractor.
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4.2 Semantic security
4.2.1 Description of the simulator

We describe a simulator B which tentatively provides the adversary with the same view
as in a real attack. Let A = (A, Ay) be an adversary against the semantic security
of (K,&,D), under a chosen-plaintext attack. Within time bound ¢, A asks ¢g and
qg queries to the hash functions G and H respectively, and distinguishes the correct
plaintext with an advantage greater than . Let us describe the simulator B:

1. B first runs K(1%) to obtain the function f, defined from the public key

2. then B is given y « f(z), for z & {0,1}*, for which it wants to find a preimage;
let 7;,i = 1,...,s, denote the square roots of y in {0, 1}*. Thus, s is the number
of possible preimages of y, s < 2%. Each z; can be split into z; = a;]|3;.

3. next, B runs A; on the public data, and gets a pair of messages {mq, m;} as well
as a state information st. It chooses a random bit b, and then defines C' + vy, to
be a ciphertext of my

4. B runs Ay(C, st) and finally gets an answer . Finally, B outputs a preimage of
y, if one has been found from the queries asked to G and H (see below), or Fail

Of course, during the entire simulation, B also has to simulate answers from the random
oracle. Here, the simulation departs form [3]. It uses a randomly chosen index k €
{1,...,2%. This index lies in {1,...,s} with probability greater than s/2¢ which
is greater than 1/2. The index is used to select a preimage of y, to be used by the
simulator, by means of a counter ¢ originally set to ¢ = 0. Oracle calls are treated as
follows:

e For a fresh query 7 to G, build z = §||(y® Hj) for all previously asked queries 6 to
H with answer Hj, and check whether y = f(z). If for some § this relation holds,
then one preimage of y has been found. For each such preimage, one increases
c by one, ¢ = ¢+ 1. If ¢ = k, one can still correctly simulate G, by answering
G, = 6 ® my0*. This is indeed a uniformly distributed value since y and « are
random. Otherwise, output a random value G,.

e For a fresh query 6 to H, output a random value H;. Additionally, for any query
7 previously asked to G with answer G, build z = 6||(y® Hj), and check whether
y = f(z). If for some  this relation holds, then f has been inverted.

Once a preimage of y has been found, one could simply output it and stop the game.
But for the analysis, we assume the game goes on and that B only outputs the answer
(or Fail, if no preimage has been found) after A, has answered ¥'.
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The simulation is perfect from the random oracle point of view, since, as was
seen, a new uniformly distributed value is returned for each new query. Still, it may
be imperfect, due to the implicit constraint coming from the assumption that C is
a ciphertext of m;. In order make the analysis easier, we add extra steps to the
simulation, querying H and G respectively on o; and H(o;) @ (;. Provided & is < s,
this allows to define the random variable x,, as the x-th element of the list of preimages
which appears in the extended computation as d||(y & H(J)), where ~ is a query to
G and ¢ a query to H. To keep notations simple, we write x in place of z,, and «, 3
in place of oy, B.. We wish to be consistent with the assumption that the simulator
uses x for encrypting my, which defines the corresponding random tape r as a random
variable

r <+ H(a)® B and G(r) < a @ my0*.

It can be seen that this simulation is perfect, except in rare cases, and that we eventually
find the preimage of y under f, from the list of queries asked to G and H. However,
the complexity of this simulator is the complexity exceeds the running time of the
adversary by an additional term corresponding to performing qs X qm squarings, which
is huge. Following Shoup [18], we can improve the reduction: we start with an empty
list S, and a counter c initially set to 0.

e For a fresh query ¢ to H, output a random value H;. Additionally, run the
Coppersmith root finding algorithm [7] to find, if it exists, an integer u < 2ko
such that y = f(6||u). If such a u exists, then add the triple (0, u,u@® Hj) to the
set S.

e For a fresh query v to G, if for some o/, ', the triple (¢/,5',7v) € S, increase
c by one, ¢ = ¢+ 1. If ¢ = K, one can still correctly simulate G, by answering
G, = o/ ® my0*. This is indeed a uniformly distributed value since y and x are
random, and thus o' is random. Otherwise, output a random value G.,.

This simulation is similar to the previous one, but its complexity is less. Its compu-
tational load just exceeds the running time of the adversary by ¢ executions of the
Coppersmith root finding algorithm, and as many squarings to check to validity of the
result.

Let AskG denote the event that query r has been asked to G (by A; or A,, not
taking the additional steps into account), and, similarly, let AskH be the event that
query « has been asked to H. Also, let FAskH be the event that query « has been
asked to H during the find-stage (by A;). Let us also denote

e by FBad the event that r has been queried to G in the find-stage (by A;), but
answered by a value different from a @ my0*! or oo @ m, 0%

e by GBad the event that query r has been asked to G in the guess-stage (by As),
but answered by a value different from a @ mg0*! or a @ m,0*. Note that, if
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this happens, H(«) has not been asked previously since the control during the
G-simulation would entail G, < § ® my0* = o  m,0*

e and by xBad the event that k is strictly greater than s.

One may observe that each event, FBad or GBad, implies AskG. As explained above,
FBad, GBad and «Bad are the only events which make the simulation imperfect. We

set:
Bad = FBad v GBad Vv xBad

Note that event xBad is independent of the other two, and that

gprﬂﬁBad:igl ngrﬁBadzl—ig
9d

2d

DO |
DO =

4.2.2 Probabilistic analysis

We denote by Pr[-] the probabilities in the real attack, and by pr[-] the probabilities in
the simulated game.

Note that the adversary cannot gain any advantage, in the real game, without hav-
ing asked r to G. Indeed the simulation is otherwise perfect, with x implicitly defined
from the assumption that x is used to encrypt my, since =AskG implies =(FBadVGBad),
and it is clearly independent of b since b is undefined until the choice for G(r) is set
(in the additional steps, once &’ has been output). Thus the probability of correctly
guessing b not having asked 7 is exactly one half. From this, we bound Adv'™(A) by:

e = 2xPr[A=b|AskG A AskH] x Pr[AskG A AskH]

+2 x Pr[A = b| AskG A —AskH] x Pr[AskG A =AskH]

+2 x Pr[A = b| -AskG] x Pr[-AskG] — 1

2 % Pr[AskG A AskH] + 2 x Pr[AskG A —AskH] + (2 x Pr[A = b| —AskG] — 1)
2 x Pr[AskG A AskH] + 2 x Pr[AskG A =AskH] + 0.

IN A

Switching to probabilities in the simulated game, which is perfect unless FBad or
GBad happens, or k > s, we get:

e < 2 x (pr[(AskG A AskH) | =Bad] + pr[(AskG A —AskH) | =Bad])
Remark that
(AskG A =AskH) A —Bad = (AskG A —AskH) A —(FBad v GBad) A —xBad

is exactly the conjunction of the events that r has been asked to G, that o has not
been previously asked to H and (coming from —(FBad V GBad)), that the answer has
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been either oo @ my0*t or o @ m,0*, plus the event that x < s. This probability is less
than
qa - 27" x 2-27F ko x prl-kBad] = g¢ - 2- 27% x pr[-kBad] < ¢g - 27
Therefore,
pr[(AskG A AskH) | -Bad] > £/2 — q¢ - 27 /pr[-Bad]
and thus,

pr[AskG A AskH] pr[(AskG A AskH) A —=Bad] = pr[(AskG A AskH) | =Bad] x pr[—Bad]

>
> ¢/2 x pr[-Bad] — qg - 27 F*!

To conclude, we just have to evaluate the probability

pr[-Bad] = 1 — pr[Bad] =1 — pr[FBad VvV GBad V xBad]
1 — (pr[(FBad Vv GBad) A —xBad] + pr[xBad])
1 — pr[xBad] — pr[(FBad vV GBad) A —xBad]
pr[—xBad] — pr[(FBad V GBad) A —xBad]

We set m = pr[(FBad v GBad) A —xBad]. We have:

m = pr[-«Bad] x pr[FBad vV GBad | =xBad A =FAskH]| x pr[—FAskH]
+pr[—xBad] x pr[FBad V GBad | -xBad A FAskH] x pr[FAskH]
= pr[-kBad] x (pr[FBad vV GBad | -xBad A —FAskH]| + pr[FAskH])

AVARAVARLV]

and thus,
pr[—Bad| > pr[-xBad] x (1 — pr[FBad v GBad | ~xBad A —=FAskH| — pr[FAskH])

Firstly, the randomness of «, which is uniformly distributed in {0,1}¢%o  im-
plies that it is asked to H in the first stage with probability less than gz /28 %o:
pr[FAskH| < gg - 27F+ko,

Secondly, one observes that the conditional events FBad or GBad, knowing that
—FAskH and —xBad hold, correspond to a situation where A asks r to G without
having asked o to H yet. When queried, the random variable r is undefined. Thus
FBad or GBad become true if, later, H(«) is set to a value v such that v @ 8 has been
asked to G: pr[FBad vV GBad | =FAskH] < ¢ - 27%°.

pr[FBad v GBad | ~xBad A —FAskH] < g¢ - 27
Thus, since 1/2 < pr[—xBad],

pr[-Bad] > - x (1 ge-27k gy 27k—|—k0)

DN | =

Finally,
pr[AskH] > pr[AskG A AskH]| > Z x (1 —qg 2% —qg-27Fh) —gg-27FH
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4.3 Plaintext—Extractor.

If one wants to consider A as a chosen-ciphertext adversary, B has to be able to
simulate the decryption oracle: on a query ¢ to the decryption oracle, B looks at the
query/answer list (3, Hs) obtained from H. Then, for each 4, it runs the Coppersmith
root finding algorithm [7] to find, if it exists, an integer u < 2% such that ¢ = f(6||u).
For such a pair (J,u) it defines

vy=u® Hs and M = G(v) & 6,

where G(7) is computed using above G-simulation. Then it checks whether, further-
more, [M];, = 0¥, where [M];, denotes the k; trailing bits of M. If this happens,
then B outputs the k — kg — k; — 2 leading bits of M, [M]F % ~%1~2 a5 the requested
plaintext. Otherwise, “Reject” is returned.

Before performing our analysis, let us check that this simulation uniquely defines
a possible plaintext. This comes from the fact that f is at most 2%-to-one: due to the
randomness of GG, the probability to have two possible plaintexts is less than 2¢/2*1:
with probability greater than 1 —247%1 at most one M is selected, and its trailing bits
returned as the plaintext.

The ciphertext ¢’ can be written ¢ = f(a}||t}), for i = 1,...,s, and for each i, we
let r; = H(a}) @ b (we use dashed variables for the ciphertext to decrypt). We denote
by AskG' the event that some query 7} has been asked to G, and by AskH’ the event
that some query a; has been asked to H. As already seen,the simulation can only fail
by rejecting a valid ciphertext. Let us denote by Fail such an event:

pr[Faill = pr[Fail A =AskH’ A =AskG'] + pr[Fail A —AskH’ A AskG'] + pr[Fail A AskH']
pr[Fail | =AskH' A ~AskG'] + pr[AskG' | ~AskH'] + pr[Fail A AskH']

>
> pr|Fail | ~AskH' A —AskG'] + pr[AskG' | =AskH'] + 2¢~*1

We argue that, if r; has not been asked to G, and r; # r, the probability that
[a} ® G(r})]g, = 0% is less than 27%. If furthermore a; has not been asked to H,
then the probability for 7! to be equal to r is less than 2. On the other hand, the
probability to have asked G(r}), without having asked H(a}), which leaves r} random,
is less than g¢ - 27%0. Granted this, one can conclude that

PrFail] < 2% x (27% 4 (gg + 1) - 27%0) + 24}

and, as a consequence, all decryption queries are correctly simulated with probability
greater than

(1=27% 278" 4 (go+1)-27%))" > 1—gp- 29 x 27M* + (g5 + 1) - 27)

Thus, having given the simulator B access to the plaintext-extractor, we see that B
perfectly simulates the interactions with a chosen-ciphertext adversary, with negligible
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exceptions. More accurately, the probability for such a simulator B to output zx is
greater than

Adv™(A)
4

—k —ktk da d 1 gc +1
X (1=qg 27 —qu-27) = 5% —qp -2 X(2k11+ oo )

4.4 Complexity of the Reduction.

Let us now consider the time complexity of this reduction, which is the running time
of the simulator B. Both the simulator B and the plaintext-extractor have to look at
the query/answer list (0, Hs) obtained from H, to apply Coppersmith algorithm and
to compute, for each input/output pair to this algorithm, say (J, A)

a=6,7y=ABH;, M =G(7)®I

as well as f(0||\). Proper bookkeeping allows to do this only once for each pair, and
each target ciphertext (the challenge ciphertext, and the various queried ciphertext).
Each operation is linear in k, except for computing f(a||b) and running the Coppersmith
algorithm, whose complexities are denoted by 7 and 7 respectively.

Ignoring the linear terms, the time complexity of the overall reduction is

t+(g+1)-qu-(1+7)

4.5 Equivalence with factorization
Combining with the results in section 3.1, we get, in the random oracle model:

Theorem 4 Let A be a CCA-adversary A attacking (K,E,D), within time bound t,
with advantage €, making qp, qg and qy queries to the decryption oracle and the hash
functions G and H respectively. There exists an algorithm B able to output a proper
factor of any integer n = p1 . ..pg, produced by the key generation algorithm of HIME-2,
with success probability &' and within time bound, t' where

€ 1 qa qu e} d 1 ge +1 1
4 (1_2d—2_270_21c—k0> - <2k—3+qD'2 X 2k1—1+ 9ko +ﬁ

t < t+((gp+1)-qu+1)-(1+7)

m\
v
|
X

Indeed, combining both reductions, one obtain the following success probability:
' 3 4G qu el d 1 9c +1 1
= <ZX(1_270_2M0>_2H_QD'2 X<2k11+ 2 ) p

1
X 1——2(1_2
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> (142 o)~ s e (e ) -
_5%5X(%X(l_g%_2g%>_hﬁg_QDadx(%iﬁ q2;1>_%>

> Z—(Zx(%+23fk0)+22f3+qp-2dx(2;_1 qc’2,;tl)+%>—%

> Z—(Z (% %+23£{k0>+2z(—;3+QD'2dx(2k11_1 qG2;1>+%)

4.6 Practical security estimates

We try to understand whether the reduction shown above is meaningful for practical
parameters, considering the time an adversary could spend on breaking semantic secu-
rity. We set, as in the specification, ky = 128 and k; = 126, d = 3 and try to obtain a
lower bound on k£ > 512. Taking, as many authors, the usual values for qg, gy and ¢p:

260 230

qge ~ qu ~ and gp ~

we obtain that an adversary could be used for factoring with success probability &,
within a time bound ¢’ where

, € 1 1 1 1 34 1 1 1 - 3e 1
¢ = Zx(l_i_ﬁ_ﬁ gt N\ owtaw ) tom) Vg o
¢ < 4+ 9% . k2

Therefore, an adversary able to learn one bit with advantage greater than 1/2,
within time less than 2°°k?  can be used to factor n within less than 2%*k? (note that
we use a rather optimistic estimate of the running time of Coppersmith root finding
algorithm as O(k?))).

In the table below, we compare the factoring time of the reduction with those coming
from the estimates for the complexity of ECM and NFS, Crcoum (k) and Cyrs(k), as
reported in section 3.2.

1024 62 87 114
2048 93 117 116
3072 118 139 118
4096 139 156 118

Thus, if one believes that ECM or NFS are best possible, the reduction suggests to
set parameter k to something above 3072. This shows that the reduction only provides
a qualitative assurance that the scheme is secure and that it cannot be interpreted with
the suggested parameters.
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5 Conclusion

Based on our analysis, we believe that the cryptosystem HIME-2 is currently secure,
with the proposed parameters. However, based on the submission, we would not rec-
ommend the scheme as it is, for the following reasons:

e The specification contains ambiguities and mistakes

e The range of suggested parameters only guarantees security for a foreseeable
period of time which is rather limited

e The submission does not include an appropriate security analysis. Although we
have been able to offer a proof of the security of the scheme against adaptive
chosen-ciphertext attacks, it rests on very recent research and it appears a bit
fresh to form the basis of a cryptosystem.

e The estimates following the proof just mentioned would not give any conclusive
evidence, when interpreted with the proposed parameters.
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