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1 Introduction

This document is an evaluation of the ECDSA signature scheme. Our work is based
on the analysis of various documents [1, 32, 10, 11], which provide the specification of
the scheme, as well as on various research papers related to the scheme. Among these
research papers are the original work of Poincheval and Stern [33, 34| investigating the
security of El Gamal-like signatures, and the series of papers related to the so-called
generic model [29, 45, 27, 6]. Of particular interest to the present report is [6], which
applies the generic model to argue towards the security of ECDSA.

The present report is organized as follows: firstly, we briefly review the crypto-
graphic primitive on which the signature scheme relies, namely the discrete logarithm
problem on elliptic curves (ECDL), and analyze the various algorithms that are cur-
rently known to solve the problem. We specifically address the case of curves of special
form, since some of the recommended examples proposed in the standard [11] are
Koblitz curves. Next, we give formal definitions for signature schemes and recall the
strongest security notion that is now mandatory for signature schemes: security against
existential forgery under adaptive chosen-message attacks. We also provide a short his-
tory of the various signature schemes based on the discrete logarithm problem, and of
the various strategies used to support their security: the random oracle model and the
generic model. This allows us to prove the security of the generic version of ECDSA,
against adaptive chosen-message attacks. We finally analyze the meaning of this proof,
with respect to the actual ECDSA signature scheme. In particular, we discuss whether
one can derive practical implications, notably in terms of key sizes. This is as requested
by IPA.



2 ECDSA and the Elliptic Curve Discrete Loga-
rithm Problem

2.1 General setting

The discrete logarithm problem in a finite group G can be stated as follows: compute
x from g and y = x - g. Integer z is called the discrete logarithm of y in base g,
r = log,(y). We will restrict our attention to the case where G is a finite cyclic group
G of prime order ¢ and g is a generator of G. In the above, we use bold letters to
denote elements of G, so that no confusion arises with scalars, such as x. We write
the group operation in additive notation: = - g is simply r-g =g+ ...+ g, where g
is repeated = times. Examples of cryptographic interest are the subgroup of order ¢
of (Zy, x) consisting of elements x in Zj; such that ¢ =1 mod p, where ¢ is a large
prime factor of p — 1, and subgroups of prime order of an elliptic curve.

ECDSA is based on the hardness of the discrete logarithm problem over an elliptic
curve. The signature scheme uses elliptic curves E over some prime field F,, |p| = m
or elliptic curves over Fom. In the first case, possible values for m are

{112,128, 160, 192, 224, 256, 384, 521}
and, in the second case:
{113,131, 163, 193, 233, 283,409, 571}

Once the curve E has been chosen, a base point G is chosen on E, which generates a
subgroup of order ¢, such that, denoting by #(F) the number of points in the curve
and defining the cofactor h by h = #(F)/q, inequality h < 4 holds. Examples are
given in [11].

A detailed description of ECDSA will be provided later, as well as a security ar-
gument that relates the scheme to the ECDL. Therefore, in order to estimate whether
the specific restrictions on the curve and the suggested parameters offer a wide secu-
rity margin, it is useful to review the performances of the various algorithms known
for the ECDLP. We will distinguish between exponential algorithms, whose running
time depends on the size of the group and subexponential algorithms, which apply to
specific classes of weak curves.

2.2 Exponential algorithms for the ECDL
2.2.1 Pollard’s p-method

The best algorithm known to date for solving the DLP in any given group G is the
Pollard p-method from [36] which takes computing time equivalent to about \/7n/2
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group operations. In 1993, van Oorschot and Wiener in [49], showed how the Pollard
p-method can be parallelized so that, if ¢ processors are used, then the expected number

of steps by each processor before a discrete logarithm is obtained is ~ @ In order
to compute the discrete logarithm of Y in base GG, each processor computes a kind of
random walk within elements of the form a -G + b - Y, selecting X;,; through one of
the three following rules

1. set Xi+1 =G + Xz
2. set Xi+1 =2- Xz
3. set X’i:l =Y -+ Xz

Decisions on which rule to apply are made through a random-looking but deterministic
computation, using e.g. hash values. So-called distinguished points X; are stored
together with their representation X; = a; - G + b; - Y in a list that is common to
all processors. When a collision occurs in the list, the requested discrete logarithm
becomes known.

The progress of such algorithms is well documented. In April 2000, the solution
to the ECC2K-108 challenge from Certicom [9] led to the computation of a discrete
logarithm in a group with 2'% elements (see [21]). This is one of the largest effort ever
devoted to a public-key cryptography challenge. The amount of work required to solve
the ECC2K-108 challenge was about 50 times that required to solve the 512-bit RSA
cryptosystem (see [8]) and was close to 400000 mips-years.

It is expected that such figures will grow slowly, unless unexpected discoveries
appear in the area. From the predictions in [25], one can infer that the proposed
range of parameters will presumably allow for a choice that guarantees security for
the foreseeable future, at least for the next 50 years, provided the lowest values of the
parameters are gradually discarded.

2.2.2 Koblitz curves

Anomalous curves are those which contain a p-torsion point other than the infinity point
O, or, equivalently, those whose Frobenius map has trace congruent to one modulo p.
An anomalous elliptic curve over GF(2™) is actually defined by
v 4oy =2+ +1
or else
2 _ .3
Y +ary=x"+1

The use of these curves has been suggested by Koblitz in [24]. They have com-
plex multiplication by K = Q(1/—7). Their Frobenius automorphism 7, defined by
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7(z,y) = (22,4?), can be used to provide an efficient computation of pairs (k, k.G), as
shown by work of Solinas ([48]).

In recent work (see [17, 51]), it was shown how to improve the p-method by a
multiplicative factor v/2. This takes advantage of the fact that one can simultaneously
handle a point X and its opposite —X. Slightly better improvements can be obtained
for specific curves with automorphisms, such as anomalous curves. Instead of trying
to obtain collisions in the set of elliptic curve points, one can try to obtain collisions
in the set of equivalence classes modulo the action of the Frobenius map. If we can
achieve this, the computing time needed will be divided by something like /m, which
may be significant. The technical twist that allows not to miss any collision within
an equivalence class is the ability to define a canonical element in the equivalence
class of a point X consisting of all 7/(X), i = 0,---,m — 1. To define this canonical
element, one can use a normal basis representation: each point of the curve is given
by a sequence of 2m zero-one coordinates and the action of the Frobenius map is a
shift of both coordinates. The canonical element corresponds to the binary sequence
representing the largest integer. It is essentially unique and, in all formulas above, X;,4
should be replaced by the canonical element of its equivalence class and the discrete
logarithm should be updated using complex multiplication as appropriate. A further
improvement may use a canonical element in the set of all points of the form +7¢(X).
This gains another multiplicative factor v/2 in terms of computing time. The resulting
factor v/2m should not be overemphasized. However, the improvement definitely shows
that unexpected weaknesses can follow from the use of very specific curves.

2.3 Subexponential attacks

As is well known, there are three classes of elliptic curves for which non trivial attacks
have been found. They are

1. the supersingular curves
2. the anomalous curves

Supersingular curves over a field IF,., with r a power of p, are defined by the condi-
tion that the trace of the Frobenius map is zero modulo p. For such curves, Menezes,
Okamoto and Vanstone (MOV) have shown how to reduce the discrete logarithm prob-
lem to the DLP in an extension field F,+» of F,, with small k. Note that, for elliptic
curves over a prime field Z,, those curves have exactly p + 1 elements and are specif-
ically excluded by the key generation algorithm of [10], which performs the following
check

pP # 1 mod ¢ forany 1 < B <20

As already stated, anomalous curves are those which contain a p-torsion point other
than O, or, equivalently, those whose Frobenius map has trace congruent to one modulo
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p. For such curves, work of Semaev [43], Riick [38], Smart [47] and Satoh-Araki [39]
has shown how to solve the p-part of the DLP in polynomial time. Note that, for elliptic
curves over a prime field Z,, those curves have exactly p elements and are specifically
excluded by the key generation algorithm of [10]. Also, note that the algorithms found
do not produce anything when p = 2. Hence, the question of the strength of the DLP
in anomalous elliptic curves over fields of characteristic 2, also called Koblitz curves
in section 2.2.2, remains wide open. Although, working with such curves essentially
means having a single curve available for a fixed field, which may be considered highly
undesirable, no subexponential algorithm is known for attacking the ECDLP.

The MOV reduction constructs an embedding from the curve into the multiplicative
group of a suitable extension field of IF,., and can be applied in a more general setting
than originally envisioned by the authors. However, if the basepoint is an element of
order ¢, q is necessarily a divisor of r* — 1. Recently, Balasubramanian and Koblitz
have shown in [2] that this condition was sufficient to carry the MOV reduction. The
key generation algorithm specifically addresses this question. In the case of curves over
[F,, one gets that p* = 1 mod ¢. From this, it follows that k is > 20, which is large
enough to turn down subexponential algorithms in the extension field. In the case of
curves over Fom, there is an analogous test

2B £ 1modq forany 1< B <20

with the same consequences.

Another reduction similar to the MOV reduction has appeared in the literature.
It is due to Frey and Riick [16] (see also [15]) and can be stated in the more general
context of jacobians on which the Tate pairing exists. Let m be an integer relatively
prime to r, and let p,,,(F,) be the group of roots of unity in F, whose order divides m.
Assume that the Jacobian J(F,) contains a point of order m. Then there is a surjective
pairing

Pm - Jm(Fr) X J(Fr)/mJ(Fr) - /Lm(Fr)

which is computable in O(logr), where J,,(F,) is the group of m-torsion points. This
pairing, the so-called Tate pairing, can be used to relate the discrete logarithm in the
group J,,(F,) to the discrete logarithm in some extension F*.. In the case of elliptic
curves considered in the current context, the above is applicable only if the order ¢ of
the base point is a divisor of r* — 1. As a consequence, the curves produced by the
key generation algorithm of [10] are protected against the FR reduction, exactly due
to the same argument used for the MOV reduction.



3 The security of digital signature schemes

3.1 Formal framework

In modern terms (see [20]), a digital signature scheme consists of three algorithms

(K, 3, V):

o A key generation algorithm K, which, on input 1*, where k is the security param-
eter, outputs a pair (pk, sk) of matching public and private keys. Algorithm K is
probabilistic.

o A signing algorithm X, which receives a message m and the private key sk, and
outputs a signature o = Xg(m). The signing algorithm might be probabilistic.

e A werification algorithm V', which receives a candidate signature o, a message m
and a public key pk, and returns an answer Vo (m, o) testing whether o is a valid
signature of m with respect to pk. In general, the verification algorithm need not
be probabilistic.

Attacks against signature schemes can be classified according to the goals of the
adversary and to the resources that it can use. The goals are diverse:

e Disclosing the private key of the signer. It is the most drastic attack. It is termed
total break.

e Constructing an efficient algorithm which is able to sign any message with sig-
nificant probability of success. This is called universal forgery.

e Providing a single message/signature pair. This is called ezxistential forgery.

In many cases the latter does not appear dangerous because the output message is
likely to be meaningless. Nevertheless, a signature scheme, which is not existentially
unforgeable, does not guarantee by itself the identity of the signer. For example, it
cannot be used to certify randomly looking elements, such as keys or compressed data.
Furthermore, it cannot formally guarantee the so-called non-repudiation property, since
anyone may be able to produce a message with a valid signature.

In terms of resources, the setting can also vary. We focus on two specific attacks
against signature schemes: the no-message attacks and the known-message attacks. In
the first scenario, the attacker only knows the public key of the signer. In the second,
the attacker has access to a list of valid message/signature pairs. Again, many sub-
cases appear, depending on how the adversary gains knowledge. The strongest is the
adaptive chosen-message attack (CMA), where the attacker can require the signer to
sign any message of its choice, where the queries are based upon previously obtained
answers. In this setting, one should point out that existential forgery becomes the
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ability to forge a fresh message/signature pair that has not been obtained from queries
asked during the attack. There is a subtle point here: one might have the stronger
rule that the attacker can only forge the signature of message, whose signature was
not queried from the signing oracle. This is different only in a context where several
signatures may correspond to a given message. However, the resulting security level
may be strictly weaker in this case.

When designing a signature scheme, one wishes to rule out existential forgeries, even
under adaptive chosen-message attacks. More formally, one requires that the success
probability of any adversary .4, whose running time remains below some security bound
t, is negligible, where the success probability is defined by:

Succ™(A) = Pr [(pk,sk) < K(1¥), (m, o) « A™*(pk) : Vix(m,0) =1].

Probabilities are taken not only over the random coins of A but also over the random
coins that IC uses. In the above, note the superscript >, indicating adaptive calls to
the signing algorithm: this is consistent with the framework of relativized complexity
theory, where oracle calls are allowed and, accordingly, we will use the wording signing
oracle in this setting.

To allow for concrete estimates, we denote by Succ®™(t, ¢5) the maximum success
probability of an adversary whose running time is bounded by ¢, and who is allowed
to ask at most ¢ queries from the signing oracle. When ¢, = 0, the adversary runs a
no-message attack and is also called a passive adversary. We then denote its success

probability by Succ"™(A). In other words, Succ"(t) & Succem (¢,0).

3.2 A short history of DL-based signature schemes
3.2.1 The El Gamal scheme

The El Gamal signature scheme [13] appeared in 1985 as the first DL-based signature
scheme. Rather than providing a full description of the scheme, we have depicted its
components on figure 1. Note that the figure splits key generation in two steps. This
stems from the fact that DL-based schemes usually set up a group G and a generator
g, that may be common to several users.

3.2.2 The Schnorr scheme

In 1986, Fiat and Shamir [14] introduced a new paradigm for deriving signature
schemes from fair zero-knowledge identification protocols [18]. This paradigm uses
hash functions to replace random queries from the verifier. In 1989, Schnorr provided
a zero-knowledge identification scheme [40], together with the corresponding signature
scheme [41]. Although this scheme is reminiscent of the El Gamal scheme, it uses a
subgroup of order g of Z5, where p and ¢ are two large primes such that ¢|p — 1. The
Schnorr scheme appears on figure 2.



Initialization

p a large prime
g a generator of Z;

K: Key Generation

private key  x € Z,_
public key  y = ¢” mod p
— (y,x)

>: Signature of m

k randomly chosen in Z5_;
r=g¢g"modp s=(m—ar)/kmodp—1
— (7, s) a signature of m

V': Verification of (m,r,s)

check whether g™ ~ y"r® mod p
— valid or invalid

Figure 1: The El Gamal Signature Scheme.

Initialization

p, q large primes, ¢|p — 1
g an element of order ¢ of Zj

K: Key Generation

private key O<z<qg—1
public key  y=g¢ " mod p
— (y, )

>: Signature of m

k randomly chosen 0 < k£ < ¢
r=g¢g*modp e= H(m,r)
s =k -+ ex mod g

— (e, s) a signature of m

V': Verification of (m,r,s)

2

check whether  H(m, (¢°y° mod p)) = e
— valid or invalid

Figure 2: The Schnorr Signature Scheme.



Initialization

G a cyclic group of prime order g

g a generator of G

H :{0,1}* — {0,1}" a hash function
f G — Z, a reduction function

K: Key Generation
private key 0 <x <q
publickey y=2z-g

— (y,2)

Y: Signature of m

k randomly chosen 0 < k < ¢
r=k-g 1= f(

if » = 0 abort and start again
e=H(m) s=k'(e+zr)modgq
if s = 0 abort and start again
— (1, s) a signature of m

V: Verification of (m,r,s)

check whether 0 < r;s < ¢ and r = f(r')
where e = H(m) and ' =es ' -g+rs!-y
— valid or invalid

Figure 3: The Generic DSA

3.2.3 DSA, ECDSA and their variants

In 1994, a digital signature standard DSA was proposed, whose flavour was a mixture of
El Gamal and Schnorr. Rather than describing the original DSA [30, 32|, we follow [5],
and propose the description of a generic DSA (see Figure 3), which operates in any
cyclic group G of prime order q.

In the DSA, the reduction function f takes as input an integer modulo p and outputs
f(r) = r mod ¢. In the elliptic curve version [1, 32, 10, 11], the function is defined in
a more intricate manner, which we now describe. An elliptic curve point r is given
by two coordinates (x,y), which take values in the base field. For elliptic curves over
prime fields, one simply sets f(r) = z mod g. For curves over Fom, z is a sequence
of m bits and f(r) is obtained by first turning x into an integer < 2™, by a standard
conversion routine.



3.3 The random oracle model

Ideally, one would like to design a signature scheme which has provable security, based
on the sole assumption that the discrete logarithm or its elliptic curve variant ECDL
is hard. Unfortunately, no such scheme is currently known that allows such a proof.

The next step is to hope for a proof carried in a non-standard computational model,
as proposed by Bellare and Rogaway [3], following an earlier suggestion by Fiat and
Shamir [14]. In this model, called the random oracle model, concrete objects such that
hash functions are treated as random objects. This allows to carry through the usual
reduction arguments to the context of relativized computations, where the hash func-
tion is treated as an oracle returning a random answer for each new query. A reduction
still uses an adversary as a subroutine of a program that contradicts a mathematical
assumption, such as the assumption that ECDL is hard However, probabilities are
taken not only over coin tosses but also over the random oracle.

Of course, the significance of proofs carried in the random oracle is debatable.
Firstly, hash functions are deterministic and therefore do not return random answers.
Along those lines, Canetti et al. [7] gave an example of a signature scheme which is
secure in the random oracle model, but insecure under any instantiation of the random
oracle. Secondly, proofs in the random oracle model cannot easily receive a quantitative
interpretation. One would like to derive concrete estimates - in terms of key sizes -
from the proof: if a reduction is efficient, the security “loss” is small and the existence
of an efficient adversary leads to an algorithm for solving the underlying mathematical
problem, which is almost as efficient. Thus, key sizes that outreach the performances
of the known algorithms to break the underlying problem, can be used for the scheme
as well.

Despite these restrictions, the random oracle model has proved extremely useful
to analyze many encryption and signature schemes. It clearly provides an overall
guarantee that a scheme is not flawed, based on the intuition that an attacker would
be forced to use the hash function in a non generic way. In the area of signature schemes
based on the discrete logarithm problem, the security of the Schnorr signature scheme,
based on the assumption that the hash function H behaves like a random oracle, was
long considered a folklore result. A formal treatment along with concrete estimates
appeared in [33, 34]. The same authors also proved the security against existential
forgeries of a slight variant of the El Gamal scheme, under adaptive chosen-message
attacks. The variant simply replaces the message m by H(m, ), where r = g* mod p,
is computed as shown on figure 1. The proof was using the random oracle model, and
was carried in the probabilistic framework developped in section 3.1. It turned out that
this was an essential ingredient of the proof. Indeed, Bleichenbacher [4] showed that
specific weak choices of g allowed universal forgery, both for the El Gamal scheme and
for the variant. As a practical consequence, it is extremely important that users receive
the guarantee that g has been chosen randomly. To offer such guarantee, standards
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such as [32] have developped a methodology, allowing to produce this parameter in a
random and verifiable manner, again by means of hash functions.

Turning to DSA-like schemes, we mention that the generic DSA has been proven
secure by techniques similar to [33, 34], under the assumption that both f and H
behave like random oracles [35]. The assumptions were slightly relaxed in [5], where
security was obtained, taking f as a random oracle, while only requiring that H is
collision-resistant. On the other hand, no formal security proof, carried in the random
oracle model, has ever been provided for either DSA or ECDSA. This is in contrast
with the Korean variant of DSA, KCDSA [23], whose security has been established
using random oracle techniques [5].

3.4 Generic Algorithms

Recently, several authors have proposed to use yet another model to argue in favour
of the security of cryptographic schemes, that could not be tackled by the random
oracle model. This is the so-called black-box group model, or generic model [42, 6, 27].
In particular, paper [6] considered the security of ECDSA in this model. Generic
algorithms had been earlier introduced by Nechaev and Shoup [29, 45], to encompass
group algorithms that do not exploit any special property of the encodings of group
elements other than the property that each group element is encoded by a unique
string. Typically, algorithms like Pollard’s p algorithm [36] fall under the scope of this
formalism while index-calculus methods do not.

Recall that any Abelian finite group I is isomorphic to a product of cyclic groups of
the form (Zyx, +), where p is a prime. Such groups will be called standard groups. An
encoding of a standard group I is an injective map from I into a set of bit-strings S. We
give some examples: consider the multiplicative group of invertible elements modulo
some prime p. This group is cyclic and isomorphic to the standard additive group
I' = Z,—1. Given a generator g, an encoding o is obtained by computing the binary
representation o(x) of ¢g* mod p. The same construction applies when one considers
a multiplicative subgroup of prime order ¢. Similarly, let £ be the group of points
of some non-singular elliptic curve over a finite field F, then FE is either isomorphic
to a (standard) cyclic group I' or else is isomorphic to a product of two cyclic groups
Zg, X Zag,. In the first case, given a generator g of F, an encoding is obtained by
computing o(x) = z - g, where z - g denotes the scalar multiplication of g by the
integer x and providing coordinates for o(x). The same construction applies when FE is
replaced by one of its subgroups of prime order ¢q. Note that the encoding set appears
much larger than the group size, but compact encodings using only one coordinate
and a sign bit +1 exist and for such encodings, the image of ¢ is included in the
binary expansions of integers < tq for some small integer ¢, provided that ¢ is close
enough to the size of the underlying field . This is exactly what is recommended for
cryptographic applications [22, 10].
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A generic algorithm A over a standard Abelian group I is a probabilistic algorithm
that takes as input an encoding list £ = {o(z1),---,0(xx)}, where each z; is in T
While it executes, the algorithm may consult an oracle for further encodings. Oracle
calls consist of triples {i, j, e}, where ¢ and j are indices of the encoding list £ and € is
+. The oracle returns the string o(z; £ x;), according to the value of € and this bit-
string is appended to the list £, unless it was already present. In other words, A cannot
access an element of I directly but only through its name o(z) and the oracle provides
names for the sum or difference of two elements addressed by their respective names.
Note however that A may access the list £ at any time. In many cases, A takes as
input a pair {o(1),0(x)}. Probabilities related to such algorithms are computed with
respect to the internal coin tosses of A as well as the random choices of ¢ and =x.

In [6], the adversary is furthermore allowed to include additional elements 2] in the
encoding list £, without calling the oracle. This is consistent with the fact that compact
encodings for elliptic curves, as described above, are such that almost all bit-strings
encode elliptic curve elements. However, this definitely enlarges the class of generic
algorithm, compared to [29, 45]. One can keep the number of additional elements
smaller than twice the number of queries, since additional elements not appearing in
a further query can be deleted and since each query involves at most two additional
elements.

Generic algorithms have been introduced in [29, 45], to provide lower bounds for a
class of algorithms that attempt to solve the discrete logarithm problem in a generic
way. The following theorem adapts the result from [45] to the extended model consid-
ered in [6].

Theorem 1 Let T' be a standard cyclic group of prime order q. Let A be a generic
algorithm over I' that makes at most n queries to the oracle. The probability that A
returns x on input {o(1),0(x)} is less than 1/q¢+5 x (n +1)?/q.

Before proving the theorem, we state the following lemma, where ¢ is still a prime
number, and where an affine polynomial is an element P of Z,[X1, ..., Xj] of the form
ap+ Y1 @;X;, with all its coefficients random variables.

Lemma 1 Let P be a non-zero affine polynomial in Z,[ X1, ..., X;|, then
Pr [P =0 <
r Ti,...,T) = -
J?1,...,afj€Zq b 1 - q

Proof. We write P = ag+ szl a; X;, and condition on each fixed sequence a;. For such
sequence, we let k be the largest index such that a; # 0. The existence of k follows
from the hypothesis that P is non-zero. Clearly,

pr = Pr [Pu(zy,...,71) =0]

L1y Th
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= Pr[xk = —qu(ﬂ?b e 7$k71>/ak]

<

< |

O

Proof.(of theorem 1). Basically, we would like to identify the probabilistic space con-
sisting of ¢ and x with the space S™"2 x I' x I'*", where S is the set of bit-string
encodings. Given a tuple {z1, -+, 2,49, %, 21, ..., T2, } in this space, z; and zy are used
as o(1) and o(x), the successive z; are used in sequence to answer the oracle queries and
the z; € I" serve as pre-images of the additional elements z included by the adversary
into the encoding list £. However, this interpretation may yield inconsistencies as it
does not take care of possible collisions.

We give another interpretation of the encoding o. This interpretation is based on
defining from the tuple {21, - - - , 2,42}, a sequence of affine polynomials F; (X, X1, ..., Xa,),
with coefficients modulo ¢, depending on the execution of A:

e Polynomials F} and F, are set to F; = 1 and F, = X, respectively. Thus
£ - {Fl, FQ}

e When the adversary puts an additional k-th element z; in the encoding list,
polynomial F, .o is defined as X}, and added to L.

e At the ¢-th query {7, j, €}, polynomial F} is defined as F; £ F;, where the sign +
is chosen according to e. If F} is already listed as a previous polynomial F}, € L,
then F} is marked and A is fed with the answer corresponding to h. Otherwise,
zp is returned by the oracle and Fj is added to L.

Once A has come to a stop, variable X is set to x, and the Xs are set to xy. In other
words, o is set at random, subject to the conditions z, = o(Fy(x,z1,..., %)), { =
L,---,n+2and z, = o(xg), k =1,---,2n. It is easy to check that the behavior of the
algorithm that is driven by the polynomials F; is exactly similar to the behavior of the

regular algorithm, granted that elements in the sequence (z1, - -, z,42) are all distinct,
and that no polynomial F; — F; vanishes at (x,x1,...,%s,), where i, j range over the
3n + 2 indices of polynomials in £. We call a sequence {z1, -+, zni2, 2,21, .., Ton }

which satisfies both requirements a safe sequence. We bound the probability of unsafe
sequences as follows, assuming n small enough, n? < ¢:

e Bad sequences of random elements {z1, 29, ..., 2,42}, which are not all distinct
appear with probability

k=n+1 k k=n+1k
e (Y

k=1 k=1
(n+1)(n+2)
2q '
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e From lemma 1, we can bound the probability that F;—F; vanishes at (z, 1, ..., %2,)
by 1/q. Since there are at most (3"; 2) such polynomials, we infer that, once
{21, +, Zns2} have been set and are distinct, the set of (x,x1, ..., z2,) such that
{21, ", Znt2, T, X1, ..., Ta, } is not safe has probability bounded by (3";2) /q =

(3n+2)(3n +1)/2q.

Finally, the probability of unsafe sequences is at most

(n+1)(n+2) N (3n+2)(3n +1) < 5(n + 1)2'
2q 2q - q

As explained, an encoding ¢ can be defined from a safe sequence, such that:

o(Fi(x,z1,...,29,)) = 2z, for all unmarked Fj;, and 1 <i <n + 2,

o(zy) = 2z, fork=1,...,2n.

This correspondence preserves probabilities. However, it does not completely cover the
sample space {0, x} since executions such that F;(x,xq,...,29,) = Fj(z,z1,...,T2n),
for some indices 4, j, such that F; and F} are not identical are omitted. From the above,
we see that we have actually discarded at set of probability < 504D° Ty conclude
the proof, we simply note that the output of a computation corresponding to a safe
sequence {2y, -, Zn42, T, X1, ..., T, does not depend on z. Hence it is equal to x

with probability 1/q. O

4 The security of the generic DSA

In this section, we prove, in the generic model, the security of the generic DSA signature
scheme proposed in section 3.2.3. We follow [6], but we adopt a different style of proof,
inspired by Shoup [46]. Referring to figure 3, we clarify our use of encodings. The base
point g of the group G is identified with the canonical generator 1 of Z, and therefore
labelled by ¢(1). Similarly, the public key y is labelled by o(x), where z is the private
key. When an element r is requested, at signature generation, it is obtained as o(k),
where k is randomly chosen. Finally, the reduction function f directly operates on the
set of encodings S.

Contrary to the earlier approach of [42], we do not model the hash function as a
random oracle. Rather, along the lines first investigated in [5], we use specific properties
of the hash function, such as collision-freeness or uniformity. Similarly, we need specific
properties of the reduction function. Before providing the proof, we briefly set up
notations that allow to handle such properties in a quantitative manner.
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4.1 A framework for the hash function and reduction function
4.1.1 One-Wayness

Let H be a hash function H : {0,1}* — {0,1}". An (e, t)-inverter for H is an algorithm
able to invert H with probability greater than ¢, and with running time bounded by
t. Probabilities are taken over a random element b €5 {0, 1}":

Succ®™(A) = Pr[b € {0,1}",a «— A(b) : H(a) = b] > ¢.

Denote by Succ®™(H,t) the maximal success probability for inverting H over all ad-
versaries whose running time is bounded by t. Hash function H is (e,t)-one-way if
Succ®™(H,t) is upper-bounded by e.

Let ¢ be a prime number. Identifying elements of {0,1}" with integers < 2", one

can define H': {0,1}* — {0,...q—1} by H'(m) & H{(m) mod ¢. The definition holds

whether ¢ is < 2" or > 2",

When ¢ is << 2", then inverting H' is easier than inverting H. Assume now that g
is such that % < q < 2", for some small constant # > 1. Using modular reduction, an
inverter for H', with success probability &’ easily translates into an inverter for H, with
success probability ¢ > %. A similar argument holds if 2" < ¢ < §2". Thus, provided
2" and ¢ are of the same order of magnitude, inverting H and H' is equally difficult.
On hthe other hand, when 2" << ¢, then any inverter for H’, has success probability
<2
= q

4.1.2 Uniformity

Let H be as above and M be a distribution on a set of messages. Hash function
H is (4, t)-uniform on M, if the distribution {H (M)} is d-indistinguishable from the
uniform distribution. More precisely, no distinguisher D, with running time bounded
by t, can get an advantage greater than J, where the advantage of D is the difference
between the probabilities that D outputs one, with inputs taken from each distribution.

4.1.3 Collision-Resistance

Let H be as above. A (v, t)-collision-finder for H is an algorithm A, running in time
bounded by ¢, and able to find a collision with probability greater than ~:

Succ®(A) = Pr[(ag, a1) «— A : H(ag) = H(ay)] > 7.

Denote by Succ®(H,t) the maximal success probability for finding a collision, taken
over all adversaries whose running time is bounded by ¢. Hash function H is (7v,1)-
collision-resistant if Succ™ (H,t) is upper-bounded by 7.
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4.1.4 Almost-Invertibility

Let f be a reduction function f : S — Z,. An almost-inverse g of f is a probabilistic
algorithm g, possibly outputting Fail, such that
(i) Pr[g(b) €S A flg(b)) =0]=1/3

bERZq

Function f is (4, t)-almost-invertible, with almost-inverse g, if furthermore:

g - D, = {gb)|berZy N g(b) € S}
(i) Dy~sU, Where{ U — {alacy S}

In the second item, notation D, ~s U means that no distinguisher with running time
bounded by ¢ can get an advantage greater than 9.

4.2 Security against passive adversaries

In this section we prove the security of the generic DSA against passive adversaries, i.e.
adversaries which try to forge a message/signature pair without querying the signing
oracle.

Theorem 2 Let T be a standard cyclic group of prime order q. Let S be a set of
bit-string encodings. Let H : {0,1}* — {0,1}" be a hash function and f : S — Z, be
a reduction function with almost-inverse g. Let A be a generic algorithm over T, that
makes at most n queries to the group-oracle. Assume that A, on input {o(1),0(x)},
returns a message m and a valid generic DSA signature of m, with probability ¢ =
Succ"™(A), within running time t. Then there exist adversaries By, By, operating
within time bound t', and such that By is attempting to invert H' = H mod q with
success probability e, and By is playing a distinguishing game for g, with advantage
€4, Where

5(n +1)3

£ 3ney + 3ney, + ————,
q

VAN

t < t+T.
with T the running time of g.

In order to prove this result, we define a sequence Game;, Game,, etc of modified
attack games starting from the actual game Gamey. Each of the games operates on
the same underlying probability space: the public and private key of the scheme, the
coin tosses of the adversary A, the random encoding o. Only the rules defining how
the view is computed differ from game to game. To go from one game to another, we
repeatedly use the following lemma from [46]:
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Lemma 2 Let Ey, E; and F be events defined on a probabilistic space
Pr[E; A =F] = Pr[Es A =F] = |Pr[E4] — Pr[Es]| < Pr[F].
Proof. The proof follows from easy computations:

|PI‘[E1] — PI‘[EQH = |P1"[E1 VAN _|F] —f-PI’[El VAN F] — PI‘[EQ A _|F] - PI‘[EQ VAN F]|

= |Pr[E; A F] — Pr[Ey A F]| = |Pr[E; | F] - Pr[F] — Pr[Es | F] - Pr[F]]|

< |Pr[Ey | F] — Pr[Ey | F]| - Pr[F] < Pr[F]

O

Proof.(of theorem 2). We use the probabilistic model developed in section 3.4. Let A be
a generic attacker able to forge a pair consisting of a message m and a valid signature
(r,s). We assume that, once these outputs have been issued, A goes on checking
the signature: this means requesting the encoding of es™! + zrs~! mod ¢, where e =
H(m), and checking that its image under f is 7. The request can be performed by
mimicking the usual double-and-add algorithm, calling the generic encoding at each
group operation. However, to keep things simple, we ignore the number of additional
requests to the group-oracle. The extra check allows to estimate the probability that
the output signature is valid. As explained, we start with the game coming from the
actual attack, and modify it step by step until we reach a final game, whose success
probability has an upper-bound obviously related to inverting the hash function.

Gamey: An encoding o is chosen and a key pair (pk,sk) is generated using KC(1%).
Adversary A is fed with pk and, querying the generic encoding, outputs a message
m and a signature (r, s). We denote by Sy the event Vo (M, (r,s)) = 1 and use a
similar notation S; in any Game; below. By definition, we have Pr[Sy] = e.

Game;: We slightly modify this game, by using the interpretation of the encoding pro-

posed in section 3.4: this uses a random sequence {z1, -+, zZy12, T, T1,. .., Ton}-
As shown in section 3.4, the new game only differs from the old on unsafe se-
quences:

5(n+ 1)

| PrS1] — Pr[So] | < .

Gamey: In this game, we choose at random an index s between 1 and n + 2. We know

that F, 4o is es ' +7s X, since it appears as the final step of the verifying algo-

rithm. We then discard executions where F} is not the first occurrence of Fj, .

Since the additional random value x is chosen independently of the execution of
Gamey, and since it hits an occurrence of F,, 5 with probability > 1/n, we get

1
PI‘[SQ] Z PT’[Sl] X E
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Games: In this game, we make an additional test on . Let F,, = b, X +a,.. We pick at
random € € Z,, and compute ¢, < g(bsa, '€ mod ¢), where g is the probabilistic
inverse of f. If the computation of g returns Fail, we abort the game. We let GBad
the probability that this happens. From the randomness of € and the fact that g
is an almost-inverse of f, we get Pr[-GBad] > 1/3. Now, the new experiment is
independent from the execution of Gamey. Thus:

Pr[Ss] = Pr[Sy] x Pr[-GBad]
1
> PY[SQ] X g

Gamey: Here, we further modify the previous game by letting ¢, replace z,. Since € is
uniformly distributed, the input to ¢ is uniformly distributed as well. Using the
almost-invertibility of f, we bound the difference between the success probabilities
of the two games by d,: | Pr[Sy] — Pr[Ss]| < d,.

We finally upper-bound Pr[S;]. We observe that that, while checking the signature,
the final request of the adversary is the encoding of es~! +xrs~! mod ¢. The answer in
Gamey is ¢, = g(bea_'é mod q), and the image ' under f of this answer is b.a_'¢ mod gq.
Since a,, is es”! mod ¢, and b, is s~ mod ¢, we get that ' = r if and only if é =

e mod ¢, which means that a pre-image of é has been obtained. Therefore, Pr[Sy] <

ey = Succ™(H',t"), where H'(m) &of H(m) mod ¢. Summing up inequalities, we get:

Pr{S)] < Pr[Si]+5x (n+1)%/g <nPr[S:]+5 x (n+1)*/q
3n x Pr[Ss] +5 x (n+1)%/q
3n x (Pr[Sy] +6,) +5 x (n+1)*/q

3new + 3nd, +5 x (n+1)%/q.

VAN VAN VAN VAN

4.3 Active Adversaries

In this section we extend the previous result to active adversaries, which have access
to the signing oracle. First of all, we clarify our notion of existential forgery: a forgery,
that provides a second signature of a message for which the adversary has already
obtained one from the signing oracle, is duly accepted. This means that we cover the
stronger security notion, based on a relaxed definition of existential forgery.

A couple of lemmas will be needed. We first show how one can perfectly simulate
the distribution of valid signatures. We define a simulator §. The simulator, picks
elements u €x S, and s €g Z,, and outputs the pair (r,s), with r = f(u).
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Lemma 3 For any message m, the output distribution of S is perfectly indistinguish-
able from the output distribution of Yg(m).

Proof. We have to compare two distributions: the original distribution Dy generated
by > on a fixed message m, and the distribution D; produced by S.

Dy = {(7’,3)|:cERZq;kERZ;;UERZg;r:f(o(k));s:k’l(H(m)—i-a:r)modq}
Dy = {(r,s)|uerS;se€rZyr=f(u)}

That they coincide is shown by the following equalities:

Dy = {(r,s)|x€rlyk Erlyo ERZf;r:f(a(k:));s:k_l(H(m)+$r) mod ¢}
= {(rs)|x €r Ly k €r Li;u € Lgyr = f(u);s = k™' (H(m) + 2r) mod ¢}
= {(r,s)|s€rZyu€rZyr = f(u)} =Ds.

We now state an easy lemma from elementary probability theory.

Lemma 4 Let S be a binomial distribution, which is the sum of k = 5Ilnn Bernoull
trials with probability for success > 1/3. Then, the probability that S = 0 is at most
1

p.
Proof. The probability that S = 0 is upper-bounded by

2

5lnn

1

<§> = exp (—=5Innn(3/2)) < exp (=2Inn) = —.
n

O

Theorem 3 Let " be a standard cyclic group of prime order q. Let S be a set of
bit-string encodings. Let H : {0,1}* — {0,1}" be a hash function and f : S — Z,
be a reduction function with almost-inverse g. Let A be a generic algorithm over T,
that makes at most qs queries to the signing oracle and n queries to the group-oracle,
respectively. Assume that A, on input {o(1),0(x)}, returns a message m and a valid
generic DSA signature (r,s) of m, with probability ¢ = Succ™(A), within running
time t. Then there exist adversaries By, Cu, Dy, operating within time bound t', and
such that By is attempting to invert H' = H mod q with success probability ey, Cy 18
attempting to find collisions for H' = H mod q with success probability v, and Dy is
playing a distinguishing game for g, with advantage o4, where
5(n+1)(n+gqs+1)

e < 2yg+2n(d;+cep)+ . ;

t" < t4+nx (brglnn+ 1h),

with 7, the running time of g and Ty the running time for H.
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Proof. Let A be a generic attacker able to forge a pair consisting of a message m and
a valid signature (r,s). As for the passive case, we assume that, once these outputs
have been issued, A goes on checking the signature by requesting the encoding of
es ! + xrs~! mod ¢, where e = H(m), and checking that its image under f is r. We
assume furthermore, that, after each query m; to the signing oracle, the adversary
immediately performs a similar request to check the validity of the answer. To keep
things simple, we do not perform any book-keeping of the additional requests and keep
n to denote the overall number of queries to the group oracle. We now play games as
before:

Gamey: An encoding o is chosen and a key pair (pk,sk) is generated using KC(1%).
Adversary A is fed with pk and, querying the generic encoding and the signing
oracle, outputs a message m and a signature (r,s). We denote by Sy the event
Vok(M, (7, s)) = 1 and use a similar notation S; in any Game; below. By definition,
we have Pr[Sy] = e.

Game;: We slightly modify this game, by using the interpretation of the encoding pro-

posed in section 3.4: this uses a random sequence {z1, -+, 2,12, T, T1,. .., Ton}-
As shown in section 3.4, the new game only differs from the old on unsafe se-
quences:

5(n +1)°

| Pr[S1] — Pr[So] | <
q
Game,: In this game, we perform additional random tests, without modifying the sim-
ulation of the generic oracle: a test is performed at each index ¢, such that the
corresponding affine polynomial appears for the first time (or is unmarked fol-
lowing the terminology of section 3.4). Let F, = byX + a,. We pick at random
€1 €r Zg, and compute ¢; < g(bea; '€, mod ) until the computation of g re-
turns an answer different from Fail. However, we stop and abort the game after
5Inn trials. This game differs from the previous one if ¢, remains undefined after
5Inn attempts. Since €, is uniformly distributed, and since the successive trials
are mutually independent, we may use lemma 4 and bound the corresponding
probability by # This provides the overall bound 1/n, when ¢ varies. Taking
into account the fact that the experiments are independent from the execution
of Game;, we get

Pr[Sy] > (1 — %) Pr[S).

Games: Here, we further modify the previous game by letting ¢, replace z,, for each
index ¢ such that F; is unmarked. Note that we have f(z,) = bgazlég mod gq.
Since the éys are uniformly distributed, the inputs to g are uniformly distributed
as well. Applying the so-called hybrid technique, which amounts to using n

20



times the almost-invertibility of g, we bound the difference between the success
probabilities of the two games by nd,: | Pr[Ss] — Pr[Ss] | < nd,.

Gamey: In this game, we simulate the signing oracle. For any query m; to the signing
oracle, one computes e; = H(m;), and issues a random signature (r;,s;), using
the simulation of lemma 3. Recall that the simulation picks s; at random and
computes 7; as f(u;), where u; is randomly drawn from S. By lemma 3, this
simulation is perfect. Observe that, while checking the signature, the adversary
requests, at some later time, the encoding of e;s;7' + zr;s;7! mod q. We let
¢ the first index corresponding to such query, F, = b, X + a,. We modify z,
replacing its earlier value by w; and define €, as e; = H(m;). Observe that we
still have f(z;) = bea, 'é; mod g. This game only differs from the previous one if
polynomial e;s; "+ Xr;s; 7" collides with a previous one. Due to the randomness

of s;, we obtain:

| Pr[Sy] — Pr[Ss] | < ”j

We note that the final simulation runs in time ¢ < t +n x (57ylnn + 74) and we
finally upper-bound Pr[S,]. We observe that, while checking the signature, the final
request of the adversary, with index n + 2, is the encoding of es™! 4+ 2rs~! mod g,
where e = H(m). We let £ be the first occurrence of F, ;5. If the signature is valid,
the following equalities hold:

es™t = a;mod q

rs ' = bymodgq
f(z) = bgae_lég mod ¢

ro= f(z)

From these equalities, it easily follows that » = f(z;) = re ¢, mod ¢, which in turn
implies e = €, mod ¢q. We distinguish two cases:

e If 2, has been created according to the rule of Games, then a pre-image m of some
randomly chosen element ¢, among the n possible ones has been found.

e If 2, has been created according to the rule of Gamey, then €, is the image under
H of a message m; queried from the signing oracle. Furthermore, we have:

-1
ejs;° = asmod g

rjsj’l = by modq

Comparing to the above equalities, we get that s = s; mod ¢ and r = r; mod q.
Note that m; cannot be equal to m, since otherwise the output forged signature
would coincide with an earlier signature (7, s;) of the same message m. Thus, a

collision has been found for H', where H'(m) & H(m) mod q.
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The probability that an algorithm running in time ¢ finds a preimage under H' of an
element among n is at most ney. From this, we obtain that: Pr[Sy] < ney + vy.
Summing up inequalities, we get:

PI‘[S()] < PI‘[Sl] +5 % M

IA

(1- 1)_1 P +5x P < oprfs) 5 x 0+ 17

n

IN

2 x (Pr[Ss] +nd,) +5x (n+1)*/q

2Pr[Sy] + 2nd, + +2nqqs +5x (n+1)*/q

A

< 2yp+2n(dg+ep)+5x (n+1+4¢)(n+1)/q.

5 The practical security of ECDSA

In this section, we analyze the security of the ECDSA signature scheme in view of the
previous proofs. This involves a discussion on the significance of the generic model,

both as a general paradigm, and in connection with its use to argue in favour of the
security of ECDSA.

5.1 The generic model as a security paradigm

As noted in section 3.3, the significance of proofs carried in the random oracle is a
matter of controversy, and it is further debatable whether or not security estimates
obtained in the random oracle model can be used to derive key sizes. However, it is
generally acknowledged that a security proof in the random oracle model provides an
overall guarantee that a scheme is not flawed, based on the intuition that an attacker
would be forced to use the hash function in a non generic way.

The generic model was proposed to provide lower bounds for a class of algorithms
that attempt to solve the discrete logarithm problem in a generic way. This gives
a restricted, albeit meaningful indication of the hardness of the discrete logarithms
in general groups. Of course, the idea of further using the generic model to argue
in favour of the security of specific schemes is appealing. However, we find it rather
unconvincing, at a methodological level, for reasons that we now develop.

Firstly, it departs from the usual approach of provable security, which reduces a
cryptographic scheme to a hard problem. Proofs in the generic model are absolute, as
seen from the statements of theorems 2 and 3. Accordingly, they do not measure the
loss that a cryptographic construct might bring per se.
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Secondly, hash functions are meant to be random. They are crafted so that statisti-
cal attacks of the type considered in conventional cryptanalysis cannot be mounted. On
the other hand, groups used in public key cryptography, have an underlying algebraic
structure, where randomness does not play any role.

5.2 The case of ECDSA

In [6], it is argued that theorems 2 and 3 are meaningful in the context of ECDSA,
while they are not in the context of DSA. We claim this is simply wrong. In order
to support our claim, we review the meaning of each of the hypotheses on which the
theorems rely.

5.2.1 The hash function and reduction function

Theorems 2 and 3 require the hash function H' to be sufficiently one-way and collision

resistant, where H'(m) g (m) mod ¢g. Currently, the only supported hash funstion
H for ECDSA is SHA-1. This function has been designed to be one-way and collision
resistant. When the size ¢ of the group is much smaller than 2", where h = 160 is the
bit-size of outputs of SHA-1, then it becomes easier to invert H' or create collisions.
When ¢ is of the same order of magnitude as 2, then inverting H’ and inverting H
is essentially equivalent and the same is true for collision finding. Finally, when ¢ is
much larger than 2", inverting H’ is hard anyhow, whereas collision finding remains
at the same computational level of hardness. In conclusion, it makes sense to assume
that H’ is one-way and collision resistant, as soon as ¢ is at least of the order 2". We
note that, contrary to [6], we have avoided to use the uniformity of H. We believe this
is a better approach.

The reduction function for ECDSA [1], takes the first coordinate of a curve element
and reduces it modulo ¢: r, f(r) = z, mod g. In case of binary fields, one first has
to turn z, into an integer < 2™, by a standard conversion routine. Note that, when
x is given in the base field, either it is not the first coordinate of a curve element, or
else two points of the curve have first coordinate . Those two points r; and r, are
symmetric: r{ = —ry. Furthermore, the second coordinate of each of the two points is
easily computed. This allows to sample the curve by defining a probabilistic inverse ¢
of f at b as follows:

1. pick at random x in the base field such that x = b mod ¢,

2. output at random one of the two curve elements with first coordinate x or Fail if
there is none.

By Hasse’s Theorem, the number of elements of E is

#E =p+1+t, where [t| <2,/p.
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Therefore, the probability that g succeeds is lower-bounded by #ﬁ, which is > 1/3.
This is in the setting of prime fields, but a similar result holds for binary fields. In
conclusion, the assumption on the reduction function makes sense.

5.3 The encoding function

We claim that the encoding function cannot be viewed as generic. To support the
claim, we observe that ECDSA is not immune to existential forgery in the stronger
security model that we have considered. Indeed, from a signature (r,s) of a message
m, one can derive a second one, namely (r, —s). Referring to figure 3, we see that the
values of r’ that appear in the verification of both signatures are symmetric, so that
their image by f is the same. If the generic model was an appropriate framework,
then this would contradict theorem 3. Of course, it is presumably possible to define
a notion of symmetric generic encoding, where encodings of +r are indentical and to
search for a security result of some form, in the symmetric generic model. This looks
quite twisted.

6 Conclusion

We have investigated the security of the ECDSA primitive and its relation to the
elliptic curve discrete logarithm problem. Based on our analysis, we believe that the
range of parameters offered by the standard can provide security for a number of years,
provided the lowest figures are gradually discarded, taking into account the progress of
computing power. The use of Koblitz curves, albeit suspicious, does not provide any
significant shortcut for the adversary.

We also believe that the security proof that the generic DSA withstands existential
forgery against adaptive chosen-message attacks, is mathematically sound. We have
indeed provided a security proof in Shoup’s style [46], different from the proof earlier
published in [6]. However, we have doubts on the actual significance of this proof.
Furthermore, we have shown that ECDSA does not withstand chosen-message attacks,
where forgeries that output a second signature of a message previously signed are
allowed. The generic DSA provably withstands such forgeries. This seems to indicate
that the generic model is not appropriate. In conclusion, we regret that we cannot
recommend ECDSA without reservations.
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