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Abstract

We estimated the security of the public key encryption scheme pertained to the Advanced
Cryptographic Engine (ACE). As a result of the verification of the proof of security of ACE scheme,
it turned out that this scheme is semantically secure against the adaptive chosen ciphertext attack
under the assumptions of the existence of universal one-way functions and ”pseudo-random” bit
generator and the difficulty of the decisional Diffie-Hellman problem. Moreover, the lengths of
parameters are secure enough as long as those are selected so that the index calculus methods for

the discrete logarithm problem are unadaptable.



