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Abstract: In this report, we address our security evaluation of Hierocrypt-3. As
a result, we found no critical security flaw during the limited period available for
security evaluation.

Hierocrypt-3has not yet been evaluated enough even with our evaluation. Fur-
ther evaluation results are necessary. We however show some evidences to consider
Hierocrypt-3to provide expected security at this moment.
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Ho. @ Ho:o ® Hoy © Hyy @ Ho @ Hoip © Hoy @ H3 @ Hso @ Hsg

K30 & K35 ® K3

Ho.o ® Hoa © Hi:1 © Hio® Hi3 © Hiq @ Hoo © H3p @ H33 @ Hiy

K33 & K3:5 ® K

Ho @ Hos ® Hio © Hi3 @ Hyy @ Ho3 @ H33 @ Hyy

K31 @ K3.4 ® K36 ® K37

Ho.1 @ Ho.p ® Ho.y @ Hy:3® Hi:y © Hoy © Hoy @ H3y

K31 @ Kay

Ho.1 @® Ho3 © Hoa © Hy.1 © Hyo © Hi3 @ Hoy © Hsy @ Hzo @ H3z3 © Hsy
K33 ® K3.4 © K36 ® K3

33



Ho.o ® Ho3 © Hoa © Hi:2 ® Hoy @ Ho3 © H3y
2 = K34 @ K35 ® Kz
Ho.3 ® Ho.s © Hy.3 ® Hoy @ Hoo @ Hoy © Hsa
K31 @ K35 ® K36 ® K3
Ho.y ® Hiy @ Hig @ Ha.y @ Hop © Hoz3 © Hao
K30 ® K3.3® K3.4 ® K35 ® K37 © K3ig
Ho.1 @® Hoo © Hos © Ho.a © Hi. © Hoo @ Hoy © H33 © Hszy
K30 @ K3.4 ® K36 ® K37
®© Ho ® Hoo ® Ho.s ® Hio®© Hi:g © Hoy © Hoz3 ® Hzy
6 = K31 @ K33 K35 ® K37 @ K3g
© Hoa © Hoo ® Hos @ Hi.y © Hiz @ Hoy @ Hoo @ Hos @ H3y
7 = K31 ® K32 ® K34 @ K36 ® K3s
Ho.1 @® Hoo @ Ho3 © Ho.a ® Hy @ Hio © Hiy
Hy @ Hap ® Hp3 ® Hio
8 = K31 ® K33® K34 K35 ® Kz
®© Ho1® Hoz® Hi:1 © Hi3® Hy.a ® Hoo © Hoy @ H33 © Hszy
Z3' e 747 = Ki1 0 Kso® K3 ® Kar
© Hou® Hi1 © Hi3® Hy.g © Hoy © Ho3 © Has
K31 @ K32 ® K3.3® K35 @ Kz
Ho.n © Hi.o® Hy.y © Hoy @ Hop ® Hoy ® H3q @ H3y
K31 @ K30 ® K33 D K34 ® K35 @ K3
Ho.o ® Hi:1 @ Hi3® Ho.y @ Hop © Ha3 @ H3y © Hsoo
K31 & K33 ® K3
Ho.3® Hoa © Hi0® Hy.3® Hop © Hoy & H3op
5 = K30® K356 K37 @ K3
Ho.1 © Ho.o © Hoz © Hi2® Hy1.3® Hy.a © Hz © H3y
K33 ® K36 @ K3
Ho. @ Ho.o ® Ho3 @ Hoa @ Hy:3 @ Hyg © Hzy @ Hao
K31 & K3.4 ® K35 ® K37
Ho.o ® Ho.3 ® Hoy @ Hi.a @ H3o © Haz
K31 ® K36 © Kz.7
Ho.1 @ Hoo © Hoa © H1.1 © Hi2 © Hi3® Hyy © Hss

I & I &

ot
I

© IS I & I

& I & I &

o]
|

25600 000 ugn

73 @ Z‘ﬁ = K31 @ K32® K34 © K35 © K37 © K33 © Ky ® Kus © Kur @ Kyg
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73 @ 74

D

)

&)

D

)

© D |

D

D

)

D

D

S

Ho.y © Ho.2 ® Hoz © Hi © Ho @ Hoz © Hao

K31 ® K30® K33 K36 © K38 ® Ky3 ® Ky6 @ Kys

Ho.y @ Ho.o @ Ho.3 © Hoa © Hyo @ Hoy © Hop © Hoy © H3g

K31 @ K300 K330 K34 ® K3.5® K30 ® Ky @ Kypoa ® Kys © Ky
Ho.o © Ho.3 ® Hoy @ Hi3® Ho. © Hop © Haz3 © H3y & Hsy

K31 ® K336 K36 © K37 ® Ky @ Kyp © Kayr

Ho.y @® Ho:z ® Hos © Hi.q ® Hoo ®© Hoy @ Hz

K30 ® K3.5 ® K3.8 ® Ky.0 ® Ky6 ® Ky

Ho.o ® Hoy @ Hy:y © Hyp® Hi3® Hyy © Hsiz

K3.3® K35 ® K3.6 © K3 © K5 © Kyy

Ho.y @ Ho.3 © Hi.o ® Hi1:3® Hy.g © H3 © Hzy

K31 @ K3.4® K36 © K37 ® Ky © Kpoa © Kyis ® Kyip ® Kyg

Ho.y @ Ho.p ® Hoa © Hy:3 ® Hyg © Hz. @ Hsoo

K31 ® K30 ® Ky © Kys © Kyr @ Kyg

Ho.1 © Ho.3 ® Hoa © Hi:1 © Hio ® Hiz © Hao

K33 ® K3.4® K36 ® K38 ® Ky © Kyo ® Ky3 ® Kyip ® Kyr © Kyg
Ho.o ® Ho3 ® Ho.y © Hy:o ® Hop @ H3o @ Hsiz

K34 @ K35 K37 © Ky @ Ky ® Ky ® Kyoy @ Ky © Kyg

Ho.3 ® Ho.y © H1.3 ® Ha3 ® H3 @ H3z © Hzy

K31 ® K35 ® K3.6 D K3.80 Kao ® Ky3 @ Kug © Kyg

Ho.y © Hy.y @ Hya ® Hoy @ Hoy © Hzp @ Hsy

K30 @ K33 K34 @ K35 ® K37 ® K3

Ky @ K2 ® Kyg © Kys & Ky © Ky © Kyg

Ho.y © Hoz ® Hoz ® Ho.s © Hya & Hoy @ Hzy @ Hso

K30 ® K3.4 ® K3:6 © K37 © Kyt @ Kys © Ky6 D Kar © Kyg

Ho.1 © Hoo © Ho.s © Hyp® Hiy © Ho3 @ H3. © Hzp ® Hyg

K31 ® K330 K35 ® K3.7® K3.8® Kyo ® Ky ® Kyr ® Kyg

Ho.y @ Ho.o © Ho.3 © Hy.y @ Hy3@© Hoy © Hoy © H3z.p @ H3o © H3iz3 © Hzy
K31 @ K30 K34 ® K36 © K3.8® K43 D Kyr © Kyg

Ho.y @ Ho:p ® Ho.3 ® Ho.s © Hyy © Hio © Hig © Ho © Hop ® Hzo @ Hz3 @ Hs
K31 ® K330 K34 ® K3.5® K3.6 ® K44 ® Kyi5 © K6 ® Kyy

Hoy © Ho3 ® Hi © Hi3® Hi.4 ® Hap © Hz © H3o © Hsy

K31 ® K30 K34 ® K37 © Kyo ® Ky

Ho.y ®© Hi.1 © Hy:3® Hy.a © Hoy © Hoo @ Hoz3 & Hz. © Hyg

K31 ® K300 K33 ® K3.5 D K38® Ky3® Ky

Ho.y @ Hyo®© Hy.a © Ho @ Hoo @ Ho3 @ Hoy @ H3z.y © H3o @ H3y
K31 ® K30® K33 K34 ® K35 ® K36 © Kg1 © Kyg © Kyy

35



73° @ 743

D

)

&)

S

I & &

S

&)

D

D

o &

S

S

Ho.o © Hy.1 © Hi3® Hoo © Ho3 ® Hoy © H3y & Hzo © Hss

K31 @ K3.3® K36 @D K41 ® Kys

Ho.3 © Hoy © Hi2® Hi.3® Ho © Hoo © Hoy © Hzp © Hsy

K30 ® K3.5 ® K3.7 ® K38 ® Ky.1 © Kyp @ Kyi3® Kys © Kyi6 D Ky

Ho.1 @ Ho:2 ® Hos © Hio® Hy3® Hiy © Hoy @ Hop © Hoz @ Hzo @ H33 ® Hzy
K33 ® K3.6® K38 ® Ky @ Ky ® Kyz3 ® Kpog © Kyis © Kyi6 © Kyr © Ky
Ho.1 @ Ho.2 ® Ho3 © Hoa @ Hi:3® Hi.a © Ho @ Hoo © Hoz © Hay © H33 © Hzy
K31 ® K34 K35 ® K3.0 © Kyo © Ky3 ® Koy © Kyig © Kyor © Kyg

Ho.o ® Hoz © Ho.y © Hy.q © Hop @ Ho3 @ Hoy © Hzy

K31 @ K36 ® K37 D Ky.1 @ Kyo ® Kyy @ Kyis © Ky6 @ Kyig

Ho.y @ Ho.o © Hos © Hi.1 @ Hyo© Hy3 © Hiyg

Hy. @ Ho.p ® Hay @ Hz © H3.o ® H33 ® Hazy

K31 @ K36 ® Kyo ®© Kgq © Kys © Kyr @ Kyg

Hos @ Hyp ® Hy.y © Hsq © Hyz

K30 ® K370 Ky & Ky © Ky6 ® Kyg

Ho. © Ho.qa ® Hi:0 @ Hi3© Hzq © H3o ® Hzy

K33 ® K3.5® K3.g @ Ky1 @ Kyo @ Ky © Kyis © Kyp

Hoy @ Hoo ® Hi:1 © Hio® H1.4 ® H3y © Hzo @ His

K34 @ K3:5® K41 © K3 ® Kpq © Kyg © Kyr

Hoo © Hy: @ Hy3® Hyiy © Hzp © Hsy

K30 ® K35 ® K38 ® Kg1 © Kyo ® Kyg © Ky

Ho.o ® Ho.3 ® Ho.s © Hyy © Hyo ®© Hi3 @ Hyyg

Ho.y @ Hop ® Ha3 © Hoy © H3y

K33 ® K35 ® K36 ® Ky © Kyo ® Ky3 ® Kyis © Kyg

Ho3 © Hoa ® Hi:2® Hi:3® Hy.y © Hoo © Ha3 © Hoy © Hap

K3 @ K34 © Ks:6 ® K37 @ Kyt © Kyp @ Kyi3 @ Kyoa © Kys © K

Ho.s © Hy.3® Hy.q @ Ha3 © Ho.y © Hsis

K31 @ K30 ® Ky © K3 ® Kyse

Ho.1 © Ho:2 ® Ho3 © Hoa © Hi:1 © Hio ® Hi3© Ho @ Hop © Hoz © H3y

gobgguogoobbobbobbboboobbobobobbbobobboooooboobo

oooOoogo

gobobobobooboboooooood

gobbooboobboboboooodooboboodtbbbobbbooobobobon
Doboooobooboboooobobobbbooooobbooobooboobboobbo
gbdbooooooouobuoboabab
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00000000000000 SPNOOOOOOOOOOOO0O0O00000 (000)00
000000000 FOO0O0O00000000000OLOKIRYDOOO (0000000000
00000000000000)000 (800000000

DESOOO0O0D [9)00000000000000000000000000000000
000000000000000000000 OHieroerypt-30000000000000

DESOO00OO0O00O00D0O0000000FOOOOOOOODOO (0000000000
000)00000000000 OHieroerypt-300 00000 10000000000000
0000000000000000 Py, Ps0000000 KO, KY ooooooooood
0D (0000 e KY =P;eKY)0000000 SO000000000000000000
000000000000 00 (K9, KY00000000000000000 (00000)
0000000000000 O0000000000000000 S000000000000
00000000000000000000000000000000000000 SPNOO
00000000ODESOO0O00O00O0OOOONOO0ONDNON00OONO

000000000 DESO0OOOONOONOOOOOOOODNFO0OONONONONONOOOOO
0o0D0o0o0o0o

5 Uuboouuon

O0000 OHierocrypt-3 00 00000 0OO0O0O0OO0OOODOODOOOOODOOOODOO
Hierocrypt-3 0O SPNO OO OOODOODOODDOOOOOODOOOOODOOODOOOOOODOO
oooooo

0000000000000 00000 OSQUARE[10]0Rijndael[11]0CRYPTON[12]0 0O
0000000000000 D00O0DO0O00000000DOOo0oOoODoDoOOoODODDOOoO0ODOn
0 O Square 0 O [10]0 truncated-differential[13] OO0 00 0000000000000 O0OOO

OO0O0000O Hierocrypt-30 OO OUODOOODODOO0ODODODOO0OO0OOODOOOODODOODO
OO000000O00000D00000000DbOODO0DOD0ODODOO0000000bO00DO0DODO000
00000000000 D00D0O000 Square OO truncated-differential 0000 OO OO
0000000000000 00 OHierocrypt-30 000000000000 ODOOODOOOO
0000000000 oooooooooon

000000000 DO00000O00O00000o0oogn

1. 000 (00oooo)
2.S0000 (80 000000D000O0)
3. MDSL(GF(2)00D0O0000)

4. MDSH(OOODDDOOOOOODD)

000 SO0000000000000000 GF2¥) 00000000000 0000oooo
ODoOoDOoOoOO0OoOoOoDOosooObOoooOogoo sgoooo MbsLogoooooooooo
0000 (0000000000000 000OD0000ooDOO)SO000oDooO0O MDSL
gooobobboobbbodoobobobbobbboboooboooboad
0000000 SO00000O0O0000000D000000O0DOO0OU0 (Doboooo
O000U000O0oO0oooDooooooD)ooooo
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5.1 Hierocrypt-30 SOOOOOMO
O000ooOoSobooobogo 20000

SOoopooooboogon

0000 SO0D00O0O00D00O0O0 Hierocrypt-3 00D DOODDDODOODOOOOOOOO S
goood
s(z) = Add(Power(Perm(x)))

000000000000 Perm()0000 GF(25) 0000000 Power()00000000O
00 Add()00DD0O00DD00000D0DO0O0D0000000 AdODOO 0x110000
0000000000 D0x=00000S0000000070000000000

000000 s(Perm™Yx))00 0000000000000 O00ODOO ¥ +7(000
D000 GF2®) 00000000 00)000ooQ

Soooooooogon

000 SO00000 28425+2°+2+1000000000000000 GF(2) 0000
0000000000000 0000000D0 10000000000GF(2)00000000
0000000000000

F(r) = Txa’+198x2'+233x 2% +39x 2° + 186 x 2* +205x 2° +92x 2% + 197 x "

239x 284-90x 27 +175x 0+ 107 x 2 +142x 212+ 91 x 2 +179 x z1®

255X £ 466 x 2 T+172x 2 +12x 2194196 x 220+ 114 x 22 +219x 222 442 x 223

181 x 2% +162x 2 + 71 x 220 +227x 22"+ 86 x 2 +213x 22 + 15 x 230+ 141 x 23!

68 x 2°2+-37x ¥ +220x 23 + 144 x 2% +96 x 2% + 130 x 237" +107 x 2% +-47 x 2%

192x 28 +107x 24 489 x 242 + 161 x 23+ 157 x 2 + 186 x 2%+ 135 x 26 + 159 x 247
141 x 2% 4+93x 2% +245x 2°° + 96 x 251 +103 x 2”2+ 113 x 273 + 145 x 27 + 189 x £

92 x %0 4+ 76 x 2574+ 141 x 2584244 x 25 +205 x 20 +22 x 21 +79 x 2624253 x 263

202 x 2% 4+205x 2% + 140 x 2%° +195x 27 +- 74 x 2% 4+226 x 2% +220x 0 + 171 x 2™
182x 2™ +116x 2P +182x 2™+ 57 x 2P +177x 2™ +105x 277 +240x ™8 +45x ™

106 x 250 4+94x 281 4241 x 22 +124x 2234215 x 28 +168 x 22 +193 x 250 + 16 x 2.7
137x 238439 x 239 4+50x 20+ 116 x 291 +78 x 22 +55 x 73 +201 x 29 +5x %

119% 2 +70x 27" +91 x 2% +10x 2% 4165 x 21 + 117 x 2" + 194 x 2192 + 155 x 219
191 x 2" 230 x 1% +252 x 219 + 151 x 217 +181 x 21 ® 4203 x 2% +21 x 2110 429 x '
178 x 212 +104x 2 B3 +86 x M1 +101 x P+ 71 x 2116+ 108 x 2117 +168 x 2118 +96 x 2117
211 x 204160 x 22 +2x 22+ 117 x 2B +255 x 2121 +135x 212 460 x 2120+ 151 x %7
46 % 218 +130x 212 458 x 2130 454 x 213 105 x 2132+ 157 x "33+ 156 x 213 28 x 213°
24 x 2130 41242 BT 46T x 2B+ 7Ix 213 4149 x 210 4214 x M 1126 x 22 4109 x 2143
81 x oM +129x 2 4202 x 210 4-67x 27 469 x 214 4207 x 21 +- 117 x 170 236 x 2™
172x 22 144 x 213 473 x 2" 160 x £17° 426 x 2190+ 214 x 217 +62 x 2178 4-51 x 2157

e S S T T e
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40x 210454 x 211 4132 % 2192 4173 % 2193 4191 x 210 1240 x 216° + 13 x 2190 4252 x 2167
177x 28 458 x 2199 423 x '™+ 104 x 2" +122x '+ 85 x 2P +36 x 21 + 187 x 217
119x 2 476 x 2t T+ 17x 2184227 x 210 +92 x 189 + 180 x 2181 4216 x 21824230 x 283
139x 28 +8x 1 4+ 171 x 2180 437 x 2187+ 120 x 2188 4231 x 2189 455 x 1199 4244 % 219!
195 % 212 4214 x 213 +169x 219 +62x 21 + 183 x 21 + 113 x 21"+ 121 x ' ® 463 x 2!
92 x 120 1106 x 22" 4204 x 2292 429 x 279 478 x 27" + 180 x 22%° +-233 x 220 + 115 x 27
214x 22 4214 x 229 4211 x 2210+ 24 x 221 +49 x 2212462 x 2212+ 153 x 214 4+ 218 x 2217
214 x 2?0 476 x 227467 x 2?1 +212x 221 +52x 2220 4152 x 221 4159 x 222 4185 x 1223
198 x 2224 490 x 225 +105x 2226 +19x 2227+ 147 x 2B + 142 x 2229 458 x 204141 x 223!
48 x %32 4103 x 233 4238 x 2 4 114 x 235 429 x 2230 492 x 2237 4146 x 2*3 + 63 x 2%
135x 2280 97 x 221 + 16 x 222 4+ 94 x 223 4127 x 224 + 181 x 22 52 x 2246 4 78 x 2247
30x 22 +116x 2240 +124 x 220488 x 251 +137 x 2252 4173 x 223 +188 x 225

I T e

_I_

gbodbdobuogbbooobbbduobbooobooonognn
0000000000 (000O0OMDSHOMDSL)O GF29 )0 0000000000000
D00000000SO000000O0O GF2YO0DDO000000DO0DOoOooooooond

GF(2Y) 0000000

00000SO00000 GF(2Y),k<8000000000000S00000000000
0800000O000GF?2:0000000000000000 ze(GF2)80 yeGF(2%) 0
000000 ¢000000000000000000 SO0000000000000000
0000000000000000000000000000000000000000000
0000000

0000 ¢00-,00000000000000000000000000

p:x — Y= (ykflyku .- -yo)
y; = parity(x, mask;)

O00 ¢o000O0mesk; DO OO0O0OO0OODOOODOOODO
0000 ¢0000004d000000 GF2YOOOO
(0000d00000000)000000000000GF2Y 0000 fO00000O0
goboboooooon

bias(s.p) = #{z|f($(x)) = 6(S(x))} — 2°/2" ()

GF(2) 0000

000000000 8000000 GF(2) 0000000000000 D0ODDDOOOO
mask0,maskl D00 00000000 255 x240000000000000000O0000O00
000000000000 0GF(2)004d0000000000000000000000O0
gogg
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gogooood

0000000000000000000 (0000 88/256=24/256+1/40000 bias =
24/256)9 000 00000000000000000000000 O¢(z)0 ¢(S(x)000 dist
0000000000 4x400000000000 Odistla]b)0 ¢(z) =a00 ¢(s(z)) =b0
0000.0000000000

mask = (7,233),f(z) =2+ 3
dist = {10,16,10,28,12, 18,24, 10,24, 18, 12, 10, 18, 12, 18, 16)

mask = (7,233), f(z) =2x+3
dist = {10,16,10,28,12,18,24,10,24,18,12,10, 18,12, 18, 16)

mask = (7,238), f(z) =2+ 1
dist = {10,28,10,16,18, 16,18, 12,24, 10, 12, 18, 12, 10, 24, 18)

mask = (7,238), f(z) =3z +1
dist = {10,28,10,16,18, 16,18, 12,24, 10,12, 18,12, 10, 24, 18)

mask = (121,129), f(z) =z + 3
dist = {12,12,12,28,14, 18,20, 12,16, 18,16, 14, 22,16, 16, 10)

mask = (121,248), f(z) =z +1
dist = {12,28,12,12,22,10, 16, 16,16, 14, 16, 18, 14, 12, 20, 18)

mask = (129,248), f(z) =2+ 1
dist = {12,28,12,12,22, 10,16, 16, 14, 12, 18, 20, 16, 14, 18, 16)

mask = (233,238), f(z) =z +1
dist = {10,28,16,10,18,16,12,18,12,10, 18, 24, 24,10, 18,12)

mask = (233,238), f(z) =2z +1
dist = {10,28,16,10,18,16,12,18,12,10,18,24,24,10, 18,12)
gogoooood
0000000000000 0O00000 (D000 88/256=24/256+1/4)60 0000000

mask = (7,233), f(z) = 2% +3
dist = (10,16,10,28,12,18,24,10,24,18,12,10,18,12, 18, 16)
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mask = (7,238), f(z) = 22° + 1
dist = (10,28,10,16,18,16,18,12,24,10,12,18,12,10, 24, 18)

mask = (86,147), f(z) = 2*
dist = (24,12,14,14,12,24, 14, 14, 14, 14, 16, 20, 14, 14, 20, 16)

mask = (86,197), f(x) = 222
dist = (24,14,14,12,14, 16,20, 14, 14, 20, 16, 14, 12, 14, 14, 24)

mask = (147,197), f(x) = 327
dist = (24,14,12,14,14,16,14,20,12,14,24,14,14,20, 14, 16)

mask = (233,238), f(x) =32 +1
dist = (10,28,16,10,18, 16,12, 18,12, 10, 18, 24, 24, 10, 18, 12)

gooooooo
0000000000000 00O0D000 (DOoODo 94/256=30/256+1/4)600000000
mask = (7,233,), f(z) =2 + 22> + 2 +3
dist = (10,16,10,28,12,18,24, 10,24, 18,12, 10, 18, 12, 18, 16)

mask = (7,233,), f(z) =32 + 32° + 1o + 3
dist = (10,16,10,28,12,18,24, 10,24, 18,12,10, 18,12, 18, 16)

mask = (7,238,), f(z) =2® +32° + .+ 1
dist = (10,28,10,16,18, 16,18, 12,24, 10,12, 18,12, 10, 24, 18)

mask = (7,238,), f(z) =32 + 2® + 30 + 1
dist = (10,28,10,16,18,16,18, 12,24, 10,12, 18,12, 10, 24, 18)

mask = (233,238,), f(z) =2+ 222 + 2+ 1
dist = (10,28,16,10,18,16,12,18,12,10,18,24,24,10,18,12)

mask = (233,238,), f(z) = 22> + 2* +2x + 1
dist = (10,28,16,10,18,16,12,18,12,10,18,24,24,10,18,12)
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GF(2}) 0000

SOO00000 GF)000000D0000000O00000ONOO mask0, maskl, mask2
UO0boDuboobOog 235 x234x2300 0000000000000 0O0O0O00O0O0O0O0O0O
ooooooooboobbubidbobo0ouooooobOn 255 x254x253000
000000000000000000000000GF(2)00d000000ooooood
gooobobgboooooogan

gogooood

O0000000000000000000 (D000 57/256=25/256+1/8)7r0 0000000

gogooood

mask
mask
mask
mask
mask
mask

mask

(40,99,215), f(z) = 2z + 7
(61,83,185), f(x) = 3z + 4
(61,185,234), f(z) = 5z + 6
(83,110,234), f(z) = Tz + 4
(99,180,255), f(z) = 2z + 1
(110,132, 185), f(z) = Tz + 6
(132,215,234), f(z) =3z + 7

0000000000000000000 (0000 58/256=26/256+1/8)200000000

gogooood

mask

mask

(1,7,222), f(z) = 42® + 3
(7,217,223), f(z) = 2> + 7

O0000000000000000000 (D000 66/256=34/256+1/83)5000 00000

mask
mask
mask
mask

mask

godgbbobodn

7,27,238), f(x) = 7T2® + 52 + 2 + 3

7,238,245),

f(x) =32+ T2 + 2+ 5
f(z) =62" +42® +2+5

T

)
)

28,233,238), f(z) = 2 + 2 + 2 + 2
233,242,245), f(x) = 52° + 322 + x + 5

(
(
(27, 28, 245),
(
(

gbbbbouoguoobbobbouoooboouoobbobbuooooouoooboooon
gouoguooobobooboooboood

65/256 : mask
62/256 : mask
62/256 : mask

(7,117,238), f(z) = Ta* + 22 + 62% + 62 + 1
(1,54,239),
(1,55,238),

f
f 2° + 22 + 42 + 52% 4 4x + 3

x) = T2’ + 62" + 62° +22° + 32 +5
x)=3

(
(
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62/256 : mask = (1,60,185), f(z) = 2° +4a® + 2® + 7o + 7
62/256 : mask = (1,61,185), f(z) = 62° + 22" + 2> + 42 + 5

MDSLOMDSHOO OO

Hierocrypt-30 000000000 OMDSLO MDSHOOOOOOOOMDSLOO OO0 O
0000000000400 S00000000000000000000000 MDSHOO
0000000000000 0000000000000000000

00000000000000S00000000000000000000000000
000000000000000000000000000000 (0000 ¢)000000
0ooo0

MDSHOOOOOOOOOOOOOOOOOO00O0S00000000000000000
00000000000000000000(000)-(S0000)-(MDSH)-(000)-(SO000
0)000000000000000000MDSLOOOOO (MDSOOO0)00000000
0000000000000000000000000000000000000000000
00000000000

5.2 Hierocrypt-30 SOOOOOOOOMO

0000 Hieroarypt-300 0000000 SOO0000O0O0OOOOOOMDSHOHDSLO
0000 2824+2°4+2°+24+10000000000000000000000000000
000

SO0O0000000000000000000000000000000000000000
0000000 0000000 (00000000 2600000000000)000000
0000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000
0000000000000000000000000000000000 SO000000
0000000000000 00000000 (000)00000000000000000
oooooO

o0 5.1: SOO00O0O 260000000 »00000000000000000n-10
goboboobobbobuboobuoooob n0bDbODLODO

opobOogoooog sooooobooooobooboboboobobobooboOoooo

goobogo

godbobooobobbobbooobouobuooobobooobobooboobbbob td
goooboooood

lL.tguogupogboobobogood
2.00000

. 0gbuooobboooooobobobobobboboooobod
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0000003000000 GFR)Oooooooolooooooooooooo 1000
gobgbbt=230000000b000bobobbobo4bouooobobboobuongan
gbobubooooobobbobobbooobooobgon

OO0 SOobooooDbo

00000000000 bOOobObOoOoODO0DO00ooSOoo0oDobO0oOoooOOobOOooOooOoa
O0o00ooon
SOD0O0D00000:5(67) = 6716
SOD0000 OFBOOOODOOODOOO: OO 30738=109 x 47 x 2 x 3
00000000 (OO 1w.0000):
000 109(00)00 0
00 - 07 > 4e > ec > 8d - 58 - 94 - 6b - b6 - 26 - 3d - 3e - {9 - cb - 14 - 9d
- f0-ea-db-40-21 5 9b 533 5¢9 - 8a-4a—- 57 bl 5dd - 93 85 8f
-0a->ce->3->ed->de->ced-cf-45-50d-e9 - 4c - bd > ab - e3 - 76 - b7
- 2b -7 5 1d - 5f - 0f 5 80 - 06 - 84 - 1b - a4 - 0e - 5d - c0 - ad - 5c - b
> 4f 5 le5 195 7a - 7d > b0 - 49 5 01 - fe - 16 - 5 - 0c - 02 - 55 - 09 - 75
523 -5d3 5745125785 d0 - 505 375 27 - 6f 5 df - a3 - 63 - 56 - f1 - 15
- 25 ac—> 38569503570 d6 > da—>ed > 36> de - 97 - b8 - 00
000 141(=3x47)000
04 - 98 522 59c-e7->3a->72-5cc-6e -9 -7l 58 »ch-c? - f2-5dd
- ba-90 5 2c -8 - ef »2a-4d - 8 -5 79 - 39 - 30 - 3¢ - 95 - e6 - 28 - b9
-8 —»4b - €5 532 541 -8 > c4 >eb->d9 - 5359 - b3 5 3 525 al » 89
-8 > bf 50558 - 3f->d8 - a9 - 64596 20 > 0b > 18 5 c6 - €2 - 25 - 77
565513542544 511 560 561 - 7f > 1f - 87 5 66 - ¢l - 68 - 99 - 43 - d7
> ae - f4 5 ab - 6d-fa-bd bbb ffsald- 525 bbo 54 T7c-db-el s 31
> 5Ha->82-534-529-2d - a7-be->7b->3b-s a8 559 5 81 5 85 46 » 48 - Ga
> He - 5l - 9f - Te 5 af - 5b - 08 - be - fe - aa - ee - 62 - la - 2f 5 17 > €8
24535105 1lc>b25e0 91 - 735 a2 475 fd - ab > 6 - 04
000 1000
67 - 67
0002000
6c - ca - 6¢
000 3000
92 » dl - d2 - 92

6 OO0

Hierocrypt-30 00O 0D O0OOOO0O0OODODODOOSPNOOOODOOOODOODOODODOO
gobobuoobooboobood

U000 OHierocrypt-30 0000 00000O0O0OO0O0O0OOOO0O0ODOOOODOOODO
goodboggo
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Uooboooobbobd0dd Hierocrypt-30 0o ooooooboboogobn
gobbodbogbgugooboogoub oo oboooboobbobboboo
EEERN
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Ooooooad: Hierocrypt-L1, available at http://www.toshiba.co.jp/rdc/
security/hierocrypt/.

ODOoooooo: Hierocrypt-3, available at http://www.toshiba.co.jp/rdc/
security/hierocrypt/.

Specification on a Block Cipher: Hierocrypt-L1, available at http://www.toshiba.co. jp/
rdc/security/hierocrypt/.

0000,0000,0000,0000,0000,0000000 Hierocrypt-3 000
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O 2: Evaluated S box (Hierocrypt-3)
0x07, OxFC, 0x55, 0x70, 0x98, O0x8E, 0x84, 0x4E
0xBC, 0x75, O0xCE, 0x18, 0x02, O0xE9, 0x5D, 0x80
0x1C, 0x60, O0x78, 0x42, 0x9D, O0x2E, OxF5, O0xE8
0xC6, Ox7A, O0x2F, O0xA4, 0xB2, O0x5F, 0x19, 0x87
0x0B, 0x9B, 0x9C, 0xD3, 0xC3, 0x77, 0x3D, O0x6F
0xB9, 0x2D, 0x4D, O0xF7, 0x8C, O0xA7, O0xAC, O0x17
0x3C, O0xbA, O0x41, 0xC9, 0x29, O0xED, O0xDE, 0x27
0x69, 0x30, 0x72, O0xA8, 0x95, O0x3E, O0xF9, 0xDS8
0x21, 0x8B, 0x44, 0xD7, 0Ox11, O0x0D, 0x48, OxFD
0x6A, 0x01, 0xb7, OxE5, 0xBD, 0x85, O0xEC, O0x1E
0x37, O0x9F, 0xB5, O0x9A, 0x7C, 0x09, OxF1, 0xB1
0x94, O0x81, 0x82, 0x08, OxFB, 0xC0, 0xbl1, OxOF
0x61, Ox7F, Ox1A, O0xb56, 0x96, 0x13, O0xCl, 0x67
0x99, 0x03, OxbE, 0xB6, 0xCA, OxFA, O0x9E, O0xDF
0xD6, 0x83, 0xCC, 0xA2, 0x12, 0x23, 0xB7, 0x65
0xD0, 0x39, 0x7D, 0x3B, 0xD5, 0xB0, O0xAF, Ox1F
0x06, 0xC8, 0x34, 0xC5, O0x1B, 0x79, 0x4B, 0x66
0xBF, 0x88, 0x4A, 0xC4, OxEF, 0x58, 0x3F, 0x0A
0x2C, 0x73, O0xD1, O0xF8, 0x6B, O0xE6, 0x20, 0xBS8
0x22, 0x43, O0xB3, 0x33, O0xE7, O0xF0, 0x71, Ox7E
0x52, 0x89, 0x47, O0x63, Ox0E, 0x6D, 0xE3, 0xBE
0x59, 0x64, OxEE, O0xF6, 0x38, 0x5C, O0xF4, 0x5B
0x49, 0xD4, O0xEO, O0xF3, 0xBB, 0x54, 0x26, 0x2B
0x00, 0x86, 0x90, OxFF, OxFE, O0xA6, O0x7B, 0x05
0xAD, 0x68, O0xAl, 0x10, OxEB, 0xC7, 0xE2, O0xF2
0x46, O0x8A, O0x6C, 0x14, Ox6E, O0xCF, 0x35, 0x45
0x50, 0xD2, 0x92, 0x74, 0x93, O0xEl, 0xDA, O0xAE
0xA9, 0x53, O0xE4, 0x40, 0xCD, O0xBA, 0x97, 0xA3
0x91, 0x31, 0x25, O0x76, 0x36, 0x32, 0x28, O0x3A
0x24, 0x4C, 0xDB, 0xD9, 0x8D, 0xDC, 0x62, 0x2A
0xEA, 0x15, 0xDD, 0xC2, 0xA5, 0x0C, 0x04, 0x1D
0x8F, 0xCB, 0xB4, O0x4F, 0x16, O0xAB, O0xAA, 0xA0
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[0 3: Partial interpolations of the S box

terms/deg/points equation points

2 1 8 2374+59xx (56, 92, 93, 106, 158, 172, 227, 241)

3 2 9 142+147x z+81xz* (4, 38, 107, 136, 165, 176, 209, 241, 255)
3 2 9 103+219x2+191x2? (11, 14, 42, 62, 70, 100, 233, 243, 245)

3 2 9 1014+216x x+239x 2% (13, 40, 53, 55, 174, 232, 235, 249, 255)
3 2 9 98+196x 2+ 34 x 22 (15, 122, 143, 170, 175, 210, 211, 219, 226)
3 2 9 206+36x x+205xx? (21, 44, 98, 117, 175, 196, 228, 238, 247)
3 2 9 3+114x2+139x2? (23, 63, 73, 122, 124, 131, 139, 150, 214)
3 2 9 T7+119x x+33x x? (24, 75,99, 107, 111, 134, 150, 201, 231)
3 2 9 192+112xz+124x2* (26, 60, 68, 113, 123, 133, 154, 199, 206)
3 2 9 187+94x x+61 x 2 (32, 46, 111, 153, 188, 200, 209, 217, 245)
3 2 9 89+72x x+16 x 22 (36, 53, 69, 78, 103, 120, 170, 242, 250)
3 2 9 104+143xx+109x2* (40, 63, 92, 94, 96, 150, 175, 186, 192)

3 2 9 212+236x x+211x 2% (41, 71, 78, 121, 141, 143, 158, 171, 248)
3 2 9 46+183x z+148xx? (65, 73, 77, 79, 112, 143, 153, 194, 225)
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