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Abstract

In this report, the validity of the self-evaluation of CIPHERUNICORN-E is discussed in terms of the security
evaluation against differential cryptanalysis and linear cryptanalysis.

In the self-evaluation, submitter claims that the upper bounds of the maximum differential and linear charac-
teristic probability with 15 rounds are 278* and 274473, respectively. Thus, this means that CIPHERUNICORN-
E is invulnerable enough against differential cryptanalysis and linear cryptanalysis.

Unfortunately, however, I found out that there are some doubtful arguments in his self-evaluation report,
and that the security estimation against linear cryptanalysis described in Sect. 3.1 in his report is wholly wrong.

Accordingly, the reliability of the security evaluation against differential cryptanalysis and linear cryptanal-
ysis in his self-evaluation report seems not to be high from the point of view of academic security evaluation.
Fortunately, however, it is expected that CIPHERUNICORN-E seems currently secure against differential crypt-
analysis and linear cryptanalysis regardless of the lack of the reliability of his self-evaluation report, since the
number of rounds is 16. It is very difficult to estimate the security margin of CIPHERUNICORN-E from the
point of view of recent cryptographic design criteria, but it is considered that CIPHERUNICORN-E probably

has low (not high) security margins in an academic sense.



