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The self evaluation report mentions several cryptographic and non-cryptographic
attacks, and it can be concluded that the described criteria in it are fair. In
addition, an appropriate policy for parameter selection and concrete parameters
are provided.

This detail evaluation report concentrates the indistinguishability against adap-
tive chosen ciphertext attacks as the encryption scheme must have the non-malleability
to ensure the strongest security and the non-malleability coincides the indistin-
guishability under the attack.

This scheme is based on the following three assumptions: Hash Diffie-Hellman as-
sumption, non-adaptive Hash Diffie-Hellman independence assumption, and adap-
tive Hash Diffie-Hellman independence assumption, and each assumptions are re-

lated to the security against chosen plaintext attacks, non-adaptive chosen cipher-



text attacks, and adaptive chosen ciphertext attacks, respectively.

In the complexity theory, the Hash Diffie-Hellman assumption is located between
the computational Diffie-Hellman assumption and the decisional Diffie-Hellman
assumption, i.e. it is stronger than the computational Diffie-Hellman assumption
but weaker than the decisional Diffie-Hellman assumption. So this scheme has
reasonable security under chosen plaintext attacks.

However, there is no research regarding relations among the non-adaptive Hash
Diffie-Hellman independence assumption, the adaptive Hash Diffie-Hellman inde-
pendence assumption, and other well-known assumptions. So the scheme has, in
some sense, conditional security against non-adaptive/adaptive chosen ciphertext

attacks.



