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2.1.1 Bit Product Function
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Definition 1 (Bit Product Function ). Let 7, : F§ — Fs be a function
for any u € Fy. Let € F} be an input of m,, and m,(x) is the AND of x[i]

satisfying u[i] = 1, i.e., it is defined as
mu(2) = Hx[z]“m
i=1

O0000oo0oooDOOo0O000000o0DDO Bit Product Function O O
goooon

Definition 2 (Bit Product Function 7z). Let mz : (F5* xF52 x- - - xF5™) —
F, be a function for any @ € (F5* x F5? x --- x Fy™). Let & € (F5* x F5? x

-+ x F§™) be an input of 7z, i.e., mz(¥) is calculated as

mz(Z) == H T, (X))
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O 2.2: Integral distinguisher on 4-round AES
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e ALL (A) : Every value appears the same number in the multiset.
e BALANCE (B) : The XOR of all texts in the multiset is 0.

e CONSTANT (C) : The value is fixed to a constant for all texts in the

multiset.

e UNKNOWN (&) : The multiset is indistinguishable from one of n-bit

random values.
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Definition 3 (Algebraic Normal Form (ANF)). Any f : F} — Fy can be

represented as
n
1= @ of ([T ) = @ et
u€Fy i=1 u€lry
where af € F, is a constant value depending on f and u.
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Definition 4 (Division Property). Let X be a multiset whose elements take
a value of IF}, and k takes a value between 0 and n. When the multiset X

has the division property Dj!, it fulfils the following conditions:

unknown if w(u) >k,
D) =

zeX 0 otherwise.

0000 Division Property D 0@, x mu(z) 00D 0000000 w0
obooooboooobooooo

Example 1. XO0OOO Ff000000000000000000000
oo Xooooo

X := {0x0, 0x3, 0x3, 0x3, 0x5, 0x6, 0x8, 0xB, 0xD, OXE}.

() 00000000000000000

0x0 | 0x3 | 0x3 | 0x3 | 0x5 | 0x6 | 0x8 | 0xB | 0xD | OxE || > m,(z)

0000{0011[0011|0011{0101[0110|1000{1011|1101|1110{|(EP 7u(x))
u = 0000] 1 1 1 1 1 1 1 1 1 1 10 (0)
u=0001| 0 | 1 1 1 10|01 1|0 6 (0)
u = 0010]| O 1 1 1 0 1 0 1 0 1 6 (0)
u=0011 0 | 1 1 tlojo]o]|1]o0]|oO 4 (0
u=0100{| 0 | O | O | O | 1 1100 |1 1 4 (0
u=0101 o | 0o O | O | 1 | O] O] O|1]oO 2 (0)
u=0110/ 0o | o O | O] O] 1] O0O]| O] O]|1 2 (0)
u=0111|| 0 0 0 0 0 0 0 0 0 0 0 (0)
u = 1000{| © 0 0 0 0 0 1 1 1 1 4 (0)
u=1001|| 0 0 0 0 0 0 0 1 1 0 2 (0)
u=1010l 0 | O | O | O] O] O] O | 1] O0]|1 2 (0)
u=1011|| 0 0 0 0 0 0 0 1 0 0 1 (1)
u=1100|l 0 | O | O | O | O] O] O] O] 1 1 2 (0)
u=1101|| 0 0 0 0 0 0 0 0 1 0 1 (1)
u=1110l 0 | 0 | O | O] O] O] O ]| O] O]|1 1 (1)
w=1111 o | o | 0o | O | O] O] O] O] OO 0 (0

w(u) <300000000 w0 @,cxmu(z)=0000X0 Division Prop-
erty DA00DO00DOO0DDOO

Integral Property 50 0O O O Division Property Dy 0000000000
0 O Integral Property & O O 0O O Division Property DY 00000000
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0O0D00ODO Integral Property A0 OO O Division Property D} 00000
000000000 Integral Property ADODODOOOOO DyO00O0O00O0
ooooooooooooOoOO0000o000ooooooooooooooO
000000000 Integral Property A0 O OO0 OO Division Property
DroOoOoooo

3.2.1 Division Property OO0 OO

s:Fy —-FprO00000000d000 S-boxOOOOX0O S-box OO
0000000000 F000000Y0 S-boxOODODOOODOOOO
0000 xeX0OOOO s(x)0000000X0O DpO0000O0ODOODOY
O Division Property D0 O OO

Proposition 1 (Division Property 000 0O O). Let s be a function (S-

box) from n bits to n’ bits, and the degree is d. Assuming that an input
m

1
addition, assuming that n = m and the S-box is a permutation, the output

multiset X has the division property Dj;, the output multiset Y has D In

multiset Y has D] when the input multiset has D).

Proof. Division Property 00 @, x m.(r) 0000 00000000 u € Fy
0200000000000000000 Division Property DO OOOOO
@D,wyey T(5(2)) 0000 00000000 veFP0 2000000000

D0D0@, @)y ™(s(2)) = Bpex(moos)(2) 00 @,ex(m0s)(z) O ANF
0000

Do) - @ | @ wirmae)] - @ i (Do)
zeX zeX \ueFy uEFy zeX
0000000000 weFE0000 af® (@,exmu(z)) =000000
00 2eX0000 (mpos)(z) 00000 even 0000000000
DD]{:DDDDDXDD?DDDDDDDDD@xexﬂu(a?):ODDDDD
0000000 ww) > k00000000 weF0000 a™° =00
obobooobdbDevenOO0OO0O0O0OO0O0O0OO0OO0OOOOOOOOODOOODOO
a’™** =1000wvwelfy0wk)>k00000000000000
000 (705) 0000000000000 a™° =1000 w0 w(u) <
¢00000000000000 & 000min{n,wk)xd 000000
oboooobooooooobooog

k <w(u) <d <min{n,w(v) x d}

00000 weFy0000000000DOOOOOODOOODDOOO

00000 [4]<w)DOODDODOO YO D, 0000
d
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Example 2. 000 4000 S-box 0O OO0

x ||0x0|0x1|0x2|0x3|0x4|0x5(0x6|0x7|0x8|0x9|0xA|0xB|0xC|0xD|0xE|OxF
s(z)||0x8|0xC|0x0|0xB|0x9|0xD|0xE|0x5|0xA|0x1|0x2|0x6|0x4|0xF|0x3|0x7

OO0 S-box OO0ODODOOOOOOOO02000000 S-boxOOOoQooono
ooo Xooo

X := {0x0, 0x3, 0x3, 0x3, 0x5, 0x6, 0x8, 0xB, 0xD, OxE},

000000000 00Db0O010000000D0000000D0 Division
Property 0 D00 0000000000000

Y := {0x8, 0xB, 0xB, 0xB, 0xD, OxE, 0xA, 0x6, 0xF, 0x3},

ooooooon,(yyoooooo

0x8 | 0xB | 0xB | 0xB | 0xD | OxE | OxA | 0x6 | OxF | 0x3 || > 7, (y)

1000/1011]1011{1011|1101{1110[1010|0110{1111[0011||(P 7y (v))
v =0000|| 1 1 1 1 1 1 1 1 1 1 10 (0
v=0001|| 0 | 1 1 1 1|10l o0|o0]1 1 6 (0)
v =0010|| 0 1 1 1 0 1 1 1 1 1 8 (0)
v=0011|| 0 | 1 1 10|00 |o0]1 1 5 (1)
v =0100|| 0 0 0 0 1 1 0 1 1 0 4 (0
v=0101l 0o | O | O] O | 1] O |O|O]|1]oO 2 (0)
v=0110|| 0 0 0 0 0 1 0 1 1 0 3 (1)
v=0111l o | o | O | O0O| O] O|O| O] 1]oO 1 (1)
v =1000]| 1 1 1 1 1 1 1 0 1 0 8 (0)
v=1001|| 0 | 1 1 1 1t o0o|lo|o|1]oO 5 (1)
v =1010|| 0 1 1 1 0 1 1 0 1 0 6 (0)
v=1011|| 0 | 1 1 1t lolojo]o|1]oO 4 (0
v=1100|| 0 | O | O | O | 1 1t oo | 1]oO 3 (D
v=1101 o | o | O | O | 1 | O | O] O | 1]|oO 2 (0)
v=1110l 0 | 0o | O | O | O] 1| O| O] 1]oO 2 (0)
v=1111l o | 0o | 0| 0| O] O|O| O] 1]O 1 (1)

wv) <200000000veF;0000 @yeym,(y)zoﬂﬂﬂ[llj[]
0000000 Y O Division Property D3 000000
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u e Fy

O 3.1: Propagation characteristic of division property

0 3.1 0 Division Property 00000 0000000000XO000 YO
0000000000000 000000 @,cxm(x)000000«00
0000000000000 Sbox 00000000 @, cxmu(s(z) 00
0000 «0000000000000000"0000000 «0000
P,xm(s(x)) 000000000000 000000000000000
000000000000000

3.3 Vectorial Division Property

0000000 F;00000000000000O000 Division Property
o0o0oDOoo0oO0oooooDooOooooD SboxOOdooooOOoOoOooO
gooooo0ooOo0ooOoOoo0oodbooUooOoooUoooooooOooo
OO0 AESOO0OOOOOOO SubBytesO OO0 O SubBytesO 16 00 S-box
0000000000000 (F)000000000000000000
00000000 Division Property 0O OODOOO S-box O0OOOO
ooooooooooooooboo

XO0OOOoooooooooo (F xF2x---xFym)0OQoooooo
O O Division Property 0 7, 00000000000 DOOCOOOOOCOOO
00000 Division Property 0 7z 000000000000 O00ODOQC @
O (F3 xF2 x---xFy")00OOO0O0O0O0O

Definition 5 (Vectorial Division Property). Let X be the multiset whose
elements take a value of (F3* x F32 x ---F3™), and k is an m-dimensional
vector whose ith element takes a value between 0 and n;. When the multiset
X has the division property Dgl’m """ "m  the multiset fulfils the following
conditions:

unknown if W (i) = k,

P ra(@ =

Fex 0 otherwise.

0000000000 (Fy)™OO0O000000 Division Property 00 OO
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ng 0000000 3.20 Division Property 0 Vectorial Division Property
ooooooooo

3.3.1 Vectorial Division Property U0 00O

S-Layer 0 mO0O S-box OODOOO0OO0OO0OOOODOOOOOOOOOO
O0:000 S-bhoxOOODOODO n, 0000000 ¢;0000S-Layerd0O
000000 Division Property Dgl’m’”"nm 0000000000 S-Layer
0000 (z1,22,...,%,) €X0000 S@&) = (s1(z1),52(22), .- -, Sm(Tm))
O000000DOOO0O0OO000DO0O0 Vectorial Division Property D00 OO

Proposition 2 (Vectorial Division Property D00 OO ). Let S be a func-
tion that consists of m S-boxes, where the bit length and the algebraic
degree of the ith S-box is n; bits and d;, respectively. The input and the
output take a value of (F5' x F5? x --- x Fi™), and X and Y denote the
input multiset and the output multiset, respectively. Assuming that the
multiset X has the division property Dgl’"z"”’"’”7 the multiset Y has the

nenzestim Cwhere k' is calculated as follows:

o~ 21 e]]

Here, when the ith S-box is bijective and k; = n;, k is n; not [n;/d;].

division property D

Proof. 000 1000 S-box0DOODOO0DOOODO [s1(21),22,-..,Tm] 00
000000000 Division Property 00000 O0DOX O Division Prop-
ertyDgl’”2 """ " O0O000000000000000000 ZeX0000
mz([s1(x1),22,...,2,)) 0000000000000 0O00O0OOO

P rallsi(z) 22, ... 2m]) =P ((Ml os1)(21) x Hﬂvi(l’i)>

reX rexX =2

@ @ (lq(ngOSI)ﬂ—ul xl (Hﬂ—vz 1'1)

7eX \u; e]Fg’l

= @ @ < Ty 081) Ty (1) X Hﬁvv(xl)>

u1€]F "1 ZeX
(ﬂ'vlosl)
= @ @ﬂ-[uhvz,vs, ,vm]()
u1€]F 1 reX

00000000 uw €F3' 0000 au)* ™ (D, ex Tur,vs,vs,o] (7)) O 00
00000000 even00000000O0 XO Division Property Dgl’”z’“"”m
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division property n

Do) -
D}

zeX

{unk,nown if w(u) >k,

0 otherwise.

SEEN

i " known it W (u) = k,
vectorial # * + @nu(x) _ Junknown i (u) =
Dﬁm E zeX 0 otherwise.

X

/—/%
collective n# * @ (@) {unkmown if there exist k € K s.t. W(u) = k,
Tu(z) =
2

m v
D}

0 otherwise.

0 3.2: Division property, vectorial division property, and collective division
property
gooooooon

P (@) =

Fex 0 otherwise

unknown if W (@) = k

Ty 081

00000000000 W(@) = k00000000 u, €eFP O ag?°™ =0
00000000 even000000000000000000000O0
000 a™ =1000 w e F* 0 W(@) » k0000000000
000 OPropositionl 000 0000000000000 000OODOOO
k1 255N

(51 <w(w) 0000000000 YD D, 4, 000000
00 X0 Dy, ;0000 S-box 000000000000 0Propo-
sitionl 1000000000000 0000000000 v=1m0000
Doooooyo oy, ;000000

ni,ka,ks,....km]
0000 Proposition2 00000000000 S-box 00000 OODO

goooo O

3.4 Collective Division Property

Vectorial Division Property 0000 (F3* xF3? x ---Fo™) 0O O00O0O0
O00D00O000D0O0O000D Vectorial Division Property 0000 OO0
Integral 00 000000000000 ODOODOODOODOODOOOOOOO
gooo (FE)QDDDDDDD XOODDOOooooo Xooooo 25600
O0zxeXOOOO00O0O02B00000100000000000000
0000000 Integral Property 0000000 (A4, A 00000000
0000 S-Layer 0000000000 DODOODOODO (A ADOOODOOO
O00000D00OD0O0O0Od Division Property 0O O O O O Division Property O O
00000 ZeXU0O00 () 000000 eeven000 ¢0000O0OO
OoooowOOoOOOOOODOOOOOOODOOOO
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8,8
{[1,5],[3,3],[4,5],[5,1],[6,0]} -

O 3.3: Division Property D

e W) = [8,0)0 0000000 «00OO0OOUDODOO
e W)= [0,8] 0000000 D 00O OODDOODO
e W) »[1,1]000000O0D0«000O00O0OODOO
e 0000 OODODOO evenO

gboooobooooboboooooboooobobooobooboooon
00000000000 Collective Division Property 1000000000
gobooooooooooobobooobooobooo

Definition 6 (Collective Division Property). Let X be the multiset whose
elements take a value of (F5' xF52 x---F5™). Let K be a set whose elements
take an m-dimensional vector whose ith element takes a value between 0
and n;. When the multiset X has the division property Dy'™"* "™ the

multiset fulfils the following conditions:

P ra(@) =

Zex 0 otherwise

unknown if there exist k € K s.t. W (@) = k

K| = 1000 Collective Division Property O Vectorial Division Property
000000000 Division Property D" "™ 0000 k= k0000
DkeKOODOK eKODODOODOOOOOOO0 EDODOODED KOO
O00D000000D0DOO0 X O Division Property Dﬂzl’nz"“’nm goood
obooodb g jO00b00Ob00100b0obOobOoooobOobo kO KOO
DDDDDDDDDD@Iexm‘jD o00ooOooooooD 3.20 Division
Property Vectorial Division Property Collective Division Property O O
goooooo
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Example 3. XO00OOO (FExF) 00000000000 0O0OO XO
Division Property D} 5 551 a5 5160y 000000000000 330
0 0 Division Property 00 0000000000000 [ug,up] 00 3.3
0000000000000000@,, 4yjex T ([@1,22]) 00000
0000 @ = [0x3F,0xFC] 000000000000 W(@) = [6,6)00
Ber ejex Toxar.oxre) ((#1,72]) 0000000000 (ur,up) 0033000
0000000000000, 4jex Tuwe) ([#1,22]) 000000000
o s o s 000000000000

{[1,5],13,3],[5,1],[6,0] } {[1,5],[3,3],[4,5],[5,1],[6,0]}
0000000 Division Property DO OO OOODOOO0OOODOODOO

3.4.1 Collective Division Property [0 00 0 00

S-Layer 0000000 X O Division Property D" "™ 00000
0000000 (21,2,...,2m) € XO0O00O SLayer 0000 S(F) =
(s1(21), $2(22), ..., $m(z))00000000000000000000 Col-
lective Division Property 0 0 0 00O

Proposition 3 (Collective Division Property 0 0000 ). Let S be a func-
tion that consists of m S-boxes, where the bit length and the algebraic degree
of the ith S-box is n; bits and d;, respectively. The input and the output
take a value of (F5! xF52 x .- - xFy™), and X and Y denote the input multi-
set and the output multiset, respectively. Assuming that the multiset X has
the division property Dy'"* "™ the multiset Y has the division property
Dy, "2 " where K’ is calculated as follows: First, K’ is initialized to ¢.
Then, for all ke K,

k1 ko km
K =K — =1,...,|—
ol (5] Tl T |
is calculated. Here, when the ith S-box is bijective and k; = n;, ki is n; not

Proof. 000 # ¢ XOODOO np(S(¥)) 00000000000 00O
00000000000 000000 @Puexme(®¥) 000000 w0000
00000000000000000000000 keKOOOOOOO
Vectorial Division Property OO0 OO O0OO0OOO0OOOOOOOOOOO
00 0000D00Od Collective Division Property DD 00O OO0OOOOODO 0O

3.5 Ubuogoboobooon

O00D00O00000DDOO000 Division Property D00 OO0OOOODO
0000000000 0DO0O0D0OO00DO0 Copyl Splith Concatenationd
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000 XorROOOOOOOOOOOO

3.5.1 Copy

00 zeF;0000000000000 [y1,92] =[z,2] 0000000
00XOYOOOOOOOOOOODOOOOODOOOOO XO Division
Property D} 00000000000 D0O0O YO Division Property Dy;" O
0000000 K OODDOOOO0OODO00D00000K 0000 ¢0000
0000000004 (0<i<k)0000O

K =K Ul[k—1,i],
0oooooo

Proof. X 0O Division Property Dy 00000000000 D@g€YWg(g) O
obooooooooooon

@Wﬁ(ﬂ) = @ﬂ-[m,vg]([‘r’x]) = @ (ﬂ-vl (m) x sz(x)) = @ (Wvl\/vz(x)) .

yeyY zeX zeX zeX

X 0O Division Property Dy 00000000

unknown w(u) >k
Prul@) =
exX 0 w(u) < k

D00000w(v) +wv) < k000 w(v Vo) < wlvy) + wlve) <
kOO @yey (i) 0 0000000 @ueyne(3) 00000000000
w(vi) +w(ve) >k 000000000 YO Division Property O Dy, 00

00000 K OOOODOoDOoOoooooooOd

[k —i,4] for 0 <i<k.

3.5.2 Split

O02elF;000000000000 yflye=20000000000
00 [y1,92] 0 (F3* xF;~™™)0000000000X0YOOOOOOO
000000000000000 X O Division Property Dy 000000
00000000 Y O Division Property Dy, " ™ 00000000 K' O
00000000000000K 0000 ¢0000000000000
i(0<i<k)DOOO

K =K Uk —1,i],

O0o0oooooOooo (k—49)<mUO04i<n—n 0000

18



Proof. X 0O Division Property Dy 00000000000 OP ey ms(y) 0
ggooooboboobood

@ T3 (Y EB o, Hvz]

yeyY rzeX

X 0O Division Property Dy 00000000

unknown w(u) >k
Do) -
ex 0 w(u) < k
O000000w()+wv) <kDO0O wv]|ve) =w(vy) +w(ve) < k00
Byey (7)) 0 0000000 @y me(3) 00000000000 wlvg) +

w(vy) > k000000000 YO Division Property O Dy, ™™ 0000
000K OOOOOoOOoOoOoOooOoOoOoOo

[k —1,1] for 0 <i<k.

000y O0n 00000 kE—i<mOyp0n—m O00000:i<n—n;
goodoooooooaa O

3.5.3 Concatenation

00 [r1,72) € (F3* xF3?) 000000000000 y = x42e 00
0000000XO0YOOOOOOOOODOOOO000000000 X
0 Division Property D™ 000000000000 O0DO Y O Division
Property D} ™™ 00000000 & O

kK = ki + k
Uﬁ{rlg?é { ! 2}

gbooooogd

Proof. X O Division Property D™ 00000000000 0D, ey m(y)
gobooooboobood

@ﬂ-v(y) = @ 7TU1HU2 $1||.T2 @ 7TU1,’UQ] l’l,l‘Q])

yeY [z1,22]€X [z1,72]€X
O00v=wlv.000 vw0OOw»wOOOOOn OOOOn 00000
00000000 X O Division Property D™ 000000000

unknown if there exist k € K s.t. W (@) = k

@ ﬂ—[ulyuz] (f) -

Fex 0 otherwise
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000000w(v) = w(vy)+w(ve) < ming g {k1+k2} 000 Ow(vy), w(ve)] =
k1, k2] 00000 [k, ko) e KOOODDDOOODOO @,y mo(y) O 0
000000 @,eym(y) 00000000000 w(v) > mingg {k1 +ks}
000000000 Y O Division Property 0 D), 0000000 & O
K =ming_ {1+ k} 00000000 O

3.5.4 XOR

00 [z1,22] € (F} xF3*)000000000000000000000
y=2142000000000X0YOOOOOOOOOooooooooo
00000 X O Division Property D" 00 000000000000 Y
O Division Property Dp, 00000000 &' O

k',: min {k'1+k'2}
[kl,k:Q]EK
000000oo0o0dd KO nO0000000DO0Division Property O O
0000000000000 00veF;0000 Gpeym(y)d 00000

Proof. Concatenation 0 00000 Propositionl 0000000000 F
O F(z||ze) =21 @2, 00000000X O Division Property D™ 0 0
0000000000000 (x]|z2) 00000000 Division Property O
DO000000D0 KO K =ming_ {k1 +k} 00000000000 F
0000000 FOOODODOO 1000000000 YO Division Property
0D, O0000000KO-0000000 @yeym(y)0000velF;O
gobooooobuooooobon O
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140 FeistelU OO O OO
Integral (1 [

0000 Division Property 0 00 0O Feistel 00O Integral DO DO OO
ooo

4.1 Feistel 1 O

FeistelOODODOOOOOOO0OOO0O0OOOOOOODOOOOODODODODODOOO
nO0000000000 Feistel 000D D000000ODODOODOOOOOOO
0000200 (n/2)0000000000000 (»/2)00000000 F
ooo0oobOoOoOOoO00O0ooooboboooOO00ogo FOOOODDODOO
0000000 (w,w2) 3000000 (21,22) 0 (21,22) = (F(wy)®wa, wy)
0000000000000 00000000000 (¢,d)-FeistelD 00O
Integral DO OO OODO

W1 degree < d w-
o LY
e l—o

Z1 22

0 4.1: (¢,d)-Feistel

Definition 7 ((/,d)-Feistel). FOOOOOOO dOO00 (0000000
0000000 Feistel D00 (£, d)-Feistel 0 00 0O

04.10 (¢,d)-Feistel 000D 00000 OOFeistelDO0OO0OO0OO0OOO
0000000000 (4,d)-Feistel 000000000000 DES[U.577]
O (32,5)-FeistelO Camellia | 1 O (64,7)-Feisteld SIMON 2n | ]
O (n,2)-FeistelOOOOOOOOOOO
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D«

O 4.2: Propagation characteristic for (¢, d)-Feistel

4.2 (0, d)-Feistel0 0O 00000

(¢, d)-Feistel O O O O Division Property 00 000000000420
Feistel OO OOOO0OODOOOO0OODO FOOOODODODOOOOODOODOO
00odooooooooo FOO0OOOOOOOOOO FOOOOOOO

gboboboboboboboobo20b00b0b00b000O0b00O0O0On
gboooood

- copy (wi,wp) e WODDOOOOOODDOOOOOO (w1, 20, 23) =
(wi,w1,w2) 0O O0O0OOO0OOO WO DivisionPropertyDgDDD
ooooooooooo xXd DivisionPropertyDe%I]DDDDDD K’
O000000000o0ooD KoooO ¢g00oooooooog
0i(i=0,1,...,k) 0 000 ke KOOOOOK =K Ulky—i,i, ko]
goooooo

- substitution 2, 00000 d000 FOOOODOOOOODOOOO
W O DivisionPropertny;DDDDDDDDDDDDDD X O Di-
VisionPropertyDI@DElDDDDD K 0000000 keKOOO
O (ky, kb, k5) = ([k1/d], ke, k) DODO0D0D00O0 FOOOOOODO
OO0k =/0000 kK =¢000000000000O

-XOR y, 0y 000000000 (21,22) =(n1Dys,y2) 0000000
ooo Yd DivisionPropertny;DDDDDDDDDDDDDD Z
O DivisionPropertyDﬂ,DDDDDDD K OO0OO0O k +k3 <40
0000000 keKOOOO (K1, k) = (k1 + ks, k) DODODOODO

4.3 ({,d)-FeistelO Integral 0000000000

O000O0000D0O0O0000 (4,d)-Feistel D000 Integral 00000
0000000000, d)-FeistelOODODOOOODO0O0ODOO0O0OO k0000
0000 kD000 activedDOO 2+ 00 0000000000000
0 000 Division Property Dﬁkl,kﬂ}DDDDDDAlgorithmlD (k1,k2) O
00000 (¢,d)-Feistel O Integral 0 0000000000 Algorithm 1 O
roodbooboboooooboooo FOOb0O0OO0OObOObDOOObO
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Algorithm 1 Path search for integral characteristics on (¢, d)-Feistel

1: procedure FeistelFuncEval(¢,d, ki, ko)
2 K<o

3 for X =0 to k1 do

4 L <= ky+[X/d]

5: if L </ then

6 K< KU(L,k — X)

7 end if

8 end for

9 return K

10: end procedure

11: procedure IntegralPathSearch({,d,r = 0, ky, k2)
12: K <« FeistelFuncEval({,d, ki, k2)

13: D < maerK{kl + kg}

14: while 1 < D do

15: r<r+1

16: K' < ¢

17: for all k € K do

18: K’ < K’ UFeistelFuncEval (¢, d, k1, k)
19: end for

20: K <« SizeReduce(K')

21: D < maerK{kl + ka}

22: end while

23: return r

24: end procedure

X =/4000 L0O ko +¢000 (Algorithm10 40000 )0 Algorithm 1 O
SizeReduce 10000000 D0D0O0O0 W(k)=W(K)DDDODOO keK
0K eKOODOODODOODOKOKOODOOOOODOOOO

4.3.1 0OO0O0OO

0 4.10 (32,5)-Feistel 0 0O (64, 7)-Feistel O r O Integral 0 000 00O
000000000000000000000000 FOOOODOO (32,5)-
Feistel 0 DES | ]00000 FOOOOOO (64,7)-Feistel 0 Camel-
lia | |]0000000000000000002P 00000000
(£, d)-Feistel 0 Integral 0 0000000000 (ky, k) D00DO00DO
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O 4.1: The number of chosen plaintexts to construct r-round integral char-
acteristics on (32, 5)- and (64, 7)-Feistel.

Target F-function log, (#texts) Method
[Application] r=4lr=>5r=6/r="7r=8r=9
(32, 5)-Feistel non-bijection| 26 | 51 | 62 - - - our
[DES] 26 - - - - - | degree
(64, 7)-Feistel| bijection 50 | 98 | 124 | - - - our
[Camellia] 50 | - - - - - | degree
64 - - - - - |integral

googobooon

(D—¢,¢) fort <D,
(0,D) for D < £.

(k1,k2) =

Division Property 0000000000 OOODO Integral Property OO
goo0oo0ooO0ooO0ooO0oo0oo0ooU0oUOoUo2000000Q00DOO
Integral Property 00O 00O OO OO OIntegral Property D0 O 00O O
00000000000 FOO0O0DODOOOOO0O0OO00 Integral0O0ODO
0000000000 Integral Property 0 FOODOOOOOOODOOOO
0000000000000 000oOoSPNOOOOOO | 0000
0000000000000 000000OD0O000OFeistelDOOOOOO
ooooooooooOo0ooooooooooboooboooOooooooDooon
0000000000000000000 r0O (4,d)-FeistelOOODOOO
000000000000000000d200000000000000
oooooOoOoQOQoOoQOOoODOOy0U0UUODUOOOOOOOoOoOOOO
oooo 2dr72+1<2£DDDDDDDDIntegralDDDDDDDDD

O00D00O0CO0DO0O0O0OC00D00O00O Integral OO OO OO Division
Property OO D D00 O0O00O0O0O Integral 0000 O0O00OODODOOO0O
O Integral 0000000 (4,d)-Feistel OO ODOOO0OOO0O0OOOOOO
000000000 Camelliad Integral 0000000000 O0OOOO
Integral D00 O00O0D00OOCO0O00OQOD Camelia000O0OO00O0DOO
O Integral DO OO0 | 10 (64, 7)-Feistel 0 6 O Integral 0 00O 0O
0000 CamelliaD FOOOODOOO 70000000O0O0O0DOOOOO
0000000060 Integral OO OODOOOOODOODOOOODO

4.3.2 Simon Family 00 0 0O Integral 0 O

National Security Agency (NSA) D00 O0OO0D0OOOO0OO0O SmmMoN OO
O] 0000000 (¢,d)-Feistel 100000000 SimoN 0000
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0 4.2: The number of chosen plaintexts to construct r-round integral char-

acteristics on the SIMON family, where the F-function is not bijective.

Target log, (#texts) Method
[Application] |r = 6|r = 7|r =8|r =9|r = 10|r = 11|r = 12|r = 13
(16, 2)-Feistel| 17 | 25 | 29 | 31 - - - - our
[SimoN 32] | - - - - - - - - | degree
(24, 2)-Feistel| 17 | 29 | 39 | 44 46 47 - - our
[SivoN 48] | 17 | - - - - - - - | degree
(32,2)-Feistel| 17 | 33 | 49 | 57 | 61 63 - - our
[SIMON 64] | 17 - - - - - - - | degree
(48,2)-Feistel| 17 | 33 | 57 | 77 87 92 94 95 our
[SMON 96] | 17 | 33 | - - - - - - | degree
(64, 2)-Feistel| 17 | 33 | 65 | 97 | 113 121 125 127 our
[SiMON 128] | 17 | 33 - - - - - - | degree

OO0OSswnmoN O FOOOOOOOOOOODOOOODOOOOOOOOODOOO
000000 Integral 00000000 ODOOODOOOO Division Property
00000 SmvoN 32, 48, 64, 96, 128 OO O OOO 9, 11, 11, 13, 130
Integral 000D 0OOD0O00ODOOOOOODO 4.20 Division Property O 0O O
Integral 000000000000 0000O0000O0 Integral DOODDO
oooo

0 00O Division Property 00O 00 Integral 0 0000000 Wang OO
SiMoN 320 150 Integral 10000000 0O0OO0O0OODOOO | 10
SimoN 320000000 FOOOOOOODOOOOO Division Property O
00 (32,2)-Feistel 0 90 Integral 000 100 Integral 000000000
o00oo0oo0o0oopooOogs0000oooo0oooooogooDoo s00O
OO0 SmnmoN 320 FOOOOOOOOOO 200000000000000
ooooooOoooooOoOoDOoOoOooDboooooboobooooono

4.4 (¢,d)-Feistel0 000 Integral 0 0000

0 4.30 (¢,d)-Feistel 0 Integral 00000000
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0 4.3: The number of required chosen plaintexts to construct r-round

integral distinguishers on (¢, d)-Feistel.

Target | F-function log, (#texts) Examples
r=6lr="Tr=8r=9\r=10\r = 11jr = 12|r = 13|r = 14
(16,2) |non-bijection| 17 | 25 | 29 | 31 - - - - - | Smvon 32 | ]
bijection 16 | 23 | 28 30 31 - - - -
(24,2) [non-bijection| 17 | 29 | 39 | 44 46 47 - - - SIMON 48 | ]
bijection 17 | 27 | 38 43 46 47 - - -
(32,2) [non-bijection| 17 | 33 | 49 | 57 | 61 63 - - - | SiMON 64 | ]
bijection 17 | 32 | 47 | 56 60 62 63 - -
(48,2) [non-bijection| 17 | 33 | 57 | 77 87 92 94 95 - SIMON 96 | ]
bijection 17 | 33 | 55 76 86 91 94 95 -
(64,2) [non-bijection| 17 33 65 97 113 121 125 127 - SIMON 128 | ]
bijection 17 | 33 | 64 | 95 | 112 | 120 | 124 | 126 | 127
Target | F-function log, (#texts) Examples
r=3r=4r=5r=6|r=7|r=8|r=9|r=10r =11
(32,5) [non-bijection| 6 26 | 51 | 62 - - - - - DES | ]

bijection 6 26 | 46 | 61 - - - - -

(48,5) [non-bijection| 6 26 | 64 | 90 95 - - - -
bijection 6 26 | 59 | 89 95 - - - -
(64,5) [non-bijection| 6 26 | 77 | 118 | 126 - - - -
bijection [§ 26 | 72 | 117 | 126 - - - -
Target | F-function log, (#texts) Examples
r=3r=4\r=5\r=6|r=7|r=8|r=9|r=10r=11
(32,7) |non-bijection| 8 | 35 | 60 | - - - - -
bijection 8 32 | 59 - - - - - -
(48,7) [non-bijection| 8 49 | 90 - - - - - -
bijection 8 48 | 84 | 95 - - - - -
(64,7) |non-bijection| 8 50 | 104 | 125 - - - - -
bijection 8 | 50 | 98 | 124 - - - - - Camellia | ]
Target | F-function log, (#texts) Examples

|\ =7
(32,31)|non-bijection| 32 | 62 - - - - - R
bijection 32 | 32 | 63 - - - - - _
(48,47)|non-bijection| 48 | 94 - - - - - R R
bijection 48 | 48 | 95 - - - - - -
(64,63)|non-bijection| 64 | 126 | - - - - - - R
bijection 64 | 64 | 127 | - = - - - -
(32, 32)|non-bijection| 33 - - - - - - - _
(48, 48)|non-bijection| 49 - - - - - - - -
(64, 64)|non-bijection| 65 - - - - - - - -

r=11
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Algorithm 2 Path search for integral characteristics on (¢, d, m)-SPN

1: procedure IntegralPathSearch(?,d, m,r = 0,k1, ko, ..., km)

2 if k; < ¢ then k; < [k;/d] > 1-st round S-Layer
3 end if

4 k<" k > 1-st round P-Layer
5: while 1 < k do

6 rer+1

7 if k> ({ —1)m then

8 k< [52] (bm — k) + €(m — tm + k)

9 else if k > |2 |md then
10: a<k— |5 dm
11: Bet—1—- |5 d
12: k< 5 m+ 4]
13: else
14: k< [k/d]
15: end if
16: end while

17: return r

18: end procedure

O 5.1: The number of chosen plaintexts to construct r-round integral dis-
tinguishers on (¢, d, m)-SPN.

Target log, (#texts) Method
r=3r=4r=5r=6\r=717
(4,3,16)-SPN| 12 | 28 | 52 | 60 | - | our
[PRESENT] | 28 | 52 | 60 | 63 | - |degree
(8,7,16)-SPN| 56 | 120 | - | - | - | our
[AES] 117 | 127 | - - - | degree

5.3.1 0000

0510 (4,3,16-SPN OO0 (8,7,16)-SPN 0 r O Integral 10000
000000000000000000000 (4,3,16)-SPN O PRESENT
[ ]00(8,7,16)-SPN O AES| |00000000000000
00002°00000000 (4,d,m)-SPN O Integral 000000000

30



0 5.2: The number of chosen plaintexts to construct r-round integral dis-

tinguishers on KECCAK-f and Serpent.

Target log, (#texts) Method
[Application] |r =3|r=4|r=5|r=6|r=7|r=8|r=9|r=10
(4,3,32)-SPN | 12 | 28 84 113 | 124 - - - our

[Serpent] 28 | 82 | 113 | 123 | 127 - - - | degree

Target log, (#texts) Method

[Application] |r = 8|r =9|r =10r = 11|r = 12|r = 13|r = 14|r = 15
(5,2,320)-SPN| 130 | 258 | 515 | 1025 | 1410 | 1538 | 1580 | 1595 our
[KECCAK-f] | 257 | 513 | 1025 | 1409 | 1537 | 1579 | 1593 | 1598 | degree

000 (ki,ke,...,k,) 000000000 O0ODOOOOO

‘ if it < D,
ki=<{D—(i—1)¢ if (i—1)¢{<D<il,
0 it D < (i—1)L.

Division Property 0000000000 DOOOO Integral Property OO
000ODO0O000CDObO0O00O0D0ODbbO0O0OOo0ObODbDOODOd Integral
Property 00 0000000O00O(¢,d,m)-SPNUO P-Layer 00000000
00000000 Integral Property O OO OOOO Integral O OO OO
0000000000000 00O0000OBowaDOOOOOOO | ]
00000000000 Integral OO DO ODOOODO

000000000000 00D0000 Integral 0000 OO Division
Property OO0 D D00 O000O0O Integral DO DD O0O0OOODODOOO0O
Integral 0O0OOOODO (4,dm)-SPNOODOOOOOOOOODOOOOO
ooo0oooooooo | ] 00 PRESENT O 70 Integral 00 00O
O ]00 40 Integral 000000000000 DO0O0OOOOOODO
ooooooooOoOoOo (4,3,16)-SPNO (8,7,16)-SPNOOOCOOOOO
PRESENT O AESO P-Layer 0000000000000 OOOOODOO
000 60 Integral 000 40 Integral 0 00000000 ODOOODO

5.3.2 Serpent [0 Keccak-f [ 00O Integral 0O

00000 Integral 00 O (4,d,m)-SPNOO0ODOOOOOOODOOOOO
Serpent | ] O KECCAK-f | |0000 Integral OO OOOO
Integral 0O O OO OSerpent 0 AESOOO0OOOOOOOOOO (4,3,32)-
SPNOOUOUODOOOODO Integral DO OODO | ]000000Ser-
pent 0 3.50 Integral 00000000000 OODOONO Division Property
0000 (4,3,32)-SPNO 200000000 70 Integral 000000

31



0000000 5.20 Division Property 00O Integral 000000000
00000 Integral OO0 O0O00OO0OO0O

Keccaxk 0 SHA-3ODOOOOOOOOOOODOOOOOODODOO KECCAK-
f0(5,2,320)-SPNOOOOOOOOO | ] 00 Boura O KECCAK-f
O0000000000OKECCAK-f O zero-sum distinguisher 0 00 000 5.2
O Division Property OO0 Integral 0 000000 COCCOOOO0O Integral
00000000000 0000000000 Division Property D000 0O
oooOg| |00000000000000 Integral 0OD0OOOOOO

54 (0,d,m)-SPNO0OO0O Integral0 00O 0O

0530 (¢,d,m)-SPNO Integral 0000 O00OO
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0 5.3: The number of required chosen plaintexts to construct r-round

integral distinguishers on (¢, d, m)-SPN.

Target | Size log, (#texts) Examples
(bits)|r =4|r=5|r=6|r=7|r=8|r=9|r=10
(4,3,16)| 64 | 28 | 52 | 60 | - - - - | PRESENT | ], LED | ]
(4,3,24) | 96 | 28 76 89 - - - -
(4,3,32) | 128 | 28 | 84 | 113 | 124 | - B - |Serpent | ], NOEKEON | ]
(4,3,40) | 160 | 28 84 136 152 - - -
(
(
(

4,3,48) | 192 | 28 84 156 | 180 | 188 - -
4,3,56) | 224 | 28 84 177 | 209 | 220 - -

4,3,64) | 256 | 28 | 84 | 200 | 237 | 252 - - Minalpher | ]
(4,3,128)| 512 | 28 84 244 | 424 | 484 | 504 | 509 Prost-256 | ]
Target | Size log, (#texts) Examples
(bits)|r =5|r=6|r=7|r=8|r=9|r=10|r =11
(5,2,40) | 200 | 18 35 65 130 | 178 | 195 - PRIMATE-80 | ]
(5,2,56) | 280 | 18 35 65 130 | 230 | 265 | 275 PRIMATE-120 | ]
(5,2,64) | 320 | 18 35 65 130 | 258 | 300 | 315 ASCON Permutation [ ]
Target | Size log, (#texts) Examples
(bits)|r = 9|r = 10|r = 11|r = 12|r = 13|r = 14|r =15
(5,2,160)| 800 | 258 | 515 | 705 | 770 | 790 | 798 - KECCAK-f[800] | |
(5,2,256)| 1280 | 258 | 515 | 1025 | 1195 | 1253 | 1271 | 1278
(5,2,320)| 1600 | 258 | 515 | 1025 | 1410 | 1538 | 1580 | 1595 KECCAK-f[1600] [ ]
Target | Size log, (#texts) Examples

(bits)|r =3|r=4|r=5|r=6|r=7T|r=8|r=9
5,4,40) | 200 | 20 65 170 195 -
5,4,56) | 280 | 20 65 230 | 270 - - -
(5,4,64) | 320 | 20 65 260 | 305 - -
(5,4,160)| 800 | 20 | 65 | 260 | 665 | 770 | 795 -
(5,4,256)| 1280 | 20 65 260 | 1025 | 1220 | 1265 - ICEPOLE Permutation | |
(5,4,320)| 1600 | 20 65 260 | 1025 | 1460 | 1565 | 1595

Target | Size log, (#texts) Examples

(bits)|r =3|r=4|r=5|r=6|r=7|r=8|r=9
(8,7,16) | 128 | 56 | 120 - - - - - AES [ ]
(8,7,24)| 192 | 56 | 176 | - f B B f Rijndacl-192 [D1R02]
(8,7,32) | 256 | 56 | 232 | - - B B - Rijndael-256 [DR02]
(8,7,64) | 512 | 56 | 344 | 488 - - - - WHIRLPOOL primitive | ]

33



110

Division Property (0 0O0O)



[1 60 Division Property [l [ [

00000 Division Property 0 00O 00O O 0O O OO Division Property O
O Split O Concatenation 0 0000000000000 0ODOO0O0ODOO
00000000 Division Property 00 0000000000000 DOO
0000000 Integral Property OO0 OO DOOODOOOOOOODOOODOO
000000000000000000000000O00Division Property
00000000000000000000

Division Property U0 0 0000000000000 0OOODOOOODOO
0000 Division Property 10 0000000000000000r0000
000000000 Division Property 0000000000000 =7, 4
Doooooooo P> 00000000000 FOOOOOOOO
0000000000000 Feistel 000000000000000O0ODO
Division Property 10 00 0000000000000000000O0OO
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
00000 Division Property 0000 0000000000000O00O0O
AES[U.501]000 DE°OMISTY1 [Mat97] 0000 pR277H2772nnaT g
0Ooooooo

35



070 AESOOO0OOOOO
Integral (1 [

0000 Division Property 0000 AES| |]000 AESOO00ODO
Integral 00O OOOOO

7.1 AESO0O0O

0000 AESODOCOOOO Division Property 000000000 OO
00000000000 0000000 AESODOODAESO 1280000
00oooooooooono 1 280000192000026 0000000
0000o0oooobobo4x40000000000000000 8000
O0O00OO0OOAESOOOOOOODO SubBytesO ShiftRowsO MixColumns[
AddRoundKey 0 000000000000 DOOOOODOOOOODOOO

e SubBytes (SB) : 0O O0O0OOOO S-box OO0OODOOOOOOOOO

e ShiftRows (SR): 000 +0000040000+4+—10000000
gbooooood

e MixColumns (MC) : 000000000000 OOOOOOOOOO
e AddRoundKey (AK): 000000000 0OOOOOOOOOOO
0000 AESOO0000O0O000O0OO0O00DOoOooooDon

Definition 9 ((/,d,m)-AES). 00000 mxmOO0000000000
0D/0000000000000000 (4,d,m)-AESO0000000 ¢m?
00000000000000000000 AESOOO0O0O0O0O000000O
Sbox 0000000040000

0 Ze (Fy)™ 0 (¢4,d,m)-AESOD0000000000000Z000
0000000000000000

1 Tm41 0 Tm2—m41
T2 Tm42 0 Tmp2_m42
Tm Tam tee Tm?2

36



je(FY)™' 000000000000000000 7= (AKoMCoSRoSB)(Z)
0000000000 AES | ] O LED | |00000 (8,7,4)-AES
0 (4,3,4)-AESO00000000 0 0PHOTON | |0 Py 00000
00000000000000000(4,3,8)-AES0000000000 !0
00 (¢,d,m)-AESO (£,d,m?)-SPNO000D0O0D00O0000O000O00
oooo

7.2 ((,dm)-AESOO0O0DOOODODOOOOOO

(¢, d,m)-SPNOOOOOOO0O0OOOOUOOOOOUOOOOOOOOOO
00D00D0000000000000000 AESO ShiftRows 0 MixColumns
gojodobobbboooooobbbbdooodubbbbooooobo
OO Division Property 000000000 OCOOOOOOOO

Algorithm 3 0 Division Property 0 000 (¢,d, m)-AESO 00O Integral
OOOOO0O0O0O0O0O0000D Integral 01 0000 IntegralPathSearch
00000000000 AesFuncEval 00 000 OAesFuncEval 00 AESO
oo0oOoooooooooooo DivisionProeprty'D%mmDDDDDDDD
0 0 O Division Property 00O OO OO0 0O ShiftRows 0 00O 0O ShifRows
0000000 Division Property 000D ODOOO0OODOOOO

OO00000000000D0Algorithm 300 sort00000O000O sort
OmO0000000000C0O0O0OO00O00OOO0O0ODOO0OOOOOO0 (¢,d,m)-
AESOO00000DDOOO0O0000ODODODOOOO0O0OoDODODDOO

DDDDDwmmdmmawpggiDDDDDDDDDDDDET]EDD

00000000000000000 k0000000000000000
0 00O Division Property O ¥ 000000 Division Property OO0 0O 00O
goboboooboobooboboboobooobooboobobobooonoo
goooooooooooobobbobbb0ObU0b sexrt00OOOODOOO
000 (Algorithm 30 80000 0)0

IntegralPathSearch( Partition 0000000 OPartition(k) 00

<Z 0 Y Zk;@(mmr) = (k1. k2, . k),
r=1 r=1 r=1

000000000000 Hez™OOOOODODOODOOOAOOODOO
000 (00000000 SizeReduce OO ke KO K €¢Zz00OD00 k =k
0000000 kezOOOOOO

37



Algorithm 3 Path search for integral characteristics on (¢, d, m)-AES

1. procedure AesFuncEval(l,d, m, k)

2 for i =1 to m? do

3 if k; < ¢ then k; < [k;/d] > SubBytes
4 end if

5 end for

6: k < ShiftRows(k) > ShiftRows
NG

8 K < sort(K')

9

return £’

(c=1)4r for all ¢ > MixColumns

10: end procedure

11: procedure IntegralPathSearch({,d, m,r =0, ke {0,1,... ,Z}’”Q)

12: K < AesFuncEval({,d,m, E) > 1-st round
13 D<= maxp (30 ke)

14: while 1 < D do

15: r<r+1

16: K =¢

17: for all k € K do

18: K” <« Partition(k)
19: for all ¥’ € K” do
20: K’ < K’ U AesFuncEval(¢, d, m, E”)
21: end for

22: end for

23: K «< SizeReduce(K')
24: D <= maxg (3001 ke)
25: end while

26: return r

27: end procedure

72.1 (4,3,m)-AESO0O000O0O000

0710 (4,3,m)-AEST rO Integral 0 0000000000 0OOOOO
00000000000 2P00000000 (4,3,m)-AES O Integral 0 O
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Division Property 0 0 00 O Integral 0 00 00O O 0O O O OIntegral Prop-
erty 000000000000 DOOO0OCODOOOODOOOOODOOOODOOO
00 (4,3,m)-AESO (4,3,m?)-SPNOO0ODOO0OOO0DDOODOAlIgorithm 2

IPHOTON 0000000000 AddRoundKey 00000 AddConstant 000 00
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0 7.1: The number of chosen plaintexts to construct r-round integral dis-
tinguishers on (4,3, m)-AES.

Target log, (#texts) Method
[Application] |r=3|r=4{r=5/r=6{r="7r=38
(4,3,3)-AES 4 12 - - - - |our (AES)

12 | 28 - - - - |our (SPN)
28 | 34 - - - - degree
12 - - - - integral
(4,3,4)-AES 4 12 | 32 | 52 - - |our (AES)
[LED] 12 | 28 | 52 | 60 - - |our (SPN)
28 | 52 | 60 | 63 - - degree
16 - - - - integral
(4,3,5)-AES 4 12 | 20 | 72 | 97 - |our (AES)
[P1oo in PHOTON]| 12 | 28 | 76 | 92 - - |our (SPN)
28 | 76 | 92 | 98 - - degree
20 - - - - integral
(4,3,6)-AES 4 12 | 24 | 84 | 132 | - |our (AES)
[P144 in PHOTON]| 12 | 28 | 84 | 124 | 140 | - |our (SPN)
28 82 | 124 | 138 | 142 - degree
24 - - - - integral
(4,3,7)-AES 4 12 | 24 | 84 | 164 | 192 |our (AES)
[Prge in PHOTON]| 12 | 28 | 84 | 160 | 184 | 192 |our (SPN)
28 | 82 | 158 | 184 | 192 | 195 | degree
28 - - - - integral
(4,3,8)-AES | 4 | 12 | 28 | 92 | 204 | 249 |our (AES)
[Py56 in PHOTON]| 12 | 28 | 84 | 200 | 237 | 252 |our (SPN)
28 | 82 | 198 | 237 | 250 | 254 | degree
4 32 - - - - integral

0000DO00000O0O0oooaQ

0710 (43,m)-AESOO0000D0D0O0O000O Integral 00 (DO OO
0000 Integral Property 00000000000 O0OOUDO) OO Division
Property 000000000000 Integral 000000000000
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Py 000)000000000D0 220000000000 60 Integral
00000000000 (4,3,8)-AES O (4,3,64)-SPNOOODODODOO 2200
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New distinguishers g33s8838
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0 7.2: The number of chosen plaintexts to construct r-round integral dis-
tinguishers on (4,2, m)-AES.

Target log, (#texts) Method
r=7r=8r=9[r=10r = 11[r =12|r = 13

(4,2,3)-AES| 34 | 35 - - - - - degree
25 | 35 - - - - - |our (AES)

(4,2,4)-AES| 57 | 61 | 63 - - - - degree
33 | 49 | 61 | - - - ~ [our (AES)

(4,2,5)-AES| 83 | 92 | 96 98 99 - - degree
37 | 60 | 80 | 96 | 99 | - ~ [our (AES)

(4,2,6)-AES[ 105 [ 125 [ 135 | 140 | 142 | 143 | - | degree
37 | 69 | 105 | 125 140 143 - |our (AES)

(4,2,7)-AES[ 120 [ 163 [ 180 | 188 | 192 | 194 | 195 | degree
36 | 69 | 116 | 163 184 192 195 |our (AES)

(4,2,8)-AES| 120 [ 193 [ 225 | 241 | 249 [ 253 | 255 | degree
33 | 65 | 129 | 193 | 225 | 249 | 253 |our (AES)
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AESO00O00D000D0OO0O0O0DODOOODODO AESOOO0DOO0OOO
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0O 8.3: Structure of F'I function
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Algorithm 4 Propagation for F'I function
1: procedure FIEval(kq, ke, k3)

-

2 K< SQEval(k') > X = X5
3 K < S7EV&1(K) > X5 — X7
4: K = SQEval(K') > X’f — Xll
5 return K”
6: end procedure
1: procedure S9Eval(K) 21: procedure S7Eval(K)
2 K <¢ 22: K < ¢
3:  forallkecKdo 23:  for all k € K do
4: [f, c, 7"} = [k‘1,k2,k3] 24: [é, c, 7’] =] [k1,k:2,k‘3]
5: k<{l+c 25: k<=t
6: if k <9 then 26: if kK =6 then
7 k< [k/2] 27: k<4
8: end if 28: else if k < 6 then
9: for ¢’ < 0 to min(2, k) do 29: k< [k/3]
10: for x <=0 tor do 30: end if
11: U<r—z 31: for z < 0 to r do
12: re<k—d+ua 32: U <c
13: if v’ <7 then 33: d<r—=z
14: K <K U, d,r] 34: r<k+z
15: end if 35: if ' <7 then
16: end for 36: K <K Ut/ d,r]
17: end for 37: end if
18: end for 38: end for
19: return SizeReduce(K’) 39: end for
20: end procedure 40: return SizeReduce(K’)

41: end procedure

From Xg to X7: OO0 700000000 y000000OOOOOOO0O
000000000000 DX, O Division Property 0 Copy O XOR
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From X; to Xg: 00070000000 2000000000000900
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ooooood
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HwaWDDETDDDDDDDDDDDDDDDDDDDDDDDDDD

000000000000000000000 Division Property O D’
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Property O O Corrective Division Property D0 000000 0O000O0DO
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8.3.2 FOUOUOUOOOU Division Property 00 OO0

Algorithm 5 Propagation for F'O function
procedure FOEval(ky, ko, k3, k4, ks, k¢)

-

1:
2 K < FORound(k)

3 K’ <= FORound(K)

4: K" < FORound(K")
5 return K”

6: end procedure

1: procedure FORound(K)
2 K < ¢

3 for all k € K do

s Y < FIEval(ky, ks, k3)

5: for all ¥ € Y do

6 for all ¥ s.t. (z1 < ky) A (22 < ks) A (25 < kg) do

7 k<= [ky — 21, ks — 22, kg — 23,1 + 21, Y2 + T2, Y3 + T3]
8 if (ky <7)A (K <2)A(k§<T7)then

9

K < K UK
10: end if
11: end for
12: end for
13: end for
14: return SizeReduce(K’)

15: end procedure

OO0 FIODOOOO0O Division Property OO0 O0OOOOOOOFODOOO
000 Division Property U0 000000000000 OO0DOOOOODOO
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Algorithm 6 Propagation for FL layer

1: procedure FLLayerEval(K)

10:
11:
12:
13:

10:
11:
12:
13:
14:

2
3
4
5
6:
7
8
9

1
2
3
4
5:
6
7
8
9

K' < ¢
for all k € K do
L < FlEval(ky, ko, ..., ko)
R < FlEval(kr, ks, ..., k12)
for all /'€ L. do
for all ¥ € R do
K' <K' U[ly,lo,l3,04,05,06,71,72,73,T4,75,T6
end for
end for
end for

return K’

end procedure

: procedure FLEval(kq, ko, ..., kg)

K < ¢
[0 c,7] < [k1 + ka, ko + ks, ks + k]
for k] < 0 to min(7,¢) do
for k}, < 0 to min(2,¢) do
for k% < 0 to min(7,7) do
(K, kL kg) < (6 — ki, — khyr — Kb)
if (k) <T)A(kf<2)A(k;<7) then
K' < K' U [k, kS, kS, k), kL, kg
end if
end for
end for
end for

return SizeReduce(K’)

15: end procedure

OANDOOOOOOOOO0OODOO0ODODOO0ODOOO0ODOOOODOOOO
KL, 0 OROOOOOOOOOROOOOOOOOOOOOOOOOOOO

FLODDODOOOO (FIxF2xFLxF,xF2xF)0000000000

Division Property Dg>""*" 0000000000000 O Algorithm 6 0
FLEval0 FLOOOOOOOOOOOOOOOOFLOO 200 FLOOO
0000000 0Division Property D> ™02 0027 ooooooo00
000000000 Algorithm6 0 FLLayerEval 0 FLOOOOOOODOO
0ooooo
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Algorithm 7 Path search for r-round characteristics without first FL layer

1: procedure Mistyl1Eval(ky,ks,...,k12,7)

-,

2 K < RoundFuncEval(k) > 1st round
3 for i =1tor do

4 if i is even then

5 K < FlLayerEval(K) > FL Layer
6: end if

7 K < RoundFuncEval(K) > (i+1)th round
8 end for

9 return K

10: end procedure

1: procedure RoundFuncEval(K)

2 K' < ¢

3:  for all k € K do

4: for all £s.t. x; <kj; forall j=1,2,...,6do
5: [7‘1,7‘2,7"3}¢[k‘1—x1,k2—x2,k’3—a:3]

6: [7'4,7‘5,7'6} = [k47$4,k571}35,k‘671‘6]

7 Y < FOEval(z1,x2, %3, %4, X5, T6)

8 for all ¥ € Y do

9: [€1,02,£3] <= [k7 +y1, ks + y2, ko + y3]

10: (€1, 05, L6] <= [k10 + ya, k11 + Y5, k12 + Y]

11: if £;; <7 for j € {1,3,4,6} and £;; < 2 for j' € {2,5} then
12: K' <K' U [l1,02,03,04,05,06,71,72,73,74,T5,T6]

13: end if

14: end for

15: end for

16: end for

17: return SizeReduce(K')

18: end procedure
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O Integral 0000000000000 FLOOOOOOOOOOOOOOO
00000000000 0Algerithm70000 FLOOOODOOO MISTY!
O Integral ] 0000000000000

O00000Algorithm7 000000000000O00 FLOODOODO
00 60000 Integral 0000000000000 Integral 000 293
00D00000D000000000 700000 10000000000
00000 active 00000000000000000000O0O00O0

53



7,2,7,7,2,7,7,2,7,7,2,7
D020 0,2, 11,2,

O 8.2: Propagation from (627727727727}

|#romnds[[o[1][2|FL] 3 [ 4 | FL [ 5 [6 |

K| [[1]1]9]16]2596]2617429]12268480[58962] 131
max,, (K) |[63]63]63] 63] 62 | 55 A7 27 | 8
min,,(K) ||63[63[61]61] 43 | 19 19 4 |1

NP 7,2,7,7,2,7,7,2,7,7,2,7 o
O Division Proeprty D{[6,277777277,772777772’7]} ooo00o0oO0o00ooOgok =
[6,2,7,7,2,7,7,2,7,7,2,7 0 Algorithm 700000000000
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erty 00 0000000000000 KOOOOOOOOO min,(K)OO

0 max,,(K)OOOOOOOOOOOOO

12 12
min,, (K) = min { kz} , max,, (K) = Ipax{ I@} .
1 1

kekK = kek i—
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PO2TT2.7,7.2,7.7,2.7
{[0,0,0,0,0,0,0,0,7,0,0,7] }

| #rounds [0 [ 1] 2 [FL| 3 | 4[FL]

K| || 1]1]460[400]125]12] 12
max,,(K)||14(14| 14 |14 | 4 | 2| 1
min,, (K) [[14]14] 4 | 4 [ 1 [1]1

00000000000 0O00oo00 Kjoooooooooooooooo

O 8.3: Propagation from
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0 8.5: Trade-off between time and data complexity

#characteristics|partial-sum part |brute-force part|Total
1 1 x 4 x 2104.3 9121 9121
9 9 % 4 % 91043 9114 9114
3 3 x 4 x 9104.3 9107 9108.5
4 4 x 4 x 9104.3 9100 9108.3
5 5 x 4 x 9104.3 993 9108.6
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9.1 00O FeistellOOODOO

Type-1 GFN Type-2 GFN Type-3 GFN

O 9.1: Three generalized Feistel networks
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Theorem 1. For Type-1 Generalized Feistel Network (GFN) whose number
of branches is m (m < 16) and F-functions are bijective, there always exist
integral distinguishers that covers m? 4+ m — 1 rounds. Moreover, when F-
functions are non-bijective, there always exist integral distinguishers that

covers m? + m — 2 rounds.
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0 9.1: Propagation of division property for Type-2 GFN
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Theorem 2. For Type-2 Generalized Feistel Network (GFN) whose number
of branches is m (m < 16) and F-functions are bijective, there always
exist integral distinguishers that covers 2m + 1 rounds. Moreover, when F-
functions are non-bijective, there always exist integral distinguishers that

covers 2m rounds.
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0 O0A MISTY S-box[ ANF

MISTY S-box S; 0 ANFOOOOOOOOOOO

y[0] = z[0] ® =[1]=[3] & z[0]=[3]x[4] ® =[1]x[5] ® =[0]z[2]=[5] ® =[4]x[5]
@ x[0]z[1]x[6] D x[2]z[6] ® z[0]x[5]z[6] & z[3]z[5]z[6] & 1,
y[1] = z[0]z[2] & z[0]=[4] & =[3]x[4] & =[1]x[5] ® z[2]z[4]=[5] & =[6] & =[0]x[6]
@ [3]x[6] ® z[2]z[3]=[6] & =[1]x[4]x[6] ® x[0]=[5]=[6] & 1,
y[2] = z[1]2[2] & =[0]=[2]=(3] ® =[4] & z[1]x[4] ® x[0]z[1]z[4] & =[0]z[5] & x[0]x[4]=[5]
@ x[3]z[4]x[5] ® x[1]z[6] ® z[3]x[6] ® z[0]z[3]x[6] ® z[4]x[6] ® z[2]x[4]z[6],
y[3] = z[0] ® «[1] ® z[0]z[1]z[2] ® =[0]=[3] & =[2]x[4] ® x[1]z[4]=[5] & =[2]=[6]
@ [1]z[3]2[6] & =[0]=[4]x[6] ® =[5][6] ® 1,
y[4] = z[2]z[3] & z[0]z[4] & x[1]z[3]x[4] B z[5] ® z[2]z[5] & z[1]z[2]z[5] ® z[0]x[3]z[5]
@ x[1]x[6] ® x[1]z[5]x[6] & =[4]x[5]x[6] & 1,
y[5] = «[0] ® =[1] ® =[2] ® x[0]z[1]z[2] & =[0]=([3] & =[1]x[2]=[3] © =[1]=[4]
@ x[0]z[2]z[4] © =[0]z[5] & =[0]=[1]x[5] ® [3]x[5] ® =[0]=[6] & =[2]=[5]x[6],
y[6] = [0]z[1] ® =[3] & z[0]=([3] & =[2]=[3]x[4] ® x[0]z[5] ® =[2]=[5] & =[3]x[5]
@ z[1]z[3]x[5] ® z[1]z[6] ® z[1]x[2]z[6] & z[0]x[3]z[6] ® z[4]x[6] ® z[2]x[5]x[6].

OO0 MISTY S-box SO0 ANFOOOOOOOOGOOO

y[0] = z[0]x[4] & z[0]x([5] & z[1]x[5] & x[1]x[6] & x[2]x[6] & x[2]x[7] & x[3]x([7] & z[3]x[8]
@ z[4)z[8] & 1,

yl1] = [0]2[2] & 2[3] © o [1]2[3] & 2[2]2[3] & z[3)e[4] & z[4][5] & z[0]e[6] & [2)[6]
@ z[7] @ x[0]x[8] & x[3]x[8] & «[5]x[8] & 1,

y[2] = =[0]z[1] @ =[1]z(3] © x[4] @ «[0]=[4] © x[2]=[4] & =([3]x[4] © [4]=[5] © =[0]=[6]
@ z[5]z[6] ® z[1]z[7] ® =[3]z[7] & z[8],

y[3] = z[0] @ z[1]z[2] ® =[2]x[4] ® z[5] ® x[1]z[5] ® x[3]x[5] ® =[4]x[5] ® z[5]x=[6]
© z[1]2[7] @ z[6]x[7] © x[2]=(8] ® =[4]=(8],

yl4] = 2[1] ® 2[0]2[3] & =[2)2[3] ® z[0]2[5] & =[3]2[5] & (6] ® z[2][6] & w[4]z[6]
@ z[5]x[6] @ z[6]x[7] ® z[2]=[8] & =[7]=[8],

y[5] = =[2] © z[0)=(3] © z([1]x[4] © [3]=[4] ® z[1][6] @ z[4]=(6] © [7] & =[3]=[7]
@ z[5]z[7] & x[6]x[7] & x[0]x[8] & x[7]x[8],

y[6] = z[0]x[1] & z([3] & z[1]x[4] & z[2]x[5] @ x[4]x[5] & x[2]x[7] & x[5]x[7] & x[8]
@ z[0]z[8] & x[4]x[8] & x[6]x[8] & x[7]x([8] & 1,

yl7] = 2[1] ® 2[0]2[1] & =[1]2[2] & z[2]2[3] & z[0]e[4] & [5] ® z[1]2[6] & z[3]z[6]
@ z[0]z[7] @ z([4]x[7] @ z[6]x[7] @ z[1]=[8] ® 1,

y[8] = =[0] ® z[0)=[1] @ =[1]x[2] @ «[4] ® =[0]=[5] & x[2]z[5] @ =[3]x[6] & x[5]=[6]
@ z[0]z[7] & x[0]x[8] & x[3]x[8] & x[6]x([8] & 1.

80



0 O0B rFIOOOOOOOOO
HEN

Division Property 00 J00000000000F/ 000000000
DO0000 (083000)00000000 Division Property 0 Djjy7 4,
000000000000000

From X; to X, : 00 70000000 200000000000000
0000 Concatenation 0000000000000 0000O X, 0O
Division Property D{j¢ ¢, 000000

From Xp to X3 : 9000 S-box So OO0 O0O0O0DOOOOODOOOOODO

0 X3 O Division Property D?i; 6} gooooo

From X3 to X, : 00 900000 200000 700000000000

OoO0OO0 SplitODDO0000000DODOO000000O X4 O Division

2,7.7
Property Dijo’s 6)11,2,6), 12,1,y DE 0 U E U

From X, to X5 : OO0 70000000 Y0O000000CDOOCODOOOOO
000 Copyd XOROOOOOOOOOOOODD Division Property
o30b0ooooboooogo

[0,3,6] = [0,3,6],[0,4,5],[0,5,4],[0,6,3],[0,7, 2],
[1,2,6] = [1,2,6],[1,3,5],[1,4,4],[1,5,3],[1,6,2], [1,7,1],
(2,1,6] = [2,1,6],[2,2,5],[2,3,4],[2,4,3],[2,5,2], [2,6,1], 2,7, 0],

0000000000 00bD0O0b0b0DbDOO0Xs O Division Property
0p* 00000000 KOOOODOOD 180000000000
ooo

[6,0,3],[5,0,4], [4,0,5],[3,0,6], 2,0, 7],
6,1,2],[5,1,3],[4,1,4],[3,1,5],[2,1,6], [1,1,7],
6,2,1],[5,2,2],[4,2,3],[3,2,4],[2,2,5],[1,2,6],]0,2,7].

From X5 to Xg : 7000 S-box S;000000018O00000ODOOO
oooooo s;000oo000000O00ooooooo 1800
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obooooooo

[4,0,3],2,0,4],[2,0,5],[1,0,6],[1,0,7],
[4,1,2],2,1,3],[2,1,4],[1,1,5],[1,1,6],[1,1,7],
[4,2,1],[2,2,2],[2,2,3],[1,2,4],[1,2,5],[1,2,6], [0, 2, 7).

00000000000000000000000 [2,0,5]0 [2,0,5] >
2,0,/ 000 [2,0,400000000000000000000C
000000000000000000000000 Xe O Division
Property D>’ 00000000 KOODOOO 100000000
000000

From Xg to X7 : 0070000000 70000000DO0OCDOOOOO
000 Copyd XOROOOOOOOOOOOODODO Division Property
Ooooooooogooooon

0,2,7] = [0,2,7],[1,2,6],[2,2,5],[3,2,4], [4,2,3],[5,2,2],[6,2,1],[7,2,0],
[1,0,6] = [1,0,6],[2,0,5],[3,0,4], [4,0,3],[5,0,2],[6,0,1], [7,0,0],
[1,1,5] = [1,1,5],[2,1,4],[3,1,3], [4, 1,2],[5,1,1],[6,1,0],

[1,2,4] = [1,2,4],[2,2,3],[3,2,2], [4,2,1], 5, 2,0],

2,0,4] = [2,0,4],[3,0,3],[4,0,2],[5,0,1],[6,0,0],

2,1,3] = [2,1,3],[3,1,2],[4,1,1],[5, 1,0],

2,2,2] = [2,2,2],[3,2,1], [4,2,0],

[4,0,3] = [4,0,3],]5,0,2],[6,0,1],[7,0,0],

[4,1,2] = [4,1,2],[5,1,1],[6,1,0],

[4,2,1] = [4,2,1],]5,2,0].

) ) )

00000000000000000000X, O Division Property O
Dr*" 00000000 KOODOOD 160000000000000

From X; toXg : 00 20000000 vO0O00O00O0O0OO0O0OO0ODOOO
0000 Concatenation 0 0000000000 0ODOODO 160000
gbooooood



OOO00D00D0O000000000D000DO0O XgO Division Property
DHQJDEIEIEIDD[I[I KOOODOooorooooooooooooo

[0,6],[1,5],[2,4],[3, 3], [4,2], 6, 1], ]9, 0].

From Xg to Xg : 9000 S-box So 000000070 000000DOOC
oooooo Sy0dooooooooooooooooooToOoo
goooooo

[0,6],[1,5],[1,4],[2,3],[2,2],[3,1],]9, 0].

O0O00D00D0O000000000D000D00 Xo0O Division Property
DHQJDDDEID[I[I[I KOODOOOOsOoOOooOooooooooo

[0,6],[1,4],[2,2],[3,1],9,0].

From X to Xp: 00 900000 200000 7000000000
0000000 Split000000000000000000 Xy O
Division Property D" 00000000 KOODODOOO 10000
ooOooooooog

From Xy to Xy; : OO0 70000000 70000000O0OOOOOOOO
0000 CopyD XORODODDOOOOOOOODOOO Division Property
Oooooooooogooooo

[0,0,6] = [0,0,6],[0,1,5],[0,2,4],0,3,3],0,4, 2], 0,5, 1], [0, 6, 0],
[0,1,4] = [0,1,4],]0,2,3],]0,3,2],]0,4,1],[0,5,0],

[1,0,4] = [1,0,4],[1,1,3],[1,2,2],[1,3,1],[1,4,0],

[0,2,2] = [0,2,2],[0,3,1],[0,4,0],

[1,1,2] = [1,1,2], [1,2 11,11, 3,0],

[2,0,2] = [2,0,2],[2,1,1],[2,2,0],

[0,3,1] = [0, 3,1],[0,4,0],

1,2,1] =[1,2,1],[1,3,0],

2,1,1] = [2,1,1],[2,2,0],

[2,7,0] = [2,7,0].
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00000000000000000000X,;; 0 Division Property
0P 00000000 KODODDOOD 120000000000
000

A@mmm4DDDDDDDwmummmyD%YDDDDDDDDDDD
O0Algorithm4000000000000000000000O00 COO
0ooooo
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7,2 7,2,7
O C.1: Propagation from D{[o o]y O Dy

k||IK

[000][[[00 0]

[001[[001][0L0][L00

[002][[001][010][100

[003][001][020][100

[004][[[002][011][020][LO1][110][200]

005002011 [L01][L10][200

[006][[003] 012021

[ ]
[ ]
102/ [T11][120[[201][210][300]
[ ]

[007][[[003][012][021][102] [111][120][201][210][400]

[012][[002][011][020/[L01][L10][200]

013002011020/ [L01][110][200]

014002011101

[015][[003][[012][021][T02/[L111][120][201][210][300]

[016][[[003][012[[021][T02[[T11[L20][201][210][400]

]
]
110/[300]
]
]
]

017][004 013022
310500

[
[ [100]
[0 [100]
[ [100]
[ [020]
[ [101]
[ [021]
[ [021]
[010][[[001[010][100]
[ [200]
[ [0 2 0]
[ [020]
[ [101]
[ [021]
[ [021]
[ 022/ 103112121202/ 211 [220]
[

]
]
]
]
]
]
)
11[[001[010/[200
]
]
]
]
]
]
]

30 1]

020]j{{o01]]010][100

021]{j{j001] 010|200

[022][[002][011][020][101] [110][200]

023]||{[002][011][020][101][110][200]

024]|{002][011][101][110][300

[025][[003][012[021][T02[[T11[L20][201][210][300]

026](|/[003]](012][021][102][111][120][201][210][400

027004/ [013][022] 103 [L12][121][202][211][220
[310][500]

[301]
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. : 7,2,7 7,2,7
O C.2: Propagation from D{[l,*,*]} to Dy

K

001]

010100

001]

[010][200

002

[011][020][T01][110][200]

002

[011][020/[L01[110][200]

002

110/300

00 3]

[012/[021][102 [111][120][201][210][300]

102 [111][120][201][210][400]

004
310

[100]
[200]
(02 0]
[020]
[011][101]
(02 1]
(02 1]
(02 2]

[013][022
500

103/ [112][121] 202/ [211][220][301]

001]

[010][L00]

00 1]

[010][200]

[
[
[
[
[
[
[003]
[
[
[
[
[

002

]
]
]
]
]
]
[012][021
]
]
]
]
]

[011][020/[L01][L10][200]

002

011020/ [101][L10][200]

002

011][101}110][300

(00 3]

012021 [102][111][120][201][210][300]

003

012][021][102][111][120][201][210][400

004
310

013][022][103][112][121][202][211][220][301]
500

001

010][200]

00 2]

[011][020/ 101 [L10][300]

002

011][020][101][L10][300]

002

011](101]{110/(300

(00 3]

012021102/ [111][120][201][210][400]

003

012][021][102][111][120][201][210][400

004
310

013][022][103][112][121][202][211][220][301]
500

004
[410]

013022/ [103][[T12][121][202[[211][220][40 1]
[6 0 0]
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. . 7,2,7 7,2,7
O C.3: Propagation from D{[l*,*]} to Dy

K

001][010]{100

001,/010][200

002 [011][020/[LO1[110][200]

002/[011][020/[L01][L10][200]

002/[011](101}{110](300

003/ [012/[021][102][111][120][201][210][300]

003][012][021)[102][111)[120][201}][210][400

004][013][022][103][112][121][202][211][220][301]
310/[500

001][010][200

002/[011][020][L01][L10][300]

002/[011][020/[L01][L10][300]

002011 110/[300

003][012][021][102][111][120/[201][210][400]

003][012][021][102][111][120/[201][210][400]

[200]
(02 0]
(02 0]
[101]
(02 1]
(02 1]
(022]

004/ [013][022
310500

103/ [112][121] 202/ [211][220][301]

004/ [013][022][103] [112][121][202] 211 [220] [40 1]
4101600

200

002][011][020][L0O1][110][300]

300
002/[011][020/[L01][L10][300]

002/[011 110/ 300

003012021

003][012][021][102[111][120][201][210][400]

[200]
(02 0]
(02 0]
[101]
(02 1]
(02 1]
[022]

|

)
102/[I11][120][201][210][400]

]

]

004/ [013][022
310500

T03[[112][121] 202/ [211][220][301]

004/ [013][022][103][T12][121] 202 [211][220][401]

[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[001][01L0]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[410][600]
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O C.4: Propagation from D{[ to DHQZ'?

3**]}

K

[001][010][200]

002011020/ [LO1][110][300]

002][011][020][101][110][300]

002/[011](101}{110](300

003/ [012[[021][102][111][120][201][210][400]

003][012][021)[102][111)[120][201}][210][400

004][013][022][103][112][121][202][211][220][301]
310/[500

004/ [013][022][103][112][121] 202 [211][220][401]
410600

001][010][200

002/[011][020][L01][L10][300]

002/[011][020/[L01][L10][300]

002011 110/[300

003][012][021][102][111][120/[201][210][400]

003][012][021][102][111][120/[201][210][400]

[200]
(02 0]
(02 0]
[101]
(02 1]
(02 1]
(022]

004/ [013][022
310500

103/ [112][121] 202/ [211][220][301]

004/ [013][022][103] [112][121][202] 211 [220] [40 1]
4101600

020/ [101][110][300

002][011][020][201][210][400

003][012][021][102][111][120][201][210][400

003 [012][021][102[[T11][120

003/ [012][021][102][111][120][301][310][500

022 121

[ ] [400]

201 [210][400]

[ ] [500]
004013 [ ][220
310500

103112 202211220/ [301]

004 [013][022][103[[112][121][202][211][220] [401]
410600

005/ (014 [023[[104[113][122[[203][212[[221][302]

[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
002][01 1]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
s
[311][320][501][510][700]
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O C.5: Propagation from DI[Z I 4y to D%’Qj

K

001J[010[[200

002/ [011][020][101][110][300]

002][011][020][LO1[110][300]

003/ [012][021][102][111][120][201] [210] 400

[200]

[020] [ ]

[020] [ ]
002][011][101][110][300]
003][[012][021][102] 111 [120][201][210] [400]

[021] ]

(022] ]

004/ [013][022][103][112][121] 202 [211][220][301]
310/ 500

004/ [013][022][103][112][121] 202 [211][220][401]
410600

020[101][110][300

002/[011][020][201][210][400

003/ [012][021][102][111][120][201][210] 400

003012021 120/ 201210/ 400

003][012][021]J[102J[111][120

[ |
[ |
[ ] [ ] [400]
[102][111] [ ] [400]
[ ] 301 [310][500]
004013 [ ] 202211220/ [30 1]

310500

022103 [112][121

004/ [013][022] 103/ [112[[121][202] 211][220] [40 1]
4101600

005 014 [023][[104][T13][122] 203 212[[221][302]

[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[002][01 1]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
oTIO T
[311][320][501][510][700

002][011][020][101][110][300

002][011][020][201][210][400

[003][012][021][102][111][120][201][210][40 0]

003][012][021)[102][111)[120][201}][210][400

003/[012][021){102][111}{120]301}[310][500

004/ [013][022][103][112[121][202][211][220][30 1]
310/[500

004013/ [022[[103][112][121][202][211][220] [40 1]

005/ (014 [023[[104 [113][122][203][212][221][302]

[ |
[ ]
[ |
[410][600]
[ |
[311][320][501][510][700]
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. : 7,2,7 7,2,7
O C.6: Propagation from D{[57*7*]} to Dy

K

002J[011][020][101][L10][300

002][011][020][201][210][400

003][012][021][102][111][120][201])[210][400

201][210][400

003/ [012][021][102[[T11][120

[020] [ ] [300]
[020] [ ] [400]
[021]] J[120][ ] [400]
003012 [021][102J[T11][120][ ][40 0]
[021]] J[120][301][310]500]
004 [013][022][103][112][121][202][211][220][301]

310/[500

004/ [013][022][103][112][121] 202 [211][220][40 1]
410600

005 014023
311][320][501

104/ [113][122] 203 212[[221][302]
510][700

020[[101][110][300

002/[011 100

003/ [012][021][102][111][120][201][210] 400

003/ [012][021][102][111][120][201][210][400

003][012][021]J[102J[111][120

(02 3] ]
O] ]
[020] [ ]
[020][201] 210
(021] ]
(021]] ]
(021]] ]
(022] ]

[ ] [400]
[ ] [400]
[301][310][500]
004/ [013][022][103] 112 202211220/ [30 1]

310500

121

004/ [013][022] 103/ [112[[121][202] 211][220] [40 1]
4101600

005 014 [023][[104][T13][122] 203 212[[221][302]

[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[002][01 1]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
oTIO T
[311][320][501][510][700

002/[011][020][201][210][400

003][012][021][102][111][120][301][310][500

003012021102 [111[120/[301][310/[500

[ [ [500]
[ ] [500]
003][012][021][102] [111][120][301][310][500]
004 [013][022][103][112[[121][202] 211] [220][40 1]
410][600

004/ [013][022][103][112][121] 202 [211][220][401]
410600

005/ [014][023
311][320][501

104113122203 212 221302
51 0] [700]

[
[
104113122203 212221402
[

[

[
005014023

[ 610]

[411][420][601
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7,2,7
6,%,%

O C.7: Propagation from D{[ ) to ’DHQQJ

K

002][011][020][101][110][300

002][011][020][201][210][400

[003][012][021][102][111][120][201][210][40 0]

003][012][021)[102][111)[120][201}]210][400

003/[012][021){102](111}{120](301}[310][500

004/ [013][022][103][112[[121][202[[211][220][301]
310][500

004013/ [022[[T03[[112][121][202][211][220] [40 1]
410600

005014023
311][320][501][510][700

104 113[[122][203][212][221] 302

002/[011][020][201][210][400

003/ [012][021] 102/ [I11][120][301][31L0][500

[023][ ]

[501] [ ]

020 [ ] [400]
003/[012][021][102/[I11][120[[301] [310][500]
003/[012][021][102/[111][120][301][310]([500]
021] J[120][ ] [500]
004][013][022][ J[121][ J[220]
410600

103/ [L12][121] 202 [211][220][401]

004/ [013][022][103][L12][121] 202 [211][220][40 1]
4101600

005/ (014 [023[[104[113][122][203][212][221][30 2]

510][700]

005/ (014 [023][104 [113][122][203][212][221][40 2]

411][420][601][610]

002011

003/ [012][021][102][111][120][301][310] 500

003/ (012021 301][310][500

003][012][021][102][111][120/[301][310

121

(023]
[5O1][
(023]
[601]
[020/201][210[[400
[021]
[021]
[021]
[ ] [ 220

] [400]
] [120]
102/ [111][120]
] [120]
J[121]

[

[

500
004/ [013][022 [
410600

103112 202211 [401]

004/ [013][022][103] [112[[121][202] 211 [220] [40 1]
4101600

023
501

005/ [014
311320

104 [113][122][203[[212[221][302]
510][700]

023
601

005/ [014
411420

104 [113][122][203[[212[221][402]

[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[311][320][501
[ ]
[ ]
| ]
[ ]
[ ]
| ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ] 61 0]
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. : 7,2,7 7,2,7
O C.8: Propagation from D{[77*7*]} to Dy’

K

[700

[002/[011][020][201] [210] [400]

701

003][012/[021][102][111][120][301][310][500

702

003/[012][021){102](111}{120/(301}[310][500

[703

003/ [012][021][102/ [L11[120][301] [310][500]

704

004/ [013][022][103] [T12/[121][202 211][220] [40 1]
4101600

705

004/ [013[[022][103][[T12][121] 202 [211][220][401]

[70 6]

005/ [014
311][320

023
501

104 [113][122][203[[212][221][302]
510][700]

[707]

005/ 014 [023][104][1T13][122] 203 212[[221][402]

[ ]
[ |
[ ]
[ |
[410][600]
[ |
IR
[411][420][601][610]

710

002][011][020][201][210][400

711

003][012][021][102][111][120][301][310][500

[712

003/ [012][021][102/ [L11][120][301][31L0][500

713

500

714

[ ]
[ |
003/ [012][021] 102/ [T11][120][301] [310]
004/ [013][022] 103 [L12[[121][202] [211]
4101600

220] 40 1]

715

004/ [013][022][103] [112][121][202] 211][220] [40 1]
4101600

7106

005/ [014][023
311][320][501

104113/ [122]203[[212[221][302]
510][700]

717

005/ [014[023
411][420][601][610]

104 [113][122][203[[212[[221][402]

[720]

005/ (014 [023][104][113][122] 303 312/[321][502]

721

412][421][602/[611][620

[7272]

412)[421][602/[611][620

[72 3]

006/ [015][024[105][114][123] 204 213][222][40 3]
412421602 [611][620

[7 2 4]

124205 214 [223][30 4]
313][322][503][512][521][702][711][720

[72 5]

313][322][503][512][521][702][711][720

[726]

027 [117][126][207] [216][225][306] [315][324][40 5]

]
]
]
]
]
]
]
]
]
%
511 [520][701][710]
]
]
]
]
]
]
]
]
]
1
414423504 703

(023][
[501][
(023][
[601] [
(023][
[T01)[
605 [611) 620
006/ (015 [024 [105][L14][123][204] [213][222][40 3]
[602] [ ]
(024][ |
[602] [ ]
007][016][025] [L06][L15][124]] ]
[503][ J[702][ ]
007/ [016][025][L06][L15][L24][205] [214] [223][304]
[503][ J[702][ ]
(126] [ 1[225] [ ]
[504][ ][703][ ]

513 [522 712 [721

[727]

[
[
[
[
[
[
[
[
[
[
|
[006/[015/[024] [105] 114 [123][[204][213][222][40 3]
[
[
[
[
[
[
[
[
[
[
[
[

727
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0 OD MISTY1O0O0O0O
Division Property [ [
HRERE

7,2,7,7,2,7,7,2,7,7,2,7

000FLOOD0000 MISTY100000D 020020070, 00
00000000000 000000000000000000000k0
kiks,..., k120 1200000000000 00 Division Property 0 00 0
0000000000000 00040002000 FLOO5000000

00000 Division Property 00O O00D0OO0O00O0O0OO

D.1 Plaintexts

627727727727

D.2 1st round

727727627727

D.3 2nd round

627727727727, T27727724727, 727727727724, 727727527727, 727727617727, 727727707727,
727727727527, 727727727617, 727727727707

D.4 1st FL Layer

627727727727, T27627727727, T277277T24727, 727727725726, 727727726725, 727727727724,
727727527727, 727727617727, 727727627627, 727727627717, 727727707727, 727727717627,
T27T2TTITTLIT, 727727727527, 727727727617, 727727727707

D.5 3rd round

724727727727, 725726727727, 726725727727, 727724727727, 725727012727, 725727102727,
726726012727, 726726102727, 727725012727, 727725102727, 725727014627, 725727104627,
725727121727, 725727211727, 725727301727, 726726014627, 726726104627, 726726121727,
726726211727, 726726301727, 727725014627, 727725104627, 727725121727, 727725211727,
727725301727, 725727123627, 725727213627, 725727303627, 725727320727, 725727410727,
725727500727, 726726123627, 726726213627, 726726303627, 726726320727, 726726410727,
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726726500727, 727725123627, 727725213627, 727725303627, 727725320727, 727725410727,
727725500727, 725727017527, 725727107527, 725727124717, 725727214717, 725727304717,
725727322627, 725727322717, 725727412627, 725727412717, 725727502627, 725727502717,
726726017527, 726726107527, 726726124717, 726726214717, 726726304717, 726726322627,
726726322717, 726726412627, 726726412717, 726726502627, 726726502717, 727725017527,
727725107527, 727725124717, 727725214717, 727725304717, 727725322627, 727725322717,
727725412627, 727725412717, 727725502627, 727725502717, 725727017717, 725727017726,
725727107717, 725727107726, 725727126527, 725727216527, 725727306527, 725727324527,
725727324617, 725727414527, 725727414617, 725727504527, 725727504617, 725727521627,
725727521717, 725727611627, 725727611717, 725727701627, 725727701717, 726726017717,
726726017726, 726726107717, 726726107726, 726726126527, 726726216527, 726726306527,
726726324527, 726726324617, 726726414527, 726726414617, 726726504527, 726726504617,
726726521627, 726726521717, 726726611627, 726726611717, 726726701627, 726726701717,
727725017717, 727725017726, 727725107717, 727725107726, 727725126527, 727725216527,
727725306527, 727725324527, 727725324617, 727725414527, 727725414617, 727725504527,
727725504617, 727725521627, 727725521717, 727725611627, 727725611717, 727725701627,
727725701717, 725727126726, 725727127617, 725727216726, 725727217617, 725727306726,
725727307617, 725727324726, 725727414726, 725727504726, 725727523527, 725727523617,
725727613527, 725727613617, 725727703527, 725727703617, 725727720627, 725727720717,
726726126726, 726726127617, 726726216726, 726726217617, 726726306726, 726726307617,
726726324726, 726726414726, 726726504726, 726726523527, 726726523617, 726726613527,
726726613617, 726726703527, 726726703617, 726726720627, 726726720717, 727725126726,
727725127617, 727725216726, 727725217617, 727725306726, 727725307617, 727725324726,
727725414726, 727725504726, 727725523527, 727725523617, 727725613527, 727725613617,
727725703527, 727725703617, 727725720627, 727725720717, 725727327427, 725727327517,
725727417427, 725727417517, 725727507427, 725727507517, 725727523726, 725727524707,
725727613726, 725727614707, 725727703726, 725727704707, 725727722527, 725727722617,
725727722707, 726726327427, 726726327517, 726726417427, 726726417517, 726726507427,
726726507517, 726726523726, 726726524707, 726726613726, 726726614707, 726726703726,
726726704707, 726726722527, 726726722617, 726726722707, 727725327427, 727725327517,
727725417427, 727725417517, 727725507427, 727725507517, 727725523726, 727725524707,
727725613726, 727725614707, 727725703726, 727725704707, 727725722527, 727725722617,
727725722707, 725727327626, 725727327707, 725727327716, 725727327725, 725727417626,
725727417707, 725727417716, 725727417725, 725727507626, 725727507707, 725727507716,
725727507725, 725727526427, 725727526517, 725727616427, 725727616517, 725727706427,
725727706517, 725727722726, 725727724427, 725727724517, 725727724607, 726726327626,
726726327707, 726726327716, 726726327725, 726726417626, 726726417707, 726726417716,
726726417725, 726726507626, 726726507707, 726726507716, 726726507725, 726726526427,
726726526517, 726726616427, 726726616517, 726726706427, 726726706517, 726726722726,
726726724427, 726726724517, 726726724607, 727725327626, 727725327707, 727725327716,
727725327725, 727725417626, 727725417707, 727725417716, 727725417725, 727725507626,
727725507707, 727725507716, 727725507725, 727725526427, 727725526517, 727725616427,
727725616517, 727725706427, 727725706517, 727725722726, 727725724427, 727725724517,
727725724607, 725727526626, 725727526716, 725727526725, 725727527607, 725727616626,
725727616716, 725727616725, 725727617607, 725727706626, 725727706716, 725727706725,
725727707607, 725727724626, 725727724716, 725727724725, 726726526626, 726726526716,
726726526725, 726726527607, 726726616626, 726726616716, 726726616725, 726726617607,
726726706626, 726726706716, 726726706725, 726726707607, 726726724626, 726726724716,
726726724725, 727725526626, 727725526716, 727725526725, 727725527607, 727725616626,
727725616716, 727725616725, 727725617607, 727725706626, 727725706716, 727725706725,
727725707607, 727725724626, 727725724716, 727725724725, 725727727327, 725727727417,
725727727507, 726726727327, 726726727417, 726726727507, 727725727327, 727725727417,
727725727507, 725727727526, 725727727616, 725727727706, 725727727724, 726726727526,
726726727616, 726726727706, 726726727724, 727725727526, 727725727616, 727725727706,
727725727724, 527727727727, 617727727727, 627627727727, 627717727727, 707727727727,
TLT627727727, TITTLITT27727, 727527727727, 727617727727, 727707727727, 726727010527,
726727010617, 726727010626, 726727010707, 726727010716, 726727010725, 726727011427,
726727012327, 726727012417, 726727012507, 726727100527, 726727100617, 726727100626,
726727100707, 726727100716, 726727100725, 726727101427, 726727102327, 726727102417,
726727102507, 727726010527, 727726010617, 727726010626, 727726010707, 727726010716,
727726010725, 727726011427, 727726012327, 727726012417, 727726012507, 727726100527,
727726100617, 727726100626, 727726100707, 727726100716, 727726100725, 727726101427,
727726102327, 727726102417, 727726102507, 726727012526, 726727012616, 726727012625,
726727012706, 726727012715, 726727012724, 726727014227, 726727014317, 726727014407,
726727102526, 726727102616, 726727102625, 726727102706, 726727102715, 726727102724,
726727104227, 726727104317, 726727104407, 726727120427, 726727121327, 726727121417,
726727121507, 726727210427, 726727211327, 726727211417, 726727211507, 726727300427,
726727301327, 726727301417, 726727301507, 727726012526, 727726012616, 727726012625,
727726012706, 727726012715, 727726012724, 727726014227, 727726014317, 727726014407,
727726102526, 727726102616, 727726102625, 727726102706, 727726102715, 727726102724,
727726104227, 727726104317, 727726104407, 727726120427, 727726121327, 727726121417,
727726121507, 727726210427, 727726211327, 727726211417, 727726211507, 727726300427,
727726301327, 727726301417, 727726301507, 726727014426, 726727014516, 726727014525,
726727014606, 726727014615, 726727014624, 726727104426, 726727104516, 726727104525,
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726727104606, 726727104615, 726727104624, 726727121526, 726727121616, 726727121625,
726727121706, 726727121715, 726727121724, 726727123227, 726727123317, 726727123407,
726727211526, 726727211616, 726727211625, 726727211706, 726727211715, 726727211724,
726727213227, 726727213317, 726727213407, 726727301526, 726727301616, 726727301625,
726727301706, 726727301715, 726727301724, 726727303227, 726727303317, 726727303407,
726727320327, 726727320417, 726727320507, 726727410327, 726727410417, 726727410507,
726727500327, 726727500417, 726727500507, 727726014426, 727726014516, 727726014525,
727726014606, 727726014615, 727726014624, 727726104426, 727726104516, 727726104525,
727726104606, 727726104615, 727726104624, 727726121526, 727726121616, 727726121625,
727726121706, 727726121715, 727726121724, 727726123227, 727726123317, 727726123407,
727726211526, 727726211616, 727726211625, 727726211706, 727726211715, 727726211724,
727726213227, 727726213317, 727726213407, 727726301526, 727726301616, 727726301625,
727726301706, 727726301715, 727726301724, 727726303227, 727726303317, 727726303407,
727726320327, 727726320417, 727726320507, 727726410327, 727726410417, 727726410507,
727726500327, 727726500417, 727726500507, 726727002727, 726727017127, 726727017217,
726727017307, 726727107127, 726727107217, 726727107307, 726727123426, 726727123516,
726727123525, 726727123606, 726727123615, 726727123624, 726727213426, 726727213516,
726727213525, 726727213606, 726727213615, 726727213624, 726727303426, 726727303516,
726727303525, 726727303606, 726727303615, 726727303624, 726727320526, 726727320616,
726727320625, 726727320706, 726727320715, 726727320724, 726727322227, 726727322317,
726727322407, 726727410526, 726727410616, 726727410625, 726727410706, 726727410715,
726727410724, 726727412227, 726727412317, 726727412407, 726727500526, 726727500616,
726727500625, 726727500706, 726727500715, 726727500724, 726727502227, 726727502317,
726727502407, 727726002727, 727726017127, 727726017217, 727726017307, 727726107127,
727726107217, 727726107307, 727726123426, 727726123516, 727726123525, 727726123606,
727726123615, 727726123624, 727726213426, 727726213516, 727726213525, 727726213606,
727726213615, 727726213624, 727726303426, 727726303516, 727726303525, 727726303606,
727726303615, 727726303624, 727726320526, 727726320616, 727726320625, 727726320706,
727726320715, 727726320724, 727726322227, 727726322317, 727726322407, 727726410526,
727726410616, 727726410625, 727726410706, 727726410715, 727726410724, 727726412227,
727726412317, 727726412407, 727726500526, 727726500616, 727726500625, 727726500706,
727726500715, 727726500724, 727726502227, 727726502317, 727726502407, 627727012727,
627727102727, 717727012727, 717727102727, 726727004627, 726727004717, 726727004726,
726727017326, 726727017416, 726727017425, 726727017506, 726727017515, 726727017524,
726727107326, 726727107416, 726727107425, 726727107506, 726727107515, 726727107524,
726727124705, 726727124714, 726727126127, 726727126217, 726727126307, 726727214705,
726727214714, 726727216127, 726727216217, 726727216307, 726727304705, 726727304714,
726727306127, 726727306217, 726727306307, 726727322426, 726727322516, 726727322525,
726727322606, 726727322615, 726727322624, 726727322705, 726727322714, 726727324127,
726727324217, 726727324307, 726727412426, 726727412516, 726727412525, 726727412606,
726727412615, 726727412624, 726727412705, 726727412714, 726727414127, 726727414217,
726727414307, 726727502426, 726727502516, 726727502525, 726727502606, 726727502615,
726727502624, 726727502705, 726727502714, 726727504127, 726727504217, 726727504307,
726727521227, 726727521317, 726727521407, 726727611227, 726727611317, 726727611407,
726727701227, 726727701317, 726727701407, 727627012727, 727627102727, 727717012727,
727717102727, 727726004627, 727726004717, 727726004726, 727726017326, 727726017416,
727726017425, 727726017506, 727726017515, 727726017524, 727726107326, 727726107416,
727726107425, 727726107506, 727726107515, 727726107524, 727726124705, 727726124714,
727726126127, 727726126217, 727726126307, 727726214705, 727726214714, 727726216127,
727726216217, 727726216307, 727726304705, 727726304714, 727726306127, 727726306217,
727726306307, 727726322426, 727726322516, 727726322525, 727726322606, 727726322615,
727726322624, 727726322705, 727726322714, 727726324127, 727726324217, 727726324307,
727726412426, 727726412516, 727726412525, 727726412606, 727726412615, 727726412624,
727726412705, 727726412714, 727726414127, 727726414217, 727726414307, 727726502426,
727726502516, 727726502525, 727726502606, 727726502615, 727726502624, 727726502705,
727726502714, 727726504127, 727726504217, 727726504307, 727726521227, 727726521317,
727726521407, 727726611227, 727726611317, 727726611407, 727726701227, 727726701317,
727726701407, 627727014627, 627727104627, 627727121727, 627727211727, 627727301727,
717727014627, 717727104627, 717727121727, 717727211727, 717727301727, 726727017705,
726727017714, 726727017723, 726727107705, 726727107714, 726727107723, 726727126326,
726727126416, 726727126425, 726727126506, 726727126515, 726727126524, 726727216326,
726727216416, 726727216425, 726727216506, 726727216515, 726727216524, 726727306326,
726727306416, 726727306425, 726727306506, 726727306515, 726727306524, 726727324326,
726727324416, 726727324425, 726727324506, 726727324515, 726727324524, 726727324605,
726727324614, 726727414326, 726727414416, 726727414425, 726727414506, 726727414515,
726727414524, 726727414605, 726727414614, 726727504326, 726727504416, 726727504425,
726727504506, 726727504515, 726727504524, 726727504605, 726727504614, 726727521426,
726727521516, 726727521525, 726727521606, 726727521615, 726727521624, 726727521705,
726727521714, 726727523127, 726727523217, 726727523307, 726727611426, 726727611516,
726727611525, 726727611606, 726727611615, 726727611624, 726727611705, 726727611714,
726727613127, 726727613217, 726727613307, 726727701426, 726727701516, 726727701525,
726727701606, 726727701615, 726727701624, 726727701705, 726727701714, 726727703127,
726727703217, 726727703307, 726727720227, 726727720317, 726727720407, 727627014627,
727627104627, 727627121727, 727627211727, 727627301727, 727717014627, 727717104627,
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727717121727, 727717211727, 727717301727, 727726017705, 727726017714, 727726017723
727726107705, 727726107714, 727726107723, 727726126326, 727726126416, 727726126425
727726126506, 727726126515, 727726126524, 727726216326, 727726216416, 727726216425
727726216506, 727726216515, 727726216524, 727726306326, 727726306416, 727726306425
727726306506, 727726306515, 727726306524, 727726324326, 727726324416, 727726324425
727726324506, 727726324515, 727726324524, 727726324605, 727726324614, 727726414326
727726414416, 727726414425, 727726414506, 727726414515, 727726414524, 727726414605
727726414614, 727726504326, 727726504416, 727726504425, 727726504506, 727726504515
727726504524, 727726504605, 727726504614, 727726521426, 727726521516, 727726521525
727726521606, 727726521615, 727726521624, 727726521705, 727726521714, 727726523127
727726523217, 727726523307, 727726611426, 727726611516, 727726611525, 727726611606
727726611615, 727726611624, 727726611705, 727726611714, 727726613127, 727726613217
727726613307, 727726701426, 727726701516, 727726701525, 727726701606, 727726701615
727726701624, 727726701705, 727726701714, 727726703127, 727726703217, 727726703307
727726720227, 727726720317, 727726720407, 627727123627, 627727213627, 627727303627
627727320727, 627727410727, 627727500727, 717727123627, 717727213627, 717727303627
717727320727, 717727410727, 717727500727, 726727007527, 726727007617, 726727007626
726727126723, 726727127605, 726727127614, 726727216723, 726727217605, 726727217614
726727306723, 726727307605, 726727307614, 726727324723, 726727327027, 726727327117
726727327207, 726727414723, 726727417027, 726727417117, 726727417207, 726727504723
726727507027, 726727507117, 726727507207, 726727523326, 726727523416, 726727523425
726727523506, 726727523515, 726727523524, 726727523605, 726727523614, 726727613326
726727613416, 726727613425, 726727613506, 726727613515, 726727613524, 726727613605
726727613614, 726727703326, 726727703416, 726727703425, 726727703506, 726727703515
726727703524, 726727703605, 726727703614, 726727720426, 726727720516, 726727720525
726727720606, 726727720615, 726727720624, 726727720705, 726727720714, 726727722127
726727722217, 726727722307, 727627123627, 727627213627, 727627303627, 727627320727
727627410727, 727627500727, 727717123627, 727717213627, 727717303627, 727717320727
727717410727, 727717500727, 727726007527, 727726007617, 727726007626, 727726126723
727726127605, 727726127614, 727726216723, 727726217605, 727726217614, 727726306723
727726307605, 727726307614, 727726324723, 727726327027, 727726327117, 727726327207
727726414723, 727726417027, 727726417117, 727726417207, 727726504723, 727726507027
727726507117, 727726507207, 727726523326, 727726523416, 727726523425, 727726523506
727726523515, 727726523524, 727726523605, 727726523614, 727726613326, 727726613416
727726613425, 727726613506, 727726613515, 727726613524, 727726613605, 727726613614
727726703326, 727726703416, 727726703425, 727726703506, 727726703515, 727726703524
727726703605, 727726703614, 727726720426, 727726720516, 727726720525, 727726720606
727726720615, 727726720624, 727726720705, 727726720714, 727726722127, 727726722217
727726722307, 627727017527, 627727107527, 627727124717, 627727214717, 627727304717
627727322627, 627727322717, 627727412627, 627727412717, 627727502627, 627727502717
717727017527, 717727107527, 717727124717, 717727214717, 717727304717, 717727322627
717727322717, T1TT27412627, 717727412717, 717727502627, 717727502717, 726727327226
726727327316, 726727327325, 726727327406, 726727327415, 726727327424, 726727327505
726727327514, 726727417226, 726727417316, 726727417325, 726727417406, 726727417415
726727417424, 726727417505, 726727417514, 726727507226, 726727507316, 726727507325
726727507406, 726727507415, 726727507424, 726727507505, 726727507514, 726727523723
726727524704, 726727526027, 726727526117, 726727526207, 726727613723, 726727614704
726727616027, 726727616117, 726727616207, 726727703723, 726727704704, 726727706027
726727706117, 726727706207, 726727722326, 726727722416, 726727722425, 726727722506
726727722515, 726727722524, 726727722605, 726727722614, 726727722704, 726727724027
726727724117, 726727724207, 727627017527, 727627107527, 727627124717, 727627214717
727627304717, 727627322627, 727627322717, 727627412627, 727627412717, 727627502627
727627502717, 727717017527, 727717107527, 727717124717, 727717214717, 727717304717
727717322627, 727717322717, 727717412627, 727717412717, 727717502627, 727717502717
727726327226, 727726327316, 727726327325, 727726327406, 727726327415, 727726327424
727726327505, 727726327514, 727726417226, 727726417316, 727726417325, 727726417406
727726417415, 727726417424, 727726417505, 727726417514, 727726507226, 727726507316
727726507325, 727726507406, 727726507415, 727726507424, 727726507505, 727726507514
727726523723, 727726524704, 727726526027, 727726526117, 727726526207, 727726613723
727726614704, 727726616027, 727726616117, 727726616207, 727726703723, 727726704704
727726706027, 727726706117, 727726706207, 727726722326, 727726722416, 727726722425
727726722506, 727726722515, 727726722524, 727726722605, 727726722614, 727726722704
727726724027, 727726724117, 727726724207, 627727017717, 627727017726, 627727107717
627727107726, 627727126527, 627727216527, 627727306527, 627727324527, 627727324617
627727414527, 627727414617, 627727504527, 627727504617, 627727521627, 627727521717
627727611627, 627727611717, 627727701627, 627727701717, 717727017717, 717727017726
717727107717, 717727107726, 717727126527, 717727216527, 717727306527, 717727324527
717727324617, T17727414527, 717727414617, 717727504527, 717727504617, 717727521627
717727521717, 717727611627, 717727611717, 717727701627, 717727701717, 726727327623
726727327704, 726727327713, 726727327722, 726727417623, 726727417704, 726727417713
726727417722, 726727507623, 726727507704, 726727507713, 726727507722, 726727526226
726727526316, 726727526325, 726727526406, 726727526415, 726727526424, 726727526505
726727526514, 726727616226, 726727616316, 726727616325, 726727616406, 726727616415
726727616424, 726727616505, 726727616514, 726727706226, 726727706316, 726727706325
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726727706406, 726727706415, 726727706424, 726727706505, 726727706514, 726727722723,
726727724226, 726727724316, 726727724325, 726727724406, 726727724415, 726727724424,
726727724505, 726727724514, 726727724604, 727627017717, 727627017726, 727627107717,
727627107726, 727627126527, 727627216527, 727627306527, 727627324527, 727627324617,
727627414527, 727627414617, 727627504527, 727627504617, 727627521627, 727627521717,
727627611627, 727627611717, 727627701627, 727627701717, 727717017717, 727717017726,
727717107717, 727717107726, 727717126527, 727717216527, 727717306527, 727717324527,
727717324617, 727717414527, 727717414617, 727717504527, 727717504617, 727717521627,
727717521717, 727717611627, 727717611717, 727717701627, 727717701717, 727726327623,
727726327704, 727726327713, 727726327722, 727726417623, 727726417704, 727726417713,
727726417722, 727726507623, 727726507704, 727726507713, 727726507722, 727726526226,
727726526316, 727726526325, 727726526406, 727726526415, 727726526424, 727726526505,
727726526514, 727726616226, 727726616316, 727726616325, 727726616406, 727726616415,
727726616424, 727726616505, 727726616514, 727726706226, 727726706316, 727726706325,
727726706406, 727726706415, 727726706424, 727726706505, 727726706514, 727726722723,
727726724226, 727726724316, 727726724325, 727726724406, 727726724415, 727726724424,
727726724505, 727726724514, 727726724604, 627727126726, 627727127617, 627727216726,
627727217617, 627727306726, 627727307617, 627727324726, 627727414726, 627727504726,
627727523527, 627727523617, 627727613527, 627727613617, 627727703527, 627727703617,
627727720627, 627727720717, 717727126726, 717727127617, 717727216726, 717727217617,
717727306726, 717727307617, 717727324726, 717727414726, 717727504726, 717727523527,
717727523617, 717727613527, 717727613617, 717727703527, 717727703617, 717727720627,
TL7727720717, 726727526623, 726727526713, 726727526722, 726727527604, 726727616623,
726727616713, 726727616722, 726727617604, 726727706623, 726727706713, 726727706722,
726727707604, 726727724623, 726727724713, 726727724722, 726727727017, 726727727107,
727627126726, 727627127617, 727627216726, 727627217617, 727627306726, 727627307617,
727627324726, 727627414726, 727627504726, 727627523527, 727627523617, 727627613527,
727627613617, 727627703527, 727627703617, 727627720627, 727627720717, 727717126726,
727717127617, 727717216726, 727717217617, 727717306726, 727717307617, 727717324726,
727717414726, 727717504726, 727717523527, 727717523617, 727717613527, 727717613617,
727717703527, 727717703617, 727717720627, 727717720717, 727726526623, 727726526713,
727726526722, 727726527604, 727726616623, 727726616713, 727726616722, 727726617604,
727726706623, 727726706713, 727726706722, 727726707604, 727726724623, 727726724713,
727726724722, 727726727017, 727726727107, 627727327427, 627727327517, 627727417427,
627727417517, 627727507427, 627727507517, 627727523726, 627727524707, 627727613726,
627727614707, 627727703726, 627727704707, 627727722527, 627727722617, 627727722707,
717727327427, T17727327517, 717727417427, 717727417517, 717727507427, 717727507517,
717727523726, 717727524707, 717727613726, 717727614707, 717727703726, 717727704707,
717727722527, T17727722617, 717727722707, 726727727126, 726727727216, 726727727306,
726727727324, 726727727414, 726727727504, 727627327427, 727627327517, 727627417427,
727627417517, 727627507427, 727627507517, 727627523726, 727627524707, 727627613726,
727627614707, 727627703726, 727627704707, 727627722527, 727627722617, 727627722707,
727717327427, 727717327517, 727717417427, 727717417517, 727717507427, 727717507517,
727717523726, 727717524707, 727717613726, 727717614707, 727717703726, 727717704707,
727717722527, 727717722617, 727717722707, 727726727126, 727726727216, 727726727306,
727726727324, 727726727414, 727726727504, 627727327626, 627727327707, 627727327716,
627727327725, 627727417626, 627727417707, 627727417716, 627727417725, 627727507626,
627727507707, 627727507716, 627727507725, 627727526427, 627727526517, 627727616427,
627727616517, 627727706427, 627727706517, 627727722726, 627727724427, 627727724517,
627727724607, 717727327626, 717727327707, 717727327716, 717727327725, 717727417626,
717727417707, 717727417716, 717727417725, 717727507626, 717727507707, 717727507716,
717727507725, 717727526427, 717727526517, 717727616427, 717727616517, 717727706427,
T1I7727706517, T17727722726, 717727724427, 717727724517, 717727724607, 726727727523,
726727727613, 726727727703, 726727727721, 727627327626, 727627327707, 727627327716,
727627327725, 727627417626, 727627417707, 727627417716, 727627417725, 727627507626,
727627507707, 727627507716, 727627507725, 727627526427, 727627526517, 727627616427,
727627616517, 727627706427, 727627706517, 727627722726, 727627724427, 727627724517,
727627724607, 727717327626, 727717327707, 727717327716, 727717327725, 727717417626,
727717417707, 727717417716, 727717417725, 727717507626, 727717507707, 727717507716,
727717507725, 727717526427, 727717526517, 727717616427, 727717616517, 727717706427,
727717706517, T27T17T22726, 727717724427, 727717724517, 727717724607, 727726727523,
727726727613, 727726727703, 727726727721, 627727526626, 627727526716, 627727526725,
627727527607, 627727616626, 627727616716, 627727616725, 627727617607, 627727706626,
627727706716, 627727706725, 627727707607, 627727724626, 627727724716, 627727724725,
717727526626, 717727526716, 717727526725, 717727527607, 717727616626, 717727616716,
717727616725, 717727617607, 717727706626, 717727706716, 717727706725, 717727707607,
717727724626, T17727724716, 717727724725, 727627526626, 727627526716, 727627526725,
727627527607, 727627616626, 727627616716, 727627616725, 727627617607, 727627706626,
727627706716, 727627706725, 727627707607, 727627724626, 727627724716, 727627724725,
727717526626, 727717526716, 727717526725, 727717527607, 727717616626, 727717616716,
727717616725, 727717617607, 727717706626, 727717706716, 727717706725, 727717707607,
727717724626, 727717724716, 727717724725, 627727727327, 627727727417, 627727727507,
T17727727327, T1TT727727417, 717727727507, 727627727327, 727627727417, 727627727507,
T27TLITT27327, 727717727417, 727717727507, 627727727526, 627727727616, 627727727706,
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627727727724, T17727727526, 717727727616, 717727727706, 717727727724, 727627727526,
727627727616, 727627727706, 727627727724, 727717727526, 727717727616, 727717727706,
727717727724, 727727010127, 727727010217, 727727010226, 727727010307, 727727010316,
727727010325, 727727010406, 727727010415, 727727010505, 727727011027, 727727011117,
727727011207, 727727012017, 727727012107, 727727100127, 727727100217, 727727100226,
727727100307, 727727100316, 727727100325, 727727100406, 727727100415, 727727100505,
727727101027, 727727101117, 727727101207, 727727102017, 727727102107, 727727010524,
727727010614, 727727010623, 727727010704, 727727010713, 727727010722, 727727011424,
727727012126, 727727012216, 727727012225, 727727012306, 727727012315, 727727012324,
727727012405, 727727012414, 727727012504, 727727014007, 727727100524, 727727100614,
727727100623, 727727100704, 727727100713, 727727100722, 727727101424, 727727102126,
727727102216, 727727102225, 727727102306, 727727102315, 727727102324, 727727102405,
727727102414, 727727102504, 727727104007, 727727120027, 727727120117, 727727120207,
727727121017, 727727121107, 727727210027, 727727210117, 727727210207, 727727211017,
727727211107, 727727300027, 727727300117, 727727300207, 727727301017, 727727301107,
727727012523, 727727012613, 727727012622, 727727012703, 727727012712, 727727012721,
727727014026, 727727014116, 727727014125, 727727014206, 727727014215, 727727014224,
727727014305, 727727014314, 727727014404, 727727102523, 727727102613, 727727102622,
727727102703, 727727102712, 727727102721, 727727104026, 727727104116, 727727104125,
727727104206, 727727104215, 727727104224, 727727104305, 727727104314, 727727104404,
727727120424, 727727121126, 727727121216, 727727121225, 727727121306, 727727121315,
727727121324, 727727121405, 727727121414, 727727121504, 727727123007, 727727210424,
727727211126, 727727211216, 727727211225, 727727211306, 727727211315, 727727211324,
727727211405, 727727211414, 727727211504, 727727213007, 727727300424, 727727301126,
727727301216, 727727301225, 727727301306, 727727301315, 727727301324, 727727301405,
727727301414, 727727301504, 727727303007, 727727320017, 727727320107, 727727410017,
727727410107, 727727500017, 727727500107, 727727002327, 727727002417, 727727002426,
727727002507, 727727014423, 727727014513, 727727014522, 727727014603, 727727014612,
727727014621, 727727104423, 727727104513, 727727104522, 727727104603, 727727104612,
727727104621, 727727121523, 727727121613, 727727121622, 727727121703, 727727121712,
727727121721, 727727123026, 727727123116, 727727123125, 727727123206, 727727123215,
727727123224, 727727123305, 727727123314, 727727123404, 727727211523, 727727211613,
727727211622, 727727211703, 727727211712, 727727211721, 727727213026, 727727213116,
727727213125, 727727213206, 727727213215, 727727213224, 727727213305, 727727213314,
727727213404, 727727301523, 727727301613, 727727301622, 727727301703, 727727301712,
727727301721, 727727303026, 727727303116, 727727303125, 727727303206, 727727303215,
727727303224, 727727303305, 727727303314, 727727303404, 727727320126, 727727320216,
727727320225, 727727320306, 727727320315, 727727320324, 727727320405, 727727320414,
727727320504, 727727322007, 727727410126, 727727410216, 727727410225, 727727410306,
727727410315, 727727410324, 727727410405, 727727410414, 727727410504, 727727412007,
727727500126, 727727500216, 727727500225, 727727500306, 727727500315, 727727500324,
727727500405, 727727500414, 727727500504, 727727502007, 727727001527, 727727001617,
727727001626, 727727002616, 727727002625, 727727002706, 727727002724, 727727004227,
727727004317, 727727004326, 727727004407, 727727004416, 727727004506, 727727017016,
727727017025, 727727017106, 727727017115, 727727017124, 727727017205, 727727017214,
727727017304, 727727107016, 727727107025, 727727107106, 727727107115, 727727107124,
727727107205, 727727107214, 727727107304, 727727123423, 727727123513, 727727123522,
727727123603, 727727123612, 727727123621, 727727213423, 727727213513, 727727213522,
727727213603, 727727213612, 727727213621, 727727303423, 727727303513, 727727303522,
727727303603, 727727303612, 727727303621, 727727320523, 727727320613, 727727320622,
727727320703, 727727320712, 727727320721, 727727322026, 727727322116, 727727322125,
727727322206, 727727322215, 727727322224, 727727322305, 727727322314, 727727322404,
727727410523, 727727410613, 727727410622, 727727410703, 727727410712, 727727410721,
727727412026, 727727412116, 727727412125, 727727412206, 727727412215, 727727412224,
727727412305, 727727412314, 727727412404, 727727500523, 727727500613, 727727500622,
727727500703, 727727500712, 727727500721, 727727502026, 727727502116, 727727502125,
727727502206, 727727502215, 727727502224, 727727502305, 727727502314, 727727502404,
727727521007, 727727611007, 727727701007, 727727004525, 727727004615, 727727004624,
727727004705, 727727004714, 727727004723, 727727017323, 727727017413, 727727017422,
727727017503, 727727017512, 727727017521, 727727107323, 727727107413, 727727107422,
727727107503, 727727107512, 727727107521, 727727124702, 727727124711, 727727126016,
727727126025, 727727126106, 727727126115, 727727126124, 727727126205, 727727126214,
727727126304, 727727214702, 727727214711, 727727216016, 727727216025, 727727216106,
727727216115, 727727216124, 727727216205, 727727216214, 727727216304, 727727304702,
727727304711, 727727306016, 727727306025, 727727306106, 727727306115, 727727306124,
727727306205, 727727306214, 727727306304, 727727322423, 727727322513, 727727322522,
727727322603, 727727322612, 727727322621, 727727322702, 727727322711, 727727324016,
727727324025, 727727324106, 727727324115, 727727324124, 727727324205, 727727324214,
727727324304, 727727412423, 727727412513, 727727412522, 727727412603, 727727412612,
727727412621, 727727412702, 727727412711, 727727414016, 727727414025, 727727414106,
727727414115, 727727414124, 727727414205, 727727414214, 727727414304, 727727502423,
727727502513, 727727502522, 727727502603, 727727502612, 727727502621, 727727502702,
727727502711, 727727504016, 727727504025, 727727504106, 727727504115, 727727504124,
727727504205, 727727504214, 727727504304, 727727521026, 727727521116, 727727521125,
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727727521206, 727727521215, 727727521224, 727727521305, 727727521314, 727727521404,
727727611026, 727727611116, 727727611125, 727727611206, 727727611215, 727727611224,
727727611305, 727727611314, 727727611404, 727727701026, 727727701116, 727727701125,
727727701206, 727727701215, 727727701224, 727727701305, 727727701314, 727727701404,
727727720007, 727727007127, 727727007217, 727727007226, 727727007307, 727727007316,
727727007406, 727727017702, 727727017711, 727727017720, 727727107702, 727727107711,
727727107720, 727727126323, 727727126413, 727727126422, 727727126503, 727727126512,
727727126521, 727727216323, 727727216413, 727727216422, 727727216503, 727727216512,
727727216521, 727727306323, 727727306413, 727727306422, 727727306503, 727727306512,
727727306521, 727727324323, 727727324413, 727727324422, 727727324503, 727727324512,
727727324521, 727727324602, 727727324611, 727727414323, 727727414413, 727727414422,
727727414503, 727727414512, 727727414521, 727727414602, 727727414611, 727727504323,
727727504413, 727727504422, 727727504503, 727727504512, 727727504521, 727727504602,
727727504611, 727727521423, 727727521513, 727727521522, 727727521603, 727727521612,
727727521621, 727727521702, 727727521711, 727727523016, 727727523025, 727727523106,
727727523115, 727727523124, 727727523205, 727727523214, 727727523304, 727727611423,
727727611513, 727727611522, 727727611603, 727727611612, 727727611621, 727727611702,
727727611711, 727727613016, 727727613025, 727727613106, 727727613115, 727727613124,
727727613205, 727727613214, 727727613304, 727727701423, 727727701513, 727727701522,
727727701603, 727727701612, 727727701621, 727727701702, 727727701711, 727727703016,
727727703025, 727727703106, 727727703115, 727727703124, 727727703205, 727727703214,
727727703304, 727727720026, 727727720116, 727727720125, 727727720206, 727727720215,
727727720224, 727727720305, 727727720314, 727727720404, 727727007425, 727727007515,
727727007524, 727727007605, 727727007614, 727727007623, 727727126720, 727727127602,
727727127611, 727727216720, 727727217602, 727727217611, 727727306720, 727727307602,
727727307611, 727727324720, 727727327006, 727727327015, 727727327024, 727727327105,
727727327114, 727727327204, 727727414720, 727727417006, 727727417015, 727727417024,
727727417105, 727727417114, 727727417204, 727727504720, 727727507006, 727727507015,
727727507024, 727727507105, 727727507114, 727727507204, 727727523323, 727727523413,
727727523422, 727727523503, 727727523512, 727727523521, 727727523602, 727727523611,
727727613323, 727727613413, 727727613422, 727727613503, 727727613512, 727727613521,
727727613602, 727727613611, 727727703323, 727727703413, 727727703422, 727727703503,
727727703512, 727727703521, 727727703602, 727727703611, 727727720423, 727727720513,
727727720522, 727727720603, 727727720612, 727727720621, 727727720702, 727727720711,
727727722016, 727727722025, 727727722106, 727727722115, 727727722124, 727727722205,
727727722214, 727727722304, 727727327223, 727727327313, 727727327322, 727727327403,
727727327412, 727727327421, 727727327502, 727727327511, 727727417223, 727727417313,
727727417322, 727727417403, 727727417412, 727727417421, 727727417502, 727727417511,
727727507223, 727727507313, 727727507322, 727727507403, 727727507412, 727727507421,
727727507502, 727727507511, 727727523720, 727727524701, 727727526006, 727727526015,
727727526024, 727727526105, 727727526114, 727727526204, 727727613720, 727727614701,
727727616006, 727727616015, 727727616024, 727727616105, 727727616114, 727727616204,
727727703720, 727727704701, 727727706006, 727727706015, 727727706024, 727727706105,
727727706114, 727727706204, 727727722323, 727727722413, 727727722422, 727727722503,
727727722512, 727727722521, 727727722602, 727727722611, 727727722701, 727727724006,
727727724015, 727727724024, 727727724105, 727727724114, 727727724204, 727727327620,
727727327701, 727727327710, 727727417620, 727727417701, 727727417710, 727727507620,
727727507701, 727727507710, 727727526223, 727727526313, 727727526322, 727727526403,
727727526412, 727727526421, 727727526502, 727727526511, 727727616223, 727727616313,
727727616322, 727727616403, 727727616412, 727727616421, 727727616502, 727727616511,
727727706223, 727727706313, 727727706322, 727727706403, 727727706412, 727727706421,
727727706502, 727727706511, 727727722720, 727727724223, 727727724313, 727727724322,
727727724403, 727727724412, 727727724421, 727727724502, 727727724511, 727727724601,
727727526620, 727727526710, 727727527601, 727727616620, 727727616710, 727727617601,
727727706620, 727727706710, 727727707601, 727727724620, 727727724710, 727727727014,
727727727104, 727727727123, 727727727213, 727727727303, 727727727321, 727727727411,
727727727501, 727727727520, 727727727610, 727727727700

D.6 4th round

2617429 vectors

D.7 2nd FL layer

12268480 vectors
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D.8 5th round

58962 vectors

D.9 6th round

000000000004, 000000000013, 000000000022, 000000000103, 000000000112, 000000000121,
000000000202, 000000000211, 000000000220, 000000000301, 000000000310, 000000000400,
000000001003, 000000001012, 000000001021, 000000001102, 000000001111, 000000001120,
000000001201, 000000001210, 000000001300, 000000002002, 000000002011, 000000002020,
000000002101, 000000002110, 000000002200, 000000003001, 000000003010, 000000004100,
000000007000, 000000010003, 000000010012, 000000010021, 000000010102, 000000010111,
000000010120, 000000010201, 000000010210, 000000010300, 000000011002, 000000011011,
000000011020, 000000011101, 000000011110, 000000011200, 000000012001, 000000012010,
000000012100, 000000015000, 000000020002, 000000020011, 000000020020, 000000020101,
000000020110, 000000020200, 000000021001, 000000021010, 000000021100, 000000024000,
000000100003, 000000100012, 000000100021, 000000100102, 000000100111, 000000100120,
000000100201, 000000100210, 000000100300, 000000101002, 000000101011, 000000101020,
000000101101, 000000101110, 000000101200, 000000102001, 000000102010, 000000102100,
000000105000, 000000110002, 000000110011, 000000110020, 000000110101, 000000110110,
000000110200, 000000111001, 000000111010, 000000111100, 000000114000, 000000120001,
000000120010, 000000120100, 000000123000, 000000200002, 000000200011, 000000200020,
000000200101, 000000200110, 000000200200, 000000201001, 000000201010, 000000201100,
000000204000, 000000210001, 000000210010, 000000210100, 000000213000, 000000222000,
000000300001, 000000300010, 000000303000, 000000312000, 000000321000, 000000400100,
000000502000, 000000511000, 000000520000, 000000701000, 000000710000, 000001000000,
000010000000, 000100000000, 001000000000, 010000000000, 100000000001, 100000000010,
100000000100, 100000001000, 100000010000, 100000100000, 200000000000
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