Jobooobooobgobooobooonooon
NIST SPRoO-22 00 000000000 oon

goog
oooooboogn

200600 10



ood



1 0000

gobooobooooboboboboboooooooobobobobobobooboooooDo
gboooboooboobbobobooboobobbooboooboboboboobobobon
gboooboooboobboboooboobobobbobbooboboboboooobobon
gboboooooooooooooooooooooooooooooon
gbhobooobobooob2o0200000000000000000000000b00000
0000000000 0O0000o0oO0ooo0oO 2ooo0ooo0ooooDUoobODo
gbooooboooobobobobobobooooobobooobooboobobobobooooon
gboobooboboobobooooboboboboooobooooboboboonoobono
0000000000 ONIST Special Publication 800-22 (SP800-22)[1] O DIEHARD [9] O
gboboooooooooooooooooooooooobooboooboonDg
gboooboooboobooboooboobooboobooboboobooobDbon
gbooobpobooooboobooboboobbobboobooboobooboooobooooboon
OUoooobDoooOOo0oobDOboo0o0obDDoOoOoOONISsT SPeoo-22 0000000000
U000 Lempel-ZivO O OO QOOOOOoOOO
OoooooooobDOoOooCRYPIRECODOOODOODOOODODOOOODOOOOODO
000000000000 0ooooooooo (3,60
gbooobooobooboobooboobooboobooobobobooboobbon
0000000000 00o00oooooo [7,80000000U00DLO0DULOLOOUOD
gboooogoooogog
O0000000DOOCO000000DDOD20000NISTSP800-22000000000
OooboooboooNISTOOoDOoOoooobooooooobooooooouobooooog
gooboobooboobobosboob2b000boboobobobooboooooboooobgn
obooooooooo4bobobobobobob

2 NIST SPgo0-22 DD DOOOODDOO

O0OOOONISTSPgo0-22 00 00000DOOCO0O0O0ODOOOO0OOOOOOOOODOD
gboogboboboboboooooobooobobobobooboboboboooon
DFrTOOooogn

21 DFTUOOO0ODOODOO

0000 z = (xg,21,-.--,2,—1) 0 00 10 000000000n000O0O0OOOOOOO
gbobo0ooooooooooooooonb0obOobDOoDOoDOnDO

1.001000000.00000 2= (20,21,...,7,1) 0000000 —10 1000
000 X =(Xo,X1,...,X,_1) 000000

2. 00 X00O0OOOOOOO0OD0D000000 S=(Sy,S,...,8._1)0000



3.90S0000x/200000000000M = modulus(S') =5|0000000
D008 =(S,8,...,82-1)0000¢=0,1,...,n/2—-1000008/ 00000

4. T=/3n0000O000000OO|S|<TO00O0000O09 00000000000

5. No=0.95(n/2) 0000 N,00X0000000000000|Sel,[S1l,-..,[S2-4|0
D00 7TO0O000O0 |S00000000000
6. |Sol,|S1],---,|S21|000000TODO00000 |5000 N,O00000
7.d= N1 — No 00000
1/(0.95)(0.05)(n/2)

8. X0O0O0ODDODDDOOO4d0O00D000000000000000 p-value =
erfe(|d|/v/2) 000000

OO0b000Op-value> 001 000000000 0OO0O0O0OO0OOOp-value<0.01 0000
gboobooooooooooon

p-value HO0OODOO0O0OD0OO0OO0OOO0OOOOOODOOOO0OOOODOODOLDOODOO
OO000000O0O000O0o0bOoO0obOO0UD erfebO00OOOODOO

erfe(z) = /oo %e_mzdx

22 DFTOO0OO0ODOOOO

{-1,1}00 X = (X0, X1,...,X,-1) 000000000 8 = (Sy,5,...,5-1) 0000
0oooooooO

., 27k =l 2k
g — . .
f ZXkcos - 1Zstm -
k=0 k=0
O00d0i=+-10000
oododoooo

iy 27k
ci(X) = ZXkcos -

k=0

n—1

si(X) = ZXk sin

k=0

2rky

nooooon
1S5 (X)? = (c(X))? + (5,(X))?

00000000X0O0000000000¢(X)0s;(X)0000000,0000000

000000 p=000002=n/200000 N(0,n/2)0000000000000000

¢;(X)0000000000000 AOO0DOO0O00O0Os;(X)00000000000000
DrrTon0ooonoonooboobooboonbong



00 150000 N(p,e?) 000000000000 n000 2,2,...,2, 000000
000

1 n
vy=12 Z(Zi - )’
i=1

00000000000 n0?000000 ]
gooooooooobDFTooboon

(¢ (X))?

COF | (0P _ 1008 _ 2

2 2 :E’Sj(X)IQ

g g

D00020 % 0000000000000000000000000000000000
gbooooobo 20000400000

1 _y
Ty(y) = se 2 y>0000
0 y<0000O

19;(X)[2/o2 = (2/n)|5;(X)|000000000000204-8/,000000 BOO
DFTOO000000300(S,8,...,5-)00000000000001<i<n—10
0000S,—0 800000008, =/5000000000000S,,S200000
000000000

n—1 n—1
So = Xk, Sz=> (-1)FX,
k=0 k=0

000040 TOO0T00000|S,/05%0000000000000000y =|9;2/02
ooooo

> 1 y _r?
/ —e 2dy =e 202 =0.05
T2/0'2 2

gboooogoooogog

IQ
7?2 = —202In0.05 = (—1n0.05)n

0000 —-1In0.05=2.9957322735--- 0000 0OO0OO00O
T~V3n

0000000
0000500 80008l [$),...,/Sz—4|000000000000N, 0000000
0000 x/20100000000000000mM0000000000000000000
00000000N, 0000 Ny=0.95n/20000 (0.95)(0.05)(n/2) 0000400000
00 N(0,1)000000000000



23 DrTUOOOOO0OO0

00000000 4)0o0DFTOOOOO0OOOOODDOOOOOOODOOOODOO

1. D000 3tdd-moos00000D0O30000O00O0ODOO0OOODOOUODOOOO
gbobobobobobo

2. 0000s00%700MDOODOODOBYOD0O0O0O0OOO0ODODODODODODO
00000000000O0O0000 1/20000000000

000100000000 4000000GusingSHA-1 00000000000 n=10°
0 300,0000 0000000000070 +V3n000000 v2.995732274n 0000000
0000000 N, 0000000000000000000

O00e 300497871 0000 =1000007T=+/3n 0000000 N;00000

(1—e—%g;u4mum

D0000000000000000 4000000000000000000000000
D00000000000000000000000000000000000000000
oooog

000200000000 [4000000GusingSHA-1O0O0OODODOOOOOOODOO
000007 =+/2995732274n 000000 N; 0000000000 (0.95)(0.05)(n/2)/2
O000000000000000000000000000000000N, 00000
(0.95)(0.05)(n/2) 000000000000 00000D0OO0O0OO0DOO0DOO0ODO0
0 (0.95)(0.05)(n/2)/200000000000000000000000000000O00
00O

0000000000000 0000000000

3 Uogg

0000010 DFTO0000000000000000000000000
1. DFTO0000¢(X)0 s;(X)0000000000

2. 00 100000000;000000X000000000000000S8,(X)0
00020 x200000000000000000DFTO000O0X000000
So(X), S1(X),...,S2_1(X)00000000000000000 Sp(X),S1(X),...,Sz_1(X)
0oooo0o0oo0O

oooooobooobrTOOO0OO0OOOJ0000DLDOO0O0O0OODOOOOODOOOO
gboobooooooooooooooooooooooooboooboooboonDg

10000 ¢(X)Os;(X)00000 0000000 COO00O000O00O 00000
0000000000 ¢(X)0s;(X)00000000000000000000O00000O0
O000¢ UOs;0000000000000000000

4



000000000 {-1,1}00 X = (X0, X1,...,X,_)OY = (Yo, Y4,...,Y,_1) 00O
000

n—1

27k

ci(X) = ZXkcos )
k=0

n—1 ki

s;(Y) = ZYksin J
k=0

000
[S;(X, V)P = (c;(X))? + (55(Y))?

000D000000(2/)]S(X,Y)2000000000000204—-6/,000000 D
0000

00 BOOOOOOO(2/2)S(X)2P000000000000204-8/,00000000
00(2/n)|8;(X)20 (2/n)|5;(X,Y)?000000000000000000000000O
00000000000 (2/2)]S(X)P0000 (2/n)5;(X,Y)20000000000
O0D00O0O0ODFTOOO00OD S(X,Y)00000000000000000000 Ny
000D00000D0000S(X)000000000000

2100000 DFTO0000O0O0O0O0O00000406000000000000000
0000000000000 p=0.05,0.10, 0.15, 0.20, ..., 0.90, 0.95 0000 N, 0000
0000000000000000p00000X,Y0000000 n=40960 200000
0000000000000000000000000 Matematica D Random0 000000

4. T=/(h(l-p)n00000000000|S]<TO00000p00000000
00O

6. [Sol,1$l,-..,1$2_4|000000 TOOOODDOO [$/000 MyO0ODO0

01008(X,Y)00000000 M;00000000N(X,Y)00000000000
000000S;(X)00000000 MO00000000N(X)DOODFTOO00000DO
0000000 N, 00000theoryD000000000000 p(1—p)(n/2) = 2048p(1—p)
00000 1000000000000N(X,Y)D M(X)000000000000000
0000000000000000000000N(X)0000p0 05000000000
0000000000000000000000000000000000000
02008(X,Y)00000000 M;00000000DFTO00000000000
00 MOODOODO0ON(X,Y) DOOOOOO00000000000S,(X)0000000
0N,0000000000000 MO000000MN(X)00000000000000 1
000000000000000000000

S,(X)00000000 M\O0ODOOOO0OO0D000D00000(7, 80000100000
000000000000000000000000000000000 4096000000
D000000S(X)00000000 MOOO0O00000000 ([7,80000000
0000000000000000000000



550 ——
500 N{(X) - =
450 |- e \\\ ]
400 F ' \
350 |
300 |

variance

250 -
200 -
150
100 |

50

01 FyODOODOOONKX,Y)OMX)DODD000S;(X,Y)08;(X)0000000
0NMO0O0O0OD000000Otheoryd DFTOOO0O0D0D0D000000000 N;O0000O
p(l—p)(n/2)0000X0YOOOODOOOOO n=40960000 2000000000000

0.7 -

ratio

06 [

,
0.5 - . /o
N
N

~ 7/
04 ~ S S
.
.

03 | | | | | | | | |

02 NMOOOOOOOODFTOOOOOOOOOOOO0O00000 p(1-p)(n/2)0000
N(X,Y)ON(X)OODOOOD0S;(X,Y)0S;(X)000000o0o0o M0O000000000
D000000XO0YOOOOOOOOO»=409600002000000000000



20000 OO0O00OOoooon
n—1 n—1
M ISXP =0 1 X* =
7=0 k=0

000000008 (X),S(X),...,S21(X)000000000000000000 [8]00
000000000000000000000000000000000000

5 n/2—1

o (/- > ¢(X)DODO

n

[ ]
m
3
. ~
Mz T
L
k)0)
>
T
(|
(|
(|

goboooboobobogobbgobooobnb00bO0OO0bO0bbO0bObO0O00bOOn
oood

(n—1)/2 (n—1)/2 /n—1 9k n—1 (n—1)/2
Z ci(X) = Z (ZXkcos ) ZXk Z cos
j=1

J=1

n—1 n—1 (n—1)/2 27Tkj
= 5 XO"‘ZXk Z Ccos -
k=1 7j=1
n—1 1"l

ood

(n—1)/2

1 n—1
X) - X0 = -3 3 X
k=1

000000000000000000000000000000058;(X)0¢(X)0s;(X)0
0000000000000000000

Jj=1

Si(X) = Xo = (¢(X) = Xo) +1s;(X)
., 27kj
¢(X)—Xo = ZXkcos -
k=1
., 2k ( i 27rk]>
s;j(X) = X}, sin :Zstm
k=1 k=0



goooooooooooobFTOOOODOOOODLOd00000DDOOOODDOOObOOO
oboooooooooogog

00000 [7]008(X),8(X),...,821(X)0000000 (n/2)/MO MOOOODO
SutyerySaen_0£=0,1,...,M-1000000000000000000000000
2 M 2 M

O0DFTO0O0D0OO0O0dOOD0ODOOOOOOOOOOOn

gobooboobob2100000 DFTOOOOOOLOOODLOOODOO40600000
gboooooboboobobooobobobgog p=0.05,0.10, 0.15, 0.20, ..., 0.90, 0.95
oo vOoooooobobooooboboooboopb0bO0OD0DO n=327680 5000
gboboobooobobobobobooboboobOobOlb Matematica U RandomJ 0 0 0
oo

4. T=+/(-In(1—-p)nO000ODO
6. |Sol,|S1l,...,1S2,1|000 TOOOOODD |5/000 M 00000

«=1,1/2,1/40 0000000000000 30000000000000000000
0 So(X),$(X),...,824(X)000000000000000000000000DFTO
0000000000000000 (an/2)p(l—p)00000000000000p0 0.70
00800000000000 (an/2p(l—p) 0000000000000000 0000
0000000000000000000

09 -

08 |

0.7 -

ratio

04 -

03 | | | | | | | | |

03 NMOOOOOOOODFTOOOOODOOOOODOOOO (an/2)p(1—p) 000000
0101/201/40 «00000D0O0 R=327680000 5000000000000



4

Ood

gobooboooooboobobrTooboobboobO0oboobooooboooboo
goooooboooooooooopbrFTOOOobbOO0OO00OD 0000000 DDOOOO
0000 N(0,)ODDO0OD0000O0O0O000000O0O0O0000OO00oooODoOooooooOD
d00O0O0O N(0,05) 000000000000 0OOOOOOOOOODOO0OOODOOOOO
oood

OOO0O0ODONIST SP800-22 0 DFTUOOUOOOOOOOO0O0O00O0000O0O0O0O0OODET
gbooooooooogooooogooooooooooooboooboooono

good

1]

2]

NIST, Special Publication 800-22, A statistical test suite for random and pseudorandom
number generators for cryptographic applications, 2001.

ooooooooooooocoooobooboOobooOoOoobobOOooboobooOoboobobOoOo, oo
OooobOoooooooooboDn00,20030 20, http://www.ipa.go. jp/security/
fyl14/crypto/.

oooO0,0000000bb00000b00Obb00000n Lempel-ZivdOoooooOoO
O, http://cryptrec.nict.go.jp/PDF/wat-rep2003/rep_ID0206.pdf. http://www.
ipa.go.jp/security/enc/CRYPTREC/fy15/documents/rep_ID0206.pdf.

O00,000,00000,NISTO000000O00O0O0O0O0O0O0O,0000, ISEC2003-
87, pp. 21-27, 2003.

OO0 [Cojo,000000o0,0000, 1973.

0000, D000000000DO00C0CDO0O0OOCODOOOOODOO, http://cryptrec.
nict.go.jp/PDF/wat-rep2003/rep_ID0207.pdf. http://www.ipa.go.jp/security/
enc/CRYPTREC/fy15/documents/rep_ID0207.pdf.

0000,0000,NISTSP800-22 0 DFTO 00000000, 0000, ISEC2004-50,
pp. 61-64, 2004.

K. Hamano, The distribution of the spectrum for the discrete Fourier transform test
included in SP800-22, IEICE Trans. Fundamentals, vol. E88-A, no. 1, pp. 67-73, 2005.

G. Marsaglia, DIEHARD, http://stat.fsu.edu/"geo/diehard.html, http://stat.
fsu.edu/pub/diehard.html.



A ¢(X)DOs;(X)0000D00

¢(X)00000

1 I L orkj
Q—H;Cj(X):?lZZXkCOS - =0

X k=0

¢(X)0D0000

X X \k=0
1 iy ok ol O1loj
= 272 ZXkQ <cos n]> + Z XXy, cos 1J S nzj
X \k=0 0140
I orkj\? 2 orki\? 1 Atk
= 2722((:05 WJ) :Z<COS Wj) :Z§<1+COS Wj)
X k=0 " k=0 k=0 n
n
)

s;(X)000O0000000000000

B (2/n)S;(X)?000000

1S;(OP = (5(X))* + (55(X))?
= n+ Z Xy, Xy, cos

21l 2wl 2rlyj . 27l
COS Sin
n n

+ Z XnggQ sin

0170, " 012l n
2mlyj 2mlag 2wlyy . 2mlyj
= n+ Z X, Xy, (COS L os 212 + sin T gin =8 29)
n n n n
0170,
271'(61 —52)_]'
= n+ Z X, Xy, cos —— ——
G222
2m(ly — Lla)j
= n+2 Z XnggzcosM
01 <lo

0000000000 (2/7)S;(X)?0000

1 2 s 1 2 2m(ly — o) |
- > ~18;(X)] _2—nz— n+2 > Xo Xy, cos ———2 | =2

n n n
Xe{-1,1}" X £1<tlo

10



(2/m)lS;(X)P 0000

1 2 2161 2 (b1 — lo)j
Xe{-1,1}" X £y <lo
16 1 om(fy — ) \° 16 1 (0 —52)
= 29 nZZXleZZ ( n > n22nzz<
X l1<ls X l1<ls
16 2w (¢ 14 8 4 (b1 — 09)]
- = Z <COS 7( 1n 2)]) - = Z <1+COS 7( 1n 2)])
0<t1<la<n—1 0<l1<la<n—1
8 n (b1 — £2)
= 2 ((2> + Z cos -
0<l1<bo<n—1
_ 8 n(n—l)_ﬁ 4_§
- n2 2 2 n
Oo0oo
C CJ(X)D S](X)DDDD

¢;(X)0 s;(X)0000000000000¢(X)0 s;(X)00000000000000

odn
1 1 ., omki\ (2 2rkj
2—anj(X s X):2—HZ<ZX;€COS ) (Zstm
X X \k=0 k=0
n—1
2rky . 27wky 2lyj . 2mlaj
= Zszcosg sin 7r]—i—Z:Xngzcos 71T i 27720
k=0 (17405 n n
iy 2rky . 2wkyj
= ZCOS sin
k=0
=0
D (2/n)|S,(X,Y)P000000
1S; (XY = (g(X))? + (55(Y))?
2mlj 27lo] . 2wl . 2mlag
= n+ Z X, Xy, cos o Cos —— + Z Yy, Yy, sin ——sin—

L17£Lo

L1782

0000(2/n)]S;(X,Y)?00000

11



1 2
oo D oSG Y)P
XY

1l 2 ol 2mlaj omtii 2
- ﬁ Z ; n+ Z X€1X€2 COs nlj COS TZQJ + Z HIHQ S1n nl] sin

XY 1#lo
= 2

(2/n)|S;(X,Y)P00000

3 (Bl re-2)

2

mlaj

n
1 #L

41 21l j
- ﬁﬁz ZX&XEQCOS - co

XY \l1#Ll2

2mlaj . 2mlyg . 2mlyj
S n E Yy, Yo, sin o sin

27T€1j
COSs

n
016,

2

27T€2j 4 1
el +ﬁ2_nz

277-61]' <in 27T€2j

Z Yy, Yy, sin
Y \b#l
2

2mlyj 16 1
R +ﬁ_nz
Y

n

Z Yy, Yy, sin
El <£2

4mlyyg 1 Arly i Arcloi
7T2j>—|——<1—cos 771]> (1—COS T2
n 4 n n

1 <lo
16 2ml1j
- %5
01 <la
16 Arlyj
- _Z 1+ cos =) (1 + cos
n2 n
z1<£2
4mlyj Amlyj
= % (1+c ™) WZ])
n n n
01 <lo
4 A7l Arl
n n n
1 <lo
4 4 47l d Arlsi
= 4__+_2 1] 08772]
Ay n n
4 4 n—1 n—1 471'61_]' 471-[2]'
" " z1=0€2=0 n
4 4 iy 471'61_]'
B
( (cos 0} 37
£1=0 £3=0
4 2
- 4__-_Z
n n
_ 48
n

12

27T€1j . 27T€2j
S1n
n

n

2

2



