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1.
SSL (Secure Socket Layer)

e
DES RC4
SSL
2.
2.1
SSL Web

IETF (Internet Engineering Task Force)
1.0"

CERT/CC Advisories

http://www.cert.org/advisories/

1988/12 2001/10 CERT/CC

Microsoft Security Bulletin

SSL
RSA DSS
SHA MD5
“ SSL
RFC
255

http://www.microsoft.com/technet/security/current.asp

http://www.microsoft.com/japan/technet/security/current.asp

1998/6 2001/10 Microsoft

CIAC

http://ciac.lInl.gov/cgi-bin/index/bulletins

1989/4 2001/10

CVE
http://cve.mitre.org/
CERT

“ CVE(Common Vulnerabilities and Exposures)”

CVE

231

Computer Incident Advisory Capability
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3.
3.1.
1988/12 2001/10 SSL
6

(1) SSL
SsL

CIAC L-141 (September 12, 2001)
CA-1999-15 (December 13, 1999) CIAC K-011 (December 21, 1999)
CA-1998.07 (June 26, 1998) CIAC 1-066 (June 26, 1998)

(2) SSL ( )
SsL

MS01-027 (May 16, 2001) CIAC L-087 (May 23, 2001)

MS00-039 (June 05, 2000) CA-2000-10 (June 6, 2000) CIAC K-04 (June 6, 2000)
CA-2000-08 (May 26, 2000) CIAC K-047 (June 13, 2000)

CA-2000-05 May 12,2000 CIAC K-040 (May 15, 2000)

(3) SSL (Web )
SSL Web

MS00-080 (October 23, 2000) CIAC L-010 (October 24, 2000)
MS00-076 (October 12, 2000)
CIAC 1-082 (August 6, 1998)
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(4) SSL ( )
SSL 2, 3)
2

MS01-036 (June 25, 2001) CIAC L-101 (June 26, 2001)
CIAC L-068 (April 6, 2001)

MS99-053 (December 02, 1999)

CIAC J-062 (September 1, 1999)

()
SsL X.509

CA-2001-04 (March 22, 2001)

(6) Web
Web

CA-2000-02 (February 2, 2000) CIAC K-021 (February 3, 2000)
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3.2.

3.2.1. SSL
3.2.1.1. RSABSAFE SSL-J 3.X

RSA BSAFE SSL-J 3.x SDK SSL

SSL

CIAC L-141 (September 12, 2001)

3.2.1.2. CERT/CC SSH RSAREF2

RSAREF2

RSAREF2
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CA-1999-15 (December 13, 1999) CIAC K-011 (December 21, 1999)
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-1999-0834

3.2.1.3. PKCS#1 (SSL )
RSA Public-Key Cryptography Standard #1 (PKCS#1)
SSL
SSL
RSA Public-Key Cryptography Standard #1 (PKCS#1)

( )

CA-1998.07 (June 26, 1998) CIAC 1-066 (June 26, 1998)
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-1999-0007
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3.2.2. SSL ( )

3.2.2.1. Microsoft Web Web
Internet Explorer Web
Web
Web CRL (certificate revocation
list)
SSL IE Web URL
Web Internet Explorer Web URL

Internet Explorer

MS01-027 (May 16, 2001) CIAC L-087 (May 23, 2001)
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2001-0338
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2001-0339

3.2.2.2. Microsoft Internet Explorer SSL

Microsoft Internet Explorer  X.509
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Internet Explorer  SSL
Web IE SSL
root
SSL IE SSL
SSL

Internet Explorer

MS00-039 (June 05, 2000) CA-2000-10 (June 6, 2000) CIAC K-04(June 6, 2000)

3.2.2.3. Netscape Navigator

Netscape Navigator  X.509

Netscape “ hostname does not
match name in certificate” “ continue”
( IP

) Netscape

10/19



Netscape Navigator

CA-2000-08 (May 26, 2000) CIAC K-047 (June 13, 2000)
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2000-0517

3.2.2.4. Netscape Navigator SSL
Netscape Navigator SSL SSL
Web )
SSL SSL
SSL
Web (
Netscape Navigator Web SSL
SSL
HTTPS
( ) Navigator

Netscape Navigator

CA-2000-05 May 12,2000 CIAC K-040 (May 15, 2000)
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2000-0406
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3.23. SSL (Web
3.2.3.1. Microsoft I1S 4.0/5.0 Session ID Cookie

SSL Session ID cookie
SSL
Internet Explorer Web SSL

Session 1D cookie

Internet Explorer 1S

MSO00-080 (October 23, 2000) CIAC L-010 (October 24, 2000)

3.2.3.2. Microsoft IE 4.x, 5.x Cached Web Credentials
SSL ID
SSL
Web ( ID
= 1D
IE Web

12/19



Internet Explorer

MS00-076 (October 12, 2000)

3.2.3.3. HP-UX Netscape Server

HP9000 7/800
SSL
SSL Netscape

HP-UX  Netscape Server

CIAC 1-082 (August 6, 1998)

SSL

HP-UX10.X

RSA

13/19

11.00

100



3.2.4. SSL ( )
3.2.4.1. Microsoft LDAP SSL

LDAP SSL LDAP

Microsoft LDAP

MS01-036 (June 25, 2001) CIAC L-101 (June 26, 2001)

3.2.4.2. Cisco VPN3000 Concentrator TELNET

Cisco VPN 3000 series concentrators SSL  telnet
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Cisco VPN 3000 series concentrators

CIAC L-068 (April 6, 2001)

3.2.4.3. Microsoft 11S/Site Server SSL ISAPI

SSL ISAPI

SSL ISAPI 1S

Cisco VPN 3000 series concentrators

MS99-053 (December 02, 1999)

3.2.4.4. Netscape Enterprise and FastTrack Web Servers

Netscape Enterprise and FastTrack Web Servers
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Netscape Enterprise and FastTrack Web Servers

CIAC J-062 (September 1, 1999)
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3.2.5.
3.2.5.1. “ Microsoft Corporation”

VeriSign 2001 1 29 30  VeriSign Class 3 (VeriSign Commercial Software
Publishers CA) "Microsoft Corporation”
2

(Certificate Authority) \erisign

Internet Explorer

CA-2001-04 (March 22, 2001)
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3.2.6. Web

3.2.6.1. Web
SSL
HTML ( Java
Web
SSL URL
SSL
SSL Web

HTML

HTML

SSL

SSL

(HTML
)

(SSL

CA-2000-02 (February 2, 2000) CIAC K-021 (February 3, 2000)
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(1) SSL3.0  TLS1.0
TLS 1.0
IETF(Internet Engineering Task Force)

Netscape Communications

3 SSL TLS
SSL TLS

(2)
SSL3.0  TLS3.0
TLS1.0 AES
TLS1.0

(3) TLS1.0
IETF TLS1.0

19/19

2002/2

SSL

3.0





