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1 [FC®IC

K EL, $EH 7B LA B = X2 PSEC-KEM I2OWTOFMEiRERA £ & Db D Th 5. likt5 &
L7z PSEC-KEM OSCEKIZLLFO LD TH S.

1. PSEC-KEM f1££3#
2. PSEC-KEM H C.aFifi

FEL, CRBENTT 23 2 =4 — g AREHE L 0 LS (2002469 ) DO Th 5.

fg&h e AL A 1 =X A (key encapsulation mechanism: KEM) 1%, kDA 7V v REESHA (X >
T UARKITIBERT SIS LV L L, T O8EE AR 5 TR Bk, Bk 5 A R) 1T 1T D ARSI
WozhstiL, BESME L2 b O T, FRRIC L CTBR B o 2 kS M L& TH 27— 2 0 7' b A
71 =X A (data encapsulation mechanism: DEM) &fHAGOE S Z & TOL DOIEMNHKEFL TN Db
DTHS.

Z oAk, B IX ISO/IEC JTCL/SC27 (2T D SR (L, KT I Tn 5 ([32], [10]) &
O TARPERESHOFH LWERE LTHER I TN 5.

20k ) RB = o$T, PSEC-KEM 12, CRYPTREC2000 /&350 5 Cd 5 PSEC-2([24], [25]) 0D 7+
JEA J = X A E LC CRYPTREC2001 (2582 S 4172, PSEC-KEM (305 M h# 1-Co ElGamal 505
([13], [20]) % & 212 L CHERk S iz 53 C, HiF i o> Diffie-Hellman 348 B8 RN & BRI, T2 4
EETINET IV T VRE (JED T BMMEA =X A E U CEIGHIEIREE 5 TS x U CORME) Th
HZEDBFEHIN TV,

AREETIL, 2T, 8 TS DT UNMEA D = RADEHRRLL LM, S5ICENLEMAESDE TS
NBNA T Y v FHEROZREN P —RIEAZ R L, 32T, 262l 5 IS0 7 LIt 2 B 4 4
45, 43 TIE, PSEC-KEM O SR OME %2k~ 5 3T, PSEC-KEM 22 & ORIL L 325 F5H iz b
® Diffie-Hellman 5 BRSO BRI B9 20k, & 512 PSEC-KEM 0% & MERE A Ot /e &
LN THET 5. 6 ZTIZMOMM ElGamal B 5~— 20 KEM H3k & 0% 4, Bt 2170, Rk
I 7 ECAE DR A RS,



2 ATEIMEAD=ZXL

NGRS 53— M @ I S SN E N <, RBE BT —Z OSB3R mE Th s, —J7, 3
WEENT S T TT — 2 O Y 21T 956, MO0 ETHE LA LA LT IER b0, Th
LWHEDOREF % 9 £ MG LTI AL FRBANA 7TV v FEXTHD. A7V > FERTIE, 55
L LT T — Z KR IREERs 5 CE 51k L, €O 7 — 2 i S bt %, KBRS 52 VTS 5. 5
XET =2 KRz sl LizbD L, T — S LR LS L LI b OO L2 %.

W ORI 52 BAMICHW TS 7 v FHREMRT 22 LN TE D, Thbb, RN 508
(7T —F K5 kdt) & U CELEA R L, T2 AR B2 E e LTAT, BBk hid kv, Larl, &
VRN, A 7Y v RTER SN DBERRICRE L7 R E W2 50k % R E TR TH 5.

IOMNTERSNIMMER I TRIMMEA D = AL ThH D, AREEITHS 280 72 b =2 4
(KEM : key encapsulation mechanism) &\, H@#ERANE S 27 — % 1 72 L A 1 =X 2 (DEM : data

encapsulation mechanism) & 9.

PLUFIZ KEM, DEM I2oW T & 0 3 U< s 5.

21 KEMOES
P T ENACA T = ALFTIRD 3 ODT LAY LWL A,
BERTILTY XL KEM.KeyGen() : Aix72 <, AR/ FMEHEOM (PK, pk) #1119 5.

g5 7T XL KEM.Encrypt(PK , option) : AB#E PK # AJ1& L (S SIZHEBALA TS a > option
AT LTH-TH KW, 7 —F Bk /=53 Offl (K,Cy) 2T 5.

#5117 I T XL KEM.Decrypt(pk, Co) : RLHEHE pk &, BB Co AN L L, 7 —F R B kit K %M
T 5. EEALT AT XLEIH 5O L & fail LTH L.

&b b A B = X Mk, KEM.Encrypt, KEM. Decrypt THII¥ %7 — 25 B{b#tDE X KEM.KeyLen
BIRET 5. E£io, BE ONBER 5 L RIS, H DA PK TR 5L S N72KE5 3 (K, Co) 1X, xHtd 2
G pk 12X K IR SNRZR L0 72720, 8ERT VT Y XLIZBWT, TIUDALY L2720
D (PK, pk) DAER SN HMERENEHTEX 51T E/NSThIEEIVWET 2.

FRERENL DD X I, D T EIEA T = X BTEARINC AT BABEED H T, EUAH YT D AH
AR A2V CAUANEE O SRS I ABIERE B & OB THY (1), BIADZ LR S #H TR LA =
X DMK TSRO BRSNS = £ STERV. B ETHRBOT—5 1 7L A 7= X5 LIS
B, ATV FRICT 5 2 L TR TS & LTHRIET 2 b0 ThH 2.

2.2 KEMOZREMHEDES

BEH T AL A B =X 2L, WEOABERE S L IR0 CTRENEOMELETRRD. Z 2 TIEETORE
AVEOBEAIZ SOV THAT 5.
WD XD 7 — I (ISR 5 SUE) 25 2 5

Stage 1 : $#Ep 7 L TV XA EELY, ARG/ UEROMEERT 5. WBFICIIAREOALEZEZ DL
DETH.

Stage 2 : WEFIIB/EBILF SV II~TERIOERM (query) 27 5. FEMIIEZXTHY, BELAT7 7
WCEWESSNKEFICEZOND. b LESD fail 2 51X OB RLKBEICEZ 5N D, KBEIX
WA 7 A~ () & POk 51z LT LT bHib A,



public key PK public key PK
PKE Encrypi KEM Encrvpt

key K,
ciphertext C

ciphertext C

public-key encryption scheme key encapsulation mechanism

L: ABASERT 5 LD TR AL A T = A b AR

Stage 3 : WEFIIWEILF SV ILEFOHT. LA T 7 VITkEETT 5.
LBSBALT LT A ndbt, (K*,05) 2ERT 5.
2. 5 & KEM.KeyLen O bit 5| K % 5 > % NMZAEKT 5.
3.5V H M be{0,1} B,
4.b=0 72513 (K*,C5) #HAL, 25 bt (K,C5) #HhT 5.

Stage 4 : WEHIIE AT 7 V~EREFET 5. P LEOEMIZCy SI3RARDbDET 5.
Stage 5 : WB&HL be {0,1} ZHALTKTT 5.
HHYEN TN A T = A2 KEM (25 L, FRRKBBICB 5584 A © advantage %
Advggy (A) = |Pr[b=b] — 1/2]

LEFETDH. KEM \Zx L, A 2NEfE ¢, 5 b4 T 7 L ~OEMBE 4 q [FTEHL 7T ALATHD & &,
A % KEM]|t,q]-adversary & IFE5.

BN TENMMEA T =X LNRETH D LT, EEOKEE (MR HARFH 7 L3 Y X L) 125 LT advan-
tage WEEHTE BIFLE/INEWV T L %9 . advantage %, Advjep(A) = [Prb=1]b=0—Prlb=1]|b=1]|

NIRRT K 512, BE OBMONERER 5 PKE N5 267 & &, M CRlE s Ek L, g%
W& LT PKE SO T 22 & TKEM 5R %12 (M2). 20X 51 LTESND KEM % PKE gy
LELLZLICTS.

PKE AR5 & LT%4 (IND-CCA2Y) Th 27 b, BHIToind K512, PKEgpy (T KEM & L

Pz, JERFRRE SR LRTH D 2 LIFRO X S ITEESND ([32]).
KDL DRI — L% EZD:

Stage 1 : AT VT Y XL ZELEARE/MEROMEZERT D, WEEIIILAHBOLEZEZ 500 T 5.
Stage 2 : HBEHFIIEFIEL SV IV ~MEEROER (query) 2925, FEMIIEZLTHY, EEHLA T 7 VL VIESSNHEEIC
265, b LESY fail 2o XZ0FRLKBEEICEG 26D, WBEEITES(LAT 7V ~OEM (K53) 2 &0 X 512 LTERK
LCTHiEDR.
Stage 3 : WBHF T (FILR I D) FX Mo, M1 % BEIEFSTIICEZD. BELA T 7 WTKREETTS.
1. FUH 52 be {0,1} Z&W, 2. BEAELT AV TY XAITEY My #FE{LL, BFS3C Cy #1ERL, 3. Cp #1175,
Stage 4 : WRFIIEEAT I/ V~NEM AT 5. R LEZOERIX C, L1XRRD2H0LT 5.
Stage 5 : WBHIT be {0,1} ZHNL TR TS 5.

HHIXFMGS AC TR L, FEMBICHT 5WEE A © advantage ¥ Advac(A) = |Pr[b=b] — 1/2| L E#HTD. JRIFE
BNRE (GEIGHNRINEE B U I3 L CHNE: IND-CCA2) Th b &I, EEOKRE (MRNSERBFM 7L Y X L) 126 LT
advantage DIEH TE 51T L/NENZ L2V 5. M (non-malleability) OREE b b 523, HISHIRIREE 53K Db & TIE R &
MR THD Z EMFEA IR TV ([2)).




public key PK

PKE Encrypi

v

ciphertext C

N\ J

Y
key K,
ciphertext C

X 2: ABREEEIC L 28D T LA =X b 5Bk

TLERE®RTZETHD. PKExkpy ~DEEE Axpy PIHELTZE LT, ZREMAWTUTO L ST (K3
H &) PKE ~® IND-CCA2 WEBH Apxp ZHER T I,

Apgp W3 My, My ZAEZEISEY, BEBLA T 7 VICWTFRnERE L LTHS 9. ZOREL G
(b=0,1) BRELLOBEEFUT R > TWDENE LY TRITIUTR SRV, 0L X, (M, Cy) % Axpm & KEM
FHHE L TOMBEE LTANTIUR, Akpy IZIEIC LY, EHRTE AR WVERTE LWEX (KEM TiEF —
HBESALIECHIET D) L X OB S XOMTHINENE L THIENTELOT, ZOHHEZOEEAN
52 8T Apkp BERTERWHERT (FIUHET) BTN TED. 2120, Akpy 2D OESLA
T I NAOERIZK LT, Apgp ZBEDPFIATE 2@ HLA T 7 V~FOEFEMTNIEI W (T ¥ a4
FINETNETHDIGELREETSH D).

2.3 DEMDES

PN T EAEA T = AL EHNTANA T Uy REESEEEET 5120, 7 —Z D72k A 1 =X 2 (DEM :
data encapsulation mechanism) OEERNETH D, T —F B B A =X DEM 1%, =1k, E5
fE7 VTV Rahbied, £-88E DEM.KeylLen 88T 5.

g5t 7)) XL DEM.Encrypt(K,L,M) : T— X5t K, 7~V L, BXOEX M #AhE L
WX C, 20175, 22T, M, LIMEER, K 3R X DEM.KeyLen &3 5.
(M, L WEERFORREZBL TS EX faill LTH LI

#E1t7ILT) XL DEM.Decrypt(K,L,Cy) : T—2 o bt K, 7~V L, BXOWZX C, # AH &
LYYt M 2775, 88T AT Y RAEH L850 & fail LTh L.

BBk, BT T X ATREET LT Y XA TRITFIUEZR B0,
E,EED K, L, M 123t L, (DEM.Encrypt 7 fail L7272 513)

DEM. Decrypt(K, L, DEM.Encrypt(K, L, M)) = M

DRV SET2 721 UiE 7 B 720,



PKE- pubhc key ﬂ ﬂ
/

PKE - public key

KEM- DO PKE

s1mulator

3: KEM OX ¥ % 7z PKE OBEBEH OERL

2.4 DEMOZE2MHNDESR
F— BN TN A T = RBCKT DBED TV FZRDOEBY .

—7*‘»«&737")6/»4t><73 = A5 DEM (2Kt L, WBEF XM UR E DO My, My, BEOY, 790 L* 24K
BB b4 T 7 MHRIT D, B oAb AT 7 ME T v F DT — 25 et K 24l L, £72, 7 X LI
be&@}%@ﬂdﬂK}7me*TA&%F”ML%F%ICT%&%%Kﬂﬁ.W%%M@%Mﬁ?&
JNERT 5 2 ENTE L. BMIET IV /BB SO (L,Cy) T, (L*,Cy) L B2 L0 BERETLV. 18
BALA T 7 VT K X D E SR 2 REH RS RBICEH L b 2 N7 5.

KEM k[A#EC, DEM (23t % F3RB2#% A @ advantage % Advpgy (A) = |Prlb=1b] — 1/2| L ED 5.
IHIT, WEBEE A pKH ¢, BEALA T 7 V~DERINE 4 q BT, LA T IV ~DAN &, WEbAZ
INNOEDOHNOEIRE~ 1, 7 VOEINREL I TEIK L&, A % DEM|t,q,l,l']-adversary & FES.

T—=B AT RIMMEA T = A LNRETH D LT, EBEOBEE (RMNZHARH 7 LT Y L) I3 LT
advantage MR CTX DITE/NhSNT L& NS,

2.5 DEM IZEEJ 5#E

ISO K7 7 b ([32]) (i, Hamsms 5 & MAC 7v= Y X 5% HWWT DEM 24845 J71k0 3 > (DEM1,
DEM2, DEMS3) %a%zémﬂ\é (7272L DEM3 12 MAC OZ). Wi b, SEimsns 5 MAC 7120 XA
W ThIUE, RSN DEM 2 (DEM & L) ZeTHDHZ & bRENTWD (EfAFERIX [10]).

g S L LT ey 7S % (%ﬂ%ﬁ{ﬁ.ﬁ@)CBC E— RTHWD H D&, one-time-pad 03 FL#
SINTNWD (BIRD, ™A TV v REEFICT 2 B 5ok T 28 (7 — XS LiE) 1%, 7o X 2780
THEWETTHL Z b, FIIEREE D CBC E— FTh o> THERT LMK TE D). CBC £—
RTiX, 7 v v 7 523 pseudo-random permutation” T 5 & KE L72GE, RO D LZEMEZEKRTHZ L
PREF SN TE Y, Z47 DEM O OT=0 O, +53 72 2 EaFfo L B2 5.

TKEM OREMWFAICT v ¥ 24T 7 Viga A, ZE b o TRELROHIENDHIL, 70 v 7HEROT— NIZHTHZ0 X5
IRAEA L ZEEORILE L RO oD EEX D, Lo THEMBESE LT PRPWICRZ 28K T r v 75 (AES, ...) @S T
I¥%2 47 DEM DR CE 552 5.



2.6 N T S
Z ZTlX KEM, DEM %#A 88T 1 OOAMER S H-AC 2T 5.

KEM.KeyLen = DEM.KeyLen TH 5 &7 5.
H-AC ORARIE KEM LRUT, h% (PK,pk) &3 5.
EEEF7 I XL H-AC.Encrypt(PK, L, M, option) : ABR#E PK, 7~V L, ‘-3 M, B LUK E(LA~
v a v option AL L,
1. (K,Cy) = KEM.Encrypt(PK , option),
2. Cy = DEM.Encrypt(K, L, M),

3. C = Cy||C,

RAEL,C 2#HHT 5.
‘#Eit7ILTY) XL H-AC.Decrypt(pk, L,C) : FLHESE pk, 7~V L, B553C C # A& L,
1. Co 7% KEM OB S ICHAT 2K THD LS C=Col|Cr EEIT DT, 0 X5 RnyEInTcEiane

X3 fail 5.
2. K = KEM. Decrypt(pk,Cy),

3. M = DEM.Decrypt(K, L,Ch),
EHEL, M EH 1T 5.

2.7 N Ty FESOREM
H-AC 13HREL L CABBIE S 20 b O TH Y, RAMEOBEE S ZHUCHE 5. J70b BB 5 30
I L CHRBETH D Z EBRO OIS, LR L, FXRMER, 7 VVOTEED 2 5Tl OB & 1%
R BUERET N A MEICHIT S (3 S— VLS. G (32], [10]

-
—

Wz B2 5 TWA. LLFIC H-AC
EHWOZL).

WEREIESA T 7 VCREN OFFTIR Y ETH, 7-UL /M5 XOMEZEM L, TOESHREES
ENFSNTVD. WEFIIECREEDFEL My, My &, TV L 2B EALA 5 7 VICHIT, BBt A5 2
ST v F BT LT b e {0,1} 125> T My %5 ~Uv L* THEEAL, 2O 53 OF 2 KBF IR T, K
WHIZ L —5 Y O (LF,C%) SO T~V BB OMEE T AT 7 VBRI L, &#%icbe {0,1} %

H4%.
KEM, DEM LR, H-AC (257 % LW BEH A O advantage % Advg.ac(A) = |Pr[b = 0] — 1/2)
EEDDH. b, WEE A PR, BEA 7 7 v~DERM»RE % q BT, BS54 7 7 v~DANT)

L, LA T I AN OMNORENRE~L I, TXVORINEL I TEKTLI)ALDLEE, A %
Zxf L T advantage

H-ACTt,q,l,1')-adversary & 5.
NAT Yy REEERERETH D LI, EEOWES (FHRMZIHEXFR TV T U XA) I

PEHTEFE/NINT LEN .
2.6 Wi CHIRL L7= KEM, DEM (=X 54 7V v FEE 5 H-AC Okt L, KEM, DEM BEnZho ik
TRETHIHGE, HHAC bELETHDH I ENREND. LV IEMIZ, IRDISELY S2-o:
fEE®D H-ACt, q,1,1']-adversary A 1Zxf L, KEM[ty, q]-adversary A, (t, =~ t) &, DEM|[ta,q,1,1']-adversary

Ao (tg ~ t) ﬁ‘ﬁﬁ: L CIRDIEE D N1,
(1)

Ad’UH_Ac(A) <2 AdUKEM(Al) + AdUDEM(Ag)

T2 KEM O A U prefix-freeness 72 EOWE ZEFHT HMENHH 3, 2 2 CIHIEO 0BT 5. AT [32] 2.



X (1) OFEADOHE
ZZCHEHEEDTD TNV DRWEEES 2 5. FEHIT [10].

Go 2 A 7V v RIFEOREMEIIRIT D, b bEDF =Lk L, HHAC ~OKBIZE T HHEAbA T 7 v
PR &2 “hidden bit” % b, 7 — Z W 24k (DEM A#) & k*, X LICH LA Z 2 Lol (#—
2y NOREE) % C* = C3||C; 255, b 2 K8&H A OHHE L, Ty % H-AC B%=E A R’ EfR (b=1b) %
HIHERLT+ 5.

Go D LER LI =5 Gy #RO X IICEET D, Gy T, BE{bA T 7 A NIz & & KEM O
BB L b o2t k* 22 T U F Lie kT ICEE L CTDEM OB E{LE1T . 72, Hh CT = C||C)
EWBHIZH 272, C = Co||Cy WEBLAT 7 VicAh&ni=t &, Cy = C 72 51X KEM 0 5{b4 7
7 VRV, B BB AT 2 VN TIEL L kT VWS X 91T 5. Ty & A 37 —L4 Gy TR
HEFLTD.

ZOLEAD Gy TOHIRIE, Gy TORME T KEM ~OREETH LBEELE Ay LT DL &

[Pr[T;] — Pr[To)| = Advipp (A1)
ThD. HkIZ, DEM ~OKEBEE Ay TH- T,
|Pr[T1] — 1/2| = Advprm(Az)

DL DORTFET D, EBE, A IX7—2 G IZBWTITEIZ DEM ~OX8 % L T\W5Z LIZRDHDT, Ay
XA LR ERVWTRICEATEY. b 20X E Y, ROIRELEEDT.

TES 22, AT — 2L Gy IZBWT DEM ~OKBENEZFEL, Gy & G DEICBWT KEM ~OWIEHEN 2 F4E9 5.



3 ISOIZEIFBATEIEA DX LEEILDEF

ISO/IEC JTC1/SC27 TiE, 1999 4 J v i 55 :NOFEHE(L (18033) 217> T 5. 1803313, Part 1 (General),
Part 2 (ABR#E), Part 3 (71 v Z7E5), Part 4 (A F U —AKE) O 4250/ 3— LRI N TN S,

Part 2 (=7 ¢ #: V.Shoup) T, % OARREER 57T 2, EER OY LA ZFEMICHES{LTE D
A7V Y FEESIZHIER L, A 7 U v RIS TORBEER S5, @y 5520 2072 ME<Td s
AT YNMEA T = X D22, IR 2D T 5.

BLED Part 2 ® WD(working draft [32]) TiX, A 7V v FEEIZI1T D ABREEAT 2 & 8t 72 11k
A J) =X 2 (KEM), Sl 27— 1 72 b A 1 =X 5 (DEM) 446000, 2hEino, FER%
EHEOER, EHITE, ZNHEMAGDETERRNA T v RS EZHBRT 2 5 1E%E, Znboliao—
AL b L S LTV D,

PSEC-KEM 1380 72 b A 7 =X 2 (KEM) & LT part 2 IZIER I TV 5. Part2 12i%, PSEC-KEM
Oz, LLFO#E 31277 KEM O FEBRES N TS (RSA-KEM IZ2WCiE [19] b anzn).

# 1 ISO IiREEN TV %S KEM 5

| ~—=zinzhk
PSEC-KEM ElGamal
ACE-KEM FlGamal
ECIES-KEM ElGamal
RSA-KEM RSA

Part 2 1%, 2002 4= 10 A Tz Ty % U TO SC27 OEEEFHEIZB VT, WD 225 CD(committee
draft) (2T Z & KGR STV D03, #am I EIRY C, RIRIN TV DR TOHFEXNISILEIND 1 E 5 )
RS CTIIRATH 5.

T =B AT 'NMMEA T =X A DEM IZ2WTH, Part 2 0 WD IZEW TSR I N (77 v 7 R v 7 A1)
ERIE OB IREIE STV 23, BRI DEM O HFRIZ oW Tk STy, LirL, BifEo & =
AT EHIARTE R D 6, Bl SC27 12T DEM OREELAMTOND ZENT LY ¥ VR TIRESNTE
0, A%, DEM BT ERIZIThILD &L TRSNS.

IB. Kaliski (= &g, RSA-KEM (2#51) 5 RSA By %, % & LF G & —F MR — ik LTS LT b Rt OiEH X
ARETH .



4 PSEC-KEM

2T T b A 1 = X 5 PSEC-KEM O 7 L= ) X AOES A3 92 . AIRIRD TR0, #5 M R
btoméey M, A7 Ty MIIOMEZEBRL E13d 5 HiE2 R BEL TS b0 L L, kb o< F—
B 2. BEMIERELZ 2R S0,

4.1
EAMBRNSA—2 E LIZ9>OEDHM (¢,m, f(B3),a,b, P,p,pLen,gqmLen) ®Z &%\ 5. 72721,

q: FE, m BB f(B): ABRKF, EOmkE=y 7BNZERX a,b: Fgn OEFE, P = (z,y) :
aHMMRE oS, 72 L e, y: Fom OERT, y? =2 +ax+b(¢>3), Y’ +oy=2>+az’+b(¢=2)
Y. S HIT, pr FE, P ONIR, pLen : [log, p| DfE, gmLen : [log, ¢™] OfE

Th5.

PSEC A8 113, 4 > (E,W,KDF,hLen) ®Z L%\ 5. 12721, B : 5T A—% W : 4§
Mh#t (F) Losi, KDF : 88BN, hlen : IR TH 5.
PSEC ##Z# & 13, FAEH s D LE2 VD

%9 % PSEC ABigE, PSEC fE#IZHNTIEL, 0 <s<p, W =sP (F5Hli#E E LoRiE LTDORT
7 —f%) OB H Y, T b A, ERIIEAEN T Y X7 4 7 (KGP-PSEC) (I XV ks s,

4.2 MEEE0E

i LA (ES-PSEC-KEM-ENCRYPT) IX A7) PSEC AB#E PK \Zxt L, (co, k) (27 7 v NEIDH) %
HAT 2. LEIZUUTOFIETITHONS:

1. T>3—5 4 V5@ (EME-PSEC-KEM-A (1 1))

option @ keyLen BHEEIN TS LT 5.

bit & hLen OELE r 24K L, r 2 O8EEHES KDF 22XV, bit & pLen + 128 + keyLen @ bit 5| H
AR, H % BAL {pLen + 128}-bit t &, {7 keyLen-bit k (JHHE) T3 5. t ZHH L 572 LT modp
TOE%E o (HABEEHAT T —) L35,

2. HEMEEWNE (EP-PSEC)
NEETH DM E Lo P, W %, ZNEi affd 5.

Q=alW, C)=aP.

3. T>a—F 4 V45 E (EME-PSEC-KEM-B (4 5))
MR LR Cr, Q 5, BB KDF 12 XV bit & hLen @ bit F & ARk, Fi & r OHtAIFHER
g ey L3 5.

4. A
Cy & co DM cg = Cy|eca, BELOL TRD= k 2T 5.

PR OTORBFIELZEE L2 & &, ROBEREEZRET 27-OOLER. SWVMZ DL, HRE Fem O, Fq FOERSIER.



32-bit
000 ... 00 r

t k
i
I modp
1
v
a
4: EME-PSEC-KEM-A
32-bit
000 ... 01 C, -
™
¢ )

Co

5: EME-PSEC-KEM-B

10



4.3 1EELnE

#H Bt (ES-PSEC-KEM-DECRYPT) X A1 PSEC AR PK, PSEC fbE#E s, B LN B3 ¢ 12
R, K (7T MEIOM) 2 AT S (2T —8, "ivalid” 2T 2 & bb3). MEIELLFOFIETH b
no:

1. Fa—F 1 Y5 0E (EME-PSEC-KEM-C)
co D LN {gmLen + 8}-bit 7°6 FEMHiHE E Lol Cp 24 L, N hLen-bit % ¢y L 35<.

2. ¥§FEEE (DP-PSEC)
1L CROAEMHER E LOR C) %2 WE# s Lz Q' Z3tET 5.

Q' =sCy.

3. Fa—F 4 L5 IME (EME-PSEC-KEM-D (I 6))

FEMER ol Cf, Q' b, $EHEHBI¥ KDF 1T XV bit & hLen @ bit FZ&ERk, £ L ¢y OHEMATR
A r 5. ¢ MOEEHEE KDF IZX Y, bit & pLen + 128 + keyLen @ bit 51| h' 45K, h' % E
iz {pLen + 128}-bit t' &, TL keyLen-bit k' (FAHE) (2013 5. t' 2HE L A7 LT modp TOEZ o &
T5.

32-bit
000 ... 01 C, Q
¢,
/™
32-bit
000 ... 00 r
r K
i
i mod p
1
a,

6: EME-PSEC-KEM-D

4. 3L, H5 (DP-PSEC)
G R Lo S S LT O =o' P 20 i CIE B (BEEH) 2T 5. 25 TRITIUE Yinvalid” 43K
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5 PSEC-KEM OZ=t%
5.1 MR LD DL, CDH

Z 2Tl PSEC-KEM A% 4 OARMLE 3%, 4% M5 E o Diffie-Hellman F-5#  (CDH) (220 TH& %
T5.

Definition 5.1. (f§MB#R L OB MEE : ECDL) F = (¢,m, f(8),a,b, P,p,pLen, qmLen) % & #h
BNT A—Z (cf. 41 E0) &T 5. 2€{0,1,... ,p—1} ZT U X LTEALLELE, E &, 2P b ¢ Z51HET
L% (E Eo) BEBod 4 fiE (DL : discrete logarithm problem) &Y 9.

Definition 5.2. (#§FM##R LD Diffie-Hellman 5t H & : ECCDH) E MR 7 A =2 L9%
z,y€{0,1,... ,p—1} T U HXNIEATLLE, E &, 2P, yP 76 zyP ZitE T 20E% (F _Eo)Diffie-
Hellman #+% fi# (CDH : computational Diffie-Hellman problem) & 9.

B 57202 CDH X DL ICZEAR R & S 5. 3720 HREHOHE DR T 2 72 513 Diffie-Hellman 15
FIEGMES 2N TE S, L LEOW, ©F Y FEBoSERT-E & Diffie-Hellman 558 0O F 15 SR EAGE X
—RRIITREA ST 720

L L6, Mo RiTHiE STk Y, fI 2 IImMR A7 A =2 B2\, p—1, $idp+1
23 B-smooth (7272L, 5 EH c 2% L B = O((Inp)¢) ) 761X E £ DL & CDH IZFEEMIZEMTH
% ([21)).

F 7, KL (B2 g 7% smoothness condition Z-ifi7=97) DM R £ DL 25 Ly (q)" O HEFEEIFH T
G B1F, T oMM EER £ CDH b Ly (q) Bl TR 20 2 & RS T2 ([6]). ECDL 1 3#EFEH
MTIHFET 2N EfE U 6T Y, ECCDH 2 ECDL & [AI%OKEEZREFT 5 Th A 9 2 & OF 1721 L
Lpp tBbons.

bz & Xy, AEFTIE, ECCDH O REHE XV 59V ME Th 5 ECDL OREEMENRIES 11D Z &
AV RERFEM R Ll e T 5.

— IR RIS S BT

i T D RIS RSB AR < 770 Y K L THERR SR I 0 & D1 SR TH & F, 8RS0 10 L2
72U, BUES ATV B b 215972 & 01 Pollard p-ik ([28)) T, /FG/2 IO AT » 7% LB L+ %, BIE
DFHEREAES T (RERIN T)ECDL 2AR< = & 2N HDR D DI IR ST A — 5128155 p @ FIERE
DAHA, B 57 100 5 bit FRED O£ TTH 5. [12] TIXFEE £ 109-bit # M #i#k o DL 7% (Pollard
HET) 549 BT TR T L B STV BT

COEREEEZ D L, 160-bit M HMOEA, HHIFHE T 225 ~ 33,550,000 15 0 F B RALE T, BIED
HEHEEE ) TIX 5 T A EADS = L1045, §6-5 T 160-bit LL oo HE I % FIV LS Pollard ¥2%f L
TE TP EETHDHEERDLENTE .

BRI T HHE

— 75T, R RFE AR T 2 B WL OB RINTE YD, 2 b Ol 2R id iU, BEHod %
RIED IRV 2R ET D Z E N TE R,

Weil/Tate-paring % H\C ECDL % 5eikE#E o DL ICFF HIA TN, MOV K% ([22]), FR %% ([15])
RE, DO BILTND ([33] 72E). Zaubizxt LT, MM MR OA B R OB 2 FIEREICHDIAT 2 &
DIREE, & 2 VNTHDIA A T b RIEFEOBEHCH BN N CTh 5 & 9 ICHi# 2B SUNERHD (p | (¢ —1)
2% n A RETHIE (n>2072L) Lv).

F 72, anomalous Hi#F & BEBOH RIS L <, BIRTE 220 ([29)).

"La(g) = exp(log” qloglog! ~* q)
11108-bit @ 2 XXk LOFEM M b IFE TN D ([8]).
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S BT, (FBO) JERE EOFEM i#RIZ%T L, Weil descent ZFH L7-E ([16]) HAIHNTE Y, Fom, m
AR T B3R ARXTH B,
(2 BRPARI IR~ OIEI SN TORMIL [LI] ZBMEnL)

PSEC-KEM T, FEMfROBED YA X (p) 1X 160-bit ZHELE L TE 0, HEMHIFR /T 2 — & ORI X
SECG([34]) #2425 Z &iZ>TWV5%.

SECG IZFE# s [ i LR BRI T 222 a2 +0BE L T 2 b OfEM il 7 A —% %
WAERY  ECDL OREEMEL (A E) RiESnd B2 TR,

5.2 PSEC-KEM D& £ %A
Z 2Tl PSEC-KEM H Sl iR 0% 2HEFEIIC S\ CTRAET 5.

B DA I, MM i o> Diffie-Hellman 35 RIREO 35 SAORBEME 4 (08 L, X 512, B S (4.2)
D 1ic3F % KDF, 3 X OME B (4.3) © 3 2BV T 2 BHICAVWSONE KDF 25 4 54570 G
LBt U, MERHUALELO 3128540 5 KDF, 3 L OB LAFED 3128\ TRV B b KDF % G & 1%
WMSEAT v FBAT 20 H L &7 Ui BT, PSEC-KEM 73 KEM & LT%4: (cf. 2.2 ) T b = & OFHEH
BFFoTWG (T4 DA T 7 VEF L TORER).

LV FEMI, ROFEEDPRIN TN D!

Theorem 5.3. (PSEC-KEM QR &) A %, @547 7V, J0 X 54T 70 G, HIZZRZER qp [,
qc W1, g RIOERZ L, 7 R T =V e T FATHIRIN t ThD & 5 7% PSEC-KEM (K,E,D) \Zxt9 %
IND-CCA2 (i i HIFER IR 5 SO BRI 5k U CHUE) ISR 2 BE &35, 20 & ZRIhiEsR)S ¢! CTHEITHY
It O (K 39585 2 —21284 %) #M Diffie-Hellman (3+5) FIBEO R 2 &1 (¢ + qp) THOME

DYARNEHNT DRI RTNVTY XLNFELT,
S £ (96 +3gp)(1+27"%)  2¢p +qq
- 2(1 +27128) P 2hLen !

t'<t+4+qy - (T+0O(1)).

ZZTTIE K ICET MR EoRR 2 0217 5 HEERTH .

FEHO K 12 PSECKEM 1255 (52 X AT 7 LEFL ETO) @AERT ALY XA, E, D IZEh
FURE AT LT XN BT AT ZLTHS.

J:%EEE%L&, PSEC—KEM[t, qD,4qH, qG}—adversary A T&)’)VC, Ad’UpSEc_KEM(A) =& fcﬁé %@ﬁ‘ﬁﬁ‘a‘é
721X, ERLE- TIPS ¢ @, ECCDH[t'-adversary BWFfET 5 Z & EIRL T 5.

PSEC-KEM & & % DEM FEfaGbE, A 7V v RS 2R+ 2546, —i%ic KEM (2% L CHE
RENTWB 22HOEMROLZEENH =S N TR, BEEND/ A7V v REEERNIESFREE 5 & L CTiif
LV DEEMN RS Z L1235 0T, PSEC-KEM (2% L, FRR@HEARY L TE+Ho0TH 5.

PSEC-KEM OZ &M EFLDO L 2T v X LA T 7 NVET N ETIHEAINTEY, BEICIX, BETOR
BHEEZ R LTS DT TIERY. EEE, HORHRRIRNEEZEZ DL T, VX LF T I NVET N ETIILSE
ThoTh, W RDIERETHLRLITRLRVE S AL REA TS ([7]). L»L, PSEC-KEM O
LRV S EBREIZB WV T, PSEC-KEM 3224 T\ e 51E, ECCDH 2M#T 57>, b L< 1 KDF
WZOWTD (HHHD) BENFREL WD Z LT Y, BREOKENERICITHEEE (i ECCDH 2 K# T &H
HZEHLIRELT) THHRY, PSEC-KEM IZZETHDHEZEZX DL ENTE D,

THCFHEE & 3.1(7page)
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TORIREENG, KRETIE, FUXLF T I NETIL ETOREMNIE L, EERE COREM LIRS
\ORIBT 55 m&%ﬁb‘tﬁmﬁ®ﬁi%%offéf%ékﬁ T ALDET S,

Lk Z & #FEIC A, PSEC-KEM A CaHliEii#i o, FRLEBOMEHOREEEZIT > 72, £ OfiiR, FEH
R <, FRPELRENTVWD Z L 2@ L. 1> T, PSEC-KEM i1, KEM & L TZ2TH D
LR SN

7233, security reduction b tight (i.e. e ') TH Y, #ELE T A —Z RO Eh#R (160 bit LA L), hLen(128
bit LA E) 2T 2R, Z22 KEM TH5H L5251 WMo TRERT — X W TvNMMEA =X L LA
BOELZ LI, BRERANATY v FIEZE/RDL LN TED.

BEE T, LU FICHER O (RREROIHEO %) & T 5.

AEEA DR
A % LFLo PSEC-KEM (K,€,D) ~DOBBF (c¢f. 22H) L35, Zhi T ECCDH Zfig < J#& 7 v
FY XL B ZUTO LIRS S:

CDH-problem : E, (P, W, C*))

fpublic key

@, W) 6=(C, Q)

algorithnx

H-0 B
simulator r——

PSEC-KEM sb J
G-O . 200
adversary | —— X OO ) g
A ‘_/ simulator

DO /“j

simulator
H-list

b’ kor

\ “reject”

X7 7V XA B

B DOENE
ZIIFEM AR E R 3 8 P, W, Cf (W,C; € {P AT 25758 }) BASH, B34S QF T©
logg. Q" =logp W HbDOEELHDH I A NEMTITS.

BIXET 7o Abitb, BLOT U F A7 bitFll ey (BESITHOHNEELFELW), k (31T keyLen 125
LW 24T 5. WRICA 28 L, A 22D O H-query, G-query, 3 X OME LA T 7 L ~D query IZ& 2 7
Do (BEZRFITHIR), A PDDOKEALA T 7 NV ~DERDFKIZH A ICHEE LT ((CF,c5), k) &Y. HFO
query DEIZEZ ATV, A BT (H2 bit N3 5) Lb Bk H~D query DF T Cy-part 25 Cf & —
HLTWDHHODY A REHAHLTHRTT L.

ANBO query IZx% L, BIZLLTFOEIEER T 5!

Ml 213 g = 290, qp = 240 LBV T L EEFOKDIERORICH T 560 2 HUEITERTE T /2 THY, tight TH

LEERD.
TTCDH ©F v & NRHEMEIC LY, ZOHA0 5353 ECCDH O 28 743 ) XARM5N T3 ([31], [32]).
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H,G-FZI9 LD 2alb—3y

H, G-query 2%t L, #1D CTRIMIZERICR LTI (ELWREED) 7 & Az iET. query L D7
UHELIREIEE Y A MIGERT D mEICE VB RICK LT, Eoxtin T S EIE 2RI L.

7272, H-query 0 = (C1,Q) IZBWT, Cy = Cf THDH L &L (LRITHEVH(0) ZIRLT21%, ) r = c5®H (0)
Nquery L LT G-VANMNIBINENET =y 755, HAGEEFFNLTIWD, Z20WEE, r 2 G-V A b
Wz, Gr) ZULFO X9 IZED 5

G(r) ® FAL t-part 27 > X LAZED, o=t mod p, aP ZFHT 5.

H L O = aP Thiud Q* = oW (Z4Z CDH OfFETH 5) 2HEL, Q = Q* B 51X G(r) O FhE
k-part 2, b =00 & EHRANTEATZ k,b=1 DL ET U X LRMEICEY FT5. ZDE X, ((Cf,c5),k) X
M5 H,GAZ 7O EFEDR, ELWRIE? L2 > TWAZ L ITHEER.

Ci#aP DLE (1L AEEFZDOHELRD)IXG(r) O k-part 7 U X LNIEDD.

KZEIZr,G(r) & G-V A M2z 5.

BEEAXZILDYZTaL—Y 3y

AT 7 ~D query(Cy, co) 12k LTI, Ci-part 3—3 2 H-Y A2 NNOXF 2L, 7T U reject
L, H576I1E, 2O LI RIIETIIH LT r=c® H(0) 235, r B G-query IZHL0ENETF =y 7§
L. IWEE, (H-UA MO EFELO XS 725 L DIZktd ) ikt L, G(r) 27 VX LITEY, 2ib%x G-U A
M2z 5.

G(r) ® EAL t-part 75 (modp LC) a #3R®, C = aP, BELT Q = aW DKV L2 BI1E, G(r) OF
AL k-part ZEBRERLE L TAICEL, WTFNDPDBEKY SE72 221 10U reject 5.

BWEALATZ 7 VDY I alb—ra Tk, ADBXIST 5 H, G-query ZFHIZIT > TWAHEAITIE, WIZIE
LWES Y 2b—va RN TE TSI LIERETD. Lo, EFyIaL—ra v BNERET 2013 A
N H, G-query 95 Z &<, ELWKBXEERTEHBETH .

R B 2 D 5T
qp BIOEFALA T 7 ~D query IZxf L, I 2 b—31 a3 U 1 RIELEORIE (MiE- 2B 5EREH LT
LE?)THERE Fail L35 &%, Pr[Fail] 2L FO X 5 IZFHTT 5.

A NSO EALA T 7V query(Cr, ) ICRIELTIZET D, Cp =CF ThHEX, F—L2DNL—LinD,
caFcy THDH. BIXIN% reject LTWDLDIED, REILTWD LD Z &1L (CF,c0) IFIELWEEXTH
D, Q-part ITFELV: Q=Q*. WZIT (caF ey £V)rZ£r* THDHN, a-part (logp Cf = logy, Q%) 1T%F L
<RFHUEZe 6720 a-part 1L G(r), G(r*) @ EA7 (t-part) Z modp L72bDTHY, ZANELL Dk
RII(NATAEBETDHE) (1+27128)/p L2 b, EEAT I ~D query IIF 4 qp BITHY, £/ G
T I NVITE L g BIHERTE 20T, ZO%E (Cr = Cf OBE), KR ITE <

(gc +aqp)(L+27128)
p

ks,

WIZ Cy # CF O, %532 H, G-query D\WTINEIT- TORODEDR, £9°, G-query 217> T\
RNETL LL AFIEELWIESXEZENWTE TWDLDENE, G(r) @ AL (t-part) Z modp L7=H D
Mlogp Oy LB LTNT, ZORERILE L FREC LTH 4 (L +27128)/p, £ -T2 OBAORIHESR L

qp(1+2712%)
p

L%,
B G-query 13T 2 23, H-query #1772\ 55 query BWIE LWL TH D DL r := co @ H(C1, Q)
W or & 5T D0 (2 OERIE 1/20Len) F721X G(r') @ t-part modp 23 logp Cy & —5T 20 (Z O
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T L FEE (L+2712)/p) THD. G- T2 OEHE O RIFERILE <

( 1 N 1+ 2128)
qD
2hLen D

Thod. UbkoZ ik

< (qa + 3qp) (1 +27128) qp

Pr[Faill p + ShLen (2)

2155,

RIZ, BOHBTHD, (CF,Q%) ¥ ADHD H-query IZEHENTWAHIERAZFHET 5. ZOFRLY AskH
LT5.

Eo, B GIZEMRSH, FOREZENLGELND a-part 28 Cf #AaP Lo TLE I, b LT k-part
Wh=00Lx) HEDE LER>TVWEIHELE GBad LT 2.

LIFC, ¢ = Pr[Fail] A EHEORER A2 & 277, F% GBad v Fail IcBI L TH TEET 2.
Pr[AskH A (GBad V Fail)] = Pr[GBad V Fail) — Pr[~AskH A (GBad V Fail)]

> Pr[GBad V Fail] — Pr[-AskH A GBad] — Pr[~AskH A Fail|
> Pr[GBad V Fail] — Pr[GBad|~AskH] — Pr|[Fail|

Th Y, ~AskH O & X fH H(C, Q) X TRIRTIET, LoT r* b FRIRTE, #£-7T, r* 2 G ITEn
BHERIT 1/20en, 21z

Pr[GBad|-AskH] < (¢p + qg)/2""
LB FoTH(2) LHbET

(96 +3qp)(1+27"*%)  2qp +qq 3
- D - 2hLen ( )

Pr[AskH A (GBad V Fail)] > Pr[GBad V Fail]
2135,
—77, BEHSIZ

Pr[AskH A ~(GBad V Fail)

]
= Pr[~(GBad V Fail)| - Pr|AskH|~(GBad V Fail)]
> Pr[~(GBad V Fail)] - Pr[(A = b) A AskH|~(GBad V Fail)]
> Pr[~(GBad V Fail)] - (Pr[A = b|~(GBad V Fail)] — Pr[(A = b) A ~AskH|~(GBad V Fail)].

ZZThH —AskH O & X i H(C;, Q") ETPRIRTHET, o T r* b FRIRTHE, WAic A NEMT 5
FERIT 1/2 L7250 T (202 L1354 ~(GBad V Fail) & 3. Th 5 = & b IEH),

Pr[(A = b) A ~AskH|~(GBad V Fail)] <

| —

LR, REAREND (SA T AHEET S L)

___c
2(1 + 27 125)

PLEIZ&DY,

+ % < Pr[A = b] < Pr[A = b|~(GBad V Fail)| - Pr/[~(GBad V Fail)] + Pr[GBad V Fail|.

/(1+27128) — gr[GBad V Fail @

Y727, 2 (3), (4), 5 L0 Pr|GBad V Fail] > 0 7535 2 3R 413 5.

Pr[AskH A —(GBad V Fail)] >
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6 fhARXEDLEE

= ZTl%, PSEC-KEM &, fi1oo#% M ElGamal ~— 2 KEM 2 & Ok (2040, 255 2175, M
Bkt G, REH R TH D, 190 12 bIE SHL (of. 3 %) ACE-KEM, ECIES-KEM & %.

ACE-KEM (% Cramer-Shoup AB#ERE 5 ([9]) © KEM MR T& v , ECICS-KEM % ECIES ABAgkH; 5 ([1],
34)) D KEM I CToh 5. ZHZNOFEMARRIT [32] IS T\ D. 2 2 CIIHRO LA L, LB
REMEITERDICE LD .

6.1 ZTEMLR

WTROHAL KEM & LT (22 HiOBEWKTO) ZEMEITREA SN TV D2, FERAD 72O DARE D F /e -
TW5 (6.1 3H).

#2 2. BEMFAEHO 72D DARE

| K e RIS E
PSEC-KEM EC CDH random
ACE-KEM EC DDH UOWH
ECIES-KEM EC-GapCDH random

= =, ECDDH (& (K3 it 1= o0)Dillie-Hellman & B % % L, EC-GapCDH 1% (K[ i 10)Gap-
Diffie-Hellman (F15) 2 %7

FHITEWET 52, ECDDH 1M i Lo So 4 S (P,W,C,Q) 52 bhi-L &, Q i (P,W,0) 2
%9 % Diffie-Hellman FHERIEDME T 2B 22 HET 2B TH Y , EC-GapCDH X, ECDDH 0% % %
BY A7 7 vEHWT, ECCDH #3#E 3T 2ETH 25 ([32], [27]).

F - BEEIEICI T D UOWH 1% universal one-way hash BA%% ([23]) &3 %. UOWH IX— 7 R
DAFAET IUTHERL T &, BRRE D b & T M EED R T X 20T, UOWH IFZBLENRED & & T (%)
FHEZ DT ) B FTRECTH 5.

# 6.1 T, BEGRITENPRETH D Z &, BIOBHRUTRIT 2y & 2 BEE T TH BB E 23
RV SED 2 & ZRET AU, KEM & L COLREMENERAFREETH L Z L 2K LTV D.

security reduction 1%, PSEC-KEM, ECIES-KEM & HI3EHE TH 5. EU L~ ACE-KEM TR
£5HO0, FrZRER .

ACE-KEM i3, BISURGEIC 50T, (BARY) 50 4 AT E MR 55 L ¥ AT 7 VRIZRETHY
EREHCEWEEIC BV IR CE 5 (R4 v ¥ — FEFA L CIERAHE) H T, BENL M AHNT 5
ZEMNTE S, 2L, EBEIZIE UOW 2Mi S OFR CREFA SNy =2 B A AW 2017 Tt/ <, it
FAFE, SHA-1([14]) SO v 2 B B L b0 & AV 5. 55T, ACE-KEM O, i
HUTHA, Ny 2 BRORAEE~OKFEN L VBN EThH L EX LN,

—J7, ACE-KEM 0¥ &1L ECDDH AW TH 5 Z & ThH Y, Zhid ECCDH X WiV MRETH 5.
ZHHEL Y SE2IZIE, ECCDH O5E U Bk fhFERIC W CHERE 223 5. EEE, Mot FIE
BATREZ: (FEE W) BORIE G4 NTAE L & 234U DDH B2 M#< 2 L AT (fEik <o DDH < DL 2
HEFRECTH 2 MET 2. LR GBROBO—HMRHETEX 2720 TH L), 20 X e WRE 54
IE MOV IR FR W Ox5 L0 IREIFH OFE M #1235 T, Weil/Tate-paring & H\N TIERLFTEETH 5
(118], [5)). 4%, ECDDH O#F e8I aICE R+ 2 BE R H 5.
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ECIES-KEM O¥GH{E CTdb 5 EC-GapCDH([27)) 1%, Lo X 5 72 ECDDH 053\ i 1 %k ([18], [5))
ZHE LI-ME T, 5202 ECCDH LV 3VMRETH ST, BIED & 2 A, EC-GapCDH ~D I TR
REHOFRVD, IBESNTHLRWEETHLZ LD, SR MLPDERNH D Z L TBETE 0.

6.2 FNEMHEK

# 6.2 13X ST ADOEE SR FREE LD LD TH D, FESLLEHIZINT, FEHhMR LD A0 T —fF
BOKER D 2 5 od, O T EFEHIRDBRETH D Z Lnd, KRTIEFEAD T —FROBEHEZ/RL T 5.

# 3: MR Lo T —ER OB

[ wRl mE
PSEC-KEM 2 2
ACE-KEM 5) 3
ECIES-KEM 2 1

AL, B 52 ACE-KEM (3L 24058 . PSEC-KEM 13185 7% ECIES-KEM 1204 % 6
DO NFIERFEOREZ RO LTI,

Dk aE e+ 2% &, PSEC-KEM O#Ga R E 1M e CTEFEMEO EW ECCDH Th Y |, ALEE )M
bk, T LA T I NET N EOREWGAEZRBD A5V TIE, PSEC-KEM 235 b N
KTHDHENWI ZENRTED.

TECCDH #M#l} %72 6 1%, ECDDH A 7 )V iz E #6872 < EC-GapCDH Mg} 2 D125 EHTH 5.
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(O -t

AKWEETHE, V7B A D =X LOMEEZRE L, 80 7'M A B =X L TH D PSEC-KEM O FAf
i1 o7,

FT 8T AT A D =X LOEROREN, SHICENLEMAGDETHLNI N T v
RERDLZEMER EZHAL, 26 O ANLEMEICRIBEAR HHTREETHDL L 2HR L. ¥7-2h b
OF AN ISO TREIEEL I >OH D Z L aWt L.

W, 8 F e A B = X LT % PSEC-KEM OREEE % 7k ~, PSEC-KEM N2 EMEORILE 35, #5
M #i#R | o Diffie-Hellman 15 RE-CHEHCH L BEIZBI 3 2R, & 512 PSEC-KEM O & PEREH Ot
R E BT, T OREE, PSEC-KEM (IR STV 5 /8T A —4 K (FH ROV A X, Ny v 2 B O H
JHMEZ2 E) ZHVWAIRY , KEM & LTEETHDLZ LR LT, o T "LZE” 7 DEM LA GbE5 2
& TABRSE (FERIFR) B & LTl L -ULd IND-CCA2 (=NM-CCA2 [2]) ZEk L7z 7'V v REFEH
Rk cx Bz LD,

S5, oM ElGamal N—ATH 8D 7L A B =X L EDOHEA{TV, PSEC-KEM 1, fth 5=
ORF LB 222k (RHENE), DiRtEA2 FFo 2 & &2k,

L7226 PSEC-KEM 1388 72 MAb A =X L& L TENTZFRTH D 2 LA fEmiT B d 23, #ee
ELTE, HLLETRY T BULDALZATO HATH Y BRTIIHAWD Z et MHAFREICT 5121
T =B AT EMEA D =X LBBBETHD. ZD X927 T /NALA T = X L OB ABHSERE 55017 2 A %)
WCHWS IO THEHELEA LN, ENETBINRE TOUHAOBEIRTH L EEZD. DT v/MEA T =
A LR, & 5 WIFHER G KOBIRZ2 &, RAISHE T 20 ERH L EHFRD.

BB E OIS, i< LT IT EEOBEITH » 23, Bk, 7U07 O EIT Zn b o8& & 34
L, BEUKIS T 5 2 & T IT OFEHEFIC 3T 2 g Sei O ML A 1845, MEFF T <z Hl-> T\ 5.

B R T 3BT, Hill Ao AR BB E N AR ST TR v, ISO 7 &, EERRERE(L
TEENT 2 5 (2D TRUKR T, st b FERV.

—77, BREOR SR 21T O AT 1 V=7 MW TR, IS5 SN 5 2 5 i 2 iR oM,
AR DELE - R & — U 2\ E FReH 2 0 TRHEERE 21T 5 L W O TR OER T3, ERttfosh
DESIZONTWNTRWENLAH 5. LA, fHREIREZNHR I AR, & ER 2 A IciERT
% 7D, AEEIME A ST U728 e, R A E OGRS, ZAUin - 7 faHl, B0 - BIBR OB R 70 &
FMR I OMIR 2 G & ATRE & D ARHITE D 2SR E L,
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