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0o A

The Complexity of Generalized
Coron-Naccache-Stern’s Attacks

(000000041 00000000000000000000000000™0)

A.1 The Properties of y-smooth

The attack complexity depends on the probability that the integers ¢; are y-
smooth. Defining ¢(x,y) = #{v < x, such that v is y-smooth}, it is known that,
for large x, the ratio ¢ (x,\/x)/x is equivalent to Dickman’s function defined by :

1 ifo<t<l1

p(t) = ¢
p(n)—/wdv if n<t<n+1

v

p(1) is thus an approximation of the probability that a u-bit number is 2%/

smooth. In particular, denoting:

y = L.[B] = exp (5 -+/logxloglog x)

the probability that an integer between one and x is L,[3]-smooth is:

U(x,y) 1

e [ o]

NO0O0000000000000000000A7TO0000D000D0D0DO0O00O00O0O0O0
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If we assume that the integers ¢; in (1.4) are uniformly distributed between one

and x, we have to generate on average L,[1/(203) 4 o(1)] integers ;.

A.2 The Complexity of Phase I

Using the ECM factorization algorithm [11], a prime factor p of an integer n is

extracted in time:

Lp[V2 + o(1)]

A y-smooth integer can thus be factorized in time:
Ly[V2 + o(1)] = La[o(1)] (A1)

The complexity to find an integer ¢; which is y-smooth using ECM is thus:
L |55 +0(1)
— 4o
A.3 The Complexity of Phase I1

Moreover, the number 7 of integers which are necessary to find a vector which is
a linear combination of the others is O(y - log e) (see [4] and A.6 for more details).
Therefore, one must solve a system with 7 = L,[# + o(1)] equations in 7 = L,[F+

o(1)] unknown. Using Lanczos iterative algorithm, the time required to solve this

system is O(r?) and the space required is roughly O(r).

A.4 The Total Complexity of Attacks

To summarize, the time required to obtain the L,[# + o(1)] necessary equations
is

Lo |54 35 +o()

This system is solved in time

La[28 4 o(1)]
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and space

La[B 4 o(1)]

The complexity is minimal by taking 8 = 1/v/2, since 8 = %, ie,r=1

5¢

A.5 The Proof of Equation (A.1)
Let
cly) = Ly[V2 + o(1)]

This means that there exits a function f(y), which limits is 0 when y goes to
infinity, such that:

c(y) = L,V2+ f(y)]

We have y = L,[] = exp(v/log x log log x).
Let g(x) = f(y) = f(L:[3]). The limit of ¢ is also 0 when x goes to infinity.
This gives:

cly) = exp((V2+g(x))\/logyloglogy)
= exp ((\/§ + g(:z;))\/ﬁ\/logxlog log x log <[3\/10g:1;10g log :1;))

which gives
c(y) = exp(r(x)y/log x loglog x)

where

Vlog z log log x log ([3\/10g x log log :1;)
Vlog zloglog '

It is easy to see that the limit of r(x) is 0 when x goes to infinity, which gives:

s
r(e) = (V2 +g(x)) \/

c(y) = L,[V2 + o(1)] = La[o(1)].
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A.6 The Proof of O(y - loge)

7 is the number of integers which are required in order to find a vector which is

a linear combination of the others.

In the most simple setting, the public exponent e is prime and the set of vectors
with k& + 1 coordinates modulo e is a k& + 1-dimensional linear space; 7 = k + 2
vectors are consequently sufficient to guarantee that (at least) one of the vectors
can be expressed as a linear combination (easily found by Gaussian elimination) of

the other vectors.

When e is the r-th power of a prime p, 7 = k + 2 vectors are again sufficient
to ensure that (at least) one vector can be expressed as a linear combination of
the others. Using the p-adic expansion of the vectors’ coefficients and Gaussian
elimination on £+ 2 vectors, we can write one of the vectors as a linear combination
of the others.

Finally, the previous argument can be extended to the most general case :

w
_ T
€ = bp;
=1

where it appears that 7 = 1 + w(k + 1) = O(kloge) vectors are sufficient to
guarantee that (at least) one vector is a linear combination of the others; modulo
each of the p;*, the attacker can find a set T; of (w — 1)(k+ 1)+ 1 vectors, each of
which can be expressed by Gaussian elimination as a linear combination of k + 1
other vectors. Intersecting the T; and using Chinese remaindering, one gets that

(at least) one vector must be a linear combination of the others modulo e.

Since k is the number of primes below y, we have k& < y which shows that in any

case, the number of integers which are required is always

O(yloge)

A.7 Additional Proof of General Case when ¢ = Hpgj

j=1
Denote the target vector V ((k+1)-dimensional) .
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Step 1 First , we collect k + 1 of (k+1)-dimensional vectors, and solve
V= ZCEI)VEI) mod pi' (A.2)

Step 2 Then, for each p;J,l < 7 < w , we continue collecting k + 1 of (k+1)-

dimensional vectors to solve the similar equation.

k41
Y = ZCEJ)VZ(»]) mod p;J l<j<w (A.3)
=1
Step 3 Finally, we get :
B
Y = ZCEJ)VZ(»]) mod p;J 1<j<w (A4)

by using 1 + (k4 1) 4+ (w —1)(k+ 1) = 1 + wk of (k+1)-dimensional vectors.
Applying Chinese Remainder Theorem, we can find the linear dependency

relation of ¥V on modulus e = H;):l pi-

Hence, the number of vectors which are necessary to express V as linear combina-
tions of others is 1 + wk.

(Q.E.D)
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